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"Completely Automatic Public Turing Test to Tell
Computers and Humans Apart"
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DOS: Denial of Service
DDOS: Distributed Denial of Service
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1) # apt-get install libapache2-mod-evasive
2) # cp /etc/apache2/mods-available/mod-evasive.load /etc/apache2/mods-enabled/
3) # gedit /etc/apache2/mods-enabled/ mod-evasive.conf &
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<IfModule mod_evasive20.c>
DOSHashTableSize 3097
DOSPageCount 2
DOSSiteCount 50
DOSPagelnterval 1
DOSSitelnterval 1
DOSBIlockingPeriod 300

<IfModule/>
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1) # apt-get install libapache-mod-security
2) # cp /etc/apache2/mods-available/mod-security.load /etc/apache2/mods-enable/



3) # gedit /etc/apache2/mods-available/mod-security.conf &
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<LocationMatch */login>
SecAction "initcol:ip=%{REMOTE_ADDR},pass,nolog"

SecRule RESPONSE_BODY "Username does not exist" "phase:4,pass,setvar:
ip.failed_logins=+1,expirevar:ip.failed_logins=60"

SecRule IP:FAILED_LOGINS "@gt 3" deny
<Location/>
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# [etc/init.d/apache? restart
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<?php
if( isset( $_POST[ 'submit’ 1 ) ) {
$target = S REQUEST["ip"1;

$target = stripslashes( $target );

Soctet = explode(".", Starget);
if ((is_numeric(Soctet[®])) && (is_numeric($octet[1])) && (is_numeric(Soctet([2])) && (is_numeric(Soctet[31))) {
S$target = Soctet[@].'.'.Soctet[1l].'.'.Soctet[2].'.'.Soctet[3];
if (stristr(php_uname('s'), ‘Windows NT')) {
Scmd = shell exec( 'ping ' . Starget )
echo '<pre='.%cmd.'</pre=';
} else {
$cmd = shell_exec( 'ping -c 3 ' . $target );
echo '"<pre>'.%cmd.'</pre=";
}
t
else {
echo '<pre=ERROR: You have entered an invalid IP</pre=';
}
}
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SecRule ARGS "(&&]ls)" "deny,status:400"
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<?php

session_start();

$token = md5(unigid(rand(), TRUE);
$ SESSION]‘token’]= $token;

$ SESSION][‘token_time’] = time();
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<form action=""buy.php” method="post’>
<input type="hidden” name="token” value="<?php echo $token; ?>” />
Amount: <input type="text” name="amount”>
<l-- Other Fields -- >
<input type="submit” value="Send”>
</form>
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<?php
if (isset($_SESSION[‘token’]) && $_POST[‘token’] ==$_SESSION[‘token’])

/* Valid Token */
}

else {
/* Wrong Token */

}
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SecRule REQUEST_HEADERS “../” “t:urlDecode, phase:1, deny, status:400”
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<?php

if(isset(% GET['Submit'1)){

$id = $§ GET['id"'];
%id = stripslashes(%id);
$id = mysql_real escape_string(%id);

if (is_numeric($id)){

$getid="SELECT first name, last name FROM users WHERE user id = '5id'";
Sresult=mysql_query(S$getid) or die('=pre=' . mysgl_error() . '=/pre=' );

Snum=mysql_numrows($result);
$1=0;
while ($i < Snum) {

$first=mysgl result(%$result,$i,"first name");
Slast=mysgl result(%result,3i,"last name");

echo '=pre=";
echo '"ID: ' . %id . '<br=First name: ' . %first . '<br=Surname: ' . %last;

echo '=/pre=";

$i++;
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SecRule ARGS "*(selectjunion|union\s+|drop\s+|into\s+outfile)"
""t:lowercase,deny,status:400"
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<?php
if (isset($ POST['Upload'])) {

Starget_path = DVWA_WEB_PAGE_TO_ROOT."hackable/uploads/";

S$target path = Starget path . basename($ FILES['uploaded']['name']);
Suploaded_name = $_FILES['uploaded'][*name’];

Suploaded_ext = substr(Suploaded_name, strrpos(Suploaded name, '.') + 1);
Suploaded size = $ FILES['uploaded']['size'];

if ((Supleaded ext = "jpg" || Suploaded_ext == "JPG" || Suploaded_ext == "jpeg" || Suploaded_ext == "JPEG") && (Suploaded_size = 100088)){

if(move uploaded file($ FILES['uploaded’]["tmp name'], Starget path)) {

echo '<pre>';
echo 'Your image was not uploaded.';
echo '</pre>';

else {

echo '<pres';

echo Suploaded_name . ' succesfully uploaded!';
echo '</pre>';

¥
}

elsef

echo '<pre>';
echo 'Your image was not uploaded.';
echo '</pre>';
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htmlspecialchars($varName, ENT_QUOTES) (1
htmlentities ($varName, ENT_QUOTES) (2
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<?php
if(%$ GET['name'] == NULL || $ GET['name'] == "'}{

Sisempty = true;
} elseq

echo '"=pre=';
echo 'Hello ' . htmlspecialchars($ GET['name']);
echo "=/pre=';

}
T=
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<7php

if(isset(% _POST['btnSign']1))
{

$message = trim($_POST[ 'mtxMessage']);
$name = trim(%$_POST['txtName']);

$message = 5trip5ia5hest$message];
$message = mysql_real escape string($message);
$message = himlspecialchars($message);

$name = stripslashes(%name);

S$name = mysql_real escape string(%name);

$name = hitmlspecialchars(%name);

S$query = "INSERT INTO guestbook (comment, name) VALUES ('Smessage’,'Sname’);";

$result = mysql query($query) or die('=pre=' . mysql error() . '=/pre=' };
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SecRule ARGS “<script|<script\s+|<iframe|iframe\s+” “t:lowercase,deny,
status:400”
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