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PHP

SQL Injection, XSS, Command Injection, Brute Force 

CSRF, File Inclusion and File Uploading

Brute Force 
 

 

PHPBrute Force

 CAPTCHA 

CAPTCHA

"Completely Automatic Public Turing Test to Tell 

Computers and Humans Apart"

"  " 

Form Login Brute Force

 

Form 

DOS/DDOS

DOS/DDOS

DOS: Denial of Service 

DDOS: Distributed Denial of Service 
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Brute Force

2Apache

Mod_Evasive

rootterminal

 

1) # apt-get install libapache2-mod-evasive 

2) # cp /etc/apache2/mods-available/mod-evasive.load /etc/apache2/mods-enabled/ 

3) # gedit /etc/apache2/mods-enabled/ mod-evasive.conf & 

 
 

IfModule mod_evasive20.c

DOSHashTableSize 3097  

DOSPageCount 2  

DOSSiteCount 50     

DOSPageInterval 1   

DOSSiteInterval 1  

DOSBlockingPeriod 300  

IfModule

DOSHashTableSizeIP3097

DOSPageCountDOSPageInterval

DOSSiteCountDOSSiteInterval

DOSBlockingPeriod3

Mod Security

Mod Security(Apache2)

Mod Security

Apache2

root

terminal

1) # apt-get install libapache-mod-security 

2) # cp /etc/apache2/mods-available/mod-security.load /etc/apache2/mods-enable/  



3) # gedit /etc/apache2/mods-available/mod-security.conf & 

LocationMatch ^/login

SecAction "initcol:ip=%{REMOTE_ADDR},pass,nolog" 

 

SecRule RESPONSE_BODY "Username does not exist" "phase:4,pass,setvar:

ip.failed_logins=+1,expirevar:ip.failed_logins=60"

 

SecRule IP:FAILED_LOGINS "@gt 3" deny

Location 

60

Apache2root

# /etc/init.d/apache2 restart  

(-;

Brute Force

 

Command Execution

 

 Input Validation

highView 

Source
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 Mod_Security

ls

 

SecRule ARGS "(&&|ls)" "deny,status:400" 

 

Cross Site Request Forgery (CSRF

 

 



 Tokens

 items.php

buy.php 

items.php 

<?php 
 

        session_start(); 

        $token = md5(uniqid(rand(), TRUE); 

        $_SESSION[‘token’]= $token; 

        $_SESSION[‘token_time’] = time(); 

 

?> 

 

<form action=”buy.php” method=”post”> 

         <input type=”hidden” name=”token” value=”<?php echo $token; ?>”  /> 

         Amount: <input type=”text” name=”amount”> 
        <!-- Other Fields -- > 

         <input type=”submit” value=”Send”> 

</form> 

 

 

Sendbuy.php

tokenbuy.php

<?php 

         

        if (isset($_SESSION[‘token’]) && $_POST[‘token’] = = $_SESSION[‘token’]) 

            { 

                /* Valid Token */ 

            } 

        else { 

                   /* Wrong Token */ 

                 } 

?>

 
 

File Inclusion

 

Input Validation

White ListWhite 

ListBlack List

View Source 

(Mod_Security)

SecRule REQUEST_HEADERS “../” “t:urlDecode, phase:1, deny, status:400” 



PHPApache

 

SQL Injection

 

mysql_real_escape_string()

 
2MySQL

 

GreenSQL

SQL Injection)()

RulesMod_Security

http://www.greensql.net/download#xUbuntu_9.10
http://www.greensql.net/download#xUbuntu_9.10
http://www.greensql.net/download#xUbuntu_9.10
http://www.greensql.net/howto
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SecRule ARGS "(select|union|union\s+|drop\s+|into\s+outfile)" 

"t:lowercase,deny,status:400"

File Uplodaing

Input Validation 

View Source 

3 

 

 

XSS)ReflectedStored 

SANS

   

1 htmlspecialchars($varName, ENT_QUOTES) 

2 htmlentities ($varName, ENT_QUOTES) 

 

Reflected XSSStored XSSView Source

http://www.sans.org/top25-programming-errors
http://www.sans.org/top25-programming-errors
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4Reflected XSS

5Stored XSS

 

 

 

 (Mod_Security) 

 

SecRule ARGS “<script|<script\s+|<iframe|iframe\s+” “t:lowercase,deny, 

status:400” 

 



: المقال القادم

 

 و Apache و PHP وانمكىوة مه PHPشرح الإعدادات الآمىة وانصحيحة نمىصة تطبيمات نغة انبرمجة 

MySQL . كرنك سىف وتاول بإذن الله كيفية مرالبة مهمم انىيبApache نهتعرف عهى انهجمات انمحتمهة مه 

. وإجراء عمهية انتحميك في حانة الإختراق نهتعرف عهى انمجرميه (Logs)خلال مرالبة مهفات تسجيم انعمهيات 

 

 

 <<;-) ونىا تكمهة إن شاء الله 

 


