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The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Tools Help
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| Filter: | | v Expression... | Clear | Apply

[ The World's Most Popular Network Protocol Ana

Interface List e Open :
: Live list of the capture interfaces (counts incoming packets) Open a previously captured file ]

Start capture on interface: Open Recent: :
|

bl Capture Options & Sample Captures !
Start a capture with detailed options A rich assortment of example capture files ol i

How to Capture

Step by step to a successful capture setup
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{2) Ready to load or capture No Packets Profile: Default
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sudo -1
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ubuntu@rOck-laptop:~$ cd ..

ubuntu@rOck-laptop:/home$ wireshark
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=y Interface List

. Live list of the capture interfaces {counts incoming packets)

Start capture on interface:

| etho

£ Pseudo-device that captures on all interfaces
£ USB bus number 1

£ USB bus number 2

E#| USB bus number 3

£ USB bus number 4

£#| USB bus number 5 v

Capture Options
il P P

Start a capture with detailed options
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wlan0: Capturing - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help
T’L-;E.;mﬁ X = O &9 'E
|Fjlten || v || E;pressinn...| |
No. . Time Source Destination y
49 1.746869 209.85.229.101 192.168.15.3
50 1.882228 209.85.229.101 192.168.15.3
51 1.882262 192.168.15.3 289,.85.229.18:
52 1.886831 192.168.15.3 173.194.37.18¢
53 2.086696 173.194.37.104 192.168.15.3
54 2.126883 173.194.37.104 192.168.15.3
55 2.126909 192.168.15.3 173.194.37.16¢
56 2.261823 209,85.229.181 192.168.15.3 !
57 2.261855 192.168.15.3 209.85.229.16:] !
58 10.512663 192.168.15.3 207.46.124 . 24" ]
59 11.100653 192.168.15.3 207.46.124.24" 1
68 11.157838 207.46.124.245 192.168.15.3
61 11.157678 192.168.15.3 207.46.124.24: &
« -
BEe0 68 24 al 69 33 97 c4 17 fe 9e 8b 73 08 60 45 @0 B I TR - E
B018 68 3f 28 27 40 60 48 11 73 32 cb a8 of 83 cb a8 L7('@.@. 52....=
AA?A  Af A1 R? re AA 3/ AA ?h  h4 Ah AQ rh A1 AA AA AT 5+ k b E
« (R >
() wlan0: <live capture in progress= ... - Packets: ... - Profile: Default
h
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wlan0: Capturing - Wireslhrk

File Edit View Go Capture Analyze Statistics Telephony Tools Help ';
r i = i
Filter: Hhttp v H Expression... ” Clear”Apply| |
ination Protocol | Info I
76.200.220 HTTP POST /forum{login}php?do=login HTTP/1.1 (application/x-www-for i
76.200.220 HTTP GET /forum/clientscript/yui/yuiloader-dom-event/yuiloader-dom-e I
76.200.220 HTTP GET /forum/clientscript/yui/connection/connection-min.js?v=406 i
168.15.3 HTTP HTTP/1.1 208 0K (text/html) {
168.15.3 HTTP HTTP/1.1 364 Not Modified I
168.15.3 HTTP HTTP/1.1 384 Not Modified 1
76.200.220 HTTP GET /forum/clientscript/vbulletin-core.js?v=486 HTTP/1.1 |
168.15.3 HTTP HTTP/1.1 3684 Not Modified l
76.200.220 HTTP GET /forum/forum.php HTTR/1.1 I
76.200.220 HTTP GET /forum/clientscript/yui/yuiloader-dom-event/yuiloader-dom-e| |;
76.200.220 HTTP GET /forum/clientscript/yui/connection/connection-min.js?v=406 ’
76.200.220 HTTP GET /forum/clientscript/vbulletin-core.js?v=406 HTTP/1.1 I
168.15.3 HTTP HTTP/1.1 384 Not Modified ||
- A
geee 08 24 al 69 33 97 ¢4 17 fe %9e 8b 73 08 ©0 45 @0 .$.13... ...s..E. all
8010 83 c4 bl 74 40 00 40 06 B8e eb c® a8 8f 03 5e 4c Lt@@s L.l “L '
8028 cB dc a5 e0 90 50 71 d6 af bb aa 38 03 42 80 18 ..... Pq. ...8.B
0038 88 5c 4c EB 00 66 81 @1 OB Oa 00 6a IE e5 be ?c ALhoooo o] L
2 wlano: <live capture in progress= ... - Packets: 259 Dlsplayed 35 Marke... - Profile: Default |




Frame 8 (978 byt

Line-based text

es on wire, 978 bytes céptured}

data: application/x-www-form-urlencoded

8 23.944689 192.168.15.3 94.76.200.220 |{TTP POST /fo [ENENX

Ethernet II, Src: HonHaiPr %e:8b:73 (c4:17:fe:9e:8b:73), Dst:
Internet Protocol, Src: 192.168.15.3 (192.168.15.3), Dst: 94.7
Transmission Control Protocol, Src Port: 42464 (42464), Dst Pc
Hypertext Transfer Protocol

[truncated]|vb login username=rOckHuntErfivb login password=:

«
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USER
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38 03 42 80
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71 d6
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38

® 8 23.944689 192.168.15.3 94.76.200.220 HTTP POST /fo =R
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~login |
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e 00 50 71 d6

Pass Word

L ]
fe 9e 8b 73 08 08 45 60 5,13, . 5.
g8e eb cB a8 of 83 5e 4c .t@.@

af bé

aa 38 03 42 80 18 .....

wwb login md5j
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