Abysssec Resecdrch

1) Advisory information

Title : Microsoft Excel WOPT Record Parsing Heap Memory Corruption
Version : Office Excel 2002(office xp)

Analysis : http://www.abysssec.com

Vendor : http://www.microsoft.com

Impact : High

Contact : shahin [at] abysssec.com , info [at] abysssec.com

Twitter : @abysssec

CVE : CVE-2010-0824

2) Vulnerable version

Microsoft Office 2004 for Mac 0

Microsoft Excel 2002 SP3

+ Microsoft Office XP SP3

Microsoft Excel 2002 SP2

+ Microsoft Office XP SP2

- Microsoft Windows 2000 Professional SP3

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT Workstation 4.0 SP6a
- Microsoft Windows NT Workstation 4.0 SP6
- Microsoft Windows NT Workstation 4.0 SP5
- Microsoft Windows NT Workstation 4.0 SP4
- Microsoft Windows NT Workstation 4.0 SP3
- Microsoft Windows NT Workstation 4.0 SP2
- Microsoft Windows NT Workstation 4.0 SP1



http://www.abysssec.com/
http://www.microsoft.com/

- Microsoft Windows NT Workstation 4.0

- Microsoft Windows XP Home SP1

- Microsoft Windows XP Home

- Microsoft Windows XP Professional SP1

- Microsoft Windows XP Professional

Microsoft Excel 2002 SP1

+ Microsoft Office XP SP1

- Microsoft Windows 2000 Advanced Server SP2

- Microsoft Windows 2000 Advanced Server SP1

- Microsoft Windows 2000 Advanced Server

- Microsoft Windows 2000 Datacenter Server SP2
- Microsoft Windows 2000 Datacenter Server SP1
- Microsoft Windows 2000 Datacenter Server

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 2000 Server SP2

- Microsoft Windows 2000 Server SP1

- Microsoft Windows 2000 Server

- Microsoft Windows 2000 Terminal Services SP2
- Microsoft Windows 2000 Terminal Services SP1
- Microsoft Windows 2000 Terminal Services

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT Enterprise Server 4.0 SP6a
- Microsoft Windows NT Enterprise Server 4.0 SP6
- Microsoft Windows NT Enterprise Server 4.0 SP5
- Microsoft Windows NT Enterprise Server 4.0 SP4
- Microsoft Windows NT Enterprise Server 4.0 SP3
- Microsoft Windows NT Enterprise Server 4.0 SP2
- Microsoft Windows NT Enterprise Server 4.0 SP1
- Microsoft Windows NT Enterprise Server 4.0

- Microsoft Windows NT Server 4.0 SP6a

- Microsoft Windows NT Server 4.0 SP6

- Microsoft Windows NT Server 4.0 SP5

- Microsoft Windows NT Server 4.0 SP4

- Microsoft Windows NT Server 4.0 SP3

- Microsoft Windows NT Server 4.0 SP2

- Microsoft Windows NT Server 4.0 SP1

- Microsoft Windows NT Server 4.0

- Microsoft Windows NT Terminal Server 4.0 SP6

- Microsoft Windows NT Terminal Server 4.0 SP5

- Microsoft Windows NT Terminal Server 4.0 SP4

- Microsoft Windows NT Terminal Server 4.0 SP3

- Microsoft Windows NT Terminal Server 4.0 SP2

- Microsoft Windows NT Terminal Server 4.0 SP1

- Microsoft Windows NT Terminal Server 4.0




- Microsoft Windows NT Workstation 4.0 SP6a
- Microsoft Windows NT Workstation 4.0 SP6
- Microsoft Windows NT Workstation 4.0 SP5
- Microsoft Windows NT Workstation 4.0 SP4
- Microsoft Windows NT Workstation 4.0 SP3
- Microsoft Windows NT Workstation 4.0 SP2
- Microsoft Windows NT Workstation 4.0 SP1
- Microsoft Windows NT Workstation 4.0

- Microsoft Windows XP Home

- Microsoft Windows XP Professional
Microsoft Excel 2002

+ Microsoft Office XP

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 95 SR2

- Microsoft Windows 95

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT 4.0 SP6a

- Microsoft Windows NT 4.0 SP5

- Microsoft Windows NT 4.0 SP4

- Microsoft Windows NT 4.0 SP3

- Microsoft Windows NT 4.0 SP2

- Microsoft Windows NT 4.0 SP1

- Microsoft Windows NT 4.0

Avaya Messaging Application Server MM 3.1
Avaya Messaging Application Server MM 3.0
Avaya Messaging Application Server MM 2.0
Avaya Messaging Application Server MM 1.1
Avaya Messaging Application Server 5

Avaya Messaging Application Server 4

Avaya Messaging Application Server 0

Avaya Meeting Exchange - Webportal 0
Avaya Meeting Exchange - Web Conferencing Server 0
Avaya Meeting Exchange - Streaming Server 0
Avaya Meeting Exchange - Recording Server 0
Avaya Meeting Exchange - Client Registration Server 0




3) Vulnerability information

Class
1- Heap Memory Corruption

Impact

Attackers can exploit this issue by enticing an unsuspecting user to open a
specially crafted Excel ('.xIs') file. Successful exploits can allow attackers to
execute arbitrary code with the privileges of the user running the application.

Remotely Exploitable
Yes

Locally Exploitable
Yes

4) Vulnerabilities detail

WOPT record contain settings that we have set in Web Option window. Here is the fields of this record:

Offset Name Size Contents

4 rt 2 Record type; this matches the BIFF rt in the
first two

bytes of the record; =080Bh

grbitFrt FRT flags; must be zero

grbit Options; see following table

bScreenSize Target monitor screen size 0= 544x376 1=
640x480 2= 720x512 3= 800x600 4=
1024x768 5= 1152x882 6= 1152x900 7=
1280x1024 8= 1600x1200 9= 1800x1440
10= 1920x1200

dwPixelsPerInch Target monitor pixels per inch

uiCodePage Code page index value

cchLocationOfCom length of the string in
ponents rgbLocationOfComponents




rgbLocationOfCom
ponents

Unicode string; the path to the location for
download of the Microsoft Office Web
Components

rgbFuture

Space reserved for bytes from future versions
of Excel

The sub_3015C307 function responsible for processing this record:

.text:3015C307
.text:3015C308
.text:3015C30C
.text:3015C30E
.text:3015C30F
.text:3015C313
.text:3015C317
.text:3015C319
.text:3015C31A
.text:3015C31E
.text:3015C31F

push esi

mov  esi, [esp+4+arg_0]

mov  ecx, esi
push edi

movsx eax, word ptr [esi+10h]
lea eax, [esi+teax*2+12h]

sub ecx, eax
push eax

add ecx, [esp+0Ch+arg_4]

push ecx
call sub_300A197A

At the beginning of the function the value of the cchLocationOfComponents is read and then after some
calculation on the value it is passed to the sub_300A197A function. 24 is added to this value in the

function and based on the result a block of memory is allocated. By calling the sub_300A19AD a block of
memory is allocated.

.text:300A197E
.text:300A1981
.text:300A1983
.text:300A1988
.text:300A198B
.text:300A198C
.text:300A198F
.text:300A1990
.text:300A1995
.text:300A1997
.text:300A199D
.text:300A199F

.text:30267E39
.text:30267E3C
.text:30267E3D
.text:30267E40
.text:30267E44
.text:30267E47
.text:30267E4A
.text:30267E4B

mov  esi, [ebp+arg_0]
push 0
push 1020h
lea eax, [esi+18h]
push eax
lea eax, [ebp+arg 0]
push eax

call sub_300A19AD
test eax, eax
jz loc_30267E58
test esi, esi
jg  loc_30267E39

mov  eax, [ebp+arg_0]
push esi
push [ebp+arg_4]
mov [eax+14h], si
mov  eax, [ebp+arg_0]
add eax, 16h
push eax

call sub_30002A8A




After that sub_30002A8A is called, it copies some values with exact length to a buffer. This function
takes 3 arguments. The first argument is a pointer to a buffer. Second one is a pointer to a source. And
the last one is the length of bytes should be copied.

If you pay enough care, you can see that the value of the second argument which means pointer to the
source is under the control. It means that with the values that we initialize to the
cchLocationOfComponents field, this address can be manipulated. If the address is invalid we face an

access violation in the sub_30002A8A function.
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30705008 CY 62 19 30 68 7A BO 36 5C

30705020 91 C7 @4 30 29 C5 7C 30 F4
307050308 A9 74 BO 38 DA 7C B 38 DO
307D5048 45 48 85 30 54 4A 86 38 F1
38705058 1C 3D B2 30 74 4F BO 38 55
38705068 4F F6 14 30 18 95 80 38 1F
30705070 EO 7E BO 30 76 3D BO 30 F7
30705088 6F 96 OF 30 41 €5 7C 38 4D
38705098 65 C5 7C 38 71 €5 7C 38 8D
387D50A8 CC EB B4 38 27 D1 BS 38 8
38705088 7D G5 7C 38 89 C5 7C 38 95
307D50CO AD C5 7C 30 B9 C5 7C 36 C5
30705608 D1 C5 7C 30 4D 39 B 38 7F
307D5BE E9 18 BY 30 A7 5C 80 36 43

EXCEL .300066B7
AND EDX,ECX
MOU AL ,BYTE PTR DS:[ESI]
MoU BYTE PTR DS:[EDI],AL
Moy AL,BYTE PTR DS:[ESI+1]
SHR ECX,2
HOU BYTE PTR DS:[EDI+1],AL
ADD ESI,2
DD EDT,2
CHP ECX,8
EXCEL.30002AC1
REP HOUS DWORD PTR ES:[EDI],DWORD PTR DS:[ESI]
DWORD PTR DS:[EDX+4+380869F8]
PUSH EECX
PUSH EDX
PUSH E L.307D5004
E\EEL 30061EFs
B PTR DS:[387DAGBA],80
WORD PTR DS:[ESI+2A]

TEST EAX,EAX
SHORT EXCEL.30066B27
AND WORD PTR DS:[EDI],8
INC EDI
INC EDI
SHORT EXCEL .38086B 05
CHP WORD PTR DS:[ESI+1C],31
EXCEL .3817288F

72 BB 38 8C D6 B3 30 Ebi

33 BO 30 8A 6B BO 30 ‘C

DA BO 30 F7 66 BO 38 ©z°00

8C BO 30 E2 48 1D 30 EEI“TJInnI

98 BO 30 80 2E BO 30

F1 07 30 23 89 BO 30

D5 04 30 85 C5 7C 30

C5 7C 30 50 C5 7C 30 oNNOAR|

96 14 30 81 96 14 30 efi| 0q

10 05 30 EC C4 06 30 ]Eln

C5 7C 38 A1 C5 7C 30 3@

C5 7C 30 44 3E BO 30 ﬁ|n'ﬁ|nﬁﬁ|nJ>"a
6B 0A 38 DD C5 7C 30 fiA| oHO“ONk. 0¥ | 8
81 05 90 37 81 05 30 éH:05\.0CH

~ Registers (FPU)
X 008800802
X 08810A1F
¥ 00800083
X 08800ABB
08613765C
00137864
00127A52
01960822

30006ADY EXCEL.300886ADY

ES 0823 32bit B{FFFFFFFF)
CS 0818 32bit B{FFFFFFFF)
$S 8823 32bit B(FFFFFFFF)
DS 8623 32bit B(FFFFFFFF)
FS 0038 32bit 7FFDFO00(FFF)
GS 98888 NULL

LastErr ERROR_AGGESS_DENIED (88080005)
008610206 (NO,NB,NE,A,NS,PE,GE,C)
empty %i.19L
empty +UNORM 6847 3306847 FFDFF120

ST2 empty %#.19L

S$T3 empty +UNORH B6DO 00000000 34306847

ST4 empty %#.19L

ST5 empty %H.19L

ST6 empty 1.000000000O000000000

ST7 empty 0.0

3218

FST 40800 Cond 1 0 0 8

FCW 137F  Prec HEAR,6h

00137 05C

0813787C |

RETURN to EXCEL.30267E56 from H

RETURN to EXCEL.30815C324 from {

9196088C .
08127052 R;
A0000808 N
001370B8 |

30150362 b RETURN to EXCEL.3815C382 from

90137988 yu.
guapope

[15:48.57] Access violalion nhen reading (001 27452] - use Shit+F7/F8/F9 to pass excepion to program

In order to crash you should skip 20 bytes from the beginning of this record and then initialize 2bytes
and the program crash based on your input. To find the beginning of this record in the poc file you
should search '0B 08 22 00' in the hex editor. (80b is the identity of the WOPT record)

In the following graphs you see a comparison between the vulnerable code and the patched code. As
you see some codes are added to check cchLocationOfComponents field values.
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3015e307 ebp
i ebp,esp
esi,[esptatarg_o] ebx
ecxesi edi
L edi, [ebptarg_o]
eax,word ptriesi+10n] 1 eax,edi
Te. eax, [esi+eax=2+12h] ebx,word ptrledit1oh]
_| 3015c337-P e Tea ecx, [edi+ebx=z+12 ]
] 3015c391-P eax eaxgecx
eex, [esp+och+arg_a) eax, [ebptarg_a]
] 3015c3a8-P ecx ebx,ebx.
sub_300A197A 16c_307334BD
_| 3070e0e2-P e
_| 3070e105-P
_| 3070e137-P

| 3070e115-P \
_| 3070e0r8-P
_| 3015c303-P 30171160
|| 3015c300-P 1160 test
pus

 eax
5 e 1 Toc, 20723481
_| 3015c363-P dword_307DBE44.

Sub_3C00A9ASC
_| 3015c32e-P [esprarg_0] ,0FFFFFFFFE
|| 2015c207-P sl

edi,edi
Toc_3070EGE2

edi
short 1oc_3070E137

T
|
|
L]

[

0171168
30700018

esi, [esprararg 4 ecx
prifesitoEsn] 0 cax
short Toc_3070E137 sub_300B4AL(

esi,eax

esijesi
Toc’307334A0

31172

30702105 117a  test ebx, ebx
edi,[esprirarg_g] 117e jle short 10c_301711EL
o

edi

Exploit

It may be possible by manipulating values that is copied to the buffer some other processing code may
be affected and by the way being exploitable.




