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1) Advisory information

Title : Microsoft Office Excel 2002 memory corruption vulnerability (Oday)
Version : Office Excel 2002(office xp)

Discovery : http://www.abysssec.com

Vendor : http://www.microsoft.com

Impact : High

Contact : shahin [at] abysssec.com , info [at] abysssec.com

Twitter : @abysssec

CVE : ZERO DAY

2) Vulnerable version

3) Vulnerability information

Class
1- memory corruption (Integer issue)

Impact

Attackers can exploit this issue by enticing an unsuspecting user to open a
specially crafted Excel ('.xIs") file. Successful exploits can allow attackers to
execute arbitrary code with the privileges of the user running the application.

Remotely Exploitable
Yes
Locally Exploitable



http://www.abysssec.com/
http://www.microsoft.com/

4) Vulnerabilities detail

HFPicture record consists of an integrated encryption of a picture contents that may be a MSODRAWING
or MSODRAWINGGROUP record format. The fields of this record consist of the followings:

Offset Name Size Contents

4 rt 2 Record type; this matches
the BIFF rt in the first two
bytes of the record; =0866h

grbitFrt FRT flags; must be
Zero

(unused) Must be zero

rgf Bit flags, see description
below.

rgb An embedded encoding of
the contents of the picture;
May be in MSODRAWING oOr
MSODRAWINGGROUP record
format as indicated in rgf
flags listed below.

The sub_305933A8 function is responsible for processing this record. rgb field is used
for encryption. One of the functions called in the process of rgb is sub_30E2C12E from
mso.dll module:

In a part of the function 4bytes of the rgb field is read and passed to the Ordinal578 (
30B1C646 ) function:

.text:30E2AF61 mov  eax, [ebp+var_14]

.text:30E2AF64 cmp  eax, 1

.text:30E2AF67 jbe loc_30F089A7

.text:30E2AF6D

.text:30E2AF6D loc_30E2AF6D: ; CODE XREF: sub_30E2C12E+DC87Cj
.text:30E2AF6D push OFFFFFFFFh

.text:30E2AF6F push eax




.text:30E2AF70
.text:30E2AF76
.text:30E2AF77

lea eax, [edi+0F0h]
push eax
call Ordinal578

The flaw exists in the sub_30B1C646 function because it doesn’t properly check it's
argument and the argument is under our control. This vulnerability occurs because it

considers the values as unsigned and compares it with this consideration although we

have a signed number.

.text:30B1C651
.text:30B1C654
.text:30B1C658
.text:30B1C65A
.text:30B1C65B
.text:30B1C661
.text:30B1C665
.text:30B1C66B
.text:30B1C66E
.text:30B1C670

.text:30B1C698
.text:30B1C69A
.text:30B1C69D
.text:30B1C69E

.text:30B1C69E loc_30B1C69E:

.text:30B1C69E
.text:30B1C69F
.text:30B1C6A0
.text:30B1C6A1
.text:30B1C6A2

mov esi, [ebp+arg_4]
movzx eax, word ptr [ebx+2]
cmp  eax, esi

push edi

il loc_30B2468E

cmp  [ebp+arg_8], 0

jge loc_30D3DAA2

movzx edi, word ptr [ebx]
cmp  esi, edi

jle  short loc_30B1C698

push 1
mov  [ebx], si
pop eax

; CODE XREF: Ordinal578+3BCC40j
pop edi

pop esi

pop ebx

leave

retn 0Ch

Next if this functions return 1 we enter to a loop that read bytes of excel values and
copy them to a block of heap. But the point here is that the value of the loop is
initialized by our negative number (or positive large number).

.text:30E2AEQ5
.text:30E2AE08
.text:30E2AEOQA
.text:30E2AEOD
.text:30E2AE12
.text:30E2AE14
text:30E2AE1A
.text:30E2AE1D
.text:30E2AE20
.text:30E2AE24
.text:30E2AE26
.text:30E2AE2C
text:30E2AE31
.text:30E2AE34
.text:30E2AE37
.text:30E2AE39
.text:30E2AE3E
.text:30E2AE41
.text:30E2AE44
text:30E2AE4A

mov  ecx, [esi+2Ch]
push

lea edx, [ebp+var_8]
call sub_30E2CAOC
test eax, eax

jz  loc_30F08A1E

mov  eax, [esi+30h]
add dword ptr [eax], 8
test byte ptr [esi+1], 2
jnz  short loc_30E2AE6F
mov  eax, [edi+OFCh]
and dword ptr [eax+ebx*8+4],0 > crash
mov  ecx, [ebp+var_8]
lea eax, [eax+ebx*8]
mov  [eax], ecx

mov  ecx, 40000000h
mov  [eax+4], ecx

mov  edx, [ebp+var_4]
and edx, 7FFFh

xor edx, ecx




.text:30E2AE4C test byte ptr [edi+0ADh], 1

.text:30E2AES53 mov  [eax+4], edx

.text:30E2AES56 jz  shortloc_30E2AE6F

.text:30E2AE58 mov  ecx, [edi+0B8h]

.text:30E2AESE lea eax, [edi+0B8h]

.text:30E2AE64 cmp [ebp+var_8], ecx

.text:30E2AE67 ja  loc_30D09D12

.text:30E2AE6D

.text:30E2AE6D loc_30E2AE6D: ; CODE XREF: sub_30E2C12E-122419j
.text:30E2AE6D mov [eax], ecx

.text:30E2AE6F

.text:30E2AE6F loc_30E2AE6F: ; CODE XREF: sub_30E2C12E-130Aj
.text:30E2AE6F ; sub_30E2C12E-12D8j

.text:30E2AE6F inc ebx

.text:30E2AE70 cmp  ebx, [ebp+var_14]

.text:30E2AE73 jb  shortloc_30E2AEQ05

4 Immunity Debugger - EXCEL.EXE - [CPU - main thread, module mso]

File view Debug Plugins Immlib Options ‘Window Help Jobs
OB EE X U HLEY* 1l emtwhcPkbzr. s|?

J6EZAE20 L F6h6 01 82 TEST BYTE PTR DS:[ESL+1],2 ~ Registers (FPU)
T SHORT nso.3BE2AEGF B19F 8124
_ 8887 FCOABBBS HOU EAX,DWORD EDI+FC] vooo0o0n
. 836408 4 88 AHD DMORD PTR DS:[EAR+EBX=8+4],0 83088688
~ aBuD F8 HOU ECX, X 83086108
~ spaups LEA EAX,DWORD PTR 80137840
" aons 10U DWORD PTR DS=[ E 90137064
. B9 060@EE4E  HOU ECK,:0608008 8913767
~ agus eu 1HOU DWORD PTR DS:[EAX+A],ECK 819FB010
_ 8855 FC HOU EDX,
. B1E2 FF7FOBO8 AND EDX,7FFF BBEZAE2C mso.30E2AE2C
- 3301 XOR EDX ,ECK 8023 32bit B(FFFFFFFF)
. F687 ADBABBAS TEST BYTE PTR DS:[EDI+AD],1 B81B 32bit B(FFFFFFFF)
~ 8950 oM HOU DWORD PTR DS:[EAX+h],EDX 8023 32bit O(FFFFFFFF)
D7 SHORT mso.3OE2AEGF v023 32bit O(FFFFFFFF)
. 9BSF BEO0AEOD HOU ECK,DWORD PTR DS:[EDI+BE] 8838 32bit TFFDEBBACFFF)
. 8087 BSOABBAS LEA EAX,DWORD PTR DS:[EDI+BS] 8000 HULL
~ 3940 F8 chp JECX
_"OF87 ASEEEDFF 7 mso.30069D12 LastErr ERROR_SUCCESS (00000009)
8908 1HOU DWORD PTR DS:[EAX],ECK =
e e o 00010246 (NO,MB,E,BE,HS,PE,EE,LE)
. 385D EC CiP EBX, empty %#.19L
72 98 SHORT mso.30E2AE 05 empty +UNORH 6847 34386847 FFDFF128
8545 Fu HOU ERX, empty %#.19L
. 837D EC 01 CHP A empty +UNORH BBDO BBOBABDS 34306847
88610600 U DWORD PTR DS:[EDT+108],EAX empty %#.10L
Fo HOU EnX, empty %#.19L
4000000 HOU DWORD PTR DS:[EDI*E4],EAX empty 1.880998689386838680
1EDBBDBA JBF mso.30F B89AF empty 8.8
810886  PUSH 161 3210
PUSH 18 4998 Cond 1 B 8 8 Err
Prec NEAR,64 Hask

ES
88

[N )
6688
111

868137988 °
80137980
0000004E
Manm
AAAASTEB
n2424242
43434343
DOECCHFC il
3785FB7A
861376DC
30593445 RETURN to EXCEL.38593445
819F 8610
00006640
80000060 .
00000866
019F 8390 . gogeea6t

[15:31:30] Access violation when witing to [(13F1000] - use ShiftsF7/FA/FS to pass exception to piogram Paused

To crash the program skip 38bytes from the beginning of the record then initialize
4byte. And it will crash based on your 4bytes value. To find the beginning of the record
in the poc file search '66 08 4E 00' value in the hex editor. ( 866 is the identity for
HFPicture record)

Hint: The value you overwrite should be a negative (large positive) number.




