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Introduction Review of CBC Mode

CBC Mode

e CBC mode is a cryptography mode of operation for a block cipher.
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Reviow @ff EEE Wit
CBC Mode

e CBC mode is a cryptography mode of operation for a block cipher.
@ Allows encryption of arbitrary length data.
@ Encryption and decryption are defined by:

C,' = eK(P,- (&) C,'_l)

Pi=dk(Ci)® Ci_1
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Introduction Review of CBC Mode

CBC Mode

...... e D """""™  Typical block size n:

E E,a [‘jﬂ i 64 bits (DES, triple

DES) or 128 bits
Cit G (AES).
Typical key size:

1l C c [ 56 bits (DES), 168 bits
! Ej [t:‘ ! (triple DES), 128, 192
L% I ; or 256 bits (AES).
----- ) 3
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Padding

Introduction

Review of CBC Mode
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11 bytes of plaintext
r 1l d
PKCS5 Padding
H |le [1 |1 |o w | o
r| 1| 4|05 |05 |05 |05 |05
Encryption

! 1

Juliano Rizzo, Thai Duong ()

Practical Padding Oracle Attacks

BH Europe 2010

6/ 41



Paitiis Qied ctiesh
Padding oracle attack

Introduction

@ First introduced by Vaudenay at Eurocrypt 2002.
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Paitiis Qied ctiesh
Padding oracle attack

Introduction

@ First introduced by Vaudenay at Eurocrypt 2002.

@ Two assumptions:

o Adversary can intercept padded messages encrypted in CBC mode.
o Adversary has access to a padding oracle.
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Padding oracle attack
What is a padding oracle?

Valid Padding? .
Padding Oracle

= CIPHER-TEXT

Happy YES /NO
Attacker .
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Padding oracle attack
What is a padding oracle?

@ Adversary submits a CBC mode ciphertext C to oracle 0.
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Padding oracle attack
What is a padding oracle?

@ Adversary submits a CBC mode ciphertext C to oracle 0.

@ Oracle decrypts under fixed key K and checks correctness of padding.
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Padding oracle attack
What is a padding oracle?

@ Adversary submits a CBC mode ciphertext C to oracle 0.
@ Oracle decrypts under fixed key K and checks correctness of padding.

@ Oracle outputs VALID or INVALID according to correctness of

padding:
3(C) = 0, inv.alid
1, wvalid
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Paitiis Qied ctiesh
Padding oracle attack

How does it work?

o For a long message, decrypt block by block. It's easy to parallelize the
attack.
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Paitiis Qied ctiesh
Padding oracle attack

How does it work?

o For a long message, decrypt block by block. It's easy to parallelize the
attack.

@ For a block, decrypt the last byte first, then decrypt the next to last
byte, and so on.
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Paitiis Qied ctiesh
Padding oracle attack

How does it work?

o For a long message, decrypt block by block. It's easy to parallelize the
attack.

@ For a block, decrypt the last byte first, then decrypt the next to last
byte, and so on.

o How?

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 10 / 41



Padding oracle attack
How to decrypt a block

.
CIPHER-TEXT h>

<~ NO |

‘_[
CIPHER-TEXTh\/
CIPHER-TEXT’\:/"

<-—__NO

256 tries max

[¢]] PHER-TEXTh —

<i— YES
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Padding oracle attack
How to decrypt a block

Oracle CBC decryption process
Oracle query cipher-text

1. Decrypts control block

N AN A LA NN

212222 (22 2 |

2. XOR with IV

N A A LA NN




Padding oracle attack
How to decrypt a block

3. Decrypt target
SIS VS A

M\W\\\W 4. XORs with control

L Vs
Final “plain-text”
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Padding oracle attack
Last byte decryption algorithm
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm

@ pick a few random bytes ry,...,r,, and take i = 0.

e pick r=rnr...rp_1(rp® ).
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm

@ pick a few random bytes ry, ..., rp, and take i = 0.
e pick r=rnr...rp_1(rp® ).

@ if 9(r|y) =0 then increment i and go back to previous step.
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm

@ pick a few random bytes ry, ..., rp, and take i = 0.
e pick r=rnr...rp_1(rp® ).
@ if 9(r|y) =0 then increment i and go back to previous step.

o replace ry, by r, @ .
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm

@ pick a few random bytes r,...,r,, and take i = 0.

e pick r=rnr...rp_1(rp® ).

@ if 3(r|y) =0 then increment i and go back to previous step.
o replace ry, by r, @ .

o for n= b down to 2

Q take r=r1..rbn(rb—141 D 1) rbpio... 1
@ if d(r|y) =0 then stop and output (rp—nt1® n)...(rb & n)
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Padding oracle attack
Last byte decryption algorithm

Last byte decryption algorithm

@ pick a few random bytes r,...,r,, and take i = 0.

e pick r=rnr...rp_1(rp® ).

@ if 3(r|y) =0 then increment i and go back to previous step.
o replace ry, by r, @ .

o for n= b down to 2

Q take r=r1..rbn(rb—141 D 1) rbpio... 1
@ if d(r|y) =0 then stop and output (rp—nt1® n)...(rb & n)

@ output rp 1.
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Demo
Exploiting RubyOnRails ActiveSupport::MessageEncryptor

@ Since RubyOnRails 2.3, to provide a simple way to encrypt
information.
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Demo
Exploiting RubyOnRails ActiveSupport::MessageEncryptor

@ Since RubyOnRails 2.3, to provide a simple way to encrypt
information.

e Vulnerability: encrypt and decrypt functions.
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Demo
Exploiting RubyOnRails ActiveSupport::MessageEncryptor

@ Since RubyOnRails 2.3, to provide a simple way to encrypt
information.

e Vulnerability: encrypt and decrypt functions.

e Use encrypt_and _sign and decrypt _and _ verify instead.
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(P pesicinial pacthig crass
Finding potential padding oracles

Blackbox testing

o Crawl the target to find BASE64 strings that look like a ciphertext.
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(P pesicinial pacthig crass
Finding potential padding oracles

Blackbox testing

o Crawl the target to find BASE64 strings that look like a ciphertext.

@ Replace a byte in the last block of the ciphertext by a random value,
and send to the target.
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(P pesicinial pacthig crass
Finding potential padding oracles

Blackbox testing

o Crawl the target to find BASE64 strings that look like a ciphertext.

@ Replace a byte in the last block of the ciphertext by a random value,
and send to the target.

@ See if there is any error message. Even a blank page is enough
information.
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F g padding oracles Find potential padding oracles

Finding potential padding oracles
Google hacking

GO L nge "Given final block not properly padded"” Search | 0162
Advanced search

*J Everything Cryptography - Given final block not properly padded [Locked

| Mare 13 posts - 9 authors - Last post: 26 Sep 2008

BadPaddingException: Given final block not properly padded but when i use encrypted
bytes array directly(not convert it into string), ...
forums.sun.com » Security » Cryptography - Cached - Similar

BadPaddingException: Given final block not properly ... - 26 Mar 2010
javax.crypto. BadPaddingException: Given final block ... - 25 Jan 2010
Unexpected Expection in perform: Given final block ... - 9 Nov 2009
Given final block not properly padded - 10 Mar 2007

More results from forums.sun.com »

BadPaddingException with DES (Security forum at JavaRanch)

22 posts - 14 authors - Last post: 28 Jun 2009

BadPaddingException: Given final block not properly padded. | encrypt my SealedObject
using a DES key. This key is saved as a variable and ...
www.coderanch.com/t/.../BadPaddingException-with-DES - Cached - Similar

| More search tools
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(P pesicinial pacthig crass
Finding potential padding oracles

Source code auditing

@ Look for code that imports low level cryptography libraries.
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(P pesicinial pacthig crass
Finding potential padding oracles

Source code auditing

@ Look for code that imports low level cryptography libraries.

@ Look for known source code keywords like
javax.crypto.BadPaddingException.
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(P pesicinial pacthig crass
Finding potential padding oracles

Source code auditing

@ Look for code that imports low level cryptography libraries.

@ Look for known source code keywords like
javax.crypto.BadPaddingException.

@ Look for routines that perform encryption and decryption that have
some code to handle error while decrypting.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

Determine the block size b

o All padding oracle attacks need a correct b.
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

Determine the block size b

o All padding oracle attacks need a correct b.

@ Most common block sizes are 8 and 16 bytes. Of course we can use
trial and error.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

Determine the block size b
o All padding oracle attacks need a correct b.

@ Most common block sizes are 8 and 16 bytes. Of course we can use
trial and error.

How to determine the block size
o if len(C)%16 = 8, then stop and output 8.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

Determine the block size b
o All padding oracle attacks need a correct b.

@ Most common block sizes are 8 and 16 bytes. Of course we can use
trial and error.

How to determine the block size
o if len(C)%16 = 8, then stop and output 8.

o take y = C[—16], i.e. y is the last sixteen bytes of C.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

Determine the block size b
o All padding oracle attacks need a correct b.

@ Most common block sizes are 8 and 16 bytes. Of course we can use
trial and error.

How to determine the block size
o if len(C)%16 = 8, then stop and output 8.

o take y = C[—16], i.e. y is the last sixteen bytes of C.

e if 3(Cly) =1, then stop and output 8.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

Determine the block size b
o All padding oracle attacks need a correct b.

@ Most common block sizes are 8 and 16 bytes. Of course we can use
trial and error.

How to determine the block size
o if len(C)%16 = 8, then stop and output 8.

o take y = C[—16], i.e. y is the last sixteen bytes of C.
e if 3(Cly) =1, then stop and output 8.

@ output 16.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

e We want the target to reveal as many different reactions to the
modified ciphertexts as possible.
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

e We want the target to reveal as many different reactions to the
modified ciphertexts as possible.

@ Most important: know when the padding is VALID, and when it's
INVALID.
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

e We want the target to reveal as many different reactions to the
modified ciphertexts as possible.

@ Most important: know when the padding is VALID, and when it's
INVALID.

e POET a.k.a Padding Oracle Exploitation Tool will be released right
after BH Europe 2010.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles
e Want to write your own tool to detect padding oracle? Follow this

guideline (which is based on the algorithm in slide 22):

o Determine the block size b.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

e Want to write your own tool to detect padding oracle? Follow this
guideline (which is based on the algorithm in slide 22):

o Determine the block size b.

o Pick a few random words rq,...,r,, and take i = 0.
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Confirm the existence of padding oracles
Confirm the existence of padding oracles

e Want to write your own tool to detect padding oracle? Follow this
guideline (which is based on the algorithm in slide 22):

o Determine the block size b.
o Pick a few random words rq,...,r,, and take i = 0.

o Pick r=rn..ro—1(re®1i).
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

@ Want to write your own tool to detect padding oracle? Follow this
guideline (which is based on the algorithm in slide 22):

o Determine the block size b.
o Pick a few random words rq,...,r,, and take i = 0.

o Pick r=rn..ro—1(re®1i).

e Send r|y to the target, where y is a valid ciphertext block. Record the
value of /i, content length, and content type of the response. Increment
i, and go back to step 3 until / > 255.
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

@ Want to write your own tool to detect padding oracle? Follow this
guideline (which is based on the algorithm in slide 22):

o Determine the block size b.
o Pick a few random words rq,...,r,, and take i = 0.
o Pick r=rn..ro—1(re®1i).

e Send r|y to the target, where y is a valid ciphertext block. Record the
value of /i, content length, and content type of the response. Increment
i, and go back to step 3 until / > 255.

o Now you have 256 responses. If all of them are the same, then the
target is not easily showing you that it is vulnerable to padding oracle
attack.
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Finding padding oracles Confirm the existence of padding oracles

Confirm the existence of padding oracles

@ Want to write your own tool to detect padding oracle? Follow this
guideline (which is based on the algorithm in slide 22):

o Determine the block size b.
e Pick a few random words rq,...,rp, and take i = 0.
o Pick r=rn..ro—1(re®1i).

e Send r|y to the target, where y is a valid ciphertext block. Record the
value of /i, content length, and content type of the response. Increment
i, and go back to step 3 until / > 255.

o Now you have 256 responses. If all of them are the same, then the
target is not easily showing you that it is vulnerable to padding oracle
attack.

o Otherwise, look at each value of i where the responses are different
from the rest. Examine carefully each response to see what happened.
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Cracking CAPTCHA
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S CAPTERL
Cracking CAPTCHA

A broken CAPTCHA system
o ERC = ex v (rand()).

@ ...<img src="/captcha?token=ERC" />...
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Cracking CAPTCHA

A broken CAPTCHA system
o ERC = ex v (rand()).

@ ...<img src="/captcha?token=ERC" />...

@ ERC is stored as either a hidden field or a cookie in the CAPTCHA

form.
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S CAPTERL
Cracking CAPTCHA

A broken CAPTCHA system
o ERC = ex v (rand()).

@ ...<img src="/captcha?token=ERC" />...

@ ERC is stored as either a hidden field or a cookie in the CAPTCHA
form.

@ Once a user submits, the server decrypts ERC, and compares it with
the code that the user has entered. If equal, the server accepts the
request; it denies the request otherwise.
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S CAPTERL
Cracking CAPTCHA

Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.
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S CAPTERL
Cracking CAPTCHA

Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.

@ The only remaining problem now is to know when padding is VALID,
and when it's not.
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Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.

@ The only remaining problem now is to know when padding is VALID,
and when it's not.

@ Fortunately, most CAPTCHA systems would send back an error
notification when they fail to decrypt ERC, i.e. padding is INVALID.
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Cracking CAPTCHA

Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.

@ The only remaining problem now is to know when padding is VALID,
and when it's not.

@ Fortunately, most CAPTCHA systems would send back an error
notification when they fail to decrypt ERC, i.e. padding is INVALID.

@ In addition, when we modify ERC so that the padding is VALID, most
systems would display an image with a broken code.
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S CAPTERL
Cracking CAPTCHA

Bypass the broken CAPTCHA system

@ Since the system decrypts any ERC sent to it, it is vulnerable to
Padding Oracle attack.

@ The only remaining problem now is to know when padding is VALID,
and when it's not.

@ Fortunately, most CAPTCHA systems would send back an error
notification when they fail to decrypt ERC, i.e. padding is INVALID.

@ In addition, when we modify ERC so that the padding is VALID, most
systems would display an image with a broken code.

@ Now we have a padding oracle, and we can use it to decrypt any ERC,
thus bypass the CAPTCHA completely.
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S CAPTERL
Cracking CAPTCHA

CAPTCHA with secret IV

@ Since Py = IV @ d3(Cp), we need to know the IV to get Py.
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S CAPTERL
Cracking CAPTCHA

CAPTCHA with secret IV

@ Since Py = IV @ d3(Cp), we need to know the IV to get Py.

o If the IV is secret, we can’t know Pp, thus can't crack CAPTCHA
systems whose Py contains part of the random code.
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S CAPTERL
Cracking CAPTCHA

CAPTCHA with secret IV

@ Since Py = IV @ d3(Cp), we need to know the IV to get Py.

o If the IV is secret, we can’t know Pp, thus can't crack CAPTCHA
systems whose Py contains part of the random code.

@ The solution is: IV = Human® ds((p), where Human denotes that
somebody reads Py from the CAPTCHA image.
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Basic PO attacks Cracking CAPTCHA

Demo
Cracking CAPTCHA

e Target: http://www.bidz.com
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Basic PO attacks Cracking CAPTCHA

Demo
Cracking CAPTCHA

e Target: http://www.bidz.com

@ We can control the IV.
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D JSF vt s
Decrypting JSF view states

Introduction

@ JavaServer Faces (JSF) is a popular Java-based standard for building
server-side user interfaces.
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D JSF vt s
Decrypting JSF view states

Introduction

@ JavaServer Faces (JSF) is a popular Java-based standard for building
server-side user interfaces.

o Like ASP.NET, JSF stores the state of the view in a hidden field.
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D JSF vt s
Decrypting JSF view states

Introduction

@ JavaServer Faces (JSF) is a popular Java-based standard for building
server-side user interfaces.

o Like ASP.NET, JSF stores the state of the view in a hidden field.

@ Although JSF specification advises that view state should be encrypted
and tamper evident, but no implementation follows that advice.
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D JSF vt s
Decrypting JSF view states

Introduction

@ JavaServer Faces (JSF) is a popular Java-based standard for building
server-side user interfaces.

o Like ASP.NET, JSF stores the state of the view in a hidden field.

@ Although JSF specification advises that view state should be encrypted
and tamper evident, but no implementation follows that advice.

@ In other words, we can use padding oracle attacks to decrypt the view
states of most JSF frameworks.
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D JSF vt s
Decrypting JSF view states

Padding oracle in JSF frameworks

e By default, all JSF frameworks would display a very detailed error
message if it fails to decrypt a view state.
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D JSF vt s
Decrypting JSF view states

Padding oracle in JSF frameworks

e By default, all JSF frameworks would display a very detailed error
message if it fails to decrypt a view state.

Padding oracle in default installations of JSF frameworks
o if we see javax.crypto.BadPaddingException, then it's INVALID
padding
e it's VALID padding otherwise.

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 27 /41



Basic PO attacks Decrypting JSF view states

Decrypting JSF view states
Apache MyFaces error-page

Error - javax.crypto.b Given final hluckmtnmmrh' pacded

An Error Occurred:

Caused by:

javax.crypto.BadPaddingException: Given final block not properly padded

Jjavax.crypto.BadPaddingException - Given final block not properly padded

- Stack Trace

jawax.faces. FaceaFxcoption: javax.erypto.BadPaddingBxeception: Glven final bloek not proporly pad

org.apache.myfaces.shared_impl.util.Stateltile.sysmetric|Stateltils.javai373)
org.apache.myfaces.shared_impl.util.Btateleils. symmetric|StateUtils. java:411)
org.apache.myfaces .shared_impl.util.Stateltila.decrypt|Stataltils. java:291)
org.apache.myfaces.shared_impl.util.StateUtile. truct ils.javaiZ40)
org.apache. myfaces derkit.htnl.Htnl ) ate (Hm

oEg. apasho. myfasas . Btnl.Atal cgokState |t i
org.apache.myfaces.spplication.iep. .rnr.!bt.nt,m!ln!!a:ﬂwl. 'ew{Juna‘ il L
org. springdramework. faces .webflow, P Lowvi iow{FlowviewstateH,
aEg. apache. myfases . appl ieation. jap. TapViewHandleeTnpl rwumrnvinu{:npvinunanalanupi.
org. springframewcrk. faces .webflow. ¥ lowViewdandler . estoreView|FlowViewandler. java: 77
com. gun. facelets.FaceletViewHandler .restoreView (FaceletViewHandler . java:316)
org.apache. myfaces . 1ifacyel Wk [ReatoraViewExecutor . java:§s)
org.apache.myfaces.lifecycle.lifecycleinpl.executePhase|Lifecyclelopl. java:103)
org.apache.myfaces.lifecycle.lifecyclelnpl.execute (LitecycleImpl. java: 76)

e, epe, poracnal . framawark. 15 Foepelo. Cpeli Focye loTnpl . exosote | Cpali fosye loTepl . fava:3
javax, faces .webapp.FacesServiet.servics(PacesServiet. javaildl)
weblogic.servlet.internal.StubSecuritylelperfEervict Servicehotion. run(StubGecurityBel
woblogis.aeevliet. intornal . StubSeeur itylalpes . DnvokeSoevlot | StubSacurityfalpor . java: 13
weblogic.servlet.internal.ServletStubInpl. execute SecvletStubInpl. javai283) -3
weblogic.serviet.internal . TailPilter.doPilker{TailFilier. java:26) -
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Basic PO attacks Decrypting JSF view states

Decrypting JSF view states
Padding Oracle in JSF frameworks

@ Most JSF frameworks allow developers to turn off error messages.

Then we can use the following simple trick:
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Decrypting JSF view states
Padding Oracle in JSF frameworks

@ Most JSF frameworks allow developers to turn off error messages.
Then we can use the following simple trick:

Padding oracle in JSF frameworks when error-page is turned off

@ Say we want to decrypt block C; of an encrypted view state
Go| Gy...| Ca—1, then we send Co|Cil...| Co—1|Crandom| Ci to the target.

@ Since Java ignores those extra blocks while decrypting and
deserializing view states, it's VALID padding if the target returns the
same page as when the view state is unaltered.
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Basic PO attacks Decrypting JSF view states

Decrypting JSF view states
Padding Oracle in JSF frameworks

@ Most JSF frameworks allow developers to turn off error messages.
Then we can use the following simple trick:

Padding oracle in JSF frameworks when error-page is turned off

@ Say we want to decrypt block C; of an encrypted view state
Go| Gy...| Ca—1, then we send Co|Cil...| Co—1|Crandom| Ci to the target.

@ Since Java ignores those extra blocks while decrypting and
deserializing view states, it's VALID padding if the target returns the
same page as when the view state is unaltered.

@ And it's probably INVALID padding if we see something else, e.g. a
HTTP 500 error message.

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 29 / 41



Basic PO attacks Decrypting JSF view states

Demo
Decrypting JSF view states

@ Apache MyFaces latest version.
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Basic PO attacks Decrypting JSF view states

Demo
Decrypting JSF view states

@ Apache MyFaces latest version.

@ This also works with SUN Mojarra and probably other JSF
implementations.
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Wi (PO i It
Using PO to encrypt

An introduction to CBC-R

e CBC-R turns a decryption oracle into an encryption oracle.
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Wi (PO i It
Using PO to encrypt

An introduction to CBC-R

e CBC-R turns a decryption oracle into an encryption oracle.
e We all know that CBC decryption works as following:
Pi=dk(C)® Ci-1

Co=1IV
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Wi (PO i It
Using PO to encrypt

An introduction to CBC-R

e CBC-R turns a decryption oracle into an encryption oracle.
e We all know that CBC decryption works as following:
Pi=dk(C)® Ci-1
Co=1IV

@ We can use a padding oracle to get dx(C;), and we control C;_5. In
other words, we can produce any P; as we want.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
How CBC-R works

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 32 /41



Advanced PO attacks Using PO to encrypt

Using PO to encrypt
How CBC-R works

CBC-R pseudocode

@ choose a plaintext message Py|...|P,—1 that you want to encrypt.

@ pick a random C,_1.
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Using PO to encrypt
How CBC-R works

CBC-R pseudocode

@ choose a plaintext message Py|...|P,—1 that you want to encrypt.
@ pick a random C,_1.

e fori=n—1down to 1: C;_1 =P;®ds(C;)
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
How CBC-R works

CBC-R pseudocode

@ choose a plaintext message Py|...|P,—1 that you want to encrypt.
@ pick a random C,_1.
e fori=n—1down to 1: C;_1 =P;®ds(C;)

o IV = PoEBC/a(Co)
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
How CBC-R works

CBC-R pseudocode

@ choose a plaintext message Py|...|P,—1 that you want to encrypt.
@ pick a random C,_;.

e fori=n—1down to 1: C;_1 =P;®ds(C;)

o IV =Pydds(o)

e output /V|Gy|Cy|...|Cr—1. This ciphertext would be decrypted to
Pol...|Pn-1.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

@ CBC-R allows us to encrypt any message, but if we cannot set the IV,
then first plaintext block Py will be random and meaningless.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

@ CBC-R allows us to encrypt any message, but if we cannot set the IV,
then first plaintext block Py will be random and meaningless.

@ If the victim expects the decrypted message to start with a standard
header, then it will ignore the forged message constructed by CBC-R.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

@ CBC-R allows us to encrypt any message, but if we cannot set the IV,
then first plaintext block Py will be random and meaningless.

@ If the victim expects the decrypted message to start with a standard
header, then it will ignore the forged message constructed by CBC-R.

@ We have not found generic way to overcome this limitation. However,
we have found workarounds for particular cases.
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Using PO to encrypt
CBC-R Without Controlling 1V
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling 1V

Using captured ciphertexts as prefix

o Pyaid = dk(Ceaptured|IVcBc—RIPcBC—R).

@ The block at the position of IVgc_g is still garbled.

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010

34 / a1



Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling 1V

Using captured ciphertexts as prefix

o Pyaid = dk(Ceaptured|IVcBc—RIPcBC—R).
@ The block at the position of IVgc_g is still garbled.

@ We can make the garbled block becomes part of some string that
doesn't affect the semantic of the message such as comment or
textbox label.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling 1V
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

Brute-forcing (o
@ CBC-R can produce many different ciphertexts that decrypted to the
same plaintext block chain P,_1,...,P;. The only difference is the first
plaintext block which is computed as following:

Py = dK(Co) @IV
o A valid header means that the first few bytes of Py must match some

magic numbers. There are also systems that accept a message if the
first byte of its Py matches its size.
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Without Controlling IV

Brute-forcing (o

@ CBC-R can produce many different ciphertexts that decrypted to the
same plaintext block chain P,_1,...,P;. The only difference is the first
plaintext block which is computed as following:

Py = dK(Co)@ v

o A valid header means that the first few bytes of Py must match some
magic numbers. There are also systems that accept a message if the
first byte of its Py matches its size.

@ If this is the case, and if the message is short enough, we can try our
luck by brute-forcing Co.

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 35 /41



Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications

ann Captcha-action 15034 pixels
4 |+ | b bt ¢ bidz.com/bzlapp) Capicha.actionsecurinyiard =0 foynk 117 & G Gongle )
I §8 Apple Yahoo! GoogleMaps YouTube Wikipedia Mews I72)v  Popularr

pWIN3D

Juliano Rizzo, Thai Duong () Practical Padding Oracle Attacks BH Europe 2010 36 / 41



Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications

sudo make me a CAPCHA

ne Captcha.action 15034 pixels

Idz.com/ bz)App/ Caprcha.action?securiyword=0Qfpnk 117 & G Google
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications
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Advanced PO attacks Using PO to encrypt

Using PO to encrypt
CBC-R Applications

Creating malicious JSF view states

@ Which view states to create?

@ How to solve the garbled block problem?
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Advanced PO attacks Distributed cross-site PO attacks

Distributed cross-site PO attacks

@ Only a single bit of information is necessary to exploit a padding
oracle.
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Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ Only a single bit of information is necessary to exploit a padding
oracle.

@ Cross-domain information leakage bugs in web browsers can help.
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Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ Only a single bit of information is necessary to exploit a padding
oracle.

@ Cross-domain information leakage bugs in web browsers can help.

@ One example: <img> + onerror()/onload() events.
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Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ Only a single bit of information is necessary to exploit a padding
oracle.

@ Cross-domain information leakage bugs in web browsers can help.
@ One example: <img> + onerror()/onload() events.

@ onload() called: VALID padding; onError() called: INVALID padding.
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Distributed cross-site PO attacks

@ We've been able to exploit CAPTCHA schemes using a single
Javascript program running in the local browser
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Distributed cross-site PO attacks

@ We've been able to exploit CAPTCHA schemes using a single
Javascript program running in the local browser

@ Creating a distributed attack is as simple as injecting javascript code
into popular websites.
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Disiiiic] aessdin PO avzde
Distributed cross-site PO attacks

@ We've been able to exploit CAPTCHA schemes using a single
Javascript program running in the local browser

@ Creating a distributed attack is as simple as injecting javascript code
into popular websites.

o Distributed attacks allows easy creation of code books.
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Advanced PO attacks Distributed cross-site PO attacks

Demo
Distributed cross-site PO attacks

e Cracking CAPTCHA using Javascript running locally.
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Demo
Distributed cross-site PO attacks

e Cracking CAPTCHA using Javascript running locally.

@ The javascript will be released in a few days.
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Advanced PO attacks Distributed cross-site PO attacks

Demo
Distributed cross-site PO attacks

e Cracking CAPTCHA using Javascript running locally.
@ The javascript will be released in a few days.

o Target: http://www.bidz.com.
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Summary

e Padding oracle attacks allow one to decrypt ciphertext without
knowing the key.
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@ We can use padding oracle attacks to crack CAPTCHA, and decrypt
JSF view state, etc.
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Summary

e Padding oracle attacks allow one to decrypt ciphertext without
knowing the key.

@ We can use padding oracle attacks to crack CAPTCHA, and decrypt
JSF view state, etc.

@ CBC-R turns a decryption oracle into an encryption oracle, and allow
us to create malicious JSF view states.
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Summary

e Padding oracle attacks allow one to decrypt ciphertext without
knowing the key.

@ We can use padding oracle attacks to crack CAPTCHA, and decrypt
JSF view state, etc.

@ CBC-R turns a decryption oracle into an encryption oracle, and allow
us to create malicious JSF view states.

o Distributed cross-site padding oracle attacks allow one to distributively
build a code book to map all ciphertexts to corresponding plaintexts.
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