Abysssec Resecdrch

1) Advisory information

Title : Microsoft Excel SxView Record Parsing Memory Corruption
Version : Excel 2002 SP3

Analysis : http://www.abysssec.com

Vendor : http://www.microsoft.com

Impact : High

Contact : shahin [at] abysssec.com , info [at] abysssec.com

Twitter : @abysssec

CVE : CVE-2010-1245

2) Vulnerable version

Microsoft Open XML File Format Converter for Mac 0
Microsoft Office 2008 for Mac 0

Microsoft Office 2004 for Mac 0

Microsoft Excel 2002 SP3

+ Microsoft Office XP SP3

Microsoft Excel 2002 SP2

+ Microsoft Office XP SP2

- Microsoft Windows 2000 Professional SP3

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT Workstation 4.0 SP6a
- Microsoft Windows NT Workstation 4.0 SP6
- Microsoft Windows NT Workstation 4.0 SP5
- Microsoft Windows NT Workstation 4.0 SP4
- Microsoft Windows NT Workstation 4.0 SP3



http://www.abysssec.com/
http://www.microsoft.com/

- Microsoft Windows NT Workstation 4.0 SP2

- Microsoft Windows NT Workstation 4.0 SP1

- Microsoft Windows NT Workstation 4.0

- Microsoft Windows XP Home SP1

- Microsoft Windows XP Home

- Microsoft Windows XP Professional SP1

- Microsoft Windows XP Professional

Microsoft Excel 2002 SP1

+ Microsoft Office XP SP1

- Microsoft Windows 2000 Advanced Server SP2

- Microsoft Windows 2000 Advanced Server SP1

- Microsoft Windows 2000 Advanced Server

- Microsoft Windows 2000 Datacenter Server SP2
- Microsoft Windows 2000 Datacenter Server SP1
- Microsoft Windows 2000 Datacenter Server

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 2000 Server SP2

- Microsoft Windows 2000 Server SP1

- Microsoft Windows 2000 Server

- Microsoft Windows 2000 Terminal Services SP2
- Microsoft Windows 2000 Terminal Services SP1
- Microsoft Windows 2000 Terminal Services

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT Enterprise Server 4.0 SP6a
- Microsoft Windows NT Enterprise Server 4.0 SP6
- Microsoft Windows NT Enterprise Server 4.0 SP5
- Microsoft Windows NT Enterprise Server 4.0 SP4
- Microsoft Windows NT Enterprise Server 4.0 SP3
- Microsoft Windows NT Enterprise Server 4.0 SP2
- Microsoft Windows NT Enterprise Server 4.0 SP1
- Microsoft Windows NT Enterprise Server 4.0

- Microsoft Windows NT Server 4.0 SP6a

- Microsoft Windows NT Server 4.0 SP6

- Microsoft Windows NT Server 4.0 SP5

- Microsoft Windows NT Server 4.0 SP4

- Microsoft Windows NT Server 4.0 SP3

- Microsoft Windows NT Server 4.0 SP2

- Microsoft Windows NT Server 4.0 SP1

- Microsoft Windows NT Server 4.0

- Microsoft Windows NT Terminal Server 4.0 SP6

- Microsoft Windows NT Terminal Server 4.0 SP5

- Microsoft Windows NT Terminal Server 4.0 SP4

- Microsoft Windows NT Terminal Server 4.0 SP3

- Microsoft Windows NT Terminal Server 4.0 SP2




- Microsoft Windows NT Terminal Server 4.0 SP1
- Microsoft Windows NT Terminal Server 4.0

- Microsoft Windows NT Workstation 4.0 SP6a
- Microsoft Windows NT Workstation 4.0 SP6
- Microsoft Windows NT Workstation 4.0 SP5
- Microsoft Windows NT Workstation 4.0 SP4
- Microsoft Windows NT Workstation 4.0 SP3
- Microsoft Windows NT Workstation 4.0 SP2
- Microsoft Windows NT Workstation 4.0 SP1
- Microsoft Windows NT Workstation 4.0

- Microsoft Windows XP Home

- Microsoft Windows XP Professional
Microsoft Excel 2002

+ Microsoft Office XP

- Microsoft Windows 2000 Professional SP2

- Microsoft Windows 2000 Professional SP1

- Microsoft Windows 2000 Professional

- Microsoft Windows 95 SR2

- Microsoft Windows 95

- Microsoft Windows 98

- Microsoft Windows 98SE

- Microsoft Windows ME

- Microsoft Windows NT 4.0 SP6a

- Microsoft Windows NT 4.0 SP5

- Microsoft Windows NT 4.0 SP4

- Microsoft Windows NT 4.0 SP3

- Microsoft Windows NT 4.0 SP2

- Microsoft Windows NT 4.0 SP1

- Microsoft Windows NT 4.0

Avaya Messaging Application Server MM 3.1
Avaya Messaging Application Server MM 3.0
Avaya Messaging Application Server MM 2.0
Avaya Messaging Application Server MM 1.1
Avaya Messaging Application Server 5

Avaya Messaging Application Server 4

Avaya Messaging Application Server 0

Avaya Meeting Exchange - Webportal 0
Avaya Meeting Exchange - Web Conferencing Server 0
Avaya Meeting Exchange - Streaming Server 0
Avaya Meeting Exchange - Recording Server 0
Avaya Meeting Exchange - Client Registration Server 0




3) Vulnerability information

Class
1- Code execution

Impact

Attackers can exploit this issue by enticing an unsuspecting user to open a
specially crafted Excel ('.xIs") file. Successful exploits can allow attackers to
execute arbitrary code with the privileges of the user running the application.

Remotely Exploitable
Yes

Locally Exploitable
Yes

4) Vulnerabilities detail

SXView record consists of high level information of PivotTable. Fields of the record are as
follow:

[ rwFirst | First row of the PivotTable
| colFirst | First column of the PivotTable
\ rwFirstHead First row containing PivotTable headings

| colFirstData First column containing PivotTable data

Reserved; must be 0 (zero)
Default position for a data field
Number of row fields

Number of page fields




Number of data rows
grbit Option flags
Length of the PivotTable name

PivotTable name, followed by the name of a data field

sub_3016237B function responsible for the processing of this record. When the processing
reach the iCache field sub_3012F2EF function is called:

.text:30162625 mov  eax, [esi+68h]
.text:30162628 mov eax, [eax+8Ch]
.text:3016262E mov  eax, [eax+214h]
.text:30162634 cmp  [eax+2], di
.text:30162638 jz  loc_30276072
.text:3016263E push esi
.text:3016263F call sub_3012F2EF
.text:30162644 inc  dword ptr [eax]
.text:30162646 push esi
.text:30162647 call sub_3012F2EF
.text:3016264C add eax, OBCh
.text:30162651 and byte ptr [eax], 7Fh
.text:30162654 mov eax, [ebp+var_14]

sub_3012F2EF function only takes an argument and that is a pointer to a buffer containing
SXView record.

Look at the code of this function:

.text:3012F2EF mov eax, dword_307E15A0

.text:3012F2F4 mov ecx, [esp+arg_0]

.text:3012F2F8 test eax, eax

.text:3012F2FA jnz loc_30275D14

.text:3012F300

.text:3012F300 loc_3012F300: ; CODE XREF: sub_3012F2EF+146A29j
.text:3012F300 ; sub_3012F2EF+146A31;j ...

.text:3012F300 mov  eax, [ecx+68h]

.text:3012F303 mov  ecx, [ecx+24h]

.text:3012F306 imul ecx, 31Ch

.text:3012F30C mov  eax, [eax+8Ch]

.text:3012F312 mov eax, [eax+214h]

.text:3012F318 lea eax, [eax+ecx+0Ch]

.text:3012F31C

.text:3012F31C locret_3012F31C: ; CODE XREF: sub_3012F2EF+146A3Cj
.text:3012F31C retn 4




As the above code demonstrate, in case value of the 307E15A0 address equal to zero, the
jump would not taken and the execution continues. At the following an address is copied to the
eax register and then value this field from the iCache of SXView record is copied to the ECX
register. Then the value of this field is multiplied by 796 and the result would be saved at the
same ECX register. So in the following next two lines eax register contain another address and
at the next line value of this address will increase with the value of eax register plus 12. ( which
contain multiplication of iCache field and 796)

This point can be vulnerable because of not checking the value of iCache so we can control the
return value of this function that is an address.

Now we turn back to the sub_3016237B function. after that this function increment the return
value of the above by one:

.text:3016263F call sub_3012F2EF
.text:30162644 inc  dword ptr [eax]

In case of invalid address our program will crash:

| Immunity Debugger, - EXCEL.EXE - [CPLI - main thread, module EXCEL]
Fle View Debug Plugins or

“x i

78 82 CHP WORD PTR DS:[EAX+2],DL ~ Registers (HHX)
3u3A1100 EXCEL.38276872
. PUSH ESI
. E8 ABCCFCFF EXCEL.3012F2EF
. FFEg INC DWORD PTR DS:[EAX]
. PUSH ESI
. E8 A3CCFCFF EXCEL.3012F2EF
. 65 BCOABOES  ADD EAX,BBC
. 8028 7F AND BYTE PTR DS:[EAX],7F EDI 88888688
Moy EAX,
PUSH EAX EIP 30162644 EXCEL.30162644
PUSH EDI ES 8823 32bit B(FFFFFFFF)
. 56 PUSH ESI CS 8818 32bit B(FFFFFFFF)
. E8 BEDGFFFF EXCEL.3015FCED §§ 0023 32bit O(FFFFFFFF)
- 397E hn CHP DWORD PTR DS:[ESI+i4],EDL DS 8823 32bit B(FFFFFFFF)
. OFg4 1D3A1188 EXCEL.38276885 FS B03B 32bit 7FFDEBOB(FFF)
8BHS Fh HOU EAX, GS 8808 NULL
. 893D 1CFF7D30 HOU DWORD PTR DS:[307DFF1C],EDI
. A3 BUBE7DIB  HOU DWORD PTR DS:[307DB844],EAX LastErr ERROR_SUCCESS (68886888)
EggHE;K 000106246 (HNO,NB,E,BE,NS,PE,GE,LE)
POP EDI HHO B18B 0874 8008 0082
POP ESI M1 3430 6847 0007 0801
POP EBX 2 B16B B894 8068 06DE
LEAVE 0000 6060 3430 G847
10 108 B8AG 0880 8081
PUSH EBP 188 B94C 0880 8838
MOV EBP,ESP HHé 8006 G000 0000 0000
. 833D 6CO17E30 CHP DWORD PTR DS:[367E@16C],1 HH7 BSF4 08B0 8808 BOGE
.53 PUSH EBX
. 8B5D 18 10U EBX,

DS:[B2168EF4]=777

Address |Hex dump ~ 09136028 JCTETET .

00D76284 6O 00 B8 0O 00 B0 0O OO 00 0O OO 00 F8 SE D7 00 00137988

00D76294 30 E2 B1 0O 00 60 090 00 00 00 DO 6O 6O 0O 00 0O 60000000

00D762AL 00 00 BG 60 00 68 00 OO 00 00 00 00 01 00 00 00 00136088

00D762B4 0O 00 BB 00 G1 60 00 OO 01 0O 0O 00 01 00 00 00 00000000

00D762C4 60 00 66 6O 0O 66 00 OO 00 00 DO 0O 33 33 33 33 000000FF

00D762D4 33 33 D3 3IF 33 33 33 33 33 33 D3 3IF 66 66 66 80000000

0OD762EL 66 66 E6 IF 66 66 66 66 66 66 E6 3F 0D 00 00 8013601C

8OD762F4 89 00 ES 3F 00 80 00 B 00 09 ES 3F B 00 08 00 30162380 °#EO RETURN to EXCEL.301623B0 from EXCEL.
80D76304 60 40 66 6O 0O 60 090 OO 00 00 DO 6O 8O 1C D7 00000002 N..

00D76314 D4 4E D7 G0 6C 65 D7 0O 00 00 00 00 0O 00 00 00000000 ..

00D76324 00 00 B8 00 00 60 00 OO 00 0O 0O 00 0D 00 00 00 0000002F

00076334 6O 00 66 0O 00 60 00 OO 09 0O OO 00 B0 0O 00 0O 00000020

00D76344 80 00 B8 60 00 68 00 00 FF FF FF FF FF FF 00 00 00136088

80D76354 FF 00 68 60 00 80 00 B8 00 B9 60 00 B8 00 69 60 | 30090E13 NE.0 RETURN to EXCEL.30090E13 from EXCEL.
0BD76364 80 80 88 08 SC G6C D7 G0 08 00 B0 B0 0O 80 00 08 - ??136?6? ??????12 n...

[1setBP_xrefF 301212et |
[1:4016] Aceess vidlation when wiing ta [DZTBBEF4] - use ShiftsF7/F8/F3 (o pass exception to program [ [Faused

To crash the program you should skip 18bytes from the beginning of the record then initialize

two byte to crash the program based on your value. To find the beginning of this instruction
you should search ‘B0 00 3F 00’ in the hex editor. (BO is the identity of the SXView register)




In the following graph you see a comparison between vulnerable code relating to xp sp3 and
patche version. As you see some code has added to this function for checking iCache field.
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test  byte priasmzcn,2
SECOMUANY (3= =" essw
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ems fecar24h]
smyeax
oc 3028220

O0BC0E0C0@E

30284329
329 xor

ch
feaxsecxs0Ch] dizb  jmp

eaxeax
locret_3014548
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30125485
5485  retn 4

-~

Exploit

It would be possible to initialize iCache field with some value that force the next instruction

rewriting an address with our arbitrary value.




