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8125, Bienplore.exs 1500 [ﬂnﬂueryDue:toly C:ADocuments and Setings\administrator\Local SettingsiHistory
8125, Bienplore.exs 1500 E}QuawDilectow C:ADocuments and Setings\Administrator\Local 5 ettingshHistory
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.. Biexploe.exe 1500 aCrEateF\IEMapu.. CAwWINDOW S epetem32hdnsapi dil
.. Biexploe.exe 1500 A CreateFilehapp... C:w/INDOWShsystem32\dnsapi dil
Biexplore.exe 1500 &Elnseﬁle C:RwWINDOW S apstem32hdnsapi dil
Biexplore exe 1500 &F Load Image C:RwWINDOW S apstem32hdnsapi dil
.. @iexplare exe 1500 ﬁHegDpenKey HELMAS oftware\Microzoftstwindows NTACurentyersionslmage File Execution Options\DNSAPLdI
-~

Aorn e v

IR RO R R SO SN SR JUY - P 2

| >

Showing 2,182,861 of 2,465,408 events (G&%)

Ea

cked by page file
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TADTT AR

Cookies-nn 97wiw yTnn Dy y¥ann nn NINt? *12 WireShark-n 7w 0*ara 75non? 'm1ay X0

Stream Content

4! Follow TCP Stream

JNIQ7 DON'R X7 nauwnnl, Ipn Y

:wnnwnn 7w Cookies-n Dy Facebook nwn? nnannn 1 2%
EEX

GET / HTTR/L.1
connection: close
ACCRpT: %%
ACCEpT-Language: en-us
Accept-encoding: gzip,

W1
Cookie: datr=1286642892-02aa29472T9bdo%b27 cdc04Badadleh2caa2fO8l63a639586ddocte
C_User=100001735716032;

deflate
atible; MSIE 6,0: windows NT 5,18

IU=ggréuUnBCUNCTBEBELEYDALYY; SCT=1286643018; side3;

x5=04adff755deflhdeladT73fa87i8cafh3; x-referar-htTpH%IA%2 F%2Fwww. facehook, cCOM¥2FX23%2F
HOST T Waw. T2Cet00R . oo

HTTP/1.1 200 oK
Cache-Control: private
Expires: sat, 01 Jan 2
P3P: CP="DSP LAW"
Pragma: no-cache
content-encoding: gzip
content-Type: text/html; charset=utf-8
connection: close
Transfer-encoding: chui
Date: sat,

09 oct 2010

-nT.FNH. . Fal

, ho-cache, no-store, must-revalidate
000 00:00:00 GMT

nk ed
17:15:07 GMT

I —h
@

105, o (L]
bl E s LS
L R ™

| 3

Entire conversation (22588 bykes) - ‘O ascn O EBCDIC () Hex Dump ) C Arrays (3) Raw

I Close ] l Filter Out This Stream ]

Stream Conkent

'@ Follow TCP Stream

JA01pN 7w 0Nann Ning Mavn (2 2%

GET fajax/typeahead/first_degres. php’ a=1&viewer=100001735716032&T0ken=1286642877-5&F1 1ter [0]
—user&options[0]=Ffriends_only HTTR

Connection:

x-syn-rev:
Usar-Agent :

conoki

Pragma:

pate: sat,

mccept-encoding:

connection:

close

ACCEpT: WA
MCCEpT-Language: en-us
referer: hittp:/Aww. facebook. com/friends edity]

300003
z1p,
Moz ?a/& 4]

Host: www. Facebook. com
: darr=128A642892-022a2%9472F0hdoh2 7cdcodBadadleb?caaz fFogl62a63986ddscfe
C_uUser=100001735716032;
xs=04adff755deflbd9lad FP3Fa708cafh3; x-referer=httpX3a%2F%2Fwww. Facebook, com®2Ffriends%2Fadit®2F%23%
2rfriendsxzreditizr

HTTR 1.1 200 0K
cache-control: public,
Content-Length: 629
Content-Typa: applicati
Expires: Sun, 09 oct 200
Last-Modified: sat, 01

close

09 OCct 2010 17:16:28 GMT

. terrorsummary”: ", "errorbescription”:"", "errarIswarning”:false, " 17entEerr”:0,"pay1oad”:
i 100001?35?16032 ‘rankType" dend”, "type":'user", "text":"Cptest

bedn, net

fr
Nprofile. phﬁ71d 100001735716032” "token

deflate
(compatible; MSIE 6.0; windows NT 5.1; =5wl)

Tu=ggtBUNBCUNMTEEELEY4DAUYD; Sci=1288643018; sid=3;

max-age=31536000

onsx— ]avascr1pt, charset:utf—s
11 10:16:28 -07
Jan 2000 00:00: 00 GMT

[1, phntn”:”http
nde AL 01995946605%

Fsr /UL omHIn-Sk, git:

tatd i
T uidt 10000013663?105 "rankTy Pe” "Fr1end” "type"
rofile. php7id 1000001 36637105, "Tokens " [] oto"
Q/VZZG\/‘})O?\/lOS\/quOOOOlB6637105 6969, jpg”,

s e ext":"afik Castiel”, "path™: "/
”http SAOprofile, ak. fhadn. net\/prnf11e —ak-sncd
“ndex":-1.8137252794975}], "fetcht":1}}

t | Entire conversation (1579 bytes) w ‘O ASCI () EBCDIC (O Hex Dump () C Arrays (&) Raw

[ Close 1 [ Filker Cut This Stream

10
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"4l Follow TCP Stream

Skream Content

POST fajax/gqigaboxx/endpoint, MessageComposerendpoint. php?__a=1 HTTR/L. 1

COnmect1on: close

Accept: W%

Accept-Language: en-us

referer: hitp: www.facebook.com/

w-svhn-rev: 300003

content-Type: application/x—www—form-urlencoded

Accept-Encoding: ?zip, deflate

User-agent: Mozilla /4.0 (compatible; MSIE 6.0; windows NT 5.1; Swl)

Host: www. Tacebook. com

Content-Length: 520

Cache-Control: no-cache

Cookie: datr=1286642802-022a29472T0bdoh27cdc048adadleh2caazf08163a63086ddocfe; c_user=100001735716032;
Tu=got OUNBCUNCTBEELEYADALYD; SCt=1286643018; sid=3; xs=04adff755deflbdsladf73fa758cefh3; x-referer=httpX3a%2rx
2Fwww. Tacebook . com%2F%23%2F

ids_§4%bga3c2b8f9064dfe?82[0]=10000013663?105&subject=Grea%20vdea%zowitth%zoyaou.&status=http%3n%2F%2Fdecor4u.co.za%zFByjze%
2F&ids [0

=100000136637105&act Ton=send_new&home_tab_id=1&profile_id=100001735716032&target_id=0&app_id=&&composer_id=c4ch0a3czhifo0sddfe
Ej F AR AL A AR A AR AU A A

2Easssasabaasdpost Form dd=0460fecho2sdecPh7ascldooizfddisoath drsg=-FranH&lsdsé oo _action=send new& Jlog thread&ijax log=1&post
200 0K

Cache-Control: private, no-cache, no-store, must-revalidate

content-Type: application/x-javascript; charset=utf-§

Expires: Sat, 01 Jan 2000 00:00:00 GMT

P3P: CP="DSP LAW"

Pragma: no-cache

set—Cookie: cur_max_lag=20; path=/; domain=.facebook.com; httponly

set-Cookie: made_write_conn=1286644693; path=/; domain=.facehook.com

cContent-encoding: gzip

x-Cnection: close

Date: Sat, 09 oct 2010 17:18:13 GMT

Content-Length: 682

Connection: claose

........... Tmo. 0. . +.5M. ... iKkh. . 1.6, . M8P.&. . kb..BT.. }.6k.Im. .. K. ....{.5. ... L. {.Z+..~0cC..e. .. k=0 L 2T L L R T L LB L.

g v
| 3
[Save gs]| Entire canversation (2319 bytes) v |O ASCIT () EBCDIC () Hex Dump () C Arrays () Raw

Help Close Filker Qut This Stream

Y9N [AWNNN N'OID AYTIA M7 ,[90 INKY DWW -[amdI

.Grea vdeo witth yoou &

| pnn | Sar T Nt | | N1pa x93 o | | mymn X e |

Cptest Cptesta 721 NN

nNT 19:18 NYEa J210pIN 09 o Cptest Cptesta
fhttp://decor4u.co.za/3yj2e

aen $] T R
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¢ nawnn NNV XY NIWTINN DX DPNM N1X DYDY Nann L'MoVY nptTan X
i i
Y7IMN AN T¥A "NrvypEn Yoin" — ynnwnn

facebook search -

Cptest Cptesta = Sent
Edit My Profile
E] welcome
] News Feed select: all, Read, None
5] Messages
Updates “ |:| Afik Castiel Grea vdeo witth yoou.
— Orctober 9 5t 7:18pm http:/fdecor4u.co.za/3yj2e/
[E] Events
&0 Friends
2N Man v wRn ("Wall") ra nand 4 ahe
| | L A4
Afik Castiel
+ maomn yvma W
AN NNX N 2V
-3 A% @
NMIEaN

/http://noonkarine.blogspot.comCptest Cptesta L O L Video
TP PR DD NAAN A0 TP T 3135

.10 2N .

(.01019N NX 'Mj7NNn 10NN NTDY7 INKR7Y |2mMDd)

-N7NNNN 7'NNnN 7201 1'NN2ANN NYY W7D 7 NXYONN (12222 1121 NP IR NIND [XD ,DXV] INT

NIN DA 72T ,|IDTYN DR T YNON [IAWNN T NN NY7INnY DTNy 012' ,N91 719'w ' 7
RN AT 'un
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NND1 ,NVIAIN NTAYA NPT WAN 70U 2TAIVN KIN 72un '7'aw2 1310 DXl 10T AIWNY 9o 1T
2 XMW (D7D *7210 '72) Internet Explorer 7w Full-Screen [17n

A hitp:Jltryv.eu - My computer, Online Scan - Microsoft Internet Explorer

System Tasks System scan progress

View system infarmation (== (==
- Shared Documents My Documents
5 Add or remove programs L L

@ 12 viruses

% 17 trojans
O Change a settings
Hard drives

Other Places

@ Local Disk (€5)

% 24 trojans 9] To help protect your computer, Windows Web Security has
detected trojans and ready to remove them.

3 My Network Places
I My Documents
I Shared Documents

D¥D

@ Contral Panel &3 Detected spyware and adware on your computer: | Filename:
L2 ovp-ramDrive (€
& -
Admess.Trojan topservics2.8x8 o
Details
---------------- zserv.Transponder.Trojan Zoeredl
My Computer Scan complete. Wstart. TrojanDownloader wstart.dl
System Falder - 3
@
Threats and actions:
e Spyware is saftware, which can gather information from user's camputer thraugh A
Internet connection and ssnd them ta its creator, Gatherad information can bs a
@ HackaTack passwords, e-mail addresses and al that data, which is importart: For you. move
@ Email-Worm.Win32.M G 9
@ Trojan-DownloaderWin  Critical 18.04.2008 35 Redister & Remove i

Description: -
This program is potentially dangerous For your system., HAckaTack stealing passwords, credit cards and other personal
inFormation From your computer. |

Advice:
‘You need ko remove this threat 55 soon a5 possible!

Z§ hitpej)

AWON NInn ,Start-0 MWL (Tiyn (Yol nn URL-n 2y nxnn) Title-n v Ta%7nw 27 m'w
Windows Security -2 72170 DX 17'K> wnn NN TINyN L|9T9TN 7 (17N 700 102 NaImv nik?
© .]p "7 71nwn D17 D™ . NnK Alert

17 072 D71yl DTN 7w TN yopn (17NN 7Y 9901 1 "Remove all” 7y n¥'n7 75w )amod
DT W 27 NINNY

NINYAN 17 |'RY D ,Internet Zone-nn X7X (Local Zone) mipn '9IX2 [Y01 X7 INXY TINYN @
NN D'TINY IY07 NNWOKRN NI AWNNN 7V N0'7WUN DR W' QN7 D0 ,Tm Al DN
.ot N

['NANY?I ATA 72 A7RD DIVTINN DX Y9707 DIPN ,DNXYN VIYD D'TIF X7 D'¥aA7n N7 e
TN 1700 DX Y'O7NW 1'7NNT7 N 7DNIX YT D270 DX TN 2102 7'V wnnwunng
L2200 PMIRWNN NNN YXA7 710' XINW D ,NTAYA 7V wnnwnn NIKYIN DX W'

A7 NITRYT NIwn 7 'R 7nnrnl
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2nYDINT 7NN 7 IR

7¢ MIVRFLDIRA 7NYINN NYIY DXV NN NN 7Y 2NdY71 Facebook nwNa nivTin NIPWYN yin
79 NN NIZwon 7y 'RINKRY [1MmMnn 775 0T2 1191 AXIDNN [1221A L, NIMNTINN 0Y7Inn
TINN VIYD KIN ,DIYN D'D1A7 NNIX 1DNT7  NY7INN ANR7 NI 77 PY 290 7?01 nn%? .ny72imnn
Yal7 DN 72 XKINW IX) DIV D'912 DNIX [N NI7IVON NX Y¥aNw NY7IN7 2ix'n yalp e
('Y Md — NXIBNN 7V 'RINKRY NN 7700) DY72mn 9y TR1on (INxon 7y 0'mwn oni nm
D'XIP INIR TIIN7 'ROINRY yal'zt "Payload” X2 AT yaip) "¥'n o yalp MRk DX TINY
-1 7277 NY7¥N XINY NITAYA NIND? DXNNA 902 NYNn ny72imn anid 725 012 .("Dropper”
2V 'RANKR TNX Dropper-w XIXN? QWOX NI' N1NNYT "Iyn NY7INn ANDY 0Mpna Payload

.Payloads 190n 7¢ n¥ 0 nTIN

y¥an L(*KOWX '0'0D [1Ad) awnnn 7y ovpn yTn 7w gio'k y¥an Payload-n ,0mMpzn n2a1na
IN NTD '91¥D0 YTN/NINNO0'0 WONY? T2 NIAVNY7 Sniffing IX Man In The Browser [12D NI9pnn
."DropZone" NN Ty MW "7ur" RIN -X¥IN XINW yTn DR 0K

Command And ) nO'™7¢ MW7 NYIAIN nTayn DX Nann '1'¥1 Payload 75 vynd P% qom
12T TWKRD DN'R TIAWY? TIKN NRY 1901 LIRC 'MIwa NI 2N .nivon Nimpe7 nanni (Control
D'AYNN 7¢ NN NUA71E "DanIr" DRI 7R D'AWNNT7 QAN .0'WIA DAYNN W n7Ta Nimda
D'LIVIAN D71V POIVN D7W 1NINN 12V 'NANDY 191 |2VN 7nIV7 [XD 01OK X7 ,"Bot-net" D'RIp

.DigitalWhisper 7w "w'wi [I'722 DONIDW "?NINTN N'NN NXT NN — Botnet" Dwa

0T 120 DN NIKYT N1 ,107W WDDN 7w 002172 0'oxN ...119wW NY'72IN7 11tna nan
"4l VMware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler) : Capturing - Wireshark

File Edit WYiew Go Capture Analyze  Statistics  Help
BE o 228 e TLIEE QA 0% B

Eilter:‘ |v Expression... Clear Apply

Mo, - Time Source Destination Protocol Infa &

0. oLl 1.162 ht RST, ACK Ack=1 Wi 2|
357 78.040413 1582.168.202.140 192.168.202.2 Standard query A www.sevenpinesstahl m
358 78.118766 102.168.202.2 192.168.202.140 DHS Standard guery response CMAME vhostl. om.net A 24.244.81.51
359 78.126385 152.168.202.140 24,244, 81.51 TCP dhap > http [SYn] Seq=0 win=54240 Len=0 MS5=1460

360 78,580123 24.244.81. 51 192.168.202.140
1

00l0 PRPS-1 FEP o T
0020 Q3...P.. LLAT-wP,
0030 Lo #UGE T /L0144
0040 S7getexe =m24.1in.
0050 exe HTTR /f1.1..Co
0060 nnection @ close,
0070 CACCERTD WM AC
0080 cept-Enc oding: g
0090 zip, def late..Us
00a0 er-Agent : Mozill
00b0o a/4.0 {c ompatibl
00co e; MSIE 6.0; win
00do dows WNT  5.1; Swl
Q0e0 DL HOST:  www. sev
oofo enpiness tables.c
0100 om. ...

Whware Accelerated AMD PCet Adapter (Micro... | Packets: 11755 Displayed: 11755 Marked: 0 Profile: Default
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"Nrnye" an 7 IX Firewall ,Anti Virus N1DIN DIV |'XW DN{7N01a1) NIRIFOY 7V D'T'VNN 17X DN
vx¥217 121N Payload 75 .1md1nw Payloads-n D N7 ,NI901n NIMIN 7w (NINYxn 7w DA T8 T2
Man In 21010 NISPNNA 1ND) NINWANNYT NINYIAY NIDSIN NI7IVD NIY¥ANN D'NW71,NRIY NI7IYD

.(n1'72j7n The Browser

:(Ny1mn nTyn 7y DNyoin 170 '97) DIW Payloads nw'w IX¥N1 N7 NNl
e Andyl3l.exe
e Andyl35.exe
o fdla245s4 868.exe
e zpskon_1286827802.exe
e zpskon_1286832181.exe
e zpskon_1286832181.exe

Cookies-n NX OIX KIN ,NY7INN 72U N¥ONN 770NN 770 KIN,0M'DN 12D 110X Andy131.exe DX
P X7 RINW D V72NN DITIIY? RINRE NTMNANN WO NI7IVON DK yN¥an ,wnnwnn v
.NNYY NY7Imnn 1191 'N72 77N X7X "Payloads”

NITIP9 VO X7X ,"Payload” 71'Ta X7 XIN DAY WN17 TWON ,INnY '97wW) Andy135.exe 7w NINY
D'{?'7N 190N 191777 NIN IT'PON NX1IN 720,027 1901 2y N7 (MY7IMn 7w [IDTY "2IX IR ,VIXAY
‘DT'PON NN Y¥IA7 NI' 77 't Payloads-n AINWY1 NY7IN7¢ 3 nd>yna

YR RNAIT @

4 Clone of Windows XP Professional - VMware Workstation

File Edit View VM Team Windows Help

Bule gGR Doad @2EE @@

00 dows XP Professiona 18 Clone of Windows XP Profe...
et —— e = ][]
2 prent roperte EEX
EH| ABE | CAS | A5 | (A5 M vt [proroms | ok
Process Name Dperation Path Dot .
~andy1Fewe  &FLoadImage CAWAND WS hapstem32\utheme. di ; I
Tand1Bewe  @ERedOpenker HELM dows NTAC File Execution Optionshus |  Thread: 222 A
T and1Beve  @EReclpenkey HKCU Class! Registry |
“and1Bene  EEReqlpenken HECU dows\Curent Themeht Opsration:  RegSetValue
Tand1Fese  EEReoluenValue HECU dows\Curent Themeh omposting )
—andi1F.eve % RegCloseey HKCU dows\Current Themeh. Reallt elge=s
™ andy135.exe % ReCloseey HECU Path: HKLMSOFTWAREPoliciesiMicrosof t\windovws DefenderiDisables
TandplFexe  @ERegOpenkey HKEU Duration: 0.0000227
— andy1 .z EHegDper\Key HKCUACantrol Panel\Deskiop
— andy1 .z FeglustValus HKCUCantrol Panel\DeskioptLameButtonT ext :
—andyFere @2 RegCioseKey HKEU\Control Panel\Deskiop E;f'nj;h‘ ikt
Tandy1dewe  @ERegCloseKey HKCU Do i
—andy1FBere  ohOueryDpen CAWANDOWS Sspstem32\ustheme. di
—andy1FBere  ohOuepDpen CAWAND WS Sspstem32\ustheme. di
— andy1 3 ene % Quer,Open CAWANDOWS hsystem32untheme. di
= andy1 35 exe Feglpenkey HKLM\Soltware\Policies\Microsolt
—andy1Fese @R ReoCieatekey HKLM\SOF TWARE \Policies\Microsolt Windows Defender
|ﬂandy135 e Eﬁegsm\/ame HEKLM\SOFTWARE! indows Defender\DisablefintiS p
[~ andy135.exe FeglloseKey HKLM\SOF TWARE \Policies\Microsolt Windows Defender -
and,TFHewe  BLReoloseKey HECFSOF TWARE Folicies Miciosolt
Tandy1Fexe  ShQuenDpen CAWINDOWS iga
Tand1Fexe @R Reglpenkey HKLM!Sal dows\Current ies\System v
T and1Beve @ Reoluenalue HKLM\SOFTWARE p P —
A~ and)13eve @ Reglueniialue HKLM\SOFTWARE p nablel L
E “andy1Fese  EEReoCloseKey HELMASOF TWARE M indowsh Curentversion'palici
AT and1Eese  EEReoluenkey HECU S aftwareAClasses
“andy1Fese  EEReolpenkey HECUASoftwareAClarsses\CLSIDFDEIDSCE-952F 41 F1-946F 135D 9066220T}
“andy1Fese  EEReolpenkey HKCRACLSID'FDE30SCE -952F-41F1-946F-1 35D 9CEE22CC}
Tand1Fese  @ERegCreatelep HECUSahtwarzAMicrosoftintemet E xplorer\Main
andylFeve  @RRegSelvalus HKCU S ohtwarsAMicrosoftintermet ExplorerM aintCheck_Associations
— andy1 .z FegCloseKe HKCU S ohwareAMicrosoftintermet ExploreriM ain
1 showing 230,942 of 3,300,409 events (8.9%) Backed by pags fiie |7

‘4 start
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:NN9NN WY NX "True"-7 nwn - Andy135.exe

HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows
Defender\DisableAntiSpyware

;0910 ' I

If you enable this policy setting, Windows Defender does not run.
Computers are not scanned for spyware or other potentially unwanted
software. If you disable or do not configure this policy setting,
Windows Defender runs, and computers are scanned for spyware and other
potentially unwanted software.

Y AnaIT e

|2 Clone of Windows XP Profe

nal - VMware Workstation

File Edit View VM Team Windows Help

Bule gGR Doad @2EE @@

EH ABE | cAS | A8 #HB LoM Event | Process | Stack |
Process Name. Dperation Path Date: 10112010 10:52:02 PM ~
T and1Feve  BhSetEndd CAWINDOWS LOG Thread: 4080 =
ii:andy135 eve %saww fe  CAWINDOWS L0G Class: Registry 2
andy135.exe FegClnseKen HELMASOF TwiARE Microsaftwindaws \CurerfVersion’Aun I—
TandiBee  #ERealpenes HKCUNARPE ventsyS chemes \pps\ExplorerNavigating o MD
“andy1Fese  EEReolpenkey HELMASOF TWARE \icrosoftitw/indows\Cunentiersion\Run Realt A HCTIReUND)
TandiTene  EEReqDeleteVale HELMASOF TWARE Microsaftwindows \Curerfversion’Runtsyspptrd | | Path: HKCUSoftware|PicrascftiInternet Explorer|PhishingFiker ND
CandyiBene  @RegClsekey HKLMASOFTWARE Mi indaws’CurentVersion'Flun Doraton: 0000255
TandylTene  AluerOpen CwANDOWS\igo ND
TandylTene  SAOuerOpen CowANDOWS\igo ND
Tandy1Bese  ShOuenOpen CAWINDOMWS Ygo Desired Access: Masimium Allawed ND
TendylBewe  EEFieglpenkep HKEUNS oitwareMicrosoftIntemet Explorertisin
TondylBewe  EEFegluenValue HKEUNS oftwareMicrosoftiIntemet ExplorerMainitp
TendylBewe  EEFegluenValue HKEUNS oftwareMicrosoftiIntemet ExplorerMainttp
TendylBewe  E@EFieglloseKep HKEUNS oitwareMicrosoftiIntemet Explorerti sin
TendylBene & Thiesd Create
TandylBene & Thiead Create
TandylBere  BhuenOpen CAWANDOWS g ND
TandylBere  ShOueyOpen CAWANDOWSigo ND
T andylFene  ShCreatefile =8 -
TandylFexe  ShOuepNamelrfomationFile  Cb
—andF exe B DuenOpen CovwANDNwSgn, ND
@anmaﬁ eve gREQDDEnKEp HECUASof Explorer\Phishing ND v
I andyT o exe FedTperkey AR5 Erploiersian _
AT andy13Bee @ Reghuenalie HECUNS oftwarehMicrosoftiIntemet Explorerainttp
A ananmee  ERecluenvaue HECUNS oftwareMicrasoftintemet ExplareriHainitn
ST e EEReglseken HECUNS oftwareMicrasoftintemet Explorer\Main
“andy1Fene  [ShOueyOpen CowANDOWS  don3453edradtdf
“andy1Fene  ShDueyOpen CWANDOWS o MD
“andy1Fene  [ShOuenOpen CowANDOWS o MD
T andylFeve  hOueryinfomstionVolume [
TandpiEese  BhOuepstribuelnomationyol,, T ﬂ + | [INext Highlighted @
< T b3
—|showing 230,542 of 3,300,409 events (6,9%) Backed by page file

YN D' DRN NPT y¥an Andy153.exe

|HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\PhishingFilter

D'INK7 NO'D NINTR NIYTIN AN K7 IE-nY 72 ,MIX 70an NXIN -7'WOI N>WN2 D"p val nT'Na
.D'TIYN
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DIYIN NIY2 NI'9N 702 111 AT 70N DT{79N DX 110N zpskon_12*¥*** exe 71NN 1'Nn 2pyn
.FTP 'maw% nimannini 71n1% nidim 9w nikno'o IR Nt (Registry-n) ndwnn 7w

NIYURY AT @

[~ |svchost exe =k CreateFile CwWINDOWS \AppPatch

™ |svchost exe [_=]\IJuer_l,lFiIeIntemallnfulmatianFiIe CwWINDOWS \WAppPatch

lavchost exe S CloseFile S MDOWS S AppPatch

" lzpskon_128684... B QuenDirectany Cihvwe_ftpini

: zpskon_ 128634, %ElDSEF"E C:h

"~ |zpskon_128684. . @EFegk numialus HECUNS oftware\MicrosoftiindowshS hell oR oam' MM UICache
" levchost. exe rEjnlineatEFile CWINDOWS \spstemds

[ lzvchost.exe Eh QuenFilelntemallnformationFile C: M DOWS Yaystem32

D'¥aPN 7nm v

Password Manager-nn 770 Xin "wex_ftp.ini" yalizn -0'n X7w m

T2 D'WNTN D790 12Y2 INNID X [9X¥IN [9IXA 1YW DINIK VTN .Total Comander

.N9¥NN NX NIYOY

NY NNAaIT e

iexplore. exe EfFeqClosekey HECUAS oftware\Microgoft\ nternet ExplorersT oolbar

|ﬁdumpcap.exe r3_1\-'\p‘riteFile C:\Documents and SettingsaddministratoriLocal SettingsTemphethei<>3a03368
=zpskon_128684... - QueryOpen C:“Program Files\CuteF TP

"~ lzpskon_128654... @ Rea0penkey HELUAS oftweare Global SCAPEWCuteF TP 6 HomehACT nolbar

" lzpskan_128684... ﬁﬂegﬂ penkey HECUAS aftware\GlobalSCAPE SCuteF TP B Prafessional\OCT oalbar
~lzpskon_128684... EEReqpenkey HELUAS oftweare Global SCAPEWCuteF TP 7 HomehACT nolbar
~lepskon_128684... ﬁﬂegU penk.ey HECUMS aftware G lobal SCAPESCuteF TP 7 Prafessional\OCT oolbar
"lzpskon_128684... EEFRegpenkey HELIUAS oftware !\ FlagshF=P

"~ lzpskon_128684... dﬂegU penkey HELCUA\S oftware\FlashF< P43

lzpskon_128684... EEFRegpenkey HELCUAS oftware\FlaghF<P43

~lzpskon_128684... ﬁHegU penkey HELMAS oftweare! FlashF=P

" lzpskon_128684... ﬁHegD penkey HELMAS aftware\FlashFPy2

~lzpskon_128684... ﬁHegU penk.ey HELMS oftware\FlashF<P3

__[zpskon_T-obod. | & Load Tmage LW INDLW Shspatermaeshel o2 all

™ lzpskon_128684... EEFegpenkey HELMS oftware Microzoftwindows MT4Curentyersiontmage File Execution Optionstshell 32 4l
|~ lzpskon_128684... ﬁﬂegU penk.ey HELMYSYSTEM NS etup

™ lzpskon_128684... #E FegQuent/alue HELMASYS TEMYS etuphSpstemSetuplnProgress
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MUY DNAIT e
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~lzpskon_128684... 3 CreateFile C:ADocuments and SettingshAdministratorApplication D ata\FileZilla
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FTP " anx wio'n ,(hon X7 n7w Password Manager-7 Daw) "FileZilla" "'nx wio'n
."Bullet Proof FTP" anX wio'n ,"Commander Deluxe/Pro

...noon FTP nidim Yl

LYY RID NN N7 v 12717 X9, 700 )0 D IinR van'? [N X7 ,fd1a245s4_868.exe-7 "W
NNITNN DX Y'9PN7 'RINKY 170NN NI NRIN 7DD

System Tasks

View system information

Other Places

Details

My Computer
System Folder

3 http:Hitryv.eu - My computer, Online Scan - Microsoft Internet Explorer.

& iy Network Flaces

System scan progress

[
u Shared Documents
& 17 trojans

Hard drives

= Windows Security Alert

@ Local Disk ()
¥ 24 trojans To help protect your computer, Windows Web Security has
ovo detected trojans and ready to remoave them.
(o ected spyware are uter:  Filename:
h DVD-RAM Drive (E:)|
]

Admess.Trojan tepserviceZ exe

Z5erv.dl
Sean complete.

wstart dl

= Sl . vl
: Remove all

Threats and actions:

eme -
@ Hackatack move =
@ Email-wormwin3z.

@ Trojan-Downloader.win  Critical 16.04.2006 35 Register &Remove i

akentially dangsrous For your system, HAckaTack stealng passwords, credit cards and other persanal
your computer.

2 httpifflryv.eu -1

7w x') CWD-2 yaj7a INTIIN INKY? DT Y2l DY DIy KIN D722NNW 901 NIYVIXZA 1oin
"NINdWI" NIFP'Ma DMIXNY) D70 XYY TIZ2 Yain na Xin ownl (Current Working Directory
NNTAN NN .ATIYN NI7'WO NINT? AN 0NN 17'98 -wnnwn'? 'woxnn 11T ,('D1 %Temp% (120

WUNNYNN 7Y NTIAYN IN7IY 7V Xt o

3 Clone of Windows XP Professional - VMware Workstation

: File Edit View VM Team Windows Hglp
mnle oGk DOS80

i Back|Track>4 X |@ Windows Server 2003 Enterpri... X | g Win(|

i

Procmon

YO YaIZn - [9TOTN 7¢ 77Nnn N2

17V NI0NUNT NY2INN 7Y 21000 DY MK SN 0N 7707 AT VAN NIman D nxy
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Q0N YT ¢ Stream INWI ,DMINI'] o'xap 7¢ DTN L7120"9] NIVTIN ,D'UﬂND'? D'UPNO |'2
:NNAIT? ,TNI'M D'MVN D'0PRO 150N N721 -nivnwn

"4 Follow TCP Stream

Skrearn Content

a_them

HTTP/1.1 200 oK

Date: sat, 0% oct 2010 18:36:44 GMT

server: aApaches2.2.4 (Fedora)

Last-modified: Tue, 13 Apr 2010 22:33:31 GMT
ETag: "1365bc-427-do%ez284c0"

Accept-Ranges: bytes

Content-Length: 1063

Connection: clase

Content-Type: text/css

Lprint_i %;nor"e 1

dispTay: none;
i
hody, table, th, td {
color: #000000;
background-color: #FFFFFF;
font-size: Bpt;
[0, — v
[Save Es]| Entire conversation (1794 bytes) A ‘O ASCIT () EBCDIC () Hex Dump () C Arrays (3) Raw

71N NOYN 7w NINTTAN TINYY7 ,'TAY ["ayn 91X ,'Nyan [9T9TN T Ty INIK? 'MO01d] TWUKXD
:phpMyAdmin -n'wsinn DININ "TON
+ phphiyAdmin [

-F -0 4 http:// V v ||| |D

php
Welcome to phpMyAdmin
Languag
English E
rLog in
Username: H |
Password:

(i) Cookies must be enabled past this point.
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:cPanel DA 'MRXXN MY INIX 7V

x
cPanel® [

-F -0 4 % f|D € >

&l ing provider of ) 1f you would I
ot a web hosting ¢ any, and ch has no control over c it found

er which po many of the world
ind they continue to be :

NNAITY? .N90X NY7INNY DRININ DA IN7YW TN MWD X1

-Stream Content

SET /.DSEDt/?

acti0n=f genémode=s&age=5&a=-1065322913&y=135&Fh1ogin=0&defbrowser=ie&ie=5, 0. 2900, 2180
HTTP/1.1

HosT :

User-agent : M02111af4 0 (compatible; MSIE 7.0; na; J

Content-type: applicationsx-www-faorm- urlencodad

Connection: close

HTTF/1.1 200 0K

Date: Mon, 11 oct 2010 21:52:38 GMT
Server: Apache

W-Powered-EBy: PHP/4.4.9

Connection: close
Transfer-encoding: chunked
Ccontent-Type: Text/html

16
#ELACKLABEL
#ELUELABEL
P I 4
PN I 9...<w. . >IP. Tunho. 71,/3 .
. I ] .......... {s...BI.. R T
RO S B, 1:R. ].....G~ od. ...

“ |O aSCIL () EBCDIC () Hex Dump () © Arrays (3) Raw

l Close ] [ Filker Out This Stream
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NNN NNl L, NY72Ina Hard-Coded Nirfn'? oMMy N>vAN ¢ NINTIAN '019 -2IWKRIN [I'ANN 197
NINT? DMK AR WireShark 7w 0172 nionon ' 2y 0IW9S |3 1ND .ONIX RIXAYT JINK IR AT
.DNIX 21127 )21 -pYNnn? NINTTAN '019 0'N7WI 12 OPRON NN

D2 NDWN7 NINTINY NdNY X7 99D Ny7imn -0'wou YR D' NY7INN X D 1anon X
NWI0 ,MYN 7V yamw php Y2177 nwan TIRN 0IWD X' ,NYVIAN NINNN 72V YTl D' 0107
NY2IN7 Y'Y NNIX NIXT .TON2 DNIX [ONK? 'R YTI' 11D Yalznl GET NIwpad yT'nn DX DINY

ANYY7 IR 7INNT 7Y 12T K9v .00 vy KNP7 X7 DIR DIYA R ,WUTN VTN 2IMdY7 NINWONR

MR INRIY TAXR 20 X7, 10N DNIMYN NIR'oN *Tn NP XD V9K K7 ,NATIXN NINNY
A'WN71 NdIWAN N 78 01007 'MNY¥N L I'7Y DRIND 190N NZ'TAL "IN DY 7V N1'D'Y50N NdIYNN
NIOXY "7 AWORY ,NDWNN NIPNN )'70N W YHITA A9 NNt AYRINND 7100w YR
(FaceBook 7w 1ix'7 nx112) "fb" DWA DRAIM) TON 1'PNN INNTYAY A'YIIADAPZN YAl DR TN

JIDWN MRy TN

X B - + W
-F -0 K 4 Nt/ || &[D >
php 3.3.2 setup

Overvien Configuration file

Features

g1 = 0; =

Navigation frame

/* server: fb [1] */

$i44:

Import Scfg['Servers'][$i] ['verbose'] = 'fb';
$cfg['Servers'] [§i] ['host'] = 'localhost';

Export Scfg['Servers'][$i]['port'] = 3306;
Scrg['Servers'][$1]['socket’] = '';
$cfg['Servers'][$1] ['connect_type'] = 'top':
Scfg['Servers'][$i] ['extension'] = 'mysqli’;
Scfg['Servers'][§i] ['auth_type'] = 'htep';
Scfg['Servers'][$i] ['user'] = * v
Scfgl'Servers'][$1]['password'] = * :
$cfg['Servers'][$i] ['auth swekey config'] = './swekey.conf';

Main frame

n

/* End of servers configuration */

$cfg['Defaultlang'] = ‘en-ucf-8';
$cfg['blowfish secret'] = '4cbOca51188ebl.38291884°; o
$cfg['ServerDefault'] = 1; P

Save

nn 7NN punn 79 nno'on 0N DRIMIN TOoN NINTIN ‘09 779Nn7 ' awn Q7wn
.[1222 "anonw
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X | m| =
S

~& -0 K[« http:// % (D € >

Language
php 3.3.2 setup Ens:\ls)f -]

) Overview
Overview

Features

B €3 Cannot load or save configuration
Navigation frame

Please create web server writable folder config in phpMyAdmin top level directory as described in documentation. Qtherwise you will be only able to download or
display it.

Main frame

Import

Export Show hidden messages (4

Servers

# Name  Authentication type DSN
1 & hitp. mysqli/locathost  Edit | Delete

Configuration file

Default language @@ English [=]
Default server @& o [1] El
End of line UNIX / Linux (\H}E

Save] (Load ) (Delete

phpMyAdmin homepage Donate Check for latest version

© GAME OVER!

=R =hle]

NNTAN NIX MY N TV NANIY DAININ Ton 75 NN 'MNNY X' DT KA 7Y DINNNN NMIYn
(NX70 p1 0N MI7'Y DY) N7W D'NIYA ARYNIY NI7'YON 7V [ION'RN NNAN7 NN DINTTN
L9 1I'R MWNLA0] |PIT + JION'RN NUW Y 'R [IAWNN 17X NNIY NAMDY7 1)

79077 ,0'YUTN D'NOY DY WWENT? DW72NN TP DRY? 2'va DIY 'R DY72INN ANR7Y XD Nvan
712092 N7 NISPNN 7W qoin 72 11X

NN .NI2Y NN DNTAYY DiEn R Digital Whisper |'Tana DON9n "IRY 210N [IWRY KN INT
UIn'v 0I'o’ D'YIY D'NMTENNA DWY7INI1 D'0N'IY X' N'WIRND 'MYT ,TINA 2N YN XKW1 KIN D'Y7IN
NY7IM2 NaITA At X7 N9Y'19'¥O0N NN .DRAYNAN D71Ya DY) AYITD NRAI7IDLUN K'wa
NIMAI71002 YIN'Y DIY XD 'R -NNIXK 1'NONYT 101 K71 BYND N'ANDY NIXTYT QWONI TN Nd1IoN
NXIIY'M9N NIYIXZNA 101N 177N 0'AYIoN DN NN D'UIYW9N Rootkits-n NX NN'oxnY
7Y 2N' DONIMN 2¥Nd NaIm X7 ,(NNx¥n X' NIWY? Antvn nY7ImnY wyan 75 ninn D
nIrn ('"MZn "IRY X0 X7 NINDY) Bot-Net a10n NY'7IM2 12T 'R ,0'MI019N 7D N7 .nTnn
MZn NN7 ["ayn nirnk o 700 7an1) n7w9nn ndvn? yinn DIMYN DIFMYENN 770 1wxin K71
NNIXI PZNX NRA 722-DNKRN NNT'07 NTh MNRNAN DX 19K "NYTY XIN 9ol 11T .(NY
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http://www.californiacoastline.org/streisand/lawsuit.html
http://www.californiacoastline.org/news/sjmerc5.html
http://en.wikipedia.org/wiki/Streisand_effect
http://www.thestreisandeffect.com/
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http://forum.doom9.org/showthread.php?p=952954#post952954
http://www.freedom-to-tinker.com/blog/jhalderm/aacs-tale-three-keys
http://www.chillingeffects.org/notice.cgi?sID=3218
http://www.digg.com/
http://www.youtube.com/watch?v=L9HaNbsIfp0
http://www.freedom-to-tinker.com/blog/felten/you-can-own-integer-too-get-yours-here
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The best riddle you will hear today. Period.

Directory assistance service number in Moscow, Russia...?

A function key on a computer keyboard following F8 and preceding F10...7

Yao Ming’s (Houston Rockets) jersey number...?

Scientific symbol for molecular oxygen also known as dioxygen,..?

Number of New York state route also known as a Rear Mountain-Beacon Highway...?

Number of U.S. interstate that runs from [owa to Ohio...?

Non immigrant visa allowing Australian citizens to live and work in the United States...?

Number of vertebrate animal form, required for all research involving vertebrate animals that is conducted in a
regulated research Iinstitution...?

9. The eight-sided die is also known 2s...7

10. The international direct dialing code for Switzeriand...?

11. The number of consecutive games in which Joe DiMaggio had a base hit in 1941 (still a record)...?

12, The fifth generation of the Chevrolet Corvette sports car is known a2s...7

13. NBA playoff record for most points scored in a playoff game, achieved by Michael Jordan in 1986, Is...7
14. The number of men who signed the United States declaration of independence in 1776...7

15. Atomic number of radium...?

16, 1ATA code for Centralwings Airline,,.?

ONOANAWN -

ANSWERS:

1, 2, 3 4 5 6 7. 8 9 10 11, 12, 13, 14, 15. 16,

09 F9 11 02 9D 74 E3 5B D8 41 56 <¢5 63 56 88 <O

=

FIRST 09 F9 11 02 9D 74 €3 58

BAPTIST DB 41 56 C5 63 56 88 CO
CHURCH

www.churchsigngenerator.com

JESUS SAYS
09 F9 11 02 9D
74 E3 5B D8 41

56 C5 63 56 88 CO

09 F9 11 02!‘74 E3 5B D8
41 56 C5 63 56 88 CO LOLZ!
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== network vulnerabilities
social engineering weaknesses
confidential information 'e DR
open locks
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http://news.bbc.co.uk/2/hi/technology/6623331.stm
http://news.bbc.co.uk/2/hi/technology/6623331.stm
http://news.bbc.co.uk/2/hi/technology/6623331.stm
http://news.bbc.co.uk/2/hi/technology/6623331.stm
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http://tech.mit.edu/V128/N30/subway/Defcon_Presentation.pdf
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http://www.eff.org/files/filenode/MBTA_v_Anderson/letter081208.pdf
http://en.wikipedia.org/wiki/Streisand_effect
http://www.haaretz.co.il/hasite/pages/ShArt.jhtml?itemNo=981622
http://www.nypost.com/p/news/regional/item_6CgxlFDPuHQHbmdKoKix5L
http://www.the7eye.org.il/articles/Pages/080610_Anat_Kamm_Affair_chronicles_of_an_exposure.aspx
http://anfassung.wordpress.com/2010/03/13/anatkam/
http://www.shmulik.co.il/blog/1622/
http://www.shmulik.co.il/blog/1622/
http://www.shmulik.co.il/blog/1622/
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http://freedomofsearch.blogspot.com/

Technologic

Do I D'AYNN ,D'NY OI9N'7 "WOX 'Mn

12277 [N Ty NRN

kv

12179 1702 N2 DX 2 ,"WN T¥N 7¥R DTIYnN awnn nin "o1sn?" o'mw? v r'uswn 7'7na
N'DIN7 IX W'L,YAIN IX YA TX T2V TN Jninn 12 'NNTR )'702 IK,DWNY 7W KD ninn
TN AUNN MIN 7W N0'DN Wrd7 [N [N DDYTN NIX 10 DT ¥R IANN .1 YIN'Y IX NP DX
D712 DI'D D'7NY DYI'WY NIVAINN NIZRY 1901 N7un XN LD 11D .7V191 No'SNN NyXIan
NNAIT?) D'N'YR O'P0'T KIN 09NN 770 10TA ,2AN7 . T'Nya No'SNN 170N 7V DNYSWl AIvnNnn
"' - Yxw nown 1 armnto T 23495-01-10 nn Lun nwn ) 7xw na 16886/08 wa
X"w1) NO'ONN X7 TY 1'KW M T 7Y D'PTRINN DMWY IN D'NNY DA 109N D'NY?  D7IN (7'

.(n"va 'o.x.'0.'0 n¥Iap 1 'nxi 797 nim 9455/09

23wnn 9% 9IBND 0% SNR 15 BN

NIANY [0 YI9'N IX [NN7 NI2'ON ;NMLVYNA N'YZRN 27N> awnn nin o1on% [n+a *7*79 1"7na
YON Naxn N'0an? 1 yim [p.' - 2awnnld] 2 wis'nn"y D2 T 1'% 2N 'Ran N1 Y
OIMRO.L((wi19'ni Axyn) 2*790 TN AT0 NTIROY 23 q'wo) ";NK Y70 IR VdWN NN ' NIXY
(78w n1rm 1 ru%ax armiar 3707/01 ') omiatn 'wyn NiY7n 7T niann nia'oa Narm
2428/08 w"1) n1'op N'oMMID NPTNX (Y mant 1 7xw n1rt 11295/04 n) on nnay
["2YD 1IN WI9'N X D YAIZ NI 2NN YToNN LTIV (R jnay 1 2xwr i 1235/08 o

Snyou? pTon 7 T DY T oY R DY, NMavaY

N7 DINIMN YIXZAN U2 INROY KR NI YIXPN 75 T 7Y 0 yXIa N wiorn L Ixn Inn Ny
"IN NNVWN NNYIE DNTTA NMN0RIR DR NP0 nwn) DR WIDN Nz'oI9 N TV 1WA
NY2 0FTYN NINDI NWAT? Yana D™apy I'N X7 09wnn 'Na )37 1avn .(22.03.2010 ,"mwn WNIT
NYI91 7091 X 1) D'TY "W NINJIA YWY YID'N D D'YAIR D770 WID'NN '1'TY TIVa ; WID'NN
1 9w n1n 1152/03 w'a 1ad) 0Nk 0Mpna (770ax xom 1 xaw nrn 1153/02 wa
{7091 2/'T272'0 |"1WAl NIX 7019 X7 X NI'RIN 779NN TAIM 0TYN ATYn D 7091 (NN y'ainan
290N MY NO'ON NY'R X VOYNAN 'MA .I¥N DI'PA N7YN NI'RE DTN NI'R DYTYN NINJI-'R D

M99 71702 (‘yr213'21 nwnv) oNX YW 0NN

D'w7o'TI D'AYNN ,0'MY OI9N7 TWOKX 'Mn
www.DigitalWhisper.co.il
30 2010 »anan ,14 i


http://www.law.co.il/computer-law/judgments/2009/01/06/israel-v-moshe-halevi/
http://www.law.co.il/computer-law/judgments/2010/03/28/dani-simandyov-v-israel-police/
http://www.law.co.il/computer-law/judgments/2010/03/28/dani-simandyov-v-israel-police/
http://www.law.co.il/computer-law/judgments/2010/03/28/dani-simandyov-v-israel-police/
http://law.co.il/computer-law/judgments/2010/02/04/tom-kaplan-v-pcic-group
http://www.nevo.co.il/Law_html/law01/055_128.htm#Seif9
http://www.law.co.il/computer-law/amlaty.pdf
http://www.law.co.il/computer-law/Israel_v_Rabinovits.pdf
http://www.law.co.il/computer-law/agnonyonai.pdf
http://halemo.net/edoar/0112/0001.html
http://nevo.co.il/psika_html/mechozi/m021153.htm
http://www.law.co.il/computer-law/judgments/2009/05/17/israel-v-yehonatan-rabinovits/
http://www.law.co.il/computer-law/judgments/2009/05/17/israel-v-yehonatan-rabinovits/
http://www.law.co.il/computer-law/judgments/2009/05/17/israel-v-yehonatan-rabinovits/
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Let me say at once that no Court in this land has any power to issue a
search warrant to enter a man's house so as to see if there are
papers or documents there which are of an incriminating
nature, whether libels or infringements of copyright or anything else of the
kind. No constable or bailiff can knock at the door and demand entry so as
to inspect papers or documents. The householder can shut the door in his
face and say "Get out". That was established in the leading case of Entick
v. Carrington, in (1765) 2 Wilson. None of us would wish to whittle down
that principle in the slightest.

But the Order sought in this case is not a search warrant. It does not
authorise the Plaintiffs' Solicitors or anyone else to enter the Defendant's
premises against his will. It does not authorise the breaking down of any
doors, nor the slipping in by a back door, nor getting in by an open door or
window. It only authorises entry and inspection by the permission of the
Defendants. The Plaintiff must get the Defendant's permission. But it does
do this: It brings pressure on the Defendants to give permission. It does
more. It actually orders him to give permission - with, | suppose, the result
that if he does not give permission, he is guilty of contempt of Court.
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http://www.law.co.il/computer-law/halevimoshe_v_yacha.pdf
http://www.law.co.il/computer-law/halevimoshe_v_yacha_appeal.pdf
http://www.law.co.il/computer-law/ziskiner.pdf
http://www.law.co.il/media/computer-law/baruch_soham.pdf
http://www.bailii.org/ew/cases/EWCA/Civ/1975/12.html
http://www.bailii.org/ew/cases/EWCA/Civ/1975/12.html
http://www.bailii.org/ew/cases/EWCA/Civ/1975/12.html
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# apt-key list

pub 1024D/F42584E6 2008-04-06 [expires: 2012-05-15]
uid Lenny Stable Release Key debian-release@lists.debian.org

pub 4096R/55BE302B 2009-01-27 [expires: 2012-12-31]
uid Debian Archive Automatic Signing Key (5.0/lenny) <ftpmaster@debian.org>
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pub 2048R/6D849617 2009-01-24 [expires: 2013-01-23]
uid Debian-Volatile Archive Automatic Signing Key (5.0/lenny)

pub 4096R/B98321F9 2010-08-07 [expires: 2017-08-05]
uid Squeeze Stable Release Key <debian-release@lists.debian.org>

pub 4096R/473041FA 2010-08-27 [expires: 2018-03-05]

uid Debian Archive Automatic Signing Key (6.0/squeeze) <ftpmaster@debian.org>
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DNIX D'¥apn 7w hash-n nx 7onn changes yalp xn nwTn deb n7an 7w nny 17nma
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.(source RPM-n 7y pa1) mxy RPM-n yaip v x'n nn'nnn ow ,RPM niooian nixsna miw nt

$ rpm -K -p hspell-1.1-3.fcl3.src.rpm
hspell-1.1-3.fcl3.src.rpm: RSA shal ((MD5) PGP) md5 NOT OK (MISSING KEYS: (MD5)
PGP#e8e40fde)

$ rpm -K -p hunspell-he-1.1-3.fcl3.x86 64.rpm
hunspell-he-1.1-3.fcl13.x86 64.rpm: RSA shal ((MD5) PGP) md5 NOT OK (MISSING
KEYS: (MD5) PGP#e8e40fde)
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pub 4096R/ESE40FDE 2010-01-19
uid Fedora (13) <fedoralfedoraproject.org>
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OPTINT

1axNnY? I8 (i nizan nal) RPM-1 deb wxap 7w '71ma qoixd nizann Naxn? nontnn nd Ty
YN 17'R1 DA77 DN DY RIN DNAY [IYRIN .0'9011 DIYN D'T'RON 190N DIY' Ni7ann
NP DTN N'7ANN D RTH? 117 2ITY7 D2 910271 117 NN'RNNN 17" 2NN INX WUON7 NNWON XIN

D'¥2{7N NINY 227 Y170 71D KN AWNY 0N 1IN2'NAN X ,N7'an 72 7y 21 yT'n y'oim opTI'Ra
,UIUD VOPL YAI72 NI [K'2TA TWKRD LNIXONN |2 MIY UNIISN .'TOIN DIpn? Dn7w hash-ni
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INT

Package: hspell

Priority: optional

Section: text

Installed-Size: 784

Maintainer: Debian Hebrew Packaging Team <debian-hebrew-
package@lists.alioth.debian.org>
Architecture: amdo64

Version: 1.0-4

Depends: libc6 (>= 2.7-1), zliblg (>= 1:
Filename: pool/main/h/hspell/hspell 1.0-
Size: 570366

MD5sum: 3f280438e2bf263f4ad7665428050a38
SHALl: 7c9da649a727339%9ed91£5d981922ebbled0eblae

SHA256: 083ed6fee0dad79c00c9dff355e4caldf7d5a56b56a93a70d2d698f24ec9£801

1.1.4-1)
4 amd64.deb
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<package type="rpm">

<name>hunspell-he</name>

<arch>x86 64</arch>

<version epoch="0" ver="1.1" rel="3.fcl3"/>

<checksum type="sha256"
pkgid="YES">8eaaaTlbcf6e3360b29f24d154705559299e0b616adbbd321faz257arf9486cale’f</c
hecksum>

<summary>Hebrew hunspell dictionaries</summary>

<description>Hebrew hunspell dictionaries.</description>

<packager>Fedora Project</packager>

<url>http://hspell.ivrix.org.il</url>

<time file="1265400182" build="1263071839"/>

<size package="467644" installed="3541365" archive="3542068"/>
<location href="Packages/hunspell-he-1.1-3.fcl13.x86 64.rpm"/>

X9 MDD AT MW 712 DIA7 DNIMR XY NN YR 10100 K71 PN OPTI'RNY YT 'R
AT |DIXA NYYI MATNI OPTI'RN 7V NN'MN? NIA'wn v ,0'aimn D1’ deb-n 'vap na ,|x'am
NTAIYN 7Y NO02NN NI?'ANN NNLVANI DINN 'K OPTI'RN YAl ,Red Hat -1 "2 .qwnina axirw
wUNNYN NI 7w NT7 TINN NnIT 17W opTI'RN manw ,0penSUSE .oimn imxy RPM-n yaipw

.OPTI'RN 7V NN'MNN NI'MYSKA

TIX 1IP0I N7'NN X ,NNIYA NIXONN 7W NIV'WNN NNKR 72 7¢ Nivawnn DX NN INXAN Jwnna
71 ,(main, contrib, non-free) o'@7n 190n% P7INN NARNN [X2TA .OPTI'RN 70N N2 NV'WN
D'¥27n 72 DX Y Manw ,Release-n yalp (x> ow? .0x¥ap vyn X7 v ("Dyo" IX) noMa 'Dav

.Dn7w hash-n nxi1 oroN

Release.gpg yaljp 0" ,vTnn ¥ iznn DX YTIY 121 ,0'NNIAPK nwi7w '9 7y awinn hash-n
011770 NoNAN YW NINNONAN NIYXNXA Yalzn 7V Nn'Nnn N 7'onn

:(Debian 5.0.2 7m n>w1) NT NIN'R NPT 79 0790 DX NIKY [N DXAD NAAIM

$ gpg -d Release.gpg

Detached signature.

Please enter name of data file: Release

gpg: Signature made Sat 15 Aug 2009 05:41:08 PM IDT using RSA key ID 55BE302B
gpg: Good signature from "Debian Archive Automatic Signing Key (5.0/lenny)
<ftpmaster@debian.org>"

Primary key fingerprint: 150C 8614 919D 8446 EO1E 83AF 9AA3 8DCD 55BE 302B
gpg: Signature made Sat 15 Aug 2009 05:45:22 PM IDT using DSA key ID F42584E6
gpg: Good signature from "Lenny Stable Release Key <debian-
release@lists.debian.org>"

Primary key fingerprint: 7F5A 4445 4C72 4A65 CBCD 4FB1 4D27 0D06 F425 84E6
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http://mirror.isoc.org.il/pub/fedora/releases/13/Fedora/x86_64/os/repodata/ed88d22fca1c8bcc07d85bb677d5f8f45422a373a53b6dd213d57d7dfc278878-primary.xml.gz
http://mirror.isoc.org.il/pub/debian/dists/stable/Release
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http://mirror.isoc.org.il/pub/fedora/releases/13/Fedora/x86_64/os/repodata/
http://mirror.isoc.org.il/pub/opensuse/distribution/11.3/repo/oss/suse/repodata/
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NX¥IN WK IMTINE OFTI'RN 7¢ NIN'R '70n y¥an (101aix1) (X1 ¢ niann %nm APT
:NQN [IDTY? TY mipm pniyd 0w 0'¥apn .apt-get update nTijpon

# apt-get update

Get:1 http://mirror.isoc.org.il unstable Release.gpg [835 B]

Get:2 http://mirror.isoc.org.il experimental Release.gpg [835 B]

Get:3 http://mirror.isoc.org.il unstable Release [104 kB]

Get:4 http://mirror.isoc.org.il experimental Release [103 kB]

Get:5 http://mirror.isoc.org.il unstable/main Sources [4,005 kB]

Get:6 http://mirror.isoc.org.il unstable/contrib Sources [38.7 kB]

Get:7 http://mirror.isoc.org.il unstable/main amd64 Packages [6,851 kB]

Get:8 http://mirror.isoc.org.il unstable/contrib amd64 Packages [59.3 kB]
Get:9 http://mirror.isoc.org.il experimental/main amd64 Packages [488 kB]
Get:10 http://mirror.isoc.org.il experimental/contrib amdé64 Packages [4,437 B]
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Failed to fetch
http://mirror.isoc.org.il/pub/debian/pool/main/c/culmus/culmus 0.110-
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http://www.usenix.org/publications/login/2009-02/openpdfs/samuel.pdf
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http://wiki.debian.org/SecureApt
http://creativecommons.org/licenses/by-sa/3.0/
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