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Y Administrator: CAWindows\system 32\ cmd.exe

C:\secxnet use \\172.16.16.131\share ""
tem error 5 has occurred.

Access 1s denied.

Loly b S5 b LU )35 6l NET o s 51 oolicisl plSin 03,55 canSis (o5 oSy g digod ) S5

i IPCS e LL3 )l e |, o e L3 ) b oslsd (oo el LS jgiws alive a8 NET L s ol 5 solial L

RUVIRIRVAPES uﬁ)al)kggxﬁeg;gu égx‘bp¢;¢ﬁkw¢ma

@ Administraton CAWindows\system 32\ emd.exe

C:\secrnet use \W1T2.16.16.131\ipes "~

The command completed successfully.
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m Administrator: CAWindows\system32\cmd.exe L . S

g -U 172.16.16.131
server: 172.16.16,131
setting up session. .. SUCCeSS,

getting user list (pass 1. index 8),... succ
Administrator Bill Chris Guest HelpAs
SUPPORT_388945a0

cleaning up... suUccess,
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@ Administratorn CAWindows\system 32\ cmd.exe = = &H
enum ~P 172.18.16.131
server: 172.16.16.131
setting up session... succ
password policy:
min length: none
min age: none

max age: 42 days

lockout threshold: none

lockout duration: 38 mins

lockout reset: 30 mins
cleaning up... success.
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(default
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alert tcp SEXTERNAL NET any -> $HOME NET 139 (msg:”"NETBIOS NT NULL session”;
flow:to_server.establshed;

content: |00 00 00 00 57 00 69 00 6E 00 64 00 6F 00 77 00 73 00 20 00 4E 00 54 00 20 00 31
0033 00 38 00 31]; classtype:attempted-recon;)
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Anatomy of a Null Attack by Chris Sanders



