The Art Of Information Gathering/Foot Printing
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1-Server Ip

2-Open Ports

3-Finding Operating System
4-Subdomains

5-Reverse Ip

6-Whois

7-Information Gathering using Search Engines
8-DNS Name

9-Robots.txt of some sites
10-PHP Version

11-Server Location
12-Emails

13-Phone Numbers

Pinging pOc.cc [67.213.74.71] with 32 bytes of data:

Reply from 67.213.74.71: bytes=32 time=178ms TTL=52
Reply from 67.213.74.71: bytes=32 time=237ms TTL=52
Reply from 67.213.74.71: bytes=32 time=178ms TTL=52
Reply from 67.213.74.71: bytes=32 time=177ms TTL=52
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" Server Location "
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http://geo.flagfox.net/?ip=67.213.74.71 &host=www.p0c.cc

aaa) y Al s g e U kel (o) Jaa |
has Gaidisall ) mpa 5
{http://geo.flagfox.net/?ip={SERVER IP} &host={DOMAIN NAME

Uias ) el o
S aall 8o A 53 G yal B sall b anll s 53 sy
s Ll
Country Canada
City Toronto
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http://www.microsoft.com/robots.txt
http://en.wikipedia.org/wiki/Canada
http://geo.flagfox.net/?ip=67.213.74.71&host=www.p0c.cc

" WHOIS , DNS Name , Emails "

whois ¥ Gadai Jue i) e oSl Gl Y )
D S mpas
Whois pOc.cc ‘
A ) g s Ll o g
whois I &8l se aladinl ahiud sl Lkl cul o) @llia 4 5 g2 ol Gpeadiodd Ll
who.is , domaintools.com a3l sall 838 ¢Sl (e

Aol e o g5 Sl @ ga e g 8l Gulaill b (Y
http://whois.domaintools.com/microsoft.com
Creation Date........ 1991-05-02
Registration Date.... 2009-10-06

Expiry Date.......... 2015-05-04
Al @JBJBJ.J.A;:VGJGJO:\A}JM Jee lil 038
Admin Name........... Administrator .
Admin Address........ One Microsoft Way
Admin Address........

Admin Address........ Redmond
Admin Address........ 98052
Admin Address........ WA
Admin Address........ UNITED STATES
M 43 gie g A \Sa g dansl " (e sall Caalia il o3
Admin Phone.......... +1.4258828080

Admin Fax............
oSl 5 4,
Name Server.......... NS2.MSFT.NET
Name Server.......... NS4.MSFT.NET
Name Server.......... NS1I.MSFT.NET
Name Server.......... NS5.MSFT.NET
Name Server.......... NS3.MSFT.NET
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Email Search:
domains@micrasoftcom jg associated with about 38,753 domains

msnhst@microsoft.com jq associated with about 38,331 domains
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Registrar: GODADDY.COM, INC.
Name Servers:
nsl.arab4services.net
ns2.arab4services.net
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http://who.is/nameserver/ns2.arab4services.net/
http://who.is/nameserver/ns1.arab4services.net/
http://who.is/whois/p0c.cc/
http://whois.domaintools.com/microsoft.com
http://www.domaintools.com/research/reverse-whois/?email=208ccda019e0477ad8ff217a8d781fca
http://www.domaintools.com/research/reverse-whois/?email=b45d05bcda7dd9a6224042d66ca073fb
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"Search engines information gathering "
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Analyzing http://support.corecodec.com/id.php?id=1
Http Error: 404 Mot Found

Host IP: 208.91.130.117 RENO

Web Server: Apache/2.2.14 (Ubuntu)

Powered-by: PHP/S.3.2- lubuntud. SR "Lt el ==

Finding Keyword...
Http Error: 404 Mot Found
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http://support.corecodec.com/reno.php?id=1
http://www.p0c.cc/vb/showthread.php?t=372
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" Reverse Ip "
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2 sites hosted on IP Address 67.213.74.71
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[x] Check results
Found Z2er.com
Found baotoquoc.maxforum.org
Found g.ww.ms. akadns. net
Found microsoft.com
Found go.msn. com
Found ithelpguy.com
Found mappoint2000. com
Found members.microsoft.com
Found hi70x.com
Found microsoftdomainadmin. com
Found msdn.microsoft.com
Found mssoaandbpconference. com
Found netvisio.org
Found technet.microsoft.com
Found virtualearthinfo.com
Found windowsdevices. com
Found watson.microsoft.com
Found w1 ndowsmojave . com
Found wwwCoZ2vip.microsoft. com
[+] vone



http://p0c.cc/vb/showthread.php?t=1302
http://sameip.org/ip/67.213.74.71
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""Subdomains Scanner , Emails
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O L ] \ Apache/z.0.63 (Unix) mod_sslf2.0.63 OpensSsLf0.9.8...
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http://who.is/nameserver/ns2.wikimedia.org/
http://who.is/nameserver/ns1.wikimedia.org/
http://who.is/nameserver/ns0.wikimedia.org/
http://who.is/whois/wikipedia.com/
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dig @nsl.wikimedia.org wikipedia.com axfr

File Edit View Search Terminal Help

reno@ubuntu:~$ dig @nsl.wikimedia.org wikipedia.com axfrj
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O¢ reno@ubuntu: ~
File Edit View Search Terminal Help
zh-classical.m.wap.wikipedia.com. 3680 IN CNAME m.wikimedia.org.
zh-classical.mobile.wikipedia.com. 36080
zh-classical.wap.wikipedia.com. 3608 IN CNAME text.wikimedia.org.
zh-min-nan.wikipedia.com. 3608 IN CNAME  text.wikimedia.org.
zh-min-nan.m.wikipedia.com. 3680 IN CNAME m.wikimedia.org.
zh-min-nan.m.mobile.wikipedia.com. 3668 IN CNAME m.wikimedia.org.
zh-min-nan.m.wap.wikipedia.com. 3680 IN CNAME m.wikimedia.org.
zh-min-nan.mobile.wikipedia.com. 3680 IN CNAME text.wikimedia.org.
zh-min-nan.wap.wikipedia.com. 36688 IN CNAME text.wikimedia.org.
zh-tw.wikipedia. com. 3600 IN CNAME  text.wikimedia.org.
zh-yue.wikipedia.com. 3600 IN CNAME  text.wikimedia.org.
zh-yue.m.wikipedia.com. 3680 IN CNAME m.wikimedia.org.
zh-yue.m.mobile.wikipedia.com. 36680 IN CNAME m.wikimedia.org.
zh-yue.m.wap.wikipedia.com. 3680 IN CNAME m.wikimedia.org.
zh-yue.mobile.wikipedia.com. 3668 IN CNAME text.wikimedia.org.
zh-yue.wap.wikipedia.com. 3608 1IN CNAME text.wikimedia.org.
.m.wikipedia.com. 3600 IN CNAME m.wikimedia.org.
.m.mobile.wikipedia.com. 3608 IN CMAME m.wikimedia.org.
.m.wap.wikipedia.com. 3600 IN CNAME m.wikimedia.org.
zh.mobile.wikipedia.com. 36808 IN CNAME  text.wikimedia.org.
zh.wap.wikipedia.com. 3688 IN CNAME  text.wikimedia.org.
.wikipedia.com. 3600 IN CNAME  text.wikimedia.org.
.m.wikipedia.com. 3600 IN CNAME m.wikimedia.org.
.m.mobile.wikipedia.com. 3688 IN CNAME m.wikimedia.org.
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http://www.p0c.cc/vb/showthread.php?t=868
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"Finding Operating System Type "
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File Configuration Fingerprinting Reporting Help

Target [Microzoft 1S 6.0]

|http:££ j | microgoft. com :|3|:| j Lnalyze

JsSsiadl i ST

e s l GET long request | GET non-existing | - ,Jru:utcu:cull HEAD e:-cisting] OPTION A |

Matchlist (3 ; sk BEtdlE | Fepaort Preview]
Marme Hits Match ¥ | #
T 14 mween B - — = BT
- Micioso Al g e 86 100 |
BT Sun OME “wWeb Server 6.1 E5 Fianat
" Apache 223 B4 74.41...
A% Microsoft 115 7.0 B3 7325,
W Apache 1337 B2 7209...
HY Microsoft 115 5.0 B 70.93..
¥ Chemkes D.ED B 70.93... L
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Target [Apache 2.2 41

|http:£.-’ j ||:|EI|:.|:-: :|g|:| ﬂ Analyze

GET existing ] GET long request] GET ncun-e:-:isting] GET wrong prcut-:u:cul] HE&D e:-cisting] EIF'TIEINﬂ_
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iLength: 332 bytes / Timing: -0.156 seci
M atchlist [352 Implementations] l Fingerprint Details | Report Preview |

| M ame : | Hitz | Match ¥ | »
W fpache224 w0l 8l g 91 100 |
W Apache 2055 30 98.90...
W Apache 2052 89 97.80...
W Apache22E B3 96.70...
W, Apache1.3.33 a7 95.60...
W Apache 2054 86 94.50...
W Apache 2059 g5 93.40... 1
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To Phone numbers [From whois info] & | Files and Documents from Domain  F
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To Email address [From whois info] pOc.cc
To Email addresses [PGP]

To Emails @domain [using Search Engine]

Copy to new graph 'i

k All Transforms k
I DMS from Domain k
Domain owner detail r
Email addresses frorm Domain L

Files and Documents fram Domain #
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" Zenmap " Ly dasm
Nmap J el e 058 z 4l

69.50.139.114 : (= Y 138 e ¢ sSu Gadaill el sl Jgsl 2 i Ul 55,58 Nimap ) el 51 bl

== Zenmap

Nmap -O -v 69.50.139.114 : s» Y
DAl (8 Aa gidall ) ) ledal g (anidll 3233 ) 5m
=R A

Target: | 69.50.139.114

Scan Tools Profile Help

B Profile: . E Canc

Command: | Nmap -0 -v583.50.139.114

[ Hosts ][ Services

05 1 Host
M natl275.national-n

[ jujube.canonical.cc

Mmap Output | Ports / Hcvsrjl Tupul:og'_l,nl Host Detaitsl Scans|

MNmap -0 -v 68.50.139.114 E[ Detai

natl275.natiocnal-net.com (69.50.139.114)

Nmap scan report for natl275.naticnal-net.com
{69.50.139.114)

Host iz up (0.223 latency).

Hot shown: 997 filtered pRENO

FORT STATE SEBVICE Oc.cc

21/tcp open
80/tcp open

443 /tcp cloged

Device type: g-d-’s -_,.Jl rpose |WAP | webcam|broadband

router 3

Bunning (JUST ! : Linux 2.6.X12.4.X (26%), =
Gemtek embedde Siemens embedded (92%), AXI3

Linux 2.6.X (%u3z), opnairon embedded (90%), RXIS3
embedded (89%)

Aggressive 05 gquesses: Linux 2.6.23 (Gentoo) (96%),
Linux 2.6.18 {Cent0S 5.4) (96%), Linux 2.6.17 - 2.6.35
{94%), Linux 2.6.32 (94%), Linux 2.6.35 (94%), Linux
2.4.20 (Bed Hat 7.2) (94%), Linux 2.6.30 (94%), Gemtek
P360 WAP or Siemens Gigaset SES15ds3l wireless
broadband router (92%), Linux 2.6.20-1 (Fedora Core 5)
(92%), Linux 2.6.15 - 2.6.27 (90%)

No exact 05 matches for host (test conditions non-

m

(Bl Qe g Janasy 7 8l 0 65 Cana g | Lod (Bl Gl (K13 038 i yall aibiad ek

POc TeaM I sl J 35 A A g8l (s gl (e a3 138 4l

sacludl e AnTi SeCuRe , dEvil-nEt : (e JS jald S
Greets : Mr.ThleF , POc TeaM , Dexter

) S ll Al gine 3 i)l san
RENO

Www.P0c.Cc
R7e@HoTMaiL.CoM


http://Www.P0c.Cc/

