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SOME IMPORTANT POINTSSOME IMPORTANT POINTSSOME IMPORTANT POINTSSOME IMPORTANT POINTS

� This document is the first of a series of five

articles relating to the art of hooking.

� As a test environment we will use an english

Windows Seven SP1 operating system

distribution.
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WHAT IS HOOKING?WHAT IS HOOKING?WHAT IS HOOKING?WHAT IS HOOKING?

� In the sphere of computer security, the term

hooking enclose a range of different

techniques.

� These methods are used to alter the

behavior of an operating system by

intercepting function calls, messages or

events passed between software

components.

� A piece of code that handles intercepted

function calls, is called a hook.
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THE WHITE SIDE OF HOOKING TECHNIQUES?THE WHITE SIDE OF HOOKING TECHNIQUES?THE WHITE SIDE OF HOOKING TECHNIQUES?THE WHITE SIDE OF HOOKING TECHNIQUES?

� The control of an Application programming
interface (API) call is very useful and enables
programmers to track invisible actions that
occur during the applications calls.

� It contributes to comprehensive validation of
parameters.

� Reports issues that frequently remain unnoticed.

� API hooking has merited a reputation for being
one of the most widespread debugging
techniques.

� Hooking is also quite advantageous technique
for interpreting poorly documented APIs.
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THE THE THE THE BLACK SIDE BLACK SIDE BLACK SIDE BLACK SIDE OF OF OF OF HOOKING HOOKING HOOKING HOOKING TECHNIQUES?TECHNIQUES?TECHNIQUES?TECHNIQUES?

� Hooking can alter the normal code
execution of Windows APIs by injecting
hooks.

� This technique is often used to change the
behavior of well known Windows APIs.

� This practice is implemented in a set of
programs and code that allows a permanent,
consistent or undetectable presence in a
previously attacked system.

� This set of programs used to control a
system while hiding his presence is know as a
ROOTKIT.
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WHY DO ROOTKITS EXIST?WHY DO ROOTKITS EXIST?WHY DO ROOTKITS EXIST?WHY DO ROOTKITS EXIST?

� One of the most human beings characteristics is

curiositycuriositycuriositycuriosity, remember Adam and Eve story.

� People wantwantwantwant totototo seeseeseesee or control what other people

are doing and computers are a perfect target.

� A rootkit is convenient if and attacker desires to

maintain access to a system.

� They often provide two main primary functions:

– Remote Command and Control.

– Software eavesdropping.
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USERLAND ROOTKITSUSERLAND ROOTKITSUSERLAND ROOTKITSUSERLAND ROOTKITS

� In computing, hierarchical protection domains, often called
protectionprotectionprotectionprotection ringsringsringsrings, are a mechanism to protect data and
functionality from faults and malicious behavior.

� Userland rootkits run in (Ring 3)Ring 3)Ring 3)Ring 3) privilege mode. They use a 
variety of methods to hide themselves, such as:

– Hide their processes

– Hide registry keys

– Hide files, windows and handles.

� For example a userland rootkit who wants to hide registry 
information from a windows application which uses libraries 
such as user32.dll, kernel32.dll, or Advapi32.dll.

Ring 1Ring 1Ring 1Ring 1

Ring 2Ring 2Ring 2Ring 2

Ring 0Ring 0Ring 0Ring 0
Kernel SystemKernel SystemKernel SystemKernel System

Device DriversDevice DriversDevice DriversDevice DriversDevice DriversDevice DriversDevice DriversDevice Drivers

Device Device Device Device DriversDriversDriversDriversDevice Device Device Device DriversDriversDriversDrivers

ApplicationsApplicationsApplicationsApplicationsApplicationsApplicationsApplicationsApplications

Least privilegedLeast privilegedLeast privilegedLeast privileged

Most privilegedMost privilegedMost privilegedMost privileged

Ring 3Ring 3Ring 3Ring 3
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KERNELKERNELKERNELKERNEL----LAND ROOTKITSLAND ROOTKITSLAND ROOTKITSLAND ROOTKITS

� Kernel rootkits run with the most highest
operating system privileges (RingRingRingRing 0000).

� They add or replace pieces of code of the operating
system to modify kernel behavior.

� Operating systems support kernel mode drivers,
they run with the same privileges as the operating
system itself.

� This class of rootkit has unrestricted security
access.

� Kernel rootkits can be especially difficult to
detect and remove because they operate atatatat thethethethe samesamesamesame
securitysecuritysecuritysecurity levellevellevellevel as the operating system itself.

� They are able to intercept or subvert the most
trusted operating system.
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AN AMUSING ROOTKIT STORYAN AMUSING ROOTKIT STORYAN AMUSING ROOTKIT STORYAN AMUSING ROOTKIT STORY

More..
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WHAT IS THE IMPORT ADDRESS TABLEWHAT IS THE IMPORT ADDRESS TABLEWHAT IS THE IMPORT ADDRESS TABLEWHAT IS THE IMPORT ADDRESS TABLE

� Inside a Windows PPPPortable EEEExecutable (PE) file, there is an

array of data structures, one for every imported Dynamic

Link Library (DLL)

� These structures gives the name of the imported DLL and

points to an array of function pointers.

� This said array is known as the import address table (IAT). 

� Each imported API has its own reserved spot in the IAT where

the address of the imported function is written by the

Windows PE loader.

� This last point is particularly important: once a module is

loaded, the IAT contains the address that is invoked when

calling imported APIs.

� We encourage you to read the Portable Executable File 

article from Matt Pietrek at http://msdn.microsoft.com/en-

us/magazine/cc301805.aspx
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FINDING THE IMPORT ADDRESS TABLE (1) 

.

FromFromFromFrom Matt Matt Matt Matt Pietrek Portable Executable ArticlePietrek Portable Executable ArticlePietrek Portable Executable ArticlePietrek Portable Executable Article
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FROM THE IAT TO THE API CODE

CALL CALL CALL CALL DWORD PTR DS:[10010F4]DWORD PTR DS:[10010F4]DWORD PTR DS:[10010F4]DWORD PTR DS:[10010F4]

API pointer in little endianAPI pointer in little endianAPI pointer in little endianAPI pointer in little endian

Immunity Debugger Immunity Debugger Immunity Debugger Immunity Debugger 

–––– All Intermodular All Intermodular All Intermodular All Intermodular 

callscallscallscalls
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LOOKING BEYOND YOUR LOOKING BEYOND YOUR LOOKING BEYOND YOUR LOOKING BEYOND YOUR BORDERS BORDERS BORDERS BORDERS –––– DLL INJECTIONDLL INJECTIONDLL INJECTIONDLL INJECTION

� DLL injection is a technique used to run
code withinwithinwithinwithin thethethethe addressaddressaddressaddress spacespacespacespace ofofofof anotheranotheranotheranother
processprocessprocessprocess by forcing it to load a dynamic-link
library.

� It is often used by third-party developers.

� Usually to influence the behavior of a
program in a way its authors did not expect
it.

� For example, the injected code could trap
system function calls, or read the contents
of password textboxes, which cannot be
done the usual way.
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DLL INJECTION HOWDLL INJECTION HOWDLL INJECTION HOWDLL INJECTION HOW----TO TO TO TO (1)(1)(1)(1)

� In Windows 7 as in other flavours, there are

three different techniques to inject a DLL

into the user space of another process.

– Using the registry.

– A handy API named SetWindowsHookExSetWindowsHookExSetWindowsHookExSetWindowsHookEx.

– Creating a remote thread.
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USING THE WINDOWS USING THE WINDOWS USING THE WINDOWS USING THE WINDOWS REGISTRY REGISTRY REGISTRY REGISTRY (2(2(2(2))))

� In the Registry Key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\

Windows NT\CurrentVersion\Windows\ exist 

two entries named AppInit_DLLsAppInit_DLLsAppInit_DLLsAppInit_DLLs and 

LoadAppInit_DLLsLoadAppInit_DLLsLoadAppInit_DLLsLoadAppInit_DLLs.

� When an application using the module

useruseruseruser32323232....dlldlldlldll is loaded, the DLL contain in

AppInit_DLLsAppInit_DLLsAppInit_DLLsAppInit_DLLs entry will be loaded into the

address space of the application.

� The job is done using LoadLibraryLoadLibraryLoadLibraryLoadLibrary function.
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USING THE WINDOWS REGISTRY USING THE WINDOWS REGISTRY USING THE WINDOWS REGISTRY USING THE WINDOWS REGISTRY (3)(3)(3)(3)
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USING USING USING USING SETWINDOWSHOOKEX FUNCTION SETWINDOWSHOOKEX FUNCTION SETWINDOWSHOOKEX FUNCTION SETWINDOWSHOOKEX FUNCTION (4)(4)(4)(4)

� Windows programs receive events messages for many events in the computer
that related to the application.

� For example, a program could receive event messages when a mouse button
is pushed.

� SetWindowsHookExSetWindowsHookExSetWindowsHookExSetWindowsHookEx is a function that makes possible to hook window
messages in otherotherotherother processesprocessesprocessesprocesses.

– The type of hook procedure to be installed. (idHookidHookidHookidHook)

– A pointer to the hook procedure. (lpfnlpfnlpfnlpfn)

– A handle to the DLL containing the hook procedure pointed to by the lpfn parameter. (hModhModhModhMod)

– The identifier of the thread with which the hook procedure is to be associated. If zero, the
hook procedure is associated with all existing threads running in the same desktop.
(dwThreadIddwThreadIddwThreadIddwThreadId)

� This function will load efficiently the DLL into another application address
space.
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USING SETWINDOWSHOOKEX FUNCTION USING SETWINDOWSHOOKEX FUNCTION USING SETWINDOWSHOOKEX FUNCTION USING SETWINDOWSHOOKEX FUNCTION (5)(5)(5)(5)
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USING USING USING USING CREATEREMOTETHREAD FUNCTION CREATEREMOTETHREAD FUNCTION CREATEREMOTETHREAD FUNCTION CREATEREMOTETHREAD FUNCTION (6)(6)(6)(6)

� The API takes the following parameters:

– A handle to the process in which the thread is to be created. (hProcesshProcesshProcesshProcess)

– A pointer to a SECURITY_ATTRIBUTES structure that specifies a security
descriptor for the new thread.(lpThreadAttributeslpThreadAttributeslpThreadAttributeslpThreadAttributes)

– The initial size of the stack, in bytes. (dwStackSizedwStackSizedwStackSizedwStackSize)

– A pointer to the application-defined function of type
LPTHREAD_START_ROUTINE to be executed by the thread. (lpStartAddresslpStartAddresslpStartAddresslpStartAddress)

– A pointer to a variable to be passed to the thread function. (lpParameterlpParameterlpParameterlpParameter)

– The flags that control the creation of the thread. (dwCreationFlagsdwCreationFlagsdwCreationFlagsdwCreationFlags)

– A pointer to a variable that receives the thread identifier. (lpThreadIdlpThreadIdlpThreadIdlpThreadId)

� To accomplish the task of injecting a DLL using
CreateRemoteThreadCreateRemoteThreadCreateRemoteThreadCreateRemoteThread we need to follow four steps:

– Open the target process.

– Allocate memory in the target process.

– Write the name of our DLL in the target process.

– Create the thread.
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USING CREATEREMOTETHREAD FUNCTION USING CREATEREMOTETHREAD FUNCTION USING CREATEREMOTETHREAD FUNCTION USING CREATEREMOTETHREAD FUNCTION (7)(7)(7)(7)

We inject our DLL into the We inject our DLL into the We inject our DLL into the We inject our DLL into the 

cmd.exe processcmd.exe processcmd.exe processcmd.exe process
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HOOKING THE IAT PRACTICAL EXAMPLEHOOKING THE IAT PRACTICAL EXAMPLEHOOKING THE IAT PRACTICAL EXAMPLEHOOKING THE IAT PRACTICAL EXAMPLE

� In this practical example our target
application is cmd.exe

� We want to hide a file from a dir command.

� To accomplish this we will hook the function
FindNextFileWFindNextFileWFindNextFileWFindNextFileW APIAPIAPIAPI imported from
kernelkernelkernelkernel32323232....dlldlldlldll module to skip our secret file
from the listing.

� This is just a basicbasicbasicbasic exampleexampleexampleexample, as Userland
hooks are not the best choice to hide files.
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (1)(1)(1)(1)

� Before hooking the API pointer of FindNextFileWFindNextFileWFindNextFileWFindNextFileW

we attach our debugger to cmd.exe process and

we find the address of the target API:
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (2)(2)(2)(2)

� The initial mode of the .text section is in

RRRRead EEEExecutable mode.
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (3)(3)(3)(3)

� When we list the files from the TestTestTestTest

subdirectory we obtain the following listing:
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (4)(4)(4)(4)

� After hooking the function we can see

that the IAT pointer to FindNextFileWFindNextFileWFindNextFileWFindNextFileW Api

has changed.
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (5)(5)(5)(5)

� The initial mode of the .text section was in

RRRRead EEEExecutable mode, now it is in RRRRead

WWWWrite EEEExecutable.

� We can see that our DLL was injected at

0000xxxx613613613613CCCC0000000000000000 base address.
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MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE MODIFYING THE IMPORT ADDRESS TABLE (6)(6)(6)(6)

� At this time when we list the files from the

Test subdirectory we do not see any more

the “secret“secret“secret“secret....txt”txt”txt”txt” file.



ORIGINAL SWISS ETHICAL HACKING

Your texte here ….

©2011 High-Tech Bridge SA – www.htbridge.ch

DRAWBACKS OF IAT HOOKINGDRAWBACKS OF IAT HOOKINGDRAWBACKS OF IAT HOOKINGDRAWBACKS OF IAT HOOKING

� Very easy to discover.

� With late-demand binding, function

addresses are not resolved until the

function is called. As the function will no

have an entry in the IAT, the hook will not be

possible.

� If the application uses LoadLibraryLoadLibraryLoadLibraryLoadLibrary and

GetProcAddressGetProcAddressGetProcAddressGetProcAddress to find addresses during

runtime, the IAT hook will not work.
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DETECTING IAT HOOKINGDETECTING IAT HOOKINGDETECTING IAT HOOKINGDETECTING IAT HOOKING

� We can detect it manually, by attaching the

target process to our debugger, or

automatically, with tools like HookExplorerHookExplorerHookExplorerHookExplorer

from IdefenseIdefenseIdefenseIdefense.
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CONCLUSIONCONCLUSIONCONCLUSIONCONCLUSION

� IAT hooking has some drawbacks, but it is a

powerful technique yet rather simple.

Furthermore, this type of hooking is also

used by the OS. One trying to determine

what hook is benign and malicious could be a

tedious task.

� Detection is very easy.

� This is not a method used in powerful

rootkits.

� We want definitively to go forward and hook

functions into the kernel-land.
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TO BE CONTINUEDTO BE CONTINUEDTO BE CONTINUEDTO BE CONTINUED

� In future documents we will discuss InlineInlineInlineInline

HookingHookingHookingHooking, and an introduction to KernelKernelKernelKernel

HookingHookingHookingHooking.
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ThankThankThankThank----you for readingyou for readingyou for readingyou for reading

Thank-you for reading.

Your questions are always welcome!
brian.mariani@htbridge.ch


