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/ About Me

• Yaniv Miron aka Lament

• Security Researcher and Consultant 

• Found security vulnerabilities in 

IBM, Oracle, Microsoft and Apache 
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IBM, Oracle, Microsoft and Apache 

products as in other products.

• CISO Certified from the Technion 

(Israel Institute of Technology)

• Certified Locksmith



Agenda (1/2)

• Microsoft Patches

• What is Patch Tuesday

• What is Exploit Wednesday
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• What is Exploit Wednesday

• Microsoft Advisories

• What is binary and file diffing

• Patch Analysis in general

• Microsoft Patch Analysis



Agenda (2/2)

• Tools of the trade

• Diffing tools 

• Explanation about the next step after 
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• Explanation about the next step after 

Microsoft Patch Analysis: Exploit Wednesday

• DEMO - The actual process of Microsoft Patch 

Analysis diffing

• Q&A



Exclude !

• What is Reversing, Reverse Engineering, RE?

• What are Exploits?

• What are Patches?
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• What are Patches?

• What are [Fill here a basic thing]?



Microsoft Patches 

• As part of the monthly security bulletin 

release cycle, Microsoft provides the 

Microsoft Security Bulletin Advance 

Notification Service.
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Notification Service.

• This advance notification includes information 

about the number of new security updates 

being released, the software affected and 

severity levels.



Microsoft Patches Names

• There is a constant concept in the Microsoft 

Security Bulletins names.

• For example: MS10-005
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– MS - Microsoft

– 10 - The year the bulletin published (2010).

– 005 - The bulletin number in this year (5th bulletin 

of the 2010 year).



Patch Tuesday

• Microsoft Patches usually released on the 

second Tuesday of the month Hence:

– Patch Tuesday
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Exploit Wednesday

• Microsoft Exploits usually released on the 

second Wednesday of the month (Day after 

the Patch Tuesday) Hence:

– Exploit Wednesday
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– Exploit Wednesday



Microsoft Advisories

• Microsoft Security Bulletin:

– http://www.microsoft.com/technet/security/curr

ent.aspx
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Microsoft Advisories [2]

• [1] Read the *ENTIRE* information page

• [2] “Fuck that - I’m a 31337”
– Might work sometimes
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• http://www.microsoft.com/technet/security/bulletin/

ms10-feb.mspx



Microsoft Advisories [3]

• *And* read between the lines…
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CVE

• Common Vulnerabilities and Exposures

• CVE is a dictionary of publicly known 

information security vulnerabilities and 

exposures.
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exposures.

• http://cve.mitre.org



Security Focus

• The SecurityFocus Vulnerability Database 

provides security professionals … information 

on vulnerabilities for all platforms and 

services. 
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services. 

• BugTraq is a high volume, full disclosure 

mailing list for the detailed discussion and 

announcement of computer security 

vulnerabilities. 

• http://www.securityfocus.com



Diffing

• Diffing is typically used to show the changes 

between one version of a file and a former 

version of the same file.
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Why Diffing?

• Do you install patches ?!

• We have a patch, why do we need to waste 
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• We have a patch, why do we need to waste 

time with diffing?

– Not installing patches

– Signing vulnerabilities 

– Finding similar vulnerabilities



Patch Analysis

• Three main ways:

– Installing the patch, checking the system before 

and after.

– Diffing the patch/files with a patch/files from a 
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– Diffing the patch/files with a patch/files from a 

new OS. i.e. XP vs. Vista

– Diffing the patch files vs. the old files.



Microsoft Patch Analysis [1]

• Diffing the

patch files vs. the old files.
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(QFE vs. GDR diagram from http://blogs.technet.com/instan/archive/2009/03/04/qfe-vs-gdr-ldr-hotfixes.aspx)



Microsoft Patch Analysis [2]

• GDR - General Distribution Releases

– Contains only security related changes that have 

been made to the binary.
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• QFE - Quick Fix Engineering

– Contains both security related changes that have 

been made to the binary as well as any 

functionality changes that have been made to it.



Tools of the Trade

• IDA Pro 5.5

• TurboDiff

• Hex-Rays
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• Hex-Rays

• UltraCompare

• Windows XP Pro SP3



IDA Pro

• IDA Pro 5.5

• IDA Pro is a Windows or Linux hosted multi-

processor disassembler and debugger.
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• http://www.hex-rays.com/idapro/



TurboDiff

• TurboDiff version turbodiff_v1.0.1

• Turbodiff is a binary diffing tool developed as 

an IDA plugin. It discovers and analyzes 

differences between the functions of two 
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differences between the functions of two 

binaries.

• http://corelabs.coresecurity.com/index.php?

module=Wiki&action=view&type=tool&name

=turbodiff



Hex-Rays

• Hex-Rays Decompiler - converts executable 

programs into a human readable C-like 

pseudocode text.

• http://www.hex-rays.com/decompiler.shtml
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• http://www.hex-rays.com/decompiler.shtml



Ultra Compare

• UltraCompare Professional is folder/file 

compare utility loaded with features to enable 

you to compare text files and folders.

• http://www.ultraedit.com/products/ultracom
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• http://www.ultraedit.com/products/ultracom

pare.html



Windows XP Pro SP3

• Windows XP Pro SP3 fully patched until 

February 8th 2010 and the MS10-002 patch, 

including it installed.

• http://www.microsoft.com/windows/window
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• http://www.microsoft.com/windows/window

s-xp/



Diffing Tools

• CoreLabs TurboDiff

• Zynamics BinDiff - $$$

• eEye Binary Diffing Suite (EBDS)
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• eEye Binary Diffing Suite (EBDS)

• Many more…



Zynamics BinDiff [1]

• Zynamics BinDiff - $$$

• Zynamics BinDiff uses a graph-theoretical 

approach to allow comparison of executables 

by identifying identical and similar functions.
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by identifying identical and similar functions.

• http://www.zynamics.com/bindiff.html



Zynamics BinDiff [2]
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Zynamics BinDiff [3]
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TEST CASE: MS10-005

TEST CASE: MS10-005
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TEST CASE: MS10-005



TEST CASE: MS10-005

• Our test case is Microsoft Patch number 

MS10-005 that publish in February 9th 2010.

• http://www.microsoft.com/technet/security/

bulletin/ms10-feb.mspx

31

bulletin/ms10-feb.mspx



What do we know? [1]

• The vulnerability is in Microsoft Paint.

• The vulnerability is by using JPG.
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MS10-005 Patch Info.

• Vulnerability in Microsoft Paint Could Allow 

Remote Code Execution (978706)

• http://www.microsoft.com/technet/security/

bulletin/ms10-005.mspx
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bulletin/ms10-005.mspx



Affected Software

• We will focus on Windows XP SP3
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What do we know? [2]

• What do we know [1]

– The vulnerability is in Microsoft Paint.

– The vulnerability is by using JPG.
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• The vulnerability is under Windows XP SP3.

– (In our case).

• What else missing?



CVE-2010-0028

• CVE-2010-0028

– Integer overflow in Microsoft Paint in Windows 

2000 SP4, XP SP2 and SP3, and Server 2003 SP2 

allows remote attackers to execute arbitrary code 
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allows remote attackers to execute arbitrary code 

via a crafted JPEG (.JPG) file, aka "MS Paint 

Integer Overflow Vulnerability." 



What do we know? [3]

• What do we know [1]

– The vulnerability is in Microsoft Paint.

– The vulnerability is by using JPG.
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• What do we know [2]

– The vulnerability is under Windows XP SP3.

• (In our case).

• The vulnerability is an Integer Overflow.



BID 38042

• Security Focus BID #38042

– Microsoft Paint JPEG Image Processing Integer 

Overflow Vulnerability

• Microsoft Paint is prone to a remote integer-overflow 
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• Microsoft Paint is prone to a remote integer-overflow 

vulnerability.

• An attacker can exploit this issue to execute arbitrary 

code with the privileges of the currently logged-in user. 

Failed exploit attempts will result in a denial-of-service 

condition. 



BID 38042
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Integer Overflow

• Integer overflow occurs when an arithmetic  

operation attempts to create a numeric value 

that is larger than can be represented within 

the available storage space.
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the available storage space.

• For instance, adding 1 to the largest value that 

can be represented constitutes an integer 

overflow.



Integer Overflow [2]

• 8 bits: maximum value 2^8 − 1 =                   

255

• 16 bits: maximum value 2^16 − 1 =         

65,535
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65,535

• 32 bits: maximum value 2^32 − 1 = 

4,294,967,295

• 64 bits: maximum value 2^64 − 1 = 

18,446,744,073,709,551,615



Common integral data types [1]
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From http://en.wikipedia.org/wiki/Integer_%28computer_science%29



Common integral data types [2]
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From http://en.wikipedia.org/wiki/Integer_%28computer_science%29



Common integral data types [3]
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From http://en.wikipedia.org/wiki/Integer_%28computer_science%29



Integer Overflow [3]

• The range of integer values that can be stored 

in 32 bits is 0 through 4,294,967,295 or 

−2,147,483,648 through 2,147,483,647.

• Signed / Unsigned
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• Signed / Unsigned



Integer Overflow [4]

9 9 9 9
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+ 1

1 0 0 0 0



Fixing Integer Overflows

• May different ways. SOME ARE BETTER.

• One of them: (32 bit signed int)

– a=20
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– b=3

– a+b<a ? NO

– c=2,147,483,640

– d=55

– c+d<c ? YES (Integer Overflow)



Extract the Patch

• Example:

– KBArticleNumber /X:C:\ExtractedPackage

• Our line:
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– C:\MS10-005\Download>WindowsXP-KB978706-

x86-ENU.exe /x:C:\MS10-005\Extracted



Patch Files

• The extracted files are:

– Folders:

• SP2GDR

• SP2QFE
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• SP2QFE

• SP3GDR

• SP3QFE

• update

– Files:

• spmsg.dll

• spuninst.exe



SP3GDR Files

• The extracted files are:

– mspaint.exe

• Only one file.
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MS10-005 Paint vs. Before Paint

• The MS10-005 Patch mspaint.exe version:

– 5.1.2600.5918 (xpsp_sp3_gdr.091216-2054)

• The pre-MS10-005 un-patched mspaint.exe 

version:

51

version:

– 5.1.2600.5512 (xpsp.080413-2105)



The diffing

• Take information from the un-patched and 

patched mspaint.exe.

• Compare the information taken.
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Diffing Results
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Changed Function [1]

• Un-patched mspaint.exe function
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Changed Function [2]

• Patched mspaint.exe function
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Diffing Graphs [1]

• Un-patched mspaint.exe
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Diffing Graphs [2]

• Patched mspaint.exe
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Diffing Graphs [3]
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Diffing Graphs [4]
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Diffing ASM
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Diffing Pseudocode
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The Fix [1]
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The Fix [2]

• If Integer Overflow -> Error code 80004005h
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Exploit Wednesday

• Using JPG file format

• Large Pixel Size (Integer Overflow)

• Exploit in Python
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• Exploit in Python

• DoS PoC



JPG File Format [1]
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From http://en.wikipedia.org/wiki/JPEG



JPG File Format [2]
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From http://en.wikipedia.org/wiki/JPEG



Building the PoC Exploit [1]

• Using a temp JPG file.
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Building the PoC Exploit [2]

• Hexdump the JPG file.
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Building the PoC Exploit [3]

• Hexdump the JPG file.
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Building the PoC Exploit [4]
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Building the PoC Exploit [5]
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Exploit Uses

• Phishing via email

• Creating a JPG with the “Open in Paint”
picture.
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DEMO !

• LIVE DEMO !
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# E [0] F #

Thank you!

Questions?
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Questions?

>>

Yaniv Miron aka Lament

lament@ilhack.org

http://www.ilhack.org/lament
In god we trust, all others we monitor.


