Malware reverse engineering part 1. Static
analysis

Official Malware Report

Malware Reverse Engineering partl of 2. Static analysis



Malware reverse engineering part 1. Static

analysis
Contact info
Report: Malware reverse engineering part 1. Static analysis
Author: Rick Flores Security Engineer Il
Follow me on twitter: https://twitter.com/#!/nanoquetz9l or simply @nanoquetz9l
Website: www.nanotechfibers.com
Greetz to: San Diego eXploit Team, eXploitSD, iglusion, and isomorphix
Revision Summary
Rev Description of changes Changes by: Rewewt/);,btpproval Date
1.0 Malware reverse engineering | Flores, Rick N/A 01/06/2012
part 1. Static analysis
Report Details
Infected user Computer Name Malware Analyst Date

Anonymous Dumpbin-0425x8F.anonymous.local = Flores, Rick 01/06/2012


https://twitter.com/#!/nanoquetz9l
http://www.nanotechfibers.com/
https://twitter.com/#!/eXploitSD
https://twitter.com/#!/iqlusion
https://twitter.com/#!/isomorphix

Malware reverse engineering part 1. Static

analysis
Table of Contents
S ol o T T O PTSO TP PRSP URTOPPTPROPRPR 4
B [0V F= TSy AT T L T I T | SR 4
3. Malware samples @NAIYZEA .........ccvcviiiiice s rn 4
4 Malware analysis methodology, software, and secure 1ab SEtUP ........ccovvcveiieriiieeiese e 4
5. General function and functionality of the malware..............ccoooi i 10
6. Behavioral patterns of the malware and local system interaction............ccccceevveevievicnienie e e 10
7. Files and registry keys created, modified and aCCESSE ..........ccvevviiiiieiiiiiiece e 10
8.  Network behavior (including hosts, domains and ip’s aCCESSEA).......uerrrerierereeiere e 13
9. Time and local system dependant fEALUIES ........c.cccvieeiieie e 21
10. Method and means Of COMMUNICALION ..........ociiiiiieiiisie et eneas 22
11. Original infection vector and propogation Methodology ..........ccoceeeieiriiiiireeeee e 22
12. Use of encryption for storage, delivery and or communiCation............cccooveoveieirnie s 22
13. Use of self modifying/replicating or encrypted COAE........ccoevviieieii i 23
14. Any information concerning development of malware (compiler type, packer used, country of origin,
auUthor, NAMES/NANAIES, BIC.) .. .ottt et et eseesteeseesaeereeneeseeeneenee e 23
15, KeY QUESLIONS AN ANSWELS ....c.uveeveeiteesieesieesieessteasteesteesteesteesseeasseeseeesseessessseesseessseasseessesssesssessneessennes 26
16. Conclusions and recommendations to prevent incident from recurring ..........ccoceeevevieeiesecie e, 26
17. Followup actions and 18SSONS 1EAIMEM...........c.oiiiiiiiieee et 26
S TR = OSSOSO 26



1.

Malware reverse engineering part 1. Static analysis

SCOPE

This malware report is part 1 of 2. Part 2 will focus heavily on dynamic analysis, determining
packers/encryption used and finding original entry point (OEP) of the malware sample, and will
utilize IDA Pro, and Immunity de-bugger extensively. We will also bypass anti-debugging, and
anti-reversing tactics employed by attackers, and malware authors in part 2. Stay tuned!

This report is an effort to track, categorize, contain, understand root cause and infection vector
of said user account/s, networked equipment or computer/s. This report pertains to all incidents
reported by TIER Il help desk, TIER Il engineers, customer complaints or random IT Security
audit/finding/pen test.

2.

INVESTIGATION GOALS

Determine extent of infection, network risk, determine risk of data exposure, figure out
infection vector and propogation methods, etc.

MALWARE SAMPLES ANALYZED

3.1 Win32 Kryptik.YJA trojan variant 40dbdf4b-7db5306a.exe

MD5 : f0d0872763058e047922ead2474943ec
SHA1 : 5629f91e72401440024ec170430e60f50d4f4590

SHA256 : b811b4089b36660ae089db8a7c61f2d9dclebfeb367ac51e55585ec8eafld77a

3.2 Location C:\Documents and Settings\anonymousvictim\Local
Settings\Temp\40dbdf4b-7db5306a.exe

3.3 Moving forward, and for brevity | will be referring to “40dbdf4b-7db5306a.exe” simply
as the malware sample. When you read "'malware sample’ in the remainder of this
report, safely assume | am referring to 40dbdf4b-7db5306a.exe which is the malicious
sample used as the basis of this malware report.

3.4 Malware Sample properties. Note the Internet Explorer Developer Tools information
recorded, and Original File Name : “iedvtool.dll”

""CompanyName', "Microsoft Corporation"

"FileDescription”, "Internet Explorer Developer Tools"
"FileVersion™, "8.00.6001.19044 (longhorn_ie8 gdr.110211-1700)"
"InternalName', "iedvtool _dlIl"

"LegalCopyright", "© Microsoft Corporation. All rights reserved."
"OriginalFilename", "iedvtool.dll"

"ProductName™, "Windows® Internet Explorer™
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"ProductVersion™, "8.00.6001.19044"

=| Internet Explorer Developer Toolz

kicrozoft Corparation
Yerzion:  5.00.6007.19044

Path:
C:hDocuments and SettingshlnfoSec StudentiLocal Settingz’\Ap

Command line:

"C:ADocuments and SettingzhnfoSec StudenthLocal SettingsiAp

dzer MALWARE\nfoSec Student

I
For Help, press F1

d 40dbdfF4b-7dbS306a, exe

Description: Internet Explarer Developer Tools
Company: Microsoft Corporation

File Version: 8.0,6001, 19044

Date Created: 1)6/2012 3:22 PM

Size: 284 KB

MALWARE ANALYSIS METHODOLOGY, SOFTWARE, AND SECURE LAB

SETUP

Malware Methodology

4.1

4.2

This malware report focuses on malware static analysis but also lightly
introduces dynamic analysis to determine if the malware sample is packed,
armored, encrypted, and or obfuscated. There is also a very brief introduction to
IDA Pro, and Immunity de-bugger.

Advanced modern malware applications are either protected, obfuscated,
encrypted (armoring) and/or packed (the original code is compressed, encrypted
or both). This technique is applied in an attempt to evade signature based
malware detection, and to hinder the efforts of static analysis by malware
analysts by employing anti-reversing, anti-debugging and self-modifying code
tactics. This malware sample is no different. The unpacking or decrypting of the
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malware layers remains the most complicated & sophisticated task in the overall
process of malware analysis and finding the original entry point (OEP). True

analysis of packed malicious binary code can only be performed after the
payload is unpacked. Dynamic analysis goes beyond the focus of this paper, and

will be the focus of part 2 of this malware report. Stay tuned!

Software

4.3

Software used for the analysis of the malware sample.

1. Winalysis v3.1. Used to snapshot the OS and verify changes to the baseline after the
malware sample has been executed.

& Winalysis - [WMALWARE Changes] =13
@ File Action Tools Wiew Window Help - 8 x
= (=] =] Lo =l D i ] ‘ £ ‘ i)
Computer Save Frint Snapshot Test Config Critical " arning Infa All Jobs
Mame Critical | Warning Ignored | Tested Snapshot
(] Files [CDFies o 0 o 0 1/9/2012 142:30 AM  1/9/2012 1:41:30 AM
% LT &R aroups i} 0 0 0 1/9/2012 1:41:27 AM 1/9/2012 1:41:27 AM
A Efi':;”’  Registry ] 0 0 0 1902012 1:41:30 AW 1/9/2012 1:41:27 AM
0 chheduler [C@Rights o i 0 0 1/2(2012 1:41:27 &AM 1/9/2012 1:41:27 AM
B, services [ scheduler o 0 0 0 1/9(2012 1:41:27 &M 1/9/2012 1:41:27 AW
&2 Shares W Services 0 0 0 0 122012 14130 &AM 1f9/2012 1:41:27 AM
System #5hares o i 0 0 1/3(2012 1:41:30 &AM 1/9/2012 1:41:30 AM
€3 Users Bsystem o 0 0 0 192012 1:41:27 &M 1/9/2012 1:41:27 AW
= volumes €5 Users 0 0 0 0 122012 14130 &AM 1/9/2012 1:41:30 AM
EMVolumes o i 0 0 1/2(2012 1:41:27 &AM 1/9/2012 1:41:27 AM
< |

JFor Help, press F1

2. Mandiant Red Curtain v1.0. Look for entropy, packing indication, original entry point
(OEP), compiler & packing signatures, digital signatures, and it generates a threat

score.

[1d Mandiant Red Curtain v1.0 - C:\Documents and SettingsiinfoSec Student\Desktopimalware sample.xml

File  Edit Options  Help
Score File: Size Entry Point Signature Entropy Cade Entropy 'Ezamaly Sign  Details

1 record lnaded.

3. Mandiant Find Evil v0.1. Malware discovery tool which uses disassembly to detect
packed executables.
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e
& FindEvil v0.1 {Alpha) ([=0(3]
File.  Options
Reported | Executable Dl File ta Code to
Filenamme Size Cade Sections Sine Code Dizasm | Motes Full Path

Size Size Ratio Ratio

»  40dbdf4b-7db5306a exe 291328 | 106498 10000 | 36.56% C:ADocuments and SetiingshinfoSec StudenttDesklopi40dbdfdb-7dbh30Ea.exe

Welcome ko FindExil!

4. Resource Hacker v3.4.0.79. To view/modify Windows executable resources.

4 Resource Hacker, - C:\Documents and Settings\nfoSec Student\Desktop\40dbdf4h-7db5306a.exe

File Edit Wiew Action Help
=25 MU
S
l@l 1033 V-
= leon 1 VERSICNINFO 1
-5 50 FILEWVERSICH §,0,6001,19044
@ 1030 ||PRODUCTVERSICN S,0,5001, 15044
<1425 ltan Group FILEQS 0Ox40004
- a 1033 FILETY¥FPE 0OxZ
@ 1033 éLOCK "EtringFileInfo™
-4 Wersion Info . cl
=43 1 BLOCK "040504B0™
l@ 1033 i
VALUE "CompanyMNate™, "Microsoft Corporation™
VALUE "FileDescription™, "Internet Explorer Developer Tools™
VALUE "FileVersion", "&.00.6001.19044 (longhorn ie& gdr.110211-1700)" -
VALUE "InternalNawme®™, "iedvtool.dll™
VALUE "LegalCopyright®™, ™2 Microsoft Corporation. A1l rights reserved.™
VALUE "CriginalFilename®™, "iedwvtool.dll"™
VALUE "ProductMNsmme", "UTindows® Internet Explorer™
VALALUE "ProductVersion™, "5.00.6001.19044"
VALUE "OleSelfRegister™, M w
Line: 20 984

5. Sysinternals Suite. All sorts of goodness!

File Monitor.

i, File Monitor, - Sysinternals: www.sysinternals.com

File Edit Options Yolumes Help

Bz 4R @ ¢ 2 | #y

# Time Process Request | Path Result Other L)
N =xplore ? 0OPEM C: Y tings' & A n

190 948:59 AM Y ewxplorer.exe 1992 OFEN C:\Documents and SettingsinfoSec St.. NOT FOUMD Options: Open Access Fead
191 348:59 AM 2 explorer.ere 1992 OPEM C:\Documnents and SettingsinfoSec St.. NOT FOUMD Options: Open Access Fead hal

Process Explorer.
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rocess Explore

File Options Yiew Process Find Users Help
o =@ G I | S B
Process PFID CPU Description Company Name (A
= ) System Idle Process 0 100
lintermpts héa Hardware Intermupts
~IDPCs na Delered Procedure Calls
= T System 4
= [ smss.exe 420 Windowes NT Session Mana... Microsoft Corporation —
[T csrss ene BEO Client Server Funtime Process Microsoft Corporation
= n winlogon. exe B84 ‘Windows NT Logon &pplica... Microsoft Corparation
=] E seIvices. exe 728 Services and Conlroller app Microsoft Corporation
E wmacthlp. exe 284 Whlware Activation Helper Whdware, Inc.
[ svchost.eve 924 Generic Host Process for'wi.. Microsoft Corporation
[T svehost eve 968 Generic Host Process for'Wi.. Microsoft Corporation
Esvchost.exe 1044 Generic Host Process forwi.. Microsoft Corparation
Esvchusl.eke 1068 Genenic Host Process for 'Wi.. Microsoft Corporation
™ spoolsy exe 126 pooler SubSustem App Microsoft Coporation bt
ZPU Usage: 0,00% Commit Charge: 37.71% Processes: 32

TCP view.

% TCPView - Sysinternals: www.sys

Eile Options Process Yiew Help

[= -

Process Frotocol Local Address Remote &ddress State  #
@ fireton.eve:d52 TCP MALWARE:T030 MALWARE:D LISTENING
@ fisfon ove 452 TCP MALWARE: 1032 MALWARE:D LISTENING
B firctorene 452 TP MALWARE: 1029 MALWARE:D LISTENING
@ firefon.eve:452 TCP MALWARE: 1031 MALWARE:D LISTENING
[ svchost exe: 1088 TCP MALWARE 5000 MALWARE:D LISTENING
[ svchost ewe 924 TCP MALWARE :epmap MALWARE:D LISTENIMNG
7 swehost exe: 966 e MALWARE 1025 MALWARE:D LISTENING
— System:4 TCP MALWARE microsoft-ds MALWARE:D LISTENING
@ fraton sne-452 TCP MALWARE 1029 localhast: 1030 ESTABLISHED
@ firetonene:452 e MALWARE 1030 localhost 1029 ESTABLISHED
@ ficfor ove 452 TCP MALWARE: 1031 localhost 1032 ESTABLISHED

firefon erer 452 TCP MALWARE: 1032 localhost: 1031 ESTABLISHED

[ lrass.ene: 740 upP MALWARE izakmp i
[ svchast exe: 1044 uppP MALWARE 1033 5
[ svchost exe: 1044 uprP MALWARE 1040 -
7 svehost exe 1044 upp MALWARE 1072 w
53 svehost exe: 1068 uppP MALWARE 1900 5
[ svchost sxe 324 LoP MALWARE epmap e
7 svehost e 966 upp MALWARE: 1026 nr
53 svehost exe: 968 uppP MALWARE 1071 5
[ svchost exe: 968 uprP MALWARE nitp -
T Systemd upp MALWARE microsaft-ds e
< |

6. Wireshark. Used to capture all network packets, DNS requests, HTTP get requests...
etc generated by the malware sample.

M. Tee uteacd
15.374052 TR VLT BiE  Srandard query A mimoppam. com
160374608 10 1002271 oKs  szandard guery & mimopywyn. com

10.2.17.245 NENS  Mame query WB MIMOPYWYN,COM<O0>

MUNE  MAMR QUEFY KD MEMOSYMYN, COM00S
MEMS  MamE UEry HE MIMORYWYN, COM<O0>
OKS  standard ouery & z.com

ONE  Grandard guery A T.com
oKS  Standard guery & com
OKS  Standard cuery & z.com

. com
BROWSE DOMAdn WOrkgroup ANNOUNCENERT INFOSES, NT workstation, Somadn Enum
MENS  Marg quéry NB DINMOJOCITIZ,COM<OO>
MUNE  MAMR quaFy NI DEMOOCITIZ,COMe
MENS  MamE query NE DIMDIOCITIZ, CoMaidn

WS Standard QUery A mimopywyT. com

andla # gy, Con

mImony

GuUEry A mimopywyr. com
STandard guery A mimopysym. com
HANE QUETY HE MEMORTMYN, COM-O0>
MENS  Mame query HB MIMOPYWYN, COM<O0>
MUNE  MAMR qUAFY KD MEMOSYMYN, COM00:
ons  szandard guery A gobrawlf.con
ONS  Standard guery & gobirawif. com

ndard guery & »
ONS  Standard guery & gobirawlf. com
MINS  MAME QUEFY KD GORTRAMIF, COMOD>
MENS  MaME qUEry WE GOBIRAWIF,COM<O0
NENS  Mame query WB QOBIRAMIF,COM<O0>
OKE  STandard muery A gavywslugamage, com
ORS STandard query & gavywslugameqe, com

7. Malicious domain research & staying anonymous during investigation.



Malware reverse engineering part 1. Static analysis

I primarily use a mixture of the following. Tor/TorSOCKS, Privoxy, anonymous.org,
hidemyass.com, and/or a VPN connection.

8. Researching malicious Domains, and IP’s.

Query whois records. www.networktools.nl/whois

How many malicious domains are hosted on an IP? www.networktools.nl/reverseip

Is IP listed in SPAM blacklists? www.networktools.nl/rblcheck

GeolP location search/trace. www.ip-adress.com/ip_tracer/

9. IDA Prov6.1

10. Immunity De-bugger v1.83

Secure Lab setup.

4.4 VMware workstation v8.0.1 build-528992. Under the guest VM | like to disable
drag/drop, and copy/paste. | also set my host firewall to a default DROP/LOG
ALL stance for the duration of the malware analysis, and you can also run snort
on the host just for paranoia. | like to perform two different analysis. The same
malware sample on a physical machine, and one on a virtual machine. | then
compare the results and verify if the malware detected or changed its payload if
under a VM (red pill) or tried to escape the VM sandbox (which is very possible).
That is the reason you should have a dedicated malware machine for these
purposes, and never be connected to the internet while analysis is underway.
Your host machine can still be infected even if you run your guest machines
under NAT/Bridged or host only networking modes. Being paranoid is the only
way to survive!


http://www.networktools.nl/whois
http://www.networktools.nl/reverseip
http://www.networktools.nl/rblcheck
http://www.ip-adress.com/ip_tracer/
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GENERAL FUNCTION AND FUNCTIONALITY OF THE MALWARE

5.1 This malware sample installs fake antivirus software on the victim machine. It
attempts to trick the user with several popups that resemble valid applications
warning that the user is infected and that he/she needs to buy the full version of
the software in order to be fully protected.

The malware sample’s main purpose is to steal credit card information from the victim. It
has very extensive networking capabilities which are detailed in the Network Behavior
section 7 of this report.

BEHAVIORAL PATTERNS OF THE MALWARE AND LOCAL SYSTEM
INTERACTION

6.1  Assoon as | executed the malware sample it immediately deleted itself.

Meaning that the malware sample disappeared right after | double clicked/executed it.

Description Mame
{D Deleted File CDocuments and SettingsiInfoSec StudentlDeskiopt 40dbdf4b-7db5306a, exe

FILES AND REGISTRY KEYS CREATED, MODIFIED AND ACCESSED

7.1 The malware sample installed/dropped the following new malicious files, and
executables on the victim machine.

o Mew File CW TMDOW S Templvrware-SYSTEM bitmap. out

o T File CoWINDOWS Prefetchl 400B0F48-7DBS 3004, EXE-340EG4F 4, of

£ rew File iy WINDOWS|Prefetch\MGE, EXE-2ED97020 pf

& rew File CHWINDOWS\Prefetch| TASKMGER  EXE-20256C55, pF

£ rew File Ci\Documents and Settings InfoSec Student) Templates ) xjoZ 3t 4ahisskjcglxe3 7385302 kdms 1 0d6sbhogl7

£ rew File CiiDocuments and SettingstInfoSec StudentiLocal Settings) Templjgz3tf4ebisskjcgl:e37385302kdms 10dasbhggl?

o Mew File C:iDocuments and SettingsiInfoSec StudentiLocal SettingslApplication Datalmge.exe

£ rew File Ci\Documents and Settings InfoSec StudentiLocal Settings\Application DatalxjoZ3tf4ahiSskjoghes75385502kdms10d650hggl?
£ rew File CiiDocuments and Settingstall Users\Application Dataljgz3tf4ebisskjcgl:e37385302kdms 10dasbhggl?

2 File Monitor - Sysinternals: www.sysinternals.com

File Edit Options Wolumes Help
HE  4BE @ 7 | #A
# Time Process Request Path Result Other
1 1:36:23 PM ; tyhoexe: 1612 READ {5 SUCCESS  Offset: 38787328 Length: 4096
2 1:36:23 PM = tehexe:1612 CLOSE C:ADocuments and SettingshinfoSec Student\Desktop SUCCESS
3 1:36:23 PM — tyhere1B12 CLOSE C:ADocuments and SettingsiinfoSec StudenthT emplatestxjg23tf4EbiSskjcglke 37385302k dm51 DdESbhagl? SUCCESS
4 1:36:23 PM — lyhexe:1612 CLOSE CADOCUME™TMMNFOSE~TALOCALS 14T emphxig2 3t 4EbiSskicglke37 385302k dmb1 DdESbhggl? SUCCESS
B 1:36:23 PM ; tyhoexe 1612 CLOSE C:ADocuments and Settingshall Users\Application Databxjg23tf4EbiGskicgle37 3856302k dmb1 0dESbhaal? SUCCESS
] 1:36:23 PM — Whexel612 CLOSE C:ADocuments and SettingsiinfoSec Student\Local S ettings\Application Data\xjg23tt46bi5skjcolke 37385302k dmE10d65bhaql?  SUCCESS
7 1:36:23 PM — thexerlB12 CLOSE CAWwINDOWSNWinSx5'wB6_Microsoft Windows G diPlus_B595b6414decfl df_1.0.10.0_x-ww_712befdd SUCCESS
g 1:36:23 PM —1 tphewet1E12 CLOSE CAWINDOWS WinSxSwBE_Microsoft Windows. Common-Controls_E595b6414dcef1dt B.001000_x-ww_f7fb5805 SUCCESS
9 1:36:23 PM — whexe:1612 CLOSE C:AWINDOW S WinS»55:86_Microsoft Windows Common-Controls_6535b641 44ccf1 df_6.0.1000_»-ww_fFHEE05 SUCCESS
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7.2 The malware sample made 54 critical changes to the registry.

Warning  Info | Ignored
& L, 54 z 14 12

rame Critical

Tested
1/6)2012 335323 PM

Snapshok
1/6f2012 3:31:22 PM

7.3

Diescription
@ Deleted Key
@ Deleted key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Yalue
@ Deleted value
@ Deleted Yalue
@ Deleted value
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted value
@ Deleted Yalue
@ Deleted value
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted Yalue
@ Deleted value
@ Deleted Yalue
@ Deleted Yalue

@ Deleted Value
@ Deleted Value
@ Deletad value
@ Deleted value
@ Deleted Value
@ Deleted Value
@ Deleted Value
@ Deletad value
@ Deleted value
@ Deleted Value
@ Deleted Value
@ Deletad value
@ Deleted value
@ Deleted Value
@ Deleted Value
@ Deletad value
@ Deleted value
@ Deleted Value

Sewerity

It deleted the following registry keys from the registry.

Mame
HKLMLSYSTEMY CurrentControlSet Services wuausery
HKLMSYSTEMICurrentContralSettServicesiwuausery|Enum
HKLMSYSTEMYCurrentContralSet Servicesimuausery Security
HKLMSYSTEMICurrentControlSettServicesiwuausery|Parameters
HKLMSYSTEMYCurrentContralSet Enumifoot iLEGACY _WUALSERY
HKLMZYSTEMYCurrentControlSetiEnumiRoot \LEGACY _WUALSER Y0000
HKLMSYSTEMYCurrentContralSet EnumiRootiLEGACY _WUALUSER Y0000 Control
HELMSYSTEMY ControlSet00 1 Serviceshwuausery
HKLMSYSTEMICantrolSet001)Servicesiwuausery Enum
HKLMSYSTEMICantrolSet00 1 Servicesiwuausery| Security
HKLMSYSTEMYCantrolSet001)Servicesiwuauserv|Parameters
HELMSYSTEM ContralSet0 1 EnumiR oot LEGACY _WUALSERY
HELMISYSTEMYCantralSek00 1 ErumiRockiLEGACY_WUALISERYA0000
HELMS¥STEM ContralSetan 1 Enumif oot LEGACY _WUALSERVI0000|Control
HKLMZYSTEMYCurrentControlSet) Servicesiwuauserv| Type
HKLMSYSTEMICurrentContralSettServicesiwuausery|Start
HKLMLSYSTEMYCurrentControlSeth Serviceshwuausery|ErrorControl
HKLMSYSTEMICurrentContralSettServicesiwuausery|ImagePath
HKLMSYSTEMYCurrentContralSet Servicesimuausery\DisplayMame
HKLMSYSTEMICurrentContralSett Servicesiwuausery|ObjectMame
HKLMSYSTEMYCurrentContralSet Servicesimuausery|Description
HKLMSYSTEMY CurrentContralSet ServicesiwuauseryiEnum|0
HKLMSYSTEMICurrentContralSett Servicesiwuausery| Enum|Count
HELMySYSTEMYCurrentControlSet) Serviceslwuauserv|Enum|NextInstance
HKLMSYSTEMICurrentContralSetiServicesimuausery| Securityi Security
HKLMSYSTEMY CurrentControlSet! Serviceswuausery|Parametersi ServiceDll
HKLMSYSTEMICurrentContralSetiEnumifootiLEGACY _WUAUSERYiMextInstance
HKLMSYSTEMYCurrentContralSetiEnumiRoot iLEGACY _WUALUSERYDO00 Service
HKLMSYSTEMICurrentContralSetiEnumiRootiLEGACY _WUAUSERYD000\Legacy
HKLMSYSTEMYCurrentContralSet EnumiRoot iLEGACY _WUALSERYD000 ConfigFlags
HKLMSYSTEMY CurrentControlSetiEnumifootiLEGACY _WUAUSERYD000YClass
HKLMSYSTEMICurrentContralSetiEnumiRoot \LEGACY _WUAUSER VD000 ClassGLUID
HELMLSYSTEMY CurrentControlSet\EnumbRoot\LEGACY _WUALUSER Y0000, DeviceDesc
HKLMSYSTEMICurrentContralSetiEnumiRootiLEGACY _WUAUSERY0000YControliActiveService
HKLMLSYSTEMYControlSet00 1) Serviceshwuauser v\ Type
HKLMSYSTEMICantrolSet001)Servicesiwuausery| Stkart

HKLIMSYSTEM ContralSet00 1 Servicesiwuausery\ErrorContral

HELMYSYSTEM| ControlSet00 1 Serviceshwuausery ImagePath

HKLMSYSTEM ContralSet00 1) Services wuausery|Displayame

HELMSYSTEM ContralSet00 11 Services\wuausery|ObjectMame

HKLMMSYSTEM| ContralSet00 1 Servicesiwuausery|Description
HELMYSYSTEM| ContralSeti0 1 Serviceshwuausery| Enumi

HELMySYSTEM| CantralSeto0 1 Serviceshwuausery| EnumiCount

HKLMSVSTEM ContralSet00 1 Services\wuausery|\EnumiiextInstance
HELMSVSTEM ContralSet0 1 Services wuausery| SecurityiSecurity
HKLIMSYSTEM| ContralSet00 1 Servicesiwuausery|Parametersi ServiceDll
HELMYSYSTEM| ContralSeto0 L EnumRoot\LEGACY _WUALSERWiNextInstance
HELMSYSTEM ControlSet00 1\ EnumiRootiLEGACY _WUALSERVD000Service
HELMYEYSTEM CantrolSet00 1 EnumiRooti L EGACY _WUALISERVIO00MLegacy
HKLMSYSTEM| ContralSet00 1 EnumiRooti\LEGACY _WUAUSERVO000V onfigFlags
HKLMISYSTEM| ContralSet001 | Enum!Rooti EGACY_WUALSERY\I000Y ass
HKLMYSYSTEMCantrolSet00 1 EnumiRootLEGACY _WIUALSERVDO00ClassEUID
HELMSVYSTEM ContralSet00 L EnumiRoot\LEGACY _WUAUSERY\000MDeviceDesc
HKLMSYSTEM| ContralSet00 1 EnumiRooti\LEGACY _WUAUSERWO000 ontraliActiveService

Old value

32

2
1

“osystemroot %e\system32isvchast . exe -k netsves

Automatic Updates

LacalSystem

Enables the download and installation of critical Windows updates, If ..
RootiLEGACY WUAUSERVYD000

1
1

0100 14 5090 00 00 00 9c 00 00 00 14 00 00 00 30 00 00 00 02 00 1...
CMWINDOW S\ System3Z iwuausery dl

1

WUALSErY

1

32

LegacyDriver
{BECCOS50-047F-1101-A537-0000F3753E01}
Automatic Updates

WUALSEry

32

2

1

“esystemront ¥ system3Zisvchost .exe -k netswes

Automatic Updates

LocalSystem

Enables the download and installation of critical Windows updates. IF t...
RootYLEGACY _WUALSER Y0000

1

1
0100148090000000%9000000140000003000000002001..,
CAWINDOWS System32wuausery. dll

1

WUaUSEry

1

32

LegacyDriver

{BECCOSSD-047F-1101-A537-0000FS7S3ED 1}

Automatic Updates

WLALSErY

7.4 The malware sample created the following new registry keys, Subkeys, and
values.
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o Mew Key 3 HELMSYSTEMYCurrentControlSet EnumtRootil EGACY _BITS,00004 ontrol

o Mew Key 3 HELMSYSTEMYControlSetd0 1 EnumiRook LEGACY_BITSy 0000V ontrol

€ new value 3 HELMVSYSTEMYCurrentControlSet EnumtRootiLEGACY _YMMEMCTLY000M Capabilities 0
o Mew Value 3 HELMISYSTEM)CurrentControlSet EnumiRooti LEGACY _BITS\0000Y Contral ActiveService BITS
o Mew Yalue 3 HELMSYSTEMYControlSet00 1\ Enumi Root\ LEGACY_WMMEMCTLY000YCapabilities 0
o Mew Yalue 3 HELMVSYSTEMYControlSetd0 1 EnumiRook LEGACY_BITS 0000V ontrolActiveService BITS
o Murnber of Subkeys 3 HELMISYSTEM)CurrentControl3et) Services z2az
o Mumber of Subkeys 3 HELMSYSTEMYCurrentControlSet Enum’Root 110
o Mumber of Subkeys 3 HELMVSYSTEMYCurrentControlSet EnumtRootil EGACY _BITS,0000 1
€ number of Subkeys 3 HELMVSYSTEMYControlSet00 1) Services 282
0 Mumber of Subkeys 3 HELMSYSTEMYControlSet00 1\ EnumiRook 110
o Mumber of Subkeys 3 HELMSYSTEMYControlSetd0 1\ EnumiRook i LEGACY_BITSy 0000 1
€ number of values 3 HELMVSYSTEMYCurrentControlSet EnumRootiLEGACY _YMMEMCTLY0000 7
o Murnber of Yalues 3 HELMISYSTEM)ConkralSekd0 1\ EnumRooktiLEGACY _WMMEMCTLYO000 7
@ ‘alue Changed 2 HELM\SYSTEMYCurrentControlSet) Services! SharedAccessi Skart 4
@ ‘alue Changed 2 HELMSYSTEMYControlSetd0 1) Services\SharedAccessi Start 4

7.5 The malware sample modified the following services on the victim machine.

It started the BITS service with two new control parameters, and deleted the automatic
updates service, and registry key values. This means that the malware sample has
effectively disabled windows update, and prevented the download and installation of
critical Windows updates for the victim machine. This most likely means that it is
covering it tracks because it takes advantage of an existing unpatched Windows
vulnerability, and updating the OS will likely kill/disable the
infection/communication/propogation vector of this malware variant.

Description Mame MNew value Old value | Sewverity
{D Service State Background Inteligent Transfer Service  Running Stopped z
ﬂ Contrals Accepted  Background Inkeligent Transfer Service  Stop, Shutdown 3
& Deleted Service Automatic Updates 1

7.6 Running processes before, and after the malware sample was executed. Note

the “tyh.exe” that is now running.

283
111

233
111

[P - (-
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EE @ El Windows Task Manager
File ©Options Yiew ShutDown  Help

Applications | Processes | performance | Metworking || Users Applications | Processes | performance | Metworking | Users

Image Marme User Mame CPU L Mem Usage Image Name User Mame Mem Usage
wmtoolsd, exe InfoSec Student 10,120 K ik \ F ent 11,
inalysis.exe InfoSec Student 6335 K
Filernon.exe InfoSec Student TEd K Filemon.exe InfoSec Student
taskmgr.exe InfoSec Student 1,556 K taskmar. exe InfoSec Student
nokepad, exe InfoSec Student 320K naotepad. exe InfoSec Student
mspaint. exe InfoSec Student 552 K mspaint, exe InfaSec Student
explarer,exe InfaSec Student bvh,exe InfoSec Student
svchost, exe LOZAL SERYICE explorer, exe InfoSec Student
svchost, exe MET'WORK SERWICE swchast, exe LAl SERVICE
System Idle Process  SYSTEM svchost, exe METWORK SERYICE
Swstem SYSTEM System Idle Process  SYSTEM
SINSS. BXE SYSTEM System SYSTEM
CSFSS, BXe SYSTEM SINSS. EXE SYSTEM
winlogon.exe SYSTEM CSrES B SYSTEM
SErvices. Exe SYSTEM winlogon. exe SYSTEM
lsass . exe SYSTEM services. exe SYSTEM
wmacthlp.exe SYSTEM lsass.exe SYSTEM
svihost.exe SYSTEM vmacthlp exe SYSTEM
swchost, exe SYSTEM svchost, exe SYSTEM
spoolsy.exe SYSTEM svchost, exe SYSTEM
mdm.exe SYSTEM spoolsy.exe SYSTEM
swchost, exe S¥STEM mdm. exe SYSTEM
wimkoolsd, exe SYSTEM swrchost, exe SWATEM

wimboolsd, exe SYSTEM

Show processes From all users Ee) Famess Show processes from all users End Process

Processes: 23 CPU Usage: 0% Commit Charge: 138524k [ 6331 Processes: 24 CPU Usage: 100% Commit Charge: 151136K [ 6331

7.7 Process explorer output. Note that it is not able to verify that it is from Microsoft.
And each time | execute the malware sample the name of the executable
changes. Before it was tyh.exe, and now it is ucm.exe as example.

Bl e T3 Intemet Explores Developes Tools Microsult Cosporshon C o Sec Shudert\Locd 5 Dalghucmen BOOEN 1AM [Unable o vesly] Micnosoll Coporshon

NETWORK BEHAVIOR (INCLUDING HOSTS, DOMAINS AND IP'S
ACCESSED)

8.1 This malware sample makes a function call to the native Windows API
C:\WINDOWS\System32\winsock32.dlIl which is the Windows Sockets API used
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by most Internet and Network applications to handle network connections,
denoted below in highlighted blue.

295 1 4426 P Bl yom.e:
=l

=l
=l
=il
=l yem.exe! L nfoSec StudentiLocal Settings\application Datahucm. exe. Localy nl Attributes: Eror
Bl yem.exe:d52 GUERY INFORMATION C\W\NDDWS\WlnSxS\xSE Microsoft Windows. GdiPlus_ES950E41 44ccf1di_1.0.10.0_x-wm_712befdd SUCCESS Attributes: D

552 CLOSE CAWINDOWS\Spstem32NWS 2HELP di SUCCESS
StudentiLocal Settings\Application D atatwsock32.dil 5]
T

1
1
1
1

AT 1 ALZEPM

8.2 The malware sample also makes DNS requests in an attempt to resolve
numerous malicious sites including mimopywyn.com, dihojocitiz.com,
gobirawif.com, QOBIRAWIF.com, gavywelugamoge.com, sesusihyt.com, and
xybobimaholos.com, etc. A total of 32 different DNS requests were made but not
shown for brevity.

Mo, - Time Source Destination Protocol | Info

5 15.374952 10.2.17.128 DN standard query A m1m0pywyn com

6 19.374918 10.2.17.128 DNS Standard gquery A mimopywsyn. com

7 26.375231 10.2.17.128 MNENS Mame guery ME MIMOPYWYN, CoM<00:

8 27.124051 10.2.17.128 MNENS Mame guery NE MIMOPYWYMN.COM<00>

9 27.874865 10.2.17.128 MEMNS Mame query NB MIMOPYWYMN.COoM<00:>
10 28.625543 10.2.17.128 DNS standard guery A dihojocitiz. com
11 29.624856 10.2.17.128 DNS standard guery a dihojocitiz.com
12 30.624787 10.2.17.128 DNS standard guery A dihojocitiz. com
13 32.624795 10.2.17.128 DNS standard guery a dihojocitiz.com
14 36.624993 10.2.17.128 DNS standard guery A dihojocitiz. com
15 38.953805 10.2.17.128 BROWSE Domain/workgroup Announcement IWFOSEC, WT workstation, Domain Enum
16 43.625105 10.2.17.128 MNENS Mame guery MNB DIHOJOCITIZ. COM<00>
17 44.374638 10.2.17.128 MEMNS Mame guery MB DIHOJOCITIZ. COM<00>
18 45.124704 10.2.17.128 MNENS Mame guery MB DIHOJOCITIZ. COM<00>
1% 45.87541% 10.2.17.128 DNS Standard guery A mimopywyn. com
20 46. 875062 128 DNS Standard guery A mimopywyT. com

22 49.881309 10. L17.1 DNS Standard query A mimopywyT. com

2.17.128 10.2
23 53.874899 10.2.17.128 10.2.17.1 DNS Standard gquery A mimopywsyn. com
24 60875224 10.2.17.128 10.2.17.255 MNENS Mame guery ME MIMOPYWYN, CoM<00:
25 61.624857 10.2.17.128 10.2.17.255 MNENS Mame guery ME MIMOPYWYMN., CoM<00:
26 62.374847 10.2.17.128 10.2.17.255 MNENS Mame fuery MB MIMOPYWYN, CoM<00:
27 63.125105 10.2.17.128 10.2.17.1 DNS standard guery A gobirawif. com
28 64.124797 10.2.17.128 10.2.17.1 DNS standard guery A gobirawif.com
29 65.124813 10.2.17.128 10.2.17.1 DNS standard guery A gobirawif. com
30 67.124770 10.2.17.128 10.2.17.1 DNS Standard guery A gobirawif.com
31 71.124817 10.2.17.128 10.2.17.1 DNS standard guery A gobirawif. com
32 78.124879 10.2.17.128 10.2.17.255 MNENS Mame guery ME QOBIRAWIF.COM<00:
33 7B.B7Y4885 10.2.17.128 10.2.17.255 MNENS Mame guery MNB QOBIRAWIF.COM<00>
34 79624827 10.2.17.128 10.2.17.255 MNENS Mame guery NE QOBIRAWIF.COM<(0>
35 80.375422 10.2.17.128 10.2.17.1 DNS Standard guery A gavywelugamoge. com
36 81.374973 10.2.17.128 10.2.17.1 DNS Standard guery A gavywelugamoge. com

8.3 Listening network sockets before and after execution of the malware sample on
the victim machine. It is clear from the below snapshot that it opened TCP:139
NetBIOS Session, Windows File and Printer Sharing port. But also with any other
system running Samba (SMB). The single most dangerous port on the internet.

\WINDOWS\System32\cmd. exe - |2 J WINDOWS\System32\cmd.exe - |3 J

Ficr ndows RP [Ue . [C:~Documents and Settings~InfoSec Student’netstat —an
(G5 Copuright 1985-2081 Micwosoft Cﬂlp
Active Connections

Local Address Foreign Address State

Active Connections TCP a. 3 a. -a LISTENING

LISTENING

Local Address Foreign Rddle State LISTENING

-8.8.8:135 LISTENING a. ana - - LISTENING

LISTENING .2, B .a: LISTENING
LISTENING
LISTENING

[C:\Documents and Settings\InfoSec Student>netstat —an

-a.8.
-8.8.
-8.8

127
127

a.a
a.
a

a

*!
*:
ez
e
ez
*:

IC:\Documents and Settings:\InfoSec Student>




sDocuments and SettingssInfofSec StudentXnetstat —an

Aictive Connections

Local Address
A.8.8.8:135
A.A.8.8:445
A.A.8.8:1825
A.A.0.8:5888
1922.168.1.74:1379
192 . 168.1.74:139
1922.168.1.74:1379
192 168.1.74:1863
122.168.1.74:1864
192 _168.1.74:1865
122.168.1.74:1868
192 . 168.1.74:1878
122.168.1.74:1874
192 168.1.74:1889
122.168.1.74:1898
192 168.1.74:1891
122.168.1.74:1892
192 168.1.74:1893
122.168.1.74:1894
192 168.1.74:1895%
122.168.1.74:1896
192 168.1.74:1897
122.168.1.74:1898
192 168.1.74:1899
122.168.1.74:1188
192 168.1.74:1181
122.168.1.74:1182
192 168.1.74:1183
122.168.1.74:1184
192 168.1.74:1185%
122.168.1.74:1186
192 . 168.1.74:1187
122.168.1.74:1188

192.168.1.68:61683
192.168.1.68:616084
199.168.189_.25:88
197.168.18%.26:88
199 .168.189_.25:88
173.288.227.163:8A
5A.7.240.243:80
173.288 . 228.187:8A
173.288.228 . 186:80
64.56.66.17:8A
50.7.240.242:840
31.178.1686.13:8A@
64.56.66.18:80
62.75.227.121:8A@
58.7.240.242:8A0
85.17.193.11:88
173.288.221 .51 :88
85.17.165.201:8A
184.82.154.2108:88
284.45%.121.283:88
173.288.229.162:80
58.7.240.243:80
184.82.154.211:88
173.2088.248_18:88
173.2088.221 .50:88
62.75.227.121:8A@
284.45.121 .282:88
173.288.248.17:88

D M

State

LISTENING
LISTEHIHNG
LISTENING
LISTEHIHNG
LISTENING
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT
TIHE_WAIT
TIME_WAIT

8.4 It did not take long before a fake A/V scanner showed me false scan results that
my machine was infected with a malware infection. Clearly this Trojan wanted to
steal my credit card information. The malicious software was titled “XP Internet
Security 2012”. The malicious site that | was redirected to is intended to
steal/collect victims credit card information, and forward the results to the
following server http://bekukokymyje.com/support.html with IP of 199.168.189.25
on TCP:80. The malicious server is located in Orlando Florida U.S.A.
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System hacked!

Unknown programis scanning your
: system reqgistry right now! Identity theft

detected!

Details

Attack from: B0.68.127.222 port: 19333
Attacked port: 38933

Threat: Trojan-PSW.Win32 Antigen.a

Do you want block this attack?

“ XP Internet Security 2012 - Unregistred Version

@ XP Internet Security 2012

Perform Scan Recommendation: Activate XP Internet Security 2012

Internet Security

Personal Security

Check for updates and make sure you get Run a system scan to detect spyware,
— ) maximum protection with the latest version malware and similar infections.
( Proactive Defense of our software.

Firewall

Complete PC Protection
Configuration
Automating Updating

S Activate your copy right now Protection against bank account fraud

and get full real-time
protection with XP Internet
Security 20121 Self-protection from malware

T

The above GUI/Application is running under process “hwi.exe” in the directory pictured
below.
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:J eplorer. exe Windows Explorer Microzoft Corporation
ol i e 776 Internet Explarer Developer Tools Microsoft Carparation
@ witoolzd. exe BE0 Whdware Toolz Core Service Widware, Inc.
[C:\Documents and Settingls'xlnfu:uS ec StudenthLocal Setings Application D atathwi exe |

8.5 The above popup redirected me to the following website. The actual form was
not even a website nor an actual .html file, it was a Windows Form/GUI. The GUI
did not contain any .html/JavaScript. But it made a good attempt to fool the
casual user with its Internet Explorer logo.

= XP Internet Security 2012 Q) Virus infectiont e
Systan sty wass Found bo b compromsed. Your computir
ol b

d ien, nge
@XP Internet Securi ty 2012 HOME BUYNOW DOWNLOAD [ttt

<2 Internet Explorer, Script Error,

& An emor haz ocoured in the scnpt on this page.

Line: B0

Char: 1

Ermor: Object expected
Code: O

URL:  hitp://bekukokymyie. com/support. html

Do you want bo continue running scniptz on this page?
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@XP Internet Security 2012 BUYNOW DOWNLOAD  SUPPORT

Choose Your Plan Checkout Our Ne

AP Intemet Security 2012 is faster, smarer security that won't slow your business down. COur most 04 Januany, 2012

advanced protection merges ground-breaking online threat prevention technigues with enhanced anti-virus Program update AP Internet Security
and firewall technologies to deliver proactive protection that’s second ta none 2012 9.0.829

ecember, 2071
#P Internet Security 2012 Patents
Effective Anti-Spam Technology in the

= r = =
c 59.95 « 1609.95 c 79.95 s
Full 1 Year License. Full 2 Year License. Life Time License sHCERben 0T
This is One time charge This is One Time fee and This is One Time fee and AP Intermet Secunity 2012 Previews
and Your credit card will “Your Credit card will not Your Credit card will not Latest Yirtualization Securnity Solution
not billed again billed again billed again at MWhvivearld 2011 Europe

13 Qclober, 2071
"Mo law in itself is able to prevent the
distribution of spam,” states XP

Internet Security 2012 expert

I~ Include Life Time Premium 247 Phone and Email Support - $19.95

Billing address

You can indicate a separate delivery or billing address, if needed,
at a later point in time

urity 2012

First Name * ]

Antista Security is
best Antivirus of 201

Last Name * |

Country * 1United States -

state * [outside UsfCanada <] "2-'.'.6-";!.3
City ~ | :T . v
Address * |

ZIP | Postal Codle *

E-mail |

Re-type E-mail * |

Phone * |

Credit Card

Please, bear in mind that the first digits of your credit card number will be replaced with an '
symbol to guarantee your payment security.
(Pay attention: It is obligatory to fill in the marked with an asterisk fields (%)

Credit Card * visa -

Credit Card Number ™ |

Name on Card = |

Expiry Date (MMYY) * o1 =] ;|2011 =
Security Code * 3- ar d-dligh Aumber [ Info |

Place Secure Order

WHAT PEOPLE ARE SAYING ABOUT XP INTERMET SECURITY 20127

"I tried a few different programs in my day. Absolutely none have ever been as effective as XP
Internet Security 2012. While nothing is perfect, XP Internet Security 2012 seems to strive to be as

close as they can be in their craft. Thanks for making the ‘net possible for me and my family."

CERICEMITH FROM TWITTER

Home BuyMow Download Premium Support Free trial download Privacy policy  License agreements

= XP Internet Security 2012
£ ¢ :
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.1.74:123 =
.1.74:137 EH
5 = X = . - .1.74:138 EH
You Credit Card - Decline -168.1.74:1900 *
Invalid value: cardnumber=4398349204337743 IC=~Documents SettingssInfofSec Student>netstat —an
Active Connections
Retry entry Local Address Address State
B.8.8.8:135 :a LISTEMING
LISTEMING
LISTENING
LISTEMING
] LISTEMING
.168.189.25:88 TIME_WAIT

oW

F

a.
a.
a.
a.
a.
1

Wisa -

I 2016 =

IR R EREEEEEEL-1L -]k

| EAEREEEE
SsssmppessERNESSS
SoossssssEELL B
0000058800580

LEEEEESEREN

8.6 Whois, and geolocation trace of the two malicious IP’s
http://bekukokymyje.com/support.html that the victim made the connection to.

[f] Technical Contact
Ribeira de Piguin, Lugo 27242
Telephone: 34.98257604 Ext:
Fax: 1.

Email: wwiiffmailti.com

[E] Nameservers

nsli

.bekukak; .com

« COom

Bekukokymyje.com Server Details
IP address: 199.168.188.25
Server Location: Orlando, FL in United States

ISP: HostDime.com

Live Oak
A o
Apalachico 5 =
Peﬁie'"'a ReER e oy Lake 0 @ Bekukokymy]je.com server location: Bl
= M2 Orlando in United States
75
Port 5t Joe
Q
Gainesvii
Ccala l
Q
Q' aand
Dreliong ©
Sanfi Owiedo

Spring Hill 2 Tituswville

N;I\r;‘.ll:;oy‘l Orlgntio Merritt

PaimHarbor . 104m N _gy"  TKissimmee cland

o Gountry < Palm Ba
Clearwater @ OOTampa !
St Petersburg @ Florida @
FOWERED EY W @Vera Beach
COUE]E © Bradenton Port St Map data ®2011 Google -

R S Lucie
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“4, IP Tracing and IP Tracking (199.168.189.25)

‘Want to trace or track an [P Address, host, or website easily? With our highly reliable IP Address Location Database, you can get detailed
information on any IP Address anywhere in the world. Results include detalled IP address location, name of ISP, netspeed/speed of internet

connection, and mare.

195.168.189.25

IP address [?]:

IP country code:

IP address country:
IP address state:

IP address city:

IP postcode:

IP address latitude:
IP address longitude:
ISP of this IP [?]:

[Track IP, host or website :] Examples: 213.86.83.116 (IF address) or google.com (Website)

199.168.189.25 IP address location & more: Live Oak —_—
199.168.189.25 [Whois] [Reverse IP] o Location of the IP address %0
us Mig 199.168.189.25:
E=United States ) ~ Orlando in United States.
Florida Click for big |P address location image.
Orlando EI Gai ngsvuu,
32801
2B.5445 Ccala
-81.3706 ud
HostDime.com " o.4land
Deliong &

Crganization:
Host of this IP: [?]:

Local time in United States:

HosiDime.com iR
server.bestshop.az[Whois] [Trace Sanf Cviedo

2012-01-09 03:34 Spring Hill @ Titusville
=]
New Port Orlando 5
e i
Harbor E’:’" tN 1) Kissimmee | a0
L+ untry
water GOTampa ?jalm Bay
tersburg@ —— Florida o5
w CWero Beach
@ Bradenton Port S5t
Lucie

FOWEREDEY  © SEMEADE 5
Go%[ﬁul 100KH — Mhp data ©2011 Googlgerlems of Uss



Malware reverse engineering part 1. Static analysis

199.168.189.25 is from United States(US) in region North America
Whois query for 199.168.189.25...

Results returned from whois.arin.net:

it

# The following results may also be obtained via:

# http:/fwhois.arin.netrestinets,q=199.168.189.257showDetails=true&showARIN=false&ext=netref2
it

MetRange: 199.168.184.0 - 199.168,191.255
CIDR: 199.168.1684.0/21

OriginAS: AS33182

MetMarme: DIMENOC

MetHandle:  NET-199-168-184-0-1

Parent: MET-189-0-0-0-0

MetType: Direct Allocation

RegDate: 2011-06-22

Updated: 2011-06-22

Ref: http:fwhois.arin.netrest/net/MET-199-168-184-0-1
Crghame: HostDime.com, Inc.
Orgld: DIMEN-G

Address: 16838 South Orange Avenue
Address: Suite 15005

City: Orlando

StateProv:  FL

PostalCode: 32801

Country: us

RegDate: 2004-06-30

Updated: 2009-08-21

Comment: Reassignment information for this block is
Comment: available at riwhois.dimenoc.com port 4321
Ref: http:/fwhois.arin.netirestiorg DIMEN-G

ReferralServer: rwhois:/irehois.dimenoc.com:4321

TIME AND LOCAL SYSTEM DEPENDANT FEATURES

9.1 This malware sample requires a valid internet connection, and execution to
activate its payload. Once executed it makes numerous DNS requests to over 32
malicious sites to download the payload/instructions in a call home fashion.



10.

11.

12.

Malware reverse engineering part 1. Static analysis

METHOD AND MEANS OF COMMUNICATION

10.1

10.2

It communications, and receives the payload/instructions from the malicious
server via port TCP 80.

Server details are : http://bekukokymyje.com/support.html with IP of
199.168.189.25 on TCP:80. The malicious server is located in Orlando Florida
U.S.A.

ORIGINAL INFECTION VECTOR AND PROPOGATION METHODOLOGY

111

The victim could have visited a normal looking site or may have been the victim
of a brower exploit running an unpatched version of Internet Explorer. Typical
drive by download is another scenario.

USE OF ENCRYPTION FOR STORAGE, DELIVERY AND OR

COMMUNICATION

12.1

12.2

Nowadays advanced malware applications are either protected, obfuscated,
encrypted (armoring) and/or packed (the original code is compressed, encrypted
or both). This technique is applied in an attempt to evade signature based
malware detection, and to hinder the efforts of static analysis by malware
analysts by employing anti-reversing, anti-debugging and self-modifying code
tactics. This malware sample is no different. The unpacking or decrypting of the
malware layers remains the most complicated & sophisticated task in the overall
process of malware analysis and finding the original entry point (OEP). True
analysis of packed malicious binary code can only be performed after the
payload is unpacked.

Loading the malware sample in Immunity debugger | noticed the following loaded
module. C:\WINDOWS\system32\CRYPT32.dll is the module that implements
many of the Certificate and Cryptographic Messaging functions in the CryptoAPI,
such as CryptSignMessage. Crypt32.dll is a module that comes with the
Windows and Windows Server operating systems, but different versions of this
DLL provide different capabilities. There is no API to determine the version of
CryptoAPI that is in use, but | can determine the version of crypt32.dll that is in
use via the GetFileVersioninfo and VerQueryValue functions. The function is
highlighted in blue below.



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379884(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380281(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/ms647003(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/ms647464(v=vs.85).aspx

13.

14.

Malware reverse engineering part 1. Static analysis

4 Immunity Debugger. - 40dbdf4b-¥db5306a.exe - [Executable modules]

@File Wigw Debug FPlugins Immlib  Options  Window Help  Jobs
OB TE Axr N w4 lemtwhcPkbzr.s

Executable modules, item 7

Base=762C0000

Size=0008B000 (569344.)

Entry=762C15B5 CRYPT32.<ModuleEntryPoint>
Name=CRYPT32 (system)

File version=5.131.2600.1106 (xpspl1.020828-1

Path=C:\WINDOWS\system32\CRYPT32.dl|

USE OF SELF MODIFYING/REPLICATING OR ENCRYPTED CODE

13.1 I noticed each time | executed the malware sample that the names of the
dropped malicious files “.exe’s” always changed to a random string/name.
Different every single time. This might indicate the use of the rand function within
the code. Other than the random naming convention on the malicious
executables, the network traffic seemed to be always the same. The malware
sample stuck to the same 32 malicious domains in it's C&C structure.

ANY INFORMATION CONCERNING DEVELOPMENT OF MALWARE
(COMPILER TYPE, PACKER USED, COUNTRY OF ORIGIN, AUTHOR,
NAMES/HANDLES, ETC.)

14.1 Reverse engineering using static analysis on the malware sample allows me to
understand its functionality. Loading the malware sample indicated it might be
packed/compressed for several reasons. The memory visualization bar within the
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IDA GUI was not able to find any encoded/executable data. Usually normal un-
packed executables have several blue sections with readable data. Below is a
comparison of a packed executable vs a hon packed executable application.
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|3 int _cdecl _crtConpareStringd(LCID Locale, DVORD dwCnpFlags, LPCSTR TpMulti
__crtConpareStringh proc near

var St dwrd ptr -50h
A |var_AC= dword ptr -ACh
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Lo i var b= dword ptr Al

ar 4= dward ptr -4
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Note the memory visualization bar within the unpacked nc.exe application, and the graph
overview.

14.2 Nextis a high level overview of the malware sample which involves using the
start function and the “display graph of xref's from current identifier” button. This
method allows us to generate a visualization graph. The graph allows us to zoom
in and inspect various portions of the program and see how much of it is actually
system API calls versus custom implemented code. We can also use the graph
overview to see all the function calls the application is making.

B

JDispIa';.-' graph of xrefs from current identiFierl_
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14.3 | began by dumping the basic headers and imports/export entries in the malware
sample using the dumpbin program. | extracted all data from all available
sections of the malware sample. Sections that are available are .data, .idata,
.rdata (hardcoded passwords/sometimes), .rsrc (resource), and .text (program
code) as pictured below.

Directory of C:“\Documents and Settings“Administrator~Desktop™Win—32 Keyptik.¥JA trojan variant

p1.-/09/2012 H <DIR>
p1-89-2812 H <DIR> -
H M 291,328 48dhdf4bh-7db5386a

291,328 48dhdf4bh-—7db53B6a — Copy
16,448 DUMPBIN.EXE
291,328 hwi.exe
H 471,093 LINK.EXE
9 20,2011 H 183 276 MSPDB&B.DLL

i 41,793 bytes
2 Dircs> 32, 586 883 872 bytes free

:sDocuments and Sett1ngd\ﬂdm1n1¢t1atot\Deﬁktop\Hénngsklyptlk YJh trojan variant>DUMPBIN.ERE 48dbdf4h-7dh5386a

icrosoft (R> GOFF Binary File Dumper Uersion 6.
opyright (C» Microsoft Corp 1992-1998. All rights reserved.

Dump of file 4B8dhdf4h-7dh5306a
ile Type: EXECUTABLE IMAGE

Summary

14.4 | ran the following commands and dumped the above sections into .txt files for
further analysis.

*DUMPBIN.ERE ~RAYWDATA:BYTES ~SECTIOM:.idata 48dbdf4h—7db5386a > idatasection.txt
*DUMPBIN.EXE ~RAYWDATA:BYTES ~SECTION:.rdata 48dbhdf4b-7db5386a > rdatasection.txt
>DUMPBIN.ERE RAWDATA:BYTES ~SECTIOM: .rspc 48dbdf4b-7?db5306a > rsrcdatasection.txt
>DUMPBIN.ESE ~RAWDATA:BYTES ~SECTION:.text 48dhdf4b-7db53B6a > text.txt

14.5 Next | performed a full binary disassembly with all libraries included.

>DUMPBIN.EXE ~#SECTION:.text ~DISAM 48dbdf4bh—7db5386a > code.txt
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15. KEY QUESTIONS AND ANSWERS

e How did the malware infection occur?
[drive-by infection from site Yes]
¢ When did the malware infection occur?
[On or before Jan. 04, 2012]
e What vulnerabilities allowed the infection to occur?
[Unpatched Internet Explorer/ drive-by infection/banner Ad]
e What is the risk of data loss?

[High: Kryptik/Data Stealing Trojan on machine for several days]

16. CONCLUSIONS AND RECOMMENDATIONS TO PREVENT INCIDENT FROM
RECURRING

On Jan. 04, 2012, While browsing the internet, ANONYMOUS triggered a drive-by infection
probably coming from a banner ad. The drive-by infection triggered a series of exploit steps,
eventually resulting in installation of a trojan downloader and the Win-32 Kryptik.YJA trojan
variant. Because Kryptic is a data-stealing trojan, any sensitive information handled by the
victim between date of infection and the date of the investigation (January 09, 2012) should be
considered potentially compromised.

IT Security should implement a hardened browser standard operating procedure.

This SOP should include for example, disabling JavaScript, browser hardening standards
(NSA), installing no-script, and removing admin access for affected users. Also take a look at
official DoD, Sans papers on browser hardening or

Wwww.us-cert.qgov/reading room/secure browser/

17. EOLLOWUP ACTIONS AND LESSONS LEARNED

17.1 Blacklist the entire offending IP_block/s.

17.2 Reset user password. Re-image victim machine. If the user used ANY personal
passwords to login to ANY websites (banking, social media, news feeds,
educational, work websites), he should reset said passwords, and notify
companies he does business. Especially if he logged on to any banking website.
Users Active Directory account password should be reset, and be monitored for
any unusual/unauthorized activity.
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REFS used in my .pdf report.
Generic Unpacking of Self-modifying, Aggressive, Packed Binary Programs

http://arxiv.org/abs/0905.4581

Practical malware analysis

www.blackhat.com/.../bh-dc.../bh-dc-07-Kendall McMillan-WP.pdf

What to Include in a Malware Analysis Report

http://zeltser.com/reverse-malware/malware-analysis-report.html

Malware Analysis 101

http://zeltser.com/reverse-malware/malware-analysis-webcast.html
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