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CUDA Crackin

Compute Unified Device Architecture (CUDA) is a parallel computing architecture developed
by Nvidia for graphics processing. CUDA is the computing engine in Nvidia graphics processing
units (GPUs) that is accessible to software developers through variants of industry standard
programming languages.

Introduction: Cuda cracking means cracking passwords with the help of Graphics card which
have GPU, it means the speed of password cracking is much faster than CPU speed.

Buildinga CUDA Machine: For building a monster cuda machine we have to invest a

huge amount on it. First we have to select a motherboard which supports more than one GPU
because the more GPU means the process of password cracking is much faster. I suggest MSI
Big Bang Marshall Motherboard which supports multiple GPUs up to 8 graphic cards. Another
unique feature of this motherboard that it is cross platform GPU supportable it means it can
support both ATI and Nvidia graphic cards at a time. Use Quad core processors or Intel’s I
family processors for better performance. RAM up to 16 GB is efficient for this motherboard.
Another important thing to keep in mind that is the power supply system we have to supply up to
1250 watt power to this machine. Also use cooling fans as much as possible because during
process graphic cards heats very intensively.
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Graphic Card Selection: Graphic card selection is the core important thing before
assembling a cuda machine. Before investing in graphic card first decides which graphic cards
has much cuda cores. Graphics card runs on cuda core it means the number of core is high then
the password cracking performance is also high. Also keep in mind which motherboard is you
are using because all graphic cards did not compatible with all motherboards. We can see the list
of GPU estimations and map the performance of card according to your budget.

ATI Radeon HD 3XXX/68XX series

GPU Name f:u’:t"u 2::" Siik e rsﬂllggsle g:ﬁlf r21nsn?mce ';"SZZLF-’F‘ES ‘:’;“E : Eﬁ.l:lick Brice s:::er 5
integers |speed speed speed time
Radeon HD 6250/Zacate 20 280 22,40 23M 22M 427 10656 1202 1y S4d
Radeon HD 5450 20 e300 52,00 192M S2M 250 247327 2022 180d 17h|%£50 1.04
Radeon HD 5550 320 230 176.00 B49M 176M 3352 83726 10228 53d Sh 570 2,31
Radeon HD 5570 400 650 260,00 S59M 260M 4552 123686 15110 36d 3h 80 3.25
Radeon HD 6570 430 e300 312,00 L1S51M 312M 5943 148423 18132 30d zh 80 3.90
Maobility Radean HD 5650 400 450 180.00 664M 180M 425 85629 10461 52d Sh F
Mobility Radeon HD 5730 400 650 260,00 959M 260M 4552 123686 15110 364 2h =
Radeon HD 5670 400 FI5 310.00 1144M 310M 5905 147472 18016 30d 7h 30 344
Radeon HD 5750 720 700 504.00 1860M S504M 9600 239760 29250 18d 15h |5110 4,58
Radeon HD 5770 800 850 680,00 2509M 650M 125952 323486 39518 13d 18h |5130 5.23
Radeon HD 6350 360 775 744,00 2745M FadM 14171 3535932 43237 12d 15h |5175 4,25
Radeon HD 5830 1120 500 896.00 3306M 896M 17067 426240 52071 i0d iih |5170 5.27
Radeon HD 6870 1120 500 1008.00 [2720M 1008M 15200 479520 58579 3d 7h 5210 4,80
Radeon HD 5850 1440 725 1044.00 |2852M 1044M 15886 436646 50672 9d Oh 220 4.7 5
Radeen HD 5870 1600 850 126000 |S018M 1360M 25905 5455972 79038 &d 21h 5270 5,04
Radeon HD 5970 3200 725 2320.00 |8561M 2320M 44150 1103658 134825 |[4d 1h 5600 2.87

We can see the list above here you see that SP/ALU count column it refers the no. of cuda cores
and also see the cracking speed of hashes like MD5, SHA1, WPA and more.

Here we are using Radeon HD 5970 and it has 3200 cuda cores that why the cracking speed is
much pretty good.
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Now after card selection you have to select a proper GPU supported tool from which you will
able to crack hash. There are many tools which supports GPU processor. Tools are based on
operating systems some tools are Windows Supported and some of them are Linux supported.
We are going to now describe some tools according to operating system compatibility.

Windows SupportedTools:

IGHASHGPU: This tool is developed by Ivan Golubev. This tool can crack only three hashes
SHAI1, MD5 and MDA4. It is compatible with ATI and Nvidia cards. The ATI cards which
supports are Radeon HD 4550, 4670, 4830, 4730, 4770, 4850, 4870, 4890, 5750, 5770, 5850,
5870, 5970 and Nvidia cards with CUDA support.

BarsWF: BarsWF is developed by Svarichevsky Mikhail. It supports on Nvidia cards and also
known as world’s fastest MDS5 cracker. Hash supports only MDS5.

Extreme GPU Bruteforcer: It is a commercial tool developed by InsidePro. It supports total 58
types of hashes MD5, MD4, NTLM, SHA-1, SHA-512 and many more. Utilizing the power of
multiple graphics cards running simultaneously (supports up to 32 GPU), the software allows
reaching incredible search speeds ofbillions of passwords per second. It supports only Nvidia
cards.

Lightning Hash Cracker: Lightning Hash Cracker is developed by Elcomsoft and it is a freeware
tool. It supports only MD5 hashes and Nvidia compatible.

Oclhashcat Plus: It is a popular hash cracker tool and it supports ATI and Nvidia cards
simultaneously. It works on Windows and Linux based operating systems. Multi GPU supports
up to 128 cards. It supports 57 types of hashes.

Cryptohaze Multiforcer: It is an open source tool. This is only a tool which can used on network
based password cracking so multiple systems can work on the same. It supports 17 types of
hashes MD5, MD4, NTLM, LM and more. It supports only Nvidia cards are 8000 series, 9000
series, GTX200 series, GTX400/500 series.

LinuxSupportedTools:

New Multiforcer: New Multiforcer is the new version for Cryptohaze Multiforcer and an open
source tool which supports ATI and Nvidia cards. The older version means Cryptohaze
Multiforcer does not supports ATI cards. New Multiforcer supports only 9 types of hashes.

Oclhashcat Plus: It is a muti platform working tools runs on Windows and Linux based operating
systems. It also supports a large number of hashes and GPU enabled cards up to 128 GPU cards.
Works on both Cards ATI and Nvdia.
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Whitepixel: Whitepixel is an open source tool supports only MDS5 hash and runs only on ATI
cards. The ATI cards which supported are AMD Radeon HD 5000 series and above series. It is
also a Multi GPU supportable program upto 8 GPU cards.

Hashkill: Hashkill is an open source tool. It works on both AMD and Nvidia cards. It has 40
plugins for different type of passwords ranging from simple hashes MDS5, SHAL to private SSL
key passphrases.

We can see now the description of all tools which are GPU supported but we can’t identify that
which tool is good and fast for hash cracking. So we will now test some of the tools on both
Operating Systems (Windows & Linux) by cracking a MD5 hash and point out the cracking
speed.

Windows CUDA Machine: For configuring cuda machine on Windows operating systems
we have to install first ATI drivers the R.G catalyst according to your graphic card model.

Graphics Sefrgs | iydmimon |
[ s 3
= g fomelon Center _@ Welcome
Grphers Softeees - Mnlu'
_,;;m::"r [ Facteon w0 2870 K2 =]
i Dhanlary Oplisra Froduct Fastures
3 W Degtal Paresl (DAY} 3
3 W il Pl (DAY} 4
3 b 1D
_ (ﬁ Ef’; e % Check for driver updates
(AT Crvardii % Contact CUSTOMER CARE
# Customer reviews
# Send ATl your feedhack

- Visit ati.com

CITaLYST
[

o | oK | |

Tools Demonstrationon Windows CUDA Machine: We are going to use

IGHASHGPU. 1t is very simple command line tool now we will the usage command of
IGHASHGPU.
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D:~CUDANighashgpu_vd62 Fighashgpu.exe
3~ Jof-JoE-Jof-Jef-3ef-JoE-Jof-eE-ef-3ef oo~ - - Jef oo Je-Jef-Jof-Jef-JoE-Jef-Jef-uE-eE-ef oo oo oo oo e JeE-Jef-eE-ef- e oo oo
HD4-MD5.-8HA1 GPU Password Recovery vB_62
For ATI RU 7HA cards and nlidia 'CUDA’ ones (GBA+>
Cc» 2087 Ivan Golubev,. http:rrgolubev.com
see "readme.htm' for more details ¥
EaEaTataZakakataototstotetotatatotototatatotatatststatatotstotetotototototatatototatskatotastsfastatatototstotototatstotatsatotatad
exx Any commercial use of this program is strictly forbidden xx
EaEaFatadakakataototstotetotatototototatototatatatstatastaotstotototototototatatotoiatokatotaotatstatadotostototototatstotatstatotakad

IGHASHGPU .EXE [switch:param] [hashfile.txt]
Suwitches:
—c:csdepa Charset definition <caps. small. digits, special. space. all>

—u:[chars] User—defined characters

—uh:[hex] User—defined character in HEX

—uf:[filename] Load characters from file

—sf:[pazsword] Paszsword to start attack from

-m: [mask] Password mask

—me:[symboll Mazk symbol

—min:[valuel MHinimum length

—max:[valuel Maximum length

—h:[valuel Hash to attack

—t:lzhal | md5 | md4 | md5x2 | mysgl5 | md5x2s | dph | decl Hash type

—unicode —-oem Convert charset to unicode or oem (default —— ANSI codepage)

—devicemask:[N] Devices to use

D=~CUDANighashgpu_vB@62 >

By executing ighashgpu.exe from command line it will show the all command options with

detail some of'the syntax we will describe here which is necessary.
-c: for character sets defining (caps, small, digits, special, space, all)
-h: hash value

-t: type of hash (MDS5, MD4 or SHA1)

-min: minimum password length

-max: maximum password length

Now let us test our CUDA machine. We require a MDS5 hash of a password let make it. Go to
online md5 hash generator service like here we are using www.md5.cz and as password we are

giving Xi4rCh and generate a MDS5 hash of it.
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md5 { [Xi4rCh )

L. £

l hash darling, hash! |

md5 checksum:

php manual function mds()

MD5 an Wikipedia.org

Now we can continue to further cracking process. Run ighashgpuu.exe and type in these
commands

ighashgpu.exe /h:a52a818072a28e5192893dd5106c9ce65 /t:mdS /c:csda /max:7 /cpudontcare

We already know about the syntax usage so we will not describe the syntax function here. The
cracking process starts

Eﬁ'CﬂVﬁndawdFygnmii41HJ,?%

D:~CUDA~ighashgpu_vB62 *ighashgpu.exe ~<h:ab2aB1887a28e5f228723dd5106¢c%cebs At :imd5s
scicsda s/max:? Scpudontcare

R MD4.-MD5.-5HA1 GPU Password Recovery vB_62 IR
b For ATI RU X8 cards and nVidia 'CUDA’ ones (GBA+) M
N {c) 2089 Ivan Golubev, http:-/sgolubev.com RN
R zee "readne _htm" for more details N

*xx% Any commercial wuse of this program is strictly forbhidden ===
o JaF-3oF—aF oo o JaF-JafaF-JaF-JoF o of-JaF-Ief-JoF-JeF e e i e aF T Jof e —Jaf e JaF-Jof e aE-Jur e oF-JaF-Iaf e Jef 3o af-JF-SefIoF-f-Te e Jaf-JeF e -aF-Jof o er-Jaf e -JaF-Jef-Te - Jer-Sef-F-

Found 1 CAL device<(sl

&Htartlng brute—torce attack, Charset Len = 26, Min passlen = 4, Max passlen = 7
Charset C(unicode —> B> [ *"HSx& (O=+ —_ /B123456789:;<{=>7EABCDEFGH [ JKLMHNOPQRSTUUY
HYZLN1"_"abecdefghijklmnopgrstuvwxy={ i3 al

fCharzet in HEX: 28 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d Ze 2f 38 31 32 33 34 3
L 36 37 38 39 3a 3b 3c 3d 3Je 3f 480 41 42 43 44 45 46 47 48 49 4a 4h 4c 4d 4de 4fF
L@ 51 52 53 54 55 56 57 58 59 5a 5bh S5¢c 5d Se 5Ff 68 61 62 63 64 65 66 67 68 69 6a
6b 6c 6d 6e 6Ff 78 71 72 73 P4 75 76 V7 VB VP Pa Th Yc 7 Ye HH

Starting From 1

|Hash type: MD5,. Haszh: ab2aB1807a28e5f22893dd5186c%cehb

e ICE He - LRG0T Tro-00 TNZE oud or

Hardware monitoring enabled. _threzhold _temoerature iz FACC.
[CURPUD: (GU#-—"DONE: @7.95x |[ETA: 168m 45s| AURSPD: 1116.8M

Now in above figure we can see average password cracking speed is 1116.8 million per second
and estimated time is showing approximately 11 min. But we in our case the password found in 5
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minutes which we can see in below figure. The cracking speed is increases to 1119.1 million.
Now we can see here that alphanumeric password (Uppercase, Lowercase, Digits) within 6
character can be cracked in 5 minutes.

- —
Bl CAWindows'\system32\cmd.exe
R . —

Cc) 2087 Ivan Guluheu, http:/“golubev.com e
see "readme _htm" for more details RN

3% Any commercial wuse of this program is strictly forhidden e

Found 1 CAL device<s>

Starting brute—force attack. Charszet Len = 96. Hin passlen = 4. Max passlen 7

Charset {unicode -> B> [ *"H5xE" (D=+ —_ /B123456789:;¢<= >7EHBCDEFGHIJHLHNOPQRSTUUU
HYZIN1_tabedefghijklnnopgrstuvwxy=£ 13 ™al

Charzet in HEX: 28 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 3
L 36 37 38 37 3a 3b 3c 3d Je 3f 48 41 42 43 44 45 46 47 48 49 4a 4bh 4c 4d 4e 4f

L@ 51 52 53 54 85 L6 57 58 59 S5a 5bh 5S¢ G5d Ge 5f 68 61 62 63 64 65 66 67 68 69 6Ga
6b 6c 6d 6e 6Ff 78 71 72 3 P4 75 76 P? B Y9 Pa Vh Pc Pd Pe H

Starting from [ 1

Hazsh type: MD5,. Hash: ab2aB18@7a28e5f22893dd5186c9cebb

Device #B: [RUB3281 ?75.88 Mhz 808 5P

Hardware monitoring enabled. threzhold tempematumae dc SQOC

CUBRBUN: __ @IH#C] _NONME: 372 29 ETA: 7m 18=s HURSPD- 1119.1H

Found password: [Ri4»Chl] HEX: 58 69 3472755765

rFOCCESSEU J00 do0 ora Fod passwords in 4m 2%9s.

Thus,. 1 119 163 B82 password<s?> per second in average.

D=~ CUDAMighashgpu_vB62 >pause
FPress any key to continue . . .

Let us try that if we crack the same MDS5 hash with CPU power then what is the efficiency? So
we are using here Cain n Able for cracking MD5 hash and see what happens.

Brute-F Attack o
e 3 Y Y W'Y W | &

Charzet Pazsword length

| sbcdefahik mnoparstuwiyzABCDEFGHIKLMNOPORS TUVWIYZD1 23456789~ | Mar [B —

£ Start from
Keyspace Current paszword

221919451578030 dblZh
Key Rate Time Left

H293392 Pass/Sec 1.32945 vears

Stop
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In the above screenshot we can see the average time it will take to crack 1.32945 years so we can
see the difference between the GPU and CPU efficiency.

BarsWEF: It supports only Nvidia card so we are going to crack on CPU power. Execute the
BarsWF.exe from command line and it will show all the command options in details some of'the
commands we will demonstrate here which we are going to use.

BN C:\Windows\system32\cmd.exe [=o] x

82262013 11:29 AN <DIR> =
A2.26-2013 11:29 AM <DIR> e
82262013 11:34 AM 281 barsuwf .save
10-81-2088 B@7:84 AH 726,168 BarsWF_SSE2_xbd.exe
2 Fileds> 796,441 hytes
2 Dird<s> 95.1868.737.584 bhytes free

D:~CUDABarsWF_SSE2_x64>BarzsWF_SSE2_xb4.exe

Printsz this help
Continue previous work from barsuf.zave

sWF updates it every 5 minutes or on exit

1bhBe?fd3886d7?0al15%aldbch86f11h4c Set hash to attack

Baf™ Set charset. B — digits. a — small chars
— capitals, ™ — special symbols

"abc23H" Add custom characters to charset.

"apBnBa*’ Add custom characters in hex to charset.
—min_len 3 Minimal password length. Default B. MAX
15ttt -1
D=~CUDA~BarsWF_SSE2_xh4>

[

Usage Syntax:

-c: for character set defining (A-for caps, a-for small, 0-digit, ~-for special characters)
-h: hash here

-min_len: minimum password length

So here we will using the same MD5 hash and type in BarsWF_SSE2 x64.exe —c AQa —h
a52a81807a28e5192893dd5106c9ce65 —min_len 8

-

&N C\Windows\system32\cmd.exe - BarsWF_SSE2 x64.exe -c 0aA -h 252281807228¢5/92893dd5106¢... = | B [
BarsWF MD5S bhruteforcer vA.8B http:rr3.14. by en md5
by Svarychevski Michail http:=-/3.14.bhy/r*u/md5

48 .38 MHazh-sec
48 .61 MHash-ssec

GPU=: B.880 MHash/sec ?26.99 MHash-sec

Key: iI8@8wRE Avg.Total: 23.25 MHash-sec
Hazh:a52a81887a28e5f22893dd5186c?cebhh
Progress: @.6868 x |EIC 27 days 58 hours 21 min 56 sec
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We can see in above figure the estimate time it will take 27 days it means it is faster than Cain n
Abel where it takes a year to crack this hash, BarsWF will take some days.

Linux CUDA Machine: Configuring CUDA machine in Linux system is not easy as
Windows. The driver installation process is different in ATI and Nvidia cards.

ATl Driverinstallation:

1. Remove the old AMD drivers

sudo sh /usr/share/ati/fglrx-uninstall.sh

sudo apt-get remove --purge fglrx fglrx_* fglrx-amdcccle® fglrx-dev* xorg-driver-fglrx
2. Download the AMD drivers

Download from AMD website

Or via terminal

cd ~/; mkdir catalyst12.4; cd catalyst12.4/

wget -O amd-driver-installer-12-4-x86.x86_64.run http://goo.g/VGYWP
3. Installing Drivers

chmod +x amd-driver-installer-12-4-x86.x86_64.run

sudo sh ./amd-driver-installer-12-4-x86.x86_64.run

Now continue the installation wizard.

%) AMD Catalyst(TM) Proprietary Driver 8.98 Setup

Options-

# Install Driver 8,98 on X.Org 6.9 or later Bd-bit
+ Genefhte Distribution Specific Driver Package

Ready to installl

Lancel Continue
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Nvidia DriverInstallation:

1. Edit the configuration files

gedit /etc/modprobe.d/blacklist.conf

Igl - ro0tinj3ctOrroot@bt: ~

add these line in blacklist.conf file

blacklist vga16fb
blacklist nouveau
blacklist rivafb
blacklist nvidiafb
blacklist rivatv

P blacklist. conf (fetc/modprobe. d) - gedit =)
File Edit Wiew Search Tools Documents Help

D E . B & % ¢ o 2 @ & &2

MNew Open Save | Print Cut Ceopy Paste | Find Replace

| 1 blacklist.conf 3§ |

# This file lists those modules which we don't want to be loaded by
# alias expansicn, usually so some other driver will be loaded for the
# device i1nstead.

# evbug i1s a debug tool that should be loaded explicitly
blacklist evbug
blacklist argl7oush
blacklist r8187
blacklist ath pci
' vgalsfh

nouvaau

rivafh
blacklist nvidiafh
blacklist rivath

= . ro0tnj3ctorroot@bt

3. Reboot the system.

4. Installing Drivers
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add-apt-repository ppa:ubuntu-x-swat/x-updates

rO0tinj3ct0rroot@bt; ~

# add-apt-repository ppa:ubuntu-x-swat/x-updates]

apt-get update && apt-get install nvidia-current nvidia-current-modaliases nvidia-settings

r00tinj3ctlrroot @bt ~

-4 apt-get update & apt-get install nvidia-current nvidia-current-nodaliases nvidia-settings]

5. Again reboot and you will Nvidia option in your utilities.

]

¥ Server Information

¥ Server Display Configuration
|= X Screen0

X Server Color Correction

¥ Server XVideo Settings
Cursar Shadow

OpenGL Settings
OpenGL/GLY Information

Antialiasing Settings

= GPU 0 - [GeForce 2400 GT)
 Thermal Settings
PowerMizer
CRT-1 - (Acer G195HQW)

nvidia-settings Configuration

NWVIDIA X Server Settings

Graphics Card Information

Graphics Processor:
CUDA Cores:
WVBIOS Version:
Mermory:

Memory Interface:

Bus Type:

, Bus ID:
: PCI Device ID:
* PCI Vendor ID:

IRG:

PCle Generation:
Maximum PCle Link Width:

Maximum PCle Link Speed:

X Screans:

Display Devices:

Tools DemonstrationonLinuxCUDA Machine:

nviDla

GeForce 9400 GT
16
62.94.4b.00.00
512 MB

128-bit

PCl Express x16 Genl
PCl:1:0:0

0x0641

Ox10de

16

Genl
x16
2.5 GTfs

Screen 0

Acer G195HQV (CRT-1)

In Linux operating system we are going to use Nvidia cards with has less cuda cores than ATI

Radeon card.

Cryptohaze Linux: Now let’s see the usage command for Cryptohaze. Type in this command

Rohit Shaw
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Cryptohaze-Multiforcer —help

- | rO0tinj3ctorroot@bt. ~/Desktop/Cryptohaze-Linux
= .JLlypchaZH Hultlfalcnr --help
, LM, ...}] [-c <file>]
-m1n—nnn] [--max=an=] [ d nnf] [ -m ana] [ b »H»] [-t <n>] [--maxthreads

--onlyfind=<n>] [--zerocopy] [--enableserver] [--serveronly] [--remoteip
--hexoutput] [--daemon] [--resumefile=<file>]

We have to use only three commands for cracking a hash, which is:
-c (For charset files)

-h (For defining hash type)

-f (For hash file location)

Charset: The term charset is short form of character set. It is a defined list of characters
recognized by the computer hardware and software. Like you create a text document and define
characters in lower case a-z and save it. Now you can create many charset file by defining own
characters 0-9, A-Z and more like shown in below Figure.

r
T

File Edit View Go Tools Settings Help

ﬂ';? Back 222 lcons : Dietails Columns !j Preaview 4 Split
Plac... #= = P9 » Home » Desktop » Cryptohazelinux > charsets
§ “" E’» jal | I f
¥ network
B oot ip_addresses charset-all- charset-all- setall charsetfile charsetfilea charsetlikely
dd h t-all hi t-al Ll Lfil h thikel
méai multi numeric phanumeric
! charsetall - EWrite el
Fle Edit View Tools Settings Help
O new Lo Open H Save M Save As 9 Close
7| PUE4%E " (), -, /OL23456789: ; <=> PRABCDEFCGHL JKLMNOPORSTUMWXY Z [\ ]~ _ abcdefghl 1k innopgrstuvwxyz{| )}~

Now let’s start cracking. Type in:

./Cryptohaze-Multiforcer —c /root/Desktop/Cryptohaze-Linux/charsets/charsetall -h MDS —
f /root/Desktop/hash.txt

a ri0tinj3ctdrroat@bt: ~/Desktop/Cryptohaze-Linux W
# ./Cryptohaze-Hultiforcer - /root/Desktop/Cryptohaze-Linux/charsets/charsetall -h ND5

&) |ﬁet,DnsPtnp hash. txt]

Then press enter and cracking process starts.
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‘' to pause Cryptohaze Multiforcer 1.31 'q" to quit |
| Mode: Standalone

|Hash type . "D Passwords Found

5
|Current PW len: 5 0: GPU: 36.64M/s
[Total hashes 1

|Cracked hashes: 0

[Total time . 00:01:07

|WUs: €/2 (0.0%)

| Td 0: CID 56401,

| Thread 0 mem loaded

| Creating 1 threads PAUSED

| Aloc 5121 bitmap Press any key
| Starting pw len 5

| Threads joined

| Td 0: out of WU.

| Td 0: CID 18547.

| Thread O mem loaded

| Creating 1 threads

| Alloc 51208 bitmap

| Starting pw len 4

| Threads joined

| Td 0: out of WU,

| Td 0: CID 39017.

| Thread 0 mem loaded TOTAL: 36.64/s

| 00t nj3ct0rroot@bt: ~/Desktop/Cryptohaze-Linux

See in top right corner side there shows my GPU cracking speed is only 36.64M/s it’s very slow
because my Nvidia card has only 16 cuda cores. After successfully cracking it shows the
password from your hash which is p@ssw

Starting pw len 1

Added GPU dewvice 0O

chr isMulti: 1

31D3A192CF85DF699DC4504D79B53C03 p@ssw
root@bt: '
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New Multiforcer: New Multiforcer is new revision version of Cryptohaze Multiforcer which
supports ATI cards. The usage command is same as Cryptohaze Multiforcer. We have to pass
these commands —openclplatform=0, --opencldevice=1 —bfi_init

.INewMultiforcer --openclplatform=0 --opencldevice=1 —bfi_init -h Hash type -c my
charsets dir -f my file dir

File Edit View Terminal Help

Starting pw len 6

TOTAL: 7.97B/s

Whichis better ATI or Nvidia?

Now which card is better it depends on many factors like price, tools and Cuda cores. If we are
matching the speed of password cracking then we see ATI cards are better than Nvidia because
the number of cuda cores is greater than Nvidia cards. Nvidia cards are expensive than ATI
cards. But nvidia provides a high performance cards like Tesla cards and Titan cards which are
very expensive but very fast performance. Maximum tools are Nvidia compatible on both
platforms Windows and Linux. We found that very few tools are support ATI cards. We found
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that if you don’t care of money then definitely go through with Nvidia cards but if you have
small budget then go for ATI cards.

Conclusions: Hence we conclude that if we used a high performance graphic card with high
cores which is greater than 512 cores and also use more than one card than the cracking speed of
our machine is much faster than this machine, here we see the efficiency of both ATI and Nvidia
cards. When we are using ATI card which has 3200 cuda cores it gives a speed of 1116.8
Million/second and when we were using only Nvidia card which has only 16 cuda cores it gives
only 36 Million/second. Now you can understand the difference and importance of Cuda cores.
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