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1. SCOPE

1.1 | created this malware report in an effort to track write effective snort sigs,
categorize, contain, understand root cause and infection vector of said malware
sample, user account/s, networked equipment and or computer/s.
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2. INVESTIGATION GOALS

2.1 Determine extent of infection, uncover actual business risk, data exposure,
network weakness, and figure out infection vector and propogation methods.

2.2 More importantly this report should uncover host based indicators that can be
uploaded and used to detect infection, and include network signatures used to
alert/prevent potential infection (Snort, DNS sinkhole... etc).
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3. MALWARE SAMPLE/S ANALYZED

3.1 TrojanDropper.Win32/Rovnix.| variant

Filename : ronvix.exe | €X€.€X

MD5 : 605daaa9662b82c0d5982ad3a742d2e7 ronvix.exe

SHA1 : a9fd55b88636f0a66748c205b0a3918aec6a1a20 ronvix.exe

SHA256 : 9eb49c945a102c8f7ec9cc6f44502e167913ddd2c4a5f42fbb7a4009e1c9cf75 ronvix.exe
SSDEEP : ssdeep,1.1--blocksize:hash:hash.flename

6144:FP5fPcb7bfEO2FJQONZzeVMzxXb60OTHhUF0qcJCqE21fD3tC5E9QsOwUQ:HebeFLHKVMzxXBTHKFOpcOzU/w3,"
/malware/ronvix.exe"

3.2 Location C:\Documents and Settings\anonymousvictim\Local
Settings\Temp\ronvix.exe

3.3 Moving forward, and for brevity | will be referring to “ronvix.exe” simply as the
malware sample. When you read “malware sample” or simply ‘sample’ in the
remainder of this report, safely assume | am referring to ronvix.exe which is the
malicious sample used as the basis of this malware report.

3.4 Malware Sample properties. Note the Usb HDD temperature monitoring
information recorded, and Original File Name below : “usbhdd.exe”

O B

i 1sb HDD temperature monikoring
EAnYir Software

Figure 1: Filename and description.

4.0 Windows executable resource attributes.
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ES Resource Hacker - C:\Documents and Settings\Administrator\Desktoplsamples\Ronvix\ronyix.exe

File Edit “iew Action Help

1 VERSICHINFO
FILEVERSION 6,2,0,0
PRODUCTVERSION 6,2,0,0
FILEOS Ox4

FILETYPE Ox1

{
BLOCK "StringFileInfo"
{

BELOCE "04090000"

3 {

p VALUE "Corments®™, "Usbkh HDD temperature monitoring®™

VALUE "CompanyNawe™, "AnVir Software®

VALUE "FileDescription®, "Ush HDD temperature monitoring'™

9 VALUE "FileVersion", "6, 2, 0, O"

VALUE "InternallMNsme'™, "usbhdd.exe ™

VALUE "LegalCopyright', "Copyright (o) 2009. AnVir Software™
VALUE "ProductMName'™, "AnVir Task Manager™

VALUE "ProductVWersion'"™, "6, 2, 0, 0"

i BLOCE "WarFilelInfo™
{

VALUE "Translation®™, 0x0409 0x0000

Figure 2: Resource information on executable.
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4. MALWARE VARIANT HISTORY, TIMELINE, AND SPECIAL

FEATURES

4.1 The fact that this sample introduces a private TCP/IP stack that works in both

kernel/user land makes it a sample we should keep tabs on.

4.2 Microsoft discovered a sample utilizing private TCP/IP stacks first in Dec 9 2012.
The backdoor implemented at the NDIS (Network Driver Interface Specification)
level. It does this in an effort to conceal its networking communications via

stealth.

kd> dt NDIS_OPEN_BLOCK 81lbdcdel
ndisuio!NDIS_OPEN_ELOCK

+0x000 MacHandle : 0x819957c8 Void
+0x004 BindingHandle . 0x81lbdcdel Void
+0x008 MiniportHandle : 0x81beSad0 _NDIS_MINIPORT_BLOCK
+0x00c ProtocolHandle : 0x81be6638 _NDIS_PROTOCOL_BLOCK

+0x010 ProtocolBindingContext : 0x8195e2008 Void
+0x014 MiniportNextOpen @ (null)

+0x018 ProtocolNextOpen : (null)

+0x01c Hxn1portAdapterContext : 0x81a249d8 Void
+0x020 Reservedl 0"

+0x021 Reserved2 0 Hooked!
+0x022 Reserved3 0
+0x023 Reservedd 0t

+0x028 ReservedS

RootDevichanc

+UxU3U UanSendHandler : Uxf7475280
+03034 TransferDataHandler : 0x£9872£fdS
ndComnp Handler : Uxf7475210
TransferDataConplete'an-
: 0xf7475340
+0x044 RecexveCompleteHand er F
+0x048 VanReceiveHandler : (null
+0x04c RequestCompleteHandler 5
+0x05S0 ReceivePacketHandler : 0x£7475430

void tcpip!ARPRcvComplete+0

int 40

Figure 3: Hooked functions in NDIS_OPEN_BLOCK.
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void tcpip!ARPTDConplete+0

void tcpip!ARPRequestConplete+l

+0x024 BindDeviceNane : nglbeSaeﬂ _UNICODE_STRINEG > VICEN{ODDF3149-1EC7-4DD5-A2FF-FC2FDSAAE3S0}"
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5. GENERAL FUNCTION AND FUNCTIONALITY OF THE MALWARE

5.1

TrojanDropper.Win32-Rovnix.|

Malware report

The main function of this malware is to download additional malware from the
youtubeflashserver.com website. However since the website has been taken
down, knowing exactly what is downloaded is uncertain at this time because both
ways of the conversation (client/server) could not be viewed within the packet
capture.
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6. BEHAVIORAL PATTERNS OF THE MALWARE AND LOCAL
SYSTEM INTERACTION

6.1 As soon as | executed the sample it immediately deleted itself, and it triggered a
system reboot upon successful malware installation.

6.2 Deleted files can be seen below. It looks like it deleted the system security log

file.
Description Marme
@ Deleted File CHWINDOW S svstem32 confighsystemprofileiLocal Settings! TempiPerflib_Perfdata_7ag.dat
(D Deleted File W INDOW S system32 CatRook2itmp. edb
{13 Deleted File CHMINDOW S securityilogsiscecomp. log
@ Deleted File C:\Documents and SettingstadministratoriLocal Settings! TemplPerflib_Perfdata_Sec.dat
Descripkion Marne
{D Deleted File CHAWINDOW S Syskem 32 confighsystemprofilelLocal Settings! TemptPerflib_Perfdata_7ad.dat
(D Deleted File CHWINDOWS! Syskem32 CatRoot 2\ tmp. edb

Figure 4: Deleted files.
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7. FILES AND REGISTRY KEYS CREATED, MODIFIED AND
ACCESSED

71 The dropped files/folders can be seen below.

Description Narme

0 New Folder (C:\Documents and Settings\All Lsers!Application Datal AdobelReader

0 New Folder C:\Documents and SettingslAll Users!dpplcation DatalAdobe|Readzn9.5

0 New Folder C:\Documents and SettingslAll Users!dpplcation Datal AdobelReadzrd, SIARM

o New Folder C:\Documents and Settings|Administrator|Application DatalAdobel Acrabatid, 0 JavaSeripts

0 New Filg CAWINDOWS|system32)spoolldriversiwa2xBeiPSsUL DL

0 New File CAWINDOWS|system32\configlsystemprofilelLocal Settings| TempiPerfib_Perfdata_fec.dat

o ew File C:AWINDOWS| SoftwareDistribution! DatastorelLogs\tmp.edb

o New Filg CAWINDOWS|securitylogs|scecomp.old

o New File CAWINDOWS|Prefetch| ATTRIB,EXE-39EAFBOZ, pf

0 New File C:\Documents and Settings!AdministratoriLocal Settings| TemplArmUL ini

o New File (C:\Documents and Settings\Administrator|Local Settings| TemplPerfib_Perfdata_dfc.dat

0 New Filg C:\Documents and Settings!AdministratoriLocal Settings| Templwireshark_pcapng_7CASARC4-4BAS-4417-8003-941BEACEQ4ER 2013073114431 a01140
0 New File (+\Dacuments and SettingsAdministratori Desktop|samples|Ronvixi 26432281, bat

o ew File C:\Documents and Settings|Administrator|Application DatalAdobel Acrabati, 0 JavaSeripts\alob.js

0 New Filg (:\Documents and Settings!AdministratoriApplication Datal AdobelAcrabatid. 0 JavaSeriptsiglob.settings.js
0 New Filg (C:\Documents and Settings|Administrator|Application DatalAdobelAcrabat\d, 0l TMDacs. sav

o ew File C:\Documents and Settings!Administrator|Application DatalAdobelAcrabat|d, 0l TMGrpPrm, sav

Figure 4: Dropped files, and folders.

7.2 The malware sample made 176 critical changes to the registry.

Mame Critical  Warning  Info  Ignored  Tested Snapshot
@HKLM'I, 176 84 258 2537 731013 24918 PM FI31/2013 2:45:35 PM

Figure 6: Critical registry changes.

7.3 The sample deleted the following registry keys from the registry.
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Description

@ Deleted Key
@ Deleted Key
@ Deleted key
@ Deleted key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted key
@ Deleted Key
@ Deleted key
@ Deleted key
@ Deleted Key
@ Deleted Key
@ Deleted Key
@ Deleted Key

TrojanDropper.Win32-Rovnix.!
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Mame

HKLMYSYSTEMYCurrentControlSet) Services\USBSTORENUM

HEKLMSYSTEMY CurrentControlSet\ EnumiUSBSTOR Diskaden_LexardProd_USE_Flash_Drive&Rev_1100\RLCTOOOY 1CRYHPNEOSACRD Control
HKLMySYSTEMCurrentCantrolSet|Enum| USE vid_05dcaPid_a788\RLCTOOOY 1CRYHPNSOSAC Contral

HELMSYSTEMCurrent ControlSetiEnum’ STORAGE \RemovableMedial &2 72fSbd7a0&R M Control

HELMISYSTEM Current ControlSetiEnumiRoot\LEGACY _MSISERVER,0000YControl

HELM1SYSTEM L Current ControlSet EnumtRoot\LEGACY _CRYPTSYC,00004Control

HELMYSYSTEMY CurrentControlSet ControliDeviceClasses! {aSdcbf 10-6530-11d2-901F-00c04fb9S 1 ed )\ # # 7 #10SB#Vid_0Sdc&Pid_a788#RLCTOO
HKLMYSYSTEMY CurrentControlSet ControliDeviceClasses! {aSdcbf 10-6530-11d2-901F-00c04fb95 1 ed # # 7 #10SB#Vid_0Sdc&Pid_a7S8#RLCTOO
HKLMYSYSTEMY CurrentControlSet ControliDeviceClasses! {S3f5630d-bebf- 1 1d0-94F2-00a0c91 efbSb}H # # 7 # STORAGE#RemovableMedia# 8227
HKLMYSYSTEMY CurrentControlSet ControliDeviceClasses! {S3f5630d-bebf- 1 1d0-94F2-00a0c9 1 efbSbH # #7 # STORAGE#RemovableMedia# 8227
HKLMYSYSTEMY CurrentControlSet ControliDeviceClasses! {S3f5630a-bebf- 1 1d0-94F2-00a0c9 1 efbSbH # #7 # STORAGE #RemovableMedia# 8227
HKLMYSYSTEMY CurrentControlSet ControliDeviceClasses! {53f5630a-bebf- 1 1d0-94F2-00a0c9 1 efbSbH # #7 # STORAGE#RemovableMedia# 8227
HELMISYSTEMCurrent ControlSeti ControliDeviceClasses! {53f56307-bebf-11d0-94f 2-00a0c9 1 efbab M # # 7 #USBSTOR #Diski&ven_Lexar&Prod_L
HELMSYSTEM Current ControlSeti ControliDeviceClasses) {53f56307-bobf-11d0-94f 2-00a0c9 1 efbab M # # 7 #USBSTOR #DiskiVen_Lexar&Prod_L
HELMISYSTEMControlSet001 Services\USBSTOREnum

HKLMYSYSTEMY ControlSet00 1 Enum\USESTOR\Diskiden_Lexar&Prod_USE_Flash_Drive&Rev_1100\RLCTOOCY 1CRYHPNEOSAC &M Control
HELM1SYSTEM ControlSet00 1 EnumiUSEY Yid_0Sdc&Pid_a7a8\RLCTOOOY LCRYHPNEOSAC Control

HKLMYSYSTEMY ControlSet001Enum| STORAGE \RemovableMedial gz 7 2fSbd7&0aR M Control

HELM1SYSTEM ControlSet001\EnumiRoot LEGACY _MSISERYERO0004Control

HELMISYSTEM  ControlSet001EnumiRoot LEGACY _CRYPTSWC0000VControl

Figure 7: Deleted registry keys.
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7.4 The malware sample created the following new registry keys, Subkeys, and

values.
Description Mame Mew Yalue
o Mew Yalue HKLMSYSTEM| ControlSet003EnumUSBSTOR | Diskéven_Lexard&Prod_LUSE_Flash_Drive&Rey_1 100\RLCTOOOY 1 CRYHPNEOSACRD\ConfigFlags 1]
O new value HKLM\SYSTEM| ControlSet003YEnumiLISBSTOR Diskiden_Lexar&Prod_USE_Flash_DrivedRev_1 100\RLCTOOOY 1 CRYHPNEOSACRD\ParentIdPrefix  82272fSbd7a0
€ tew value HKLM{SYSTEM| ControlSet 003 Enum|USBSTOR | Diskien_Lexar&Prod_LISE_Flash_Drive&Rey_1 100{RLCTOOOV CRYHPNSOSACED|Driver {4D36E967-E325-11CE-BFC1-08002BE1 031510001
o Mew Yalue HKLM\SYSTEM| ControlSet003EnumiUSBSTOR Diskéven_LexardProd_UUSE_Flash_Drive&Rey_1 100\RLCTOOOVICRYHPNSOSACRD|Class DiskDrive
€ ew value HKLMSYSTEM| ControlSet 003 EnumiUSBSTOR \Diskéven_Lexar&Prod_USE_Flash_Drive&Rev_1 100\RLCTOOOY 1 CRYHPNSOSACED\MFg (Standard disk drives)
€ ew value HKLMSYSTEM| ControlSet003EnumUSBSTOR Diskéven_Lexar&Prod_USE_Flash_DrivefRev_1100\RLCTOOOY 1 CRYHPNSOSACEDFriendlyName Lexar USE Flash Drive USE Device
o Mew Yalue HKLMSYSTEM| ControlSet 003 EnumiUSE  vid_0SdcaPid_a7a8\RLCTOOOY1CRYHPNBOSAC | DeviceDesc USE Mass Storage Device
o Mew Yalue HKLMSYSTEM| ControlSet003 EnumiUSElvid_0SdcaPid_a788\RLCTOOOY1CRYHPNBOSAC LocationInformation USE Flash Drive
€ liew value HKLM{SYSTEM| ControlSet003\Enum|USBYvid_0Sdc&Pid_a768\RLCTOOON 1 CRYHPNBOSACCapabilities 20
€ 1iew value HKLMySYSTEM| ControlSet 003\ EnumiUSBYYid_DSdciPid_a7a8\RLCTOOOY] CRYHPNEOSACIUINUmber 0
€ 1iew value HKLMISYSTEM|ContralSet 003\ Enum|USE vid_0SdcaPid_a788\RLCTOO0Y 1 CRYHPNEOSAC HardwareID USB\vid_D5dcaPid_s7asaRev_1100
o Mew Yalug HKLISYSTEM| ControlSet003YEnumiUSEvid_0Sdc&Pid_a7s8\RLCTOOOV1CRYHPNEOSAC\CompatibleIDs USB\Class_D8&SubClass_06&Prot_S0
o Mew Yalue HKLM{SYSTEM| ControlSet003\EnumLISE vid_DSdc&Pid_a788\RLCTOOOV1CRYHPNEOSAC)ClassGUID {36FCIEED-C465-11CF-8056-444553540000}
€ 1iew value HKLMISYSTEM|ContralSet 003\ EnumiUSE vid_0SdcPid_a788\RLCTOO0Y 1 CRYHPNEOSAC|Class USE
€ tiew value HKLMISYSTEM|ContralSet 003\ EnumiUSE vid_0SdcaPid_a788|RLCTOO0OY 1 CRYHPHBOSAC Driver {36FCOERN-C465-11CF-B056-444553540000}1,0007
o Mew Yalue HKLMSYSTEM| ControlSet0034EnumiUSEvid_0SdcePid_a7a8\RLCTOOOV1CRYHPMEOSACMAg Compatible USE storage device
€ tiew value HKLMISYSTEM| ContralSet 003 EnumUSE Yid_0SdciPid_a7aa|RLCTOO0Y 1 CRYHPNEOSAC Service USBSTOR
0 Mew Yalue HKLMSYSTEM| ControlSet0034EnumiUSBvid_0SdciPid_a7a8\RLCTOOOV1CRYHPNBOSACConfigFlags 1]
o Mew Yalue HKLMSYSTEM| ControlSet003EnumiUSBvid_0SdcPid_a788\RLCTOOOVICRYHPMBOSAC|\Device Parameters\ExtPropDescSemaphare 1
0 Mew Yalue HKLMSYSTEM| ControlSet003EnumiUSEvid_05dcPid_a788\RLCTOOOVICRYHPMBOSAC Device ParametersiSymbolichame 177\ USBAYid_0SdcéPid_a7a8#RLCTOOOYICRYHPNSOSACH. .
0 Mew Yalue HKLMSYSTEM| ControlSet003EnumiSTORAGE \RemovableMedial G827 2fSbd7808R M Capabilities 96
0 Mew Yalue HKLMSYSTEM| ControlSet003EnumiSTORAGE \RemovableMedia| G827 2FSbd7&08R M ConfigFlags 1]
o Mew Yalue HKLMSYSTEM| ControlSet003EnumiSTORAGE \RemovableMedia| 5827 2FSbd7&0&R MiHardwarelD STORAGE Wolume
o Mew Yalue HKLMSYSTEM| ControlSet003EnumiSTORAGE \RemovableMedia| 5827 2FSbd 7&08R M CompatibleIDs STORAGE Wolume
O new value HKLM{SYSTEM| Control5et 0034 Enum|STORAGE \RemovableMedial 3827 2fSbd7208R M ClassGUID {71A27CD0-812A-11D0-BECT-08002BE2092F}
o Mew Yalue HKLMSYSTEM| ControlSet003Enuml STORAGE \RemovableMedia| 5827 2fSbd7&08R M Class Yolume
O new value HKLM\SYSTEM| ControlSet 0034 Enum| STORAGE \RemovableMedial 3827 2fSbd7208R M\ Driver {71A27CDD-812A-11D0-BECT-08002BE2092FH 0001
o Mew Yalue HKLMSYSTEM| ControlSet0031EnumiSTORAGE \RemovableMedia| 5827 2fSbd7&:08R M\ MFg Microsoft

7.5

Figure 8: New registry keys/values.

The malware sample modified the following services on the victim machine.

The crypto service provides three management services: Catalog Database Service,
which confirms the signatures of Windows files; Protected Root Service, which adds and
removes Trusted Root Certification Authority certificates from this computer; and Key
Service, which helps enroll this computer for certificates. If this service is stopped, these
management services will not function properly. If this service is disabled, any services
that explicitly depend on it will fail to start like Windows update, task manager errors, and
other OS security features.

Description Marne
{E' Service State

Mew Yalue

Cryptographic Services  Stopped

2ld Yalue
Running 2

Severity

€:Contrals Accepted

Cryptographic Services

Stop, Shutdown 3

Figure 9: Stopped the Windows cryptographic service.
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TrojanDropper.Win32-Rovnix.!

NETWORK BEHAVIOR (INCLUDING HOSTS, DOMAINS AND IP’S
ACCESSED)

8.1 The user agent string used, and malicious beacon can be seen below.

Reguest Method:
Reguest URI: AZ60%320%277%321%20003200276%32102108320%,265%320%27 55320027 5,\321421333204271%2 0URL :%20</b>/Td. aspx<hr><br>%20%2 0%2 0%2 0</hody></htm1>
rReguest Version: HTTR/L.1

User-Agent: FwversionTestagentirin

Host: vyoutubeflashserver. comyrin

I =l L s 1& L |
User-agent: FwversionTestagentyrin
Host: youtubeflashserver. comyryn

User-Agent: FWVersionTestAgent

Host: youtubeflashserver.com

33995  voutubeflashserver.com text html 43 bytes  Sorry,%%20this%20page:20is%20currently%20unavailable,
34141 youtubeflashserver.com texkhkml 43 bytes  Sorry,%%20this%20page%:20is%20currently % 20unavailable,

GET /Sorry,%20this%20page%20is%20currently%20unavailable. HTTP/1.1

Figure 10: User-Agent and malicious host.
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8.2 The malicious IP’s can be seen below. Multiple IP’s were witnessed being
accessed in wireshark.

1. 200.86.82.126:80
2. 46.98.198.253:80
3. 23.72.95.75:80

4. 109.86.58.178:80

5. 24.101.46.15:80

% Header checksum: Oxldsc [correct]
Source: 192.168.1.90 (192.168.1.90)
Destination: 200.856.82.126 (200.86,.82.126)

495 67.5932920 192, 168.1. 50 200.86.82.126 HTTP 205 GET /\2603\3201277)321,200%,

Figure 11: Malicious IP.

8.3 The malicious server details can be found below.

Bulk IP address location

Find the city, country and time zone of one or more |IP addresses at a time.

IP ADDRESS CONTINENT FLAG COUNTRY REGION CITY TIME ZONE

200.86.82.126 South America H Chile Santiago EST+1

Figure 12: Malicious IP/Host.
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icrosoft Windows HP [Uersion 5.1.2608081

=l

State
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED

Proto Local Address

TCP B.A.A.0:135
ol TP B.0.0.0:445
=l TCP 127.0.0.1:1834
Y ICP 192.168.1.9@:139
il TCP 192.168.1.90:1040
GEN  UDP A.0.0.8:445
¥all UDP 127.0.0.1:190@
Y UDP 192.168.1.98:137
, UDP 192.168.1.9@:138
GEN  UDP 192.168.1.90:1908

=]

*****BBEEBE

Pk xxxnNOoOEET
00EERE S

NI TR

a8 :“Documents and Settings“Administrator>

Figure 13: Malicious IP/Host.

o | -0 x

icrosoft Windows XP [Uersion 5.1.26801]

ddress State
LISTENING

Local Address oreign A
a
a LISTENING
a
a

.A.8:135 .8.8.
.A.8.08:445 .8.8.
.A.8.1:1831 .a.8. LISTENING
-168.1.98:139 .a.8. LISTENING
.168.1.908:1837 188.162.203.234:443 CLOSE_WAIT
-168.1.98:1852 23.72.95.75:80 ESTABLISHED
.1.98:1863 46.98.198.253:88 ESTABLISHED
.@:445 H
-A.1:1862 H
.A.1:1980
.1.98:137

- .1.98:138
upp 192. .1.98:1988

%K K KK K

:S\Documents Settings“\Administrator>

Figure 14: Malicious IP/Host.
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9. TIME AND LOCAL SYSTEM DEPENDANT FEATURES

9.1 This malware sample requires a valid internet connection, and execution to
activate its payload.
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10. METHOD AND MEANS OF COMMUNICATION

10.1 It communications, and receives the payload/instructions from the malicious
servers via port TCP 80.
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11. ORIGINAL INFECTION VECTOR AND PROPOGATION
METHODOLOGY

11.1  The victim could have visited a normal looking site or may have been the victim
of a brower exploit running an unpatched browser version. Typical drive by
download is another scenario.
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12.

TrojanDropper.Win32-Rovnix.!

ANY INFORMATION CONCERNING DEVELOPMENT OF MALWARE
(COMPILER TYPE, PACKER USED, COUNTRY OF ORIGIN,
AUTHOR, NAMES/HANDLES, ETC.)

12.1 Reverse engineering using static analysis on the malware sample allows me to
understand its functionality. Loading the malware sample indicated it might be
packed/compressed for several reasons. The memory visualization bar within the
IDA GUI was not able to find any encoded/executable data. Usually normal un-
packed executables have several blue sections with readable data. Below is a
comparison of a packed executable vs a non packed executable application. Also
the Imports section is a good indication of a packer being used

S EH e = | ipH B ) o @@ ofohErd Fea X P @ O nodebugger
4 3
13 4
| 7] Functions window & X | [TZ] DA view-a (2] Hex view-4 [&] structures [£] Enums | B Imparts
Function name address COrdinal Mame Library
start =| O0B1B465 LoadLibrarys KERMEL32
% D0B1B46C GetProcAddress KERMEL32
FE] D0B1B470 virtualProtect KERMEL32
[E] 00B1B474 virtualalloc KERMEL32
%E] 00B1E475 VirtualFree KERMEL32
[E] D0B1B47C ExitProcess KERMEL32

Figure 15: Packed example.

12.2  The unpacking of the malware sample can be seen below. UPX was the popular
packer of choice for this sample.
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H2/18-2813 ©5:89 PM 295,936 upx.exe
B2-18-2813 @5:89 PM 42,758 upx.html
12 File<s> 475,588 hytes

?
2 Dirds)> 92,.964,.737.824 hytes free

:N\Documents and Settings“\Administrator\Desktop‘reversing upx38?uwiupx3BTuiupx.exe —d “c:\Docume
ts and Settings“Administrator:\Desktop samples“Ronvix“ronvix.exe"

File size

376832 <{- 3404806 98.35x win32/pe ronvix.exe
npacked 1 file.
“Documents and Settings“Administrators\Desktoprreversing upx382uviupx3@uidir
Uolume in drive C has no label.
Uolume Serial Number is 20DF-2169
Directory of C:\Documents and Settings“Administrator:\Desktop:sreversing upx382uwsupx3B@?w
A7/26,2013 B8:52 PM <DIR> .

A7-26-2813 @8:52 PM <DIR> -
B2/18,2013 B5:07 PM 1,752 BUGS

Figure 16: Unpacking the sample with UPX.

S EH & = @i ® & 3 | @A @ ot Et Tt & e X0 P @D O |Nodebugger

1 b

Ml <
|/ Functions window & X | [T5] DA View-a (3] Hex view-a [A] structures (] Enums ] Imparts £
Function name | Address Ordinal Mame Library
E sub_401000 [%Z| 0040B000 GetSystemDefaultUILanguage KERMEL3Z2
? sub_401070 E’El| 00408004 SetThreadContext KERMELSZ
? sub_401130 \E 0040B005 GetBinary Typed KERMELSZ
E WinMain(x,x,x,x) \E 0o40B00C OpenEventiy KERMELSZ
}? sub_403990 \E Oo40B010 GetConsoleCP KERMELSZ
_f? sub_403980 @ 00408014 IsBadstringPtra KERMEL3Z
? sub_403900 %E] 0040B013 GetSystemTimeAsFileTime KERMELSZ
? sub_4039E3 =| 0040B01C GetCommandLines KERMELSZ
7] __get_printf_count | 00408020 HeapSetInformation KERMELSZ
F| __security_check_caok @ 0040B024 GetStartupInfoiy KERMEL3Z
7] __timeb4 \E 00408025 EnterCriticalSection KERMEL3Z
}? _Fast_error_exit %=| 0040B02C LeaveCriticalSection KERMEL3Z
? __ kmainCRTSkartup Z| D040B030 DecodePointer KERMNEL3Z
F $Lhza \E 00408034 UnhandledExceptionFiler KERMEL3Z
?- sub_403CAS \ﬁ 0040B033 SetlnhandledExceptionFilter KERMEL3Z
] _lock file +|| &5 no40B03C IsDebuggerPresent KERNMEL32
4 > %E] 0040B040 EncodePointer KERMEL3Z

Figure 17: Unpacked example.
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Note the memory visualization bar within the unpacked ronvix.exe application.

12.3 Next is a high level overview of the malware sample which involves using the
start function and the “display graph of xref’s from current identifier” button. This
method allows us to generate a visualization graph. The graph allows us to zoom
in and inspect various portions of the program and see how much of it is actually
system API calls versus custom implemented code. We can also use the graph
overview to see all the function calls the application is making.

fE

_]Display araph of xrefs from current identifierL

5 aauHY 4+ [roem s [\

p
¥

=

<
29.70% (0,-19) 140 nodes, 1214 edge segments, 1738 crossings

Figure 18: Xref’s from WinMain within the malware sample.
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13. KEY QUESTIONS AND ANSWERS

¢ How did the malware infection occur?
[Uncertian at this time]

*  When did the malware infection occur?
[Uncertian at this time]

*  What vulnerabilities allowed the infection to occur?
[Uncertian at this time]

*  What is the risk of data loss?

[Uncertian at this time because the malicious host youtubeflashserver.com has been taken offline ]
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14. CONCLUSIONS AND RECOMMENDATIONS TO PREVENT
INFECTION/INCIDENT FROM RECURRING

N/A
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15. FOLLOWUP ACTIONS AND LESSONS LEARNED

N/A

TrojanDropper.Win32-Rovnix.! Confidential Page 25 of 27

Malware report



16. SNORT SIGNATURE TO DETETCT ROVNIX MALICIOUS TRAFFIC

16.1

16.2

16.3

16.4

16.5

16.6

TrojanDropper.Win32-Rovnix.|

Malware report

Below are examples of rough snort sigs that look for specific Rovnix traffic. If the
variant changes however these sigs will be useless. More time is needed to
analyze the sample and create a solid sig.

alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"Rovnix
malware beacon detected"; flow:to_server,established; content:"User-Agent:
FWVersionTestAgent"; content: "|2f b0|"; distance: 6; within: 5; content:"GET";
http_method; content:"Id.aspx?key="; classtype:trojan-activity; rev:1;)

alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"Rovnix
malware beacon detected"; flow:to_server,established; content:"User-Agent:
FWVersionTestAgent"; content:"GET"; content:"youtubeflashserver.com”;
nocase; classtype:trojan-activity; rev:1;)

alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"Rovnix
malware User-Agent FWVersionTestAgent detected"; flow:to_server,established;
content:"User-Agent: FWVersionTestAgent"; classtype:trojan-activity; rev:1;)

alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"Rovnix
malicious host file download from C&C detected"; flow:to_server,established;
content:"GET"; content:"youtubeflashserver.com"; nocase; classtype:trojan-
activity; rev:1;)

Optimized rule: alert tcp SHOME_NET any -> SEXTERNAL_NET
SHTTP_PORTS (msg:"Rovnix Trojan malicious beacon detected.";
flow:to_server,established; offset: 54; depth: 102; flags: PA; content:"GET";
http_method; content:"ld.aspx?key="; content:"User-Agent|3a|
FWVersionTestAgent"; nocase; content:"Host|3a| youtubeflashserver.com”;
nocase; classtype:trojan-activity; rev:1;
reference:url,http://blogs.technet.com/b/mmpc/archive/2013/07/25/the-evolution-
of-ronvix-private-tcp-ip-stacks.aspx)
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