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Open 32-bit executable ? El

Look in: |' spstem3Z j EF Ea-

a&:om_dmi ’1041 ’CatRoot ™ dilcache

™i0zs ™ i104z ™ CatRootz ™ drivers

™10z ™ 1054 oo B rorysTOl

™i051 ™05z ™ corfig ®en

™03 ™07 B dhep oot

a 1037 sappmgmt ’Directx aias

[ [

File name: |ping.e:-ce j

Filez of type: |E:-:ecutab|e file [*.exe] ﬂ Cancel |

Arguments:  |192.152.3265 =l ’;‘

| =

Command j
OllyICE ++1.10 [

Arguments b a Slol jise <o oyt oplys . 098 5L abgre oy U euiee |, OpeN = File oo 51 5 cnl sl
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&l oy iz b wsiiue 9, OPtiON = add t0 EXPIOrer gse 4,15 ool sl ouiS a8losl conly SIS a0 g, i 8,90 435

Add to Windows Exploren [‘S__<| Add to Windows Explorer E|
Current settings: Current settings:
- DllyDbg iz not in Explarer's menu - Another copy of OllyDbg is active:
“D: I O yICE\ORDBG.EXE" 1"
1  Add albDbg to menu in Windows Explaner | | add allyDbg to menu in Windows Explorer |
| 2 I Remove allyDbag from menu in Explorer |
3 [one | Done |

iSae L5 el SIS a1, L5 3,50 4ty 35
Sy Gy 3 (B S Lags s ool a5 -1

8 e ay oSy -2

o=l Lo diin o Cnly Coows JolS 50 a5 9 5 b conl oald olou | S Glendas plaS aes oo lis Lo 4y o S5 e oS
Dl B3 b 4 aS S5l oo Gyt 50 e 4 e opl L wl 00,5 ol (6,500 atus bawgs | Glelass

HKEY_CLASSES_ROOT\exefile\shell\Open with OllyDbg

HKEY_CLASSES_ROOT\exefile\shell\Open with OllyDbg\command

HKEY_CLASSES_ROOT\dlIfile\shell\Open with OllyDbg
HKEY_CLASSES_ROOT\dlIfile\shell\Open with OllyDbg\command

a_gﬁjljwwl)dﬁﬁ(aﬁ@JbéExejD”‘_;L:odilég_glﬁa\.;.;_}fo.i\)opdb&lédg)ﬁqﬁlgléwlmm)’\w_g

caym Slos s w ) sgx bl Lo s

E T
Open

Open with CllvDhbg k

Run as...

Scan with PEID
) 5can AHA exe
B add to archive. ..

o Sl LLaT AP ailgs b 81 ol Jlas 0,90 dug a0 (AttACh) |1 > o Jlasl Slos Sldee 4,8 5 cdl> uogas g

goas o |y SLoo el a4 Lyl 10,51 9 1ol Jl o sla aslp a0 Jlasl o5l Lo a5 a5 0l o DebugActiveProcess
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Sl (e (o3 Sl ajljwijQBQ@)fLio;Si@bbu&:q)@D QLS o oolainl wilgi e 3l ea b SLoo

Lol Jlo 58 Sl plod ot ol o 853 5L Select Process o o b ass ol |, File 2 Attach g 51 5 ()

Sy | AACH aeSs 5 bl 1) JLai 0550 dwgp oyoxi cpl 4o a0 oo ialed (6 paitee SleMbl b ol pad | w49,

“ OIlyICE - [CPU]
e WEIEN view Debug  Plugins  Options  Window  Help

Select process to attach

1 CiDocuments an)

2 CHWINDOWS|ex Iracess |Name [l]'indotfr Dath : : 5 i
Qloooo0les |USEGuard |USE Disk Secur|E:WProgram Files'\USE Dicsk

3 MHDaneshgahiFig 00000160 |Mixer Mixer Cohwindows \Mixer.exe B

4 CiiDocurments anfl | doa0019c | applicats C:3Program Files'\NNEEE

5 CHDocuments anf [ 00000104 |ashDisp |aswSched helpe(C: 3y PROGRA~1VALWILE~ 1\ Avast

& C:\Documents an Q0000100 |Capabiliy C:hProgram Files'Common F:
OoOooO0lES K -
00000220 | ct fmon CiceroUllndFra C:hZwindowstsystemn3zZ \ ct fmor 3
Onnan nl T + oD = + ST Tir

Cancel

] ]
W6L¢a4_.»5).;4.3.\,,;SJu_,.wg;‘.'égé.:.m..\,i).\mlpM}gq’lﬁoJL>)¢a,wjﬁ‘O”yM}\.\gAS%&lemlool%q

s, Attach o3l o lgs 55T jo Jole piac « Glimebl (l50) Conds Jole witas JolS o Ol oSl 1,5 oS’ Attach

(A2 03 ool slo ag

Olly Ice ol oy «

CeS 50 0595 g aslip ol (el oyt e LB la by, lawgs Jai s g0 B (6 1351 51 o

4 - [CPU - main thread, module ntdl(] =13
E File WYiew Debug Plugins Options ‘Window Help - O x
ares [ EGRR] w0] ] 5] 5] & DEmEwae e RS S
i SR nop ~|Registers (FPID
TC4l08C9|r§  BBFF mov edi, edi &Y 00251FR4
TCO109CB || . 5B rush ebp | Ecy anoonnof
TCOL0acC|l . GBEC mov ebp, esp EDY 00000020
\ FOOLOSCE| . 64:Al 1800000 movw eax, dword ptr fs: EBX TFFD4000 ¥
i TCa109D4|] . FFYS 08 push dword ptr [ebpt2] |pdwbytes ESPF 0O012FEZ0
TCal109DT | . 8B40 30 mav eax, dword ptr [ea EEP 0012FC94
TCALOSDA|] . 6A 00 rush 0 dwFlags = 0 EST 00951F4%
FCO109DC|| . FFT0 18 rush dward ptr [eaxtl8]|| hHeap EDI 00751EB4
TC9109DF || . E& FOFEFFFF | call EtlAllocateHeap FtlhllocateHe
L 1709109k 5D — = ~|EIF TCA01231 ntdll
TC9105D4=Rt1AllocateHeap T C 0 ES 0023 39hit
. P 0 C5 001B 32bit
00403000147 6F 6F 72|61 6E &BF BT|61 TZ 65 00|48 69 20 61 UIOREgEEN]  TCOSEDCD | RETURIT ~
S 0040301062 6C 20 3B 29 0A 0D 0A|0D 59 6F 75|20 64 6F 6E[|Z|001ZFBZ24| TFFDFOOO ¥
0040302027 T4 20 B3|6l 76 B5 20|61 20 44 E5 62 75 BT 6T D0LZFBEZ28| TFFD4OOO =
L OnAn=0=nl /8 72 201 21100 44 A8 §2 78 AT AT /BT 90 44 g6l M 001 9FR2CT A00OANAN [V
Command| j
| Start: 403000 End: 402FFF % alue: 726FEF 47
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(2 2algs 00ls Zudgs bjgal Job 10 K00 slo Caond) ol Lol Cand 5 (gl Sl 0oy pains (o0 gl j0 a5 jshiles

Shift + Tab slaadS 50,5 <S> lsl o Gl TAD adS L a8 casle L1 0 590,0 sols Sledlbl sl yls o] cuondjn oS

el o0 O G 2 ey Sl WS 0 S5 o (Sl (glo e CS > Cgzr NS ) esSae (305 Cax

¢ Disassembler —1

Gito ;0 4S5 Cal Caond 4 ols 095 Lidu cpl amo e Lioles | Sl 0590 4sl p o Disassemble sloas cud ol yo

Cndd 95l g ol lo

:Address 1-—1

D5 oo oo )l Hhaw 4 Cad o oyol 4 SIS o b aS saae Gioled |y BB o e jla (s3le ol et ool jo

Tl 0acc SBEC Mo
TCO910aCE Bd Al 130000 mow
Tl 0ahd FFTL 0B rush
Tl 049Dy SB40 30 Mo
Tl 0aDs, B 00 rush
Tl 0anc FFTO 18 rush
Tl 0aDE EZ FOFBFFFF |zall
Address

ebp, esp

eax, dword ptr f=:

dword ptr [ebpt+8] dwBsrtes

eax, dword ptr [e

0 dwFlaz=s = 0
dword ptr [eaxt+1Z2]|| hHear
EtlallocateHeap FEtlA&llocateHear

¢ Hex Dump 1-2

SUS asis oo S gl ;04T jshaien . 0gd oo 0ol ol HEX &0 ab &l jgiws ois Juowl (50 Sledbl cand ol 5o

Lo glol e —op loygws L g 89,8 gl s . oo [lws s Cadle (p] a5 0,10 3529 slo cdle 5o Sl jle )

Toatoacc|l . SBEC mov ebp, eso

TOO910AZD| Lo | OF34 4310020 je TOO31ATE

TCAl0AZS ] . OFBT30 MOVEX esi, word ptr [eax -dwbBytes

TCAl0AZE | > | BA48 06 mosw cl, byte ptr [eaxt

Toatnana|l . BA 00 vush dwFlazs = 0

TCA10ART| 3§ | BBFF mow edi, edi hHear

TCA104DF | - EEZ FOFBFFFF |gall Rtl&llocateHeap FEtl&llocateHeap
Hex Dump

:Disassembly 1—-3

Sl o i |y il 095 5L 0 ax g3l 1) Sl ygiws ol iy o Lo a5 05 oo 1,8 oas Disassemble sloas g oyl 5o

3 i glad lls aus jeiws a5 5, S dxgi Wb aldl gl ooy iules Assemble oyziy b o ! Assemble s
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ezl Jos ma 2 NOP = No Operating). 053 oo » NOP L suils (sliad il 0l (555 (sLad (slyls oz jgtmd

cadl B jans 5l ST L g pl slad sl syas Dl jgiws anS o Adiad s (A oS

foa1oacc|l.  8BEC

TCO104ZD| . .| OFB4 431002( je
TCO10433| . | OFBT30 MoOvEx
TCO10AZE| > | BA4B 06 mowv
TCo1o9pa|l . 6A 00 vush
TCO10ABT| § | 8BFF mov
TC4104DF || . EE FOFBFFFF |gall

ebr, eso
TCO31ATE

esi, word ptr [eax ‘dwBvtes

cl, byte ptr [eaxt
0 dwlFlaz=s = 0
edi, edl hHeap

R_tlﬁllucateHeap EtlallocateHear
L S Disassembly

[w  Fill with MOP's

Azzemble I

Cancel |

¢ Comment 1—4

aslsl 6‘)—."‘-‘—35@"‘:‘—"‘) bl.n)fo%b 6L¢: J;)QASMDQ)‘)B @Wy)bo)y HFewd 6‘)‘.’ M‘ywww‘)o

= YL e wiile @Blye pan ;o meas jLud )" " WS L 50,5 SIS Bls Sl 5500 Slaw (59, 2 Ol (o0 Dlredgs 9,5

CHrl + claads ool JLid b euilyzes Lo 0l APL ails Slss3 ol Lo o (51, 5,138 e Slrpdss (i3s3 <, 2o, sl

L . oS oo b o WIN3Z2.NIP b ab L6 SO yg,0 51 1) Sl g ol OHY aidl . o jols canvss b T 0,by0 (esgs F1

S8 aaly LS 50 b opl Yeers . 0sS ol Help = Select AP Help o 511, o7 5 <l yo ailSlas 1, LB ol wbs

RN
Too109cc |l . 8BEC mov ebb, E£sD
TCO10A200 .| OFB4 4310020 je TCA31ATE
TC910433 . | OFBT30 movzz  esi, word ptr [eax dwBvtes
TOA10ARE | > | BAdE 06 mov cl, byvte ptr [eaxt
T = - = dwFlags = 0
il Add comment at 7C910A23 x hHeap
bili H Etlall teH
|mainjum|:{ j eHeap ocateHear
k. | Cancel | T
Comment

s Information—2

= sleal) s a4 s gl 2l plSn o Dledbl pll vas o Gules ) Jad Jealljgiws 5550 40 oJl> Sledlbl Cad )
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:Registers —3

FPU | Gle jles a8 sl aes o Gialod 1) piw G )l LS Jad jolbe o 0l 0o

Slosliiwl b olgs oo Ly g olo poii |y cdlg 00,5 SIS a3 0l olsie g (69, 2 0l o SDNOW,MMX, Debug

cdl yo Vo o B amino g0 5l ol el e o e aS o o (B3 pgal 40 0,5 1) ISl op dxmio (g4

asb le old b jlade fols s ol o)l Debug «J- Oled 6l gl a3 S5 50,8 0I5 j0 g gt Debug Oles

Ao (Goin I L g 0gd oolo QL;LJ@MOdifyamlSo;&,,lf&lo Ol Gy paSulbeos | ENter aw g Ol 1 o1 jlaie

o5 oolaiul
z Modify ESP
0006FFBO > pm—
TCI0EB94 ntdl Hedecmal [ENNANE)
EBX| TEFDE000 Signed |458692
ESP} 0006FFC4 : 458692
EBP| 0006FFFO s
ESI|FFFFFFEE
EDIf7C910! Increment I—IUK Cancel I
Decrement
EIP| 004106 -7 >
C 0] ES O Settoi
P 1] CS O Modify Enter
A O 55 Ov  Copy selection to clipboard  Ctel+C
Z 1) DS O Copy all registers to clipboard
3.0 s D View FPL t
TO QS |Q iew reqgisters
DO View MMX registers
00 Lastll View3DNow! registers D00006)
EFL 00000 appearance
DRO 00000000
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(Register ) b wbs 3-1
ol MO g abisls sla ool ary oliws) Lo ools 5l oslial 5 (g3l 0,53 slpy oS wiiems CPU 5l o 56 b LS

e oonliia 1, 80386+ osjl g ,o Lol slo ld 3 JK5 0 a5 . 058 oo ool (o 5 Slygiws glyzl J5m8 « Sloslre

% EAX‘ % i ESI
N o | &1 ]
EBX _BX EDI

EBP
. o Esp
P

DH | :m‘,.
> FLAGS
|| FLAGS
.+ Registers 80386:.

P (oo pemdS JoS Loy S o LS

fonges s oS (1
o) A i IS Gl S g 4 atien wgee slo w3 EDX, DX, ECX, CX, EBX, BX, EAX, AX
olea U 2 16 sl Gl aias 3,8 4 s pes 1,5 oolial 590 | )] (6L 5l oo mudlys (o0 a5 ¢ b LS
Olginr Ngdae aumds (HIGN) (3550 5 9 (LOW) 53,1 o5 (ol S cwndgs 4 (DX, CX, BX, AX) (D0Scdl>) col2
6,05 o a5eSnl o 16 sl ol (S jghay - ailae (35, o3) AL 5 (o5, ) AH i g0 Jols AX ls L
Comnd S H By, g el ... L g Accumulator , Base , Count «ls aasoswe jlis X jsie a5 XH XL sgie
5 (005 =) AH s g0 ol AX wls Jlie olgins - ol oo (LOW) (5] o5 cond Sibles L & > g (High) 35,1 5

P e Jle S S o sl S sl ailes (U3 65) AL
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a5 w32 s o le ls . 0,50 JEAH s AB 3 AL o CD ¢ oo (2l ABCD @90 40 5, AX 31
a) aib o AL B3, 2. CD s AH G,20 AB a5 (aib o« EXtended slas « Ecs,>) EAX = XXXXABCD : .l
sy 5o ool Jlie S Yl . (asS Bs YU g
as) ol o AL 6,20 CD 3 AH G e AB a5 c EAX = XXXXABCD : cuul aigSi) o0 32 ases jo o ls >
(5 8oV pgas
EAX/AX g ols o
5399 Jlos! ;o Sl ool 51 o1 pedle L dgis Cgume Lol Slae floie 4 Slawle sla Joadl jgiws ;o SlS
-39 (o0 0oLl o il 5 (g5
EBX/BX ol o
2gd oo oolital bs a3 wyoT sl Lasls Glsie 4 s Slowle Slles o LS ol 5
ECX/ICX wls o
oslitl Slowlone Jloel 5 b i 0 adlse s )0 5 Sgiine coliul o adl> j0 5 5 )led sl Voane SLS ol 5
D9 (50
EDX/DX wls o
S sl laae sloolaivl ag zlaslas 29,5 ¢ (699,9 Jlosl (B j0 a5 s Bgpxe ool LS 4y a5 LS ()

09 (o oolatul Bius
: (Segment) ceosw sleils (2

09 (oo 03liul il >lgi o oyo] jlae 4 Vgans il ol ]

CSuls o
oasin (IPIEIP) Josdl gis 5 o)Ll jo cudl lade ogdle o wyol cpl . 8,0 393 ;0 1) 08 CieSins £9,5 w0l
o5 oo 25Ty alible 5l Lol Cg 45 el Losll g yol saiS

DSols o
Lo ay el s o ol ygiass S o ] S oDl ay ool ol iy el o0l CuiaSs £5,5 ool (sl

el ooy CoeXn 1 patein
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SSuls e

Sl 095 yo 1, StaCK lea b aniy g9,8 (wyol Ol pl
ESols

09 oo ooliiwl alabl> as w0l (6, Kws lp Ol cpl 5l gl ats, slo Sldes 5l S 0
GS,FSols

O ‘;L&‘ Sl f s 6& ﬁ)la‘.’

ol sb ols (3

SI/ESI by o
ol Y glaly Oldes pan jo aS saie aSll las el lgia

DI/EDlIwl e

: 5 o lil sy Ol (4
: SP / ESP (Stack Pointer) wls e
= 3L 9 o5 o] Jlaie PUSH | POP Jee L a5 aiSs oLl ol oas aiiin o)l 457 (s paie 0,31 4 ddivon LS ()
.09
:BP / EBP (Base Pointer) ols o

: (Flag Register ) & wls (5

r:l_' ‘5‘)|\) La [ u_“ )‘ lﬂ‘..\j R, ..\_wL..».a wuﬁ.i d.ol.v).t oolazwl Sy9w U] o oo)'bo 1add aS el LSM—‘ oé)al.m g.)Lu A_iv

-9 ZF, SF, OF, CF, PF, AF s assle . ol ML)J )| L5"’L> u...poj )i'l.ua) g9 009 6.0[}
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s Stack —4

)5.'2....40 09.“ <° ‘:L)b 9 o).oo uLc)Uo‘ POp f PUSh J.A.c 50 4.1......:3.' 45 w‘ Ram )‘ 6‘ 45.7 4......4 Lv StaCk u.af Q‘?" <

uJ))T uJ‘).'L..u é.))f <° ML@‘ 4.....»4 Jﬂ‘ L le ob‘é w . J.»S <° k5>l.u)l.| ‘) uLc)Ua‘ POp )B.L.ub 9 o).._’>o ‘) ;)LC)’[L" PUSh

o?—»ﬂww‘tﬁdsm u...lj‘cp.bdj)}.)l&um U""""“'\f ssle o?’“LSAC)l?“SW‘ 6‘ osls U"JB‘ 0 0)‘5 osly

4S5 00,5 0> g (Call)u@}sl)é 50 S b sla ol Voers atis o Dgd o Bl aS Cunl ol >

Address

Hide dump

Show UMICODE durmp
Lock stack

Copy to clipboard Chrl+C
Modify

Edit Ckv+E
Push DWORD

Pop DAWWORD

search for address

Search for binary skring  Chrl+B

(a0 b0 expression Ckrl+3
Follow in Dump
Follows in Stack Enter

Appearance

LSy g @ Wl o ol e

Lgl)loq_héuaﬂ))owlQ.iusw.mga@bjsl)4;_1}3’&.;.?Ja.&ééqcfsojdﬁa@l)ou@}f}i)gbulfuzjy]og

Bl i b g S anSa

5 oo ooliusl SACK Jaio (ol s (ol Modify

D oo oolaiulayas slalade o ,S 4dls] :Push Dword

D¢ a ool atiy 3l jolie 05z, PoOp Dword

Unicode, ASCII and Hex) asas |, 45 3 &g il g <> L« Edit

Sy oo ol Ao (ud g Sl (S ek g - S e ol ) Lo amas LOCK Stack a5

| © XMen TeaM - AHA (godvb) |

13



Private Learning - January 27,2010

| LEARN OLLYICE DEBUGGER |

Dump =5

byte , hex , text ) s Jutul glo cos s olul 1, aladls Uy 5 Ll Cilises slo Coand ol (glo 03l auilss (oo Lo Caond (3l o

A 30,8 e ot jll cas gl b osld S )3 ailel oo (Cewly SIS asris (saie l ooliiwl b L 0uiS oSS @nd etc

Backup >

Copy >

Binary >

Label

Breakpoint >

Search for >

Follow DWORD in Dump

Find references Ctrl+R

Yiew executable file

Copy to executable file

Go to >
v Hex >

Text >

Short >

Long >

Float >

Disassemble

Special >

Dump selection!

O3S x‘:&.:-'_.é»» >

Appearance >

Olly Ice 40 121 N9y J oS «

t Ao g0 4 A g0 (51 21 «

2 o) Sl g @S 1yl ot ay Las 1) 545 oas DISASSEMBIE sl p wuily (oo Lo a5 el (ol aalipy ol SUISGLS1 o0 SO

lasbpylocas glojan i), socws olyaly Ju8 )5 12l e cpl o m.;So..mL.i;A....a‘StaCk‘La;:u

3 o wles oo Lo 45 (oS (oo ool asliy o] Logates slo 0S5l g i ik 1) 1 slo S padlyine g pol diiys

o=l 5o Lzl o cdlo b 8 58 0sS eolisl ] (8 JS2) Wg5 40 99290 sld asSs 1L 3 DEDUQY gi0 51L iboe slaads

- [CPU - main thread, module ntdll]

s oo L g,

@ File View Debug Plugj

IF'aused ‘_]JJ _IJ JJ _IJ

6B6| > 8975 ot B
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L mestS 0,95 5 (Call) Slg313 5w lo 19098 (oo 1al a5 o S asSs ol cpols jLas )L e L2 Step Into v
odd Slg1,8 mls an (=1 ass, aslsl) 5 o)Ll sy ol Ol GlaaS 5 magdo ool Sle1,8 ag, o)1y leie oulS ol
col B g s T UK 5 03l FT plasd ool sile S 508 e i

S 3,95 (Ca||)‘53|9_$|)égi_1=\.3u)f|5o5.$6al).;>| Aol 3l las S eSS Qol¢)u.s)p,mp:8tep Over v
ouply 3 ooaline 1) Sles,8 opl il Jadd g amose plosl gole jgtws G sl |y o] g oS oo Joe StEp INtO Se
- Sl *E|JU93)°JJ5-’&9F8;+AL:A~\AY-°§

Golw ae i aslip lawgs Joe ol a5 cand (L3 0l 90 o 40 o 00,88 aiibe 3g, ol tANIMate Into and over v

sslaul Ctrl + F8 ;5L o5 5l Animate Over i, o Ctrl + F7 il slaads ;1 Animate Into ¢!, ogie

oS ealawl ESC QS 5l 00,5 adad g 0gis plowl Jes () dplgsn a5 S a0 )0 pnS

S pla S AS o o g3 Sos oy o Al e a4 dl> o sl ogm i Lo g 0gd o >l sole sk 4l tRUN

il o ] T S e FO ¥ onl e S .5 w5 o XOr I, EAX L, 5 w5 o Push

ol USes s F12 o1 1ils oS a5 Pause a5 5l esliul L 5 (Break POINDBP 5l ssliul g, ol iy of, ks v

el 22

el o, b aslip a3 cnl o5 b sl axsls 1,3 (Pause) wsy cJl> o 4l 34 :Execute till return v/
il oS 09l o iBge Aol p LS 3550 jgad A duw, Dygo 10 33,5 e >l sole 5k 4 (RETUMN) REtN j5i0
sl o M T Uss s Ctrl + F9

5 DII Jol S5 950 50 i (o0« i (e ibgin |y le auli Lo 457 adlge oams 50 :EXecute till user code v/
b L plos oS oslinwl a5l 5l ((hol aug ) Glods SlaaS 4y (o) U ol (o0 Lo ¢ it So0ing (ooitmsns

s (Hit Trace) w121 sl ygiwd J g «

DS aales LS Slulis (o ol SaS Lo ay vl Soe 5L sl ool [zl als o 51 b o plas aSty] iy adlae pan o

Caly SIS 51 e ol sl - oo pll 1) Sl s S5 (g, 2 haBd b g Ol jsins Sl omez 595 2 el (0 LI ol sl

- eSee obsl 1, Hit Trace as 3.
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U.A_M:JL:B ‘;.\ujdjsobl.?o‘obju\m )b‘;w&)‘dﬁym& (OIIy)ML)JASW‘u)}.au.»JJM;uJ‘ lS)).L:
03900 ;0 cader bl cplaidl. aiS o 5,105 cadle 30,8 S5, L1, jgnws o] bl HEX DUMP cuwd 1o 9 00,5 SL 1, )]

Cogd oo ol o ol > el Data

push edi |

mov eax, « bBackup >

mov esi, < Copy >

test esi, ¢ Binary 2

mov edl, ¢ Assemble Space

jnz TC910]  Label 5

test edi, ¢ Comment i

Jnz TC9101 Breakponnt

e by te T P
Jnz TC910: Run trace > Add aII recogmzed procedures
mow eax., < ”

mov ebp HHEL

push esj Dackup

push edi Copy

mov eay; ~Dnary

mov es]  Assemble Space

test esi Label '

mov edi Comment ;

jnz TCS  Breakpoint »

test  edi Y G EC

JNZ TCS Runtrace > Add all recognized procedures
PREY )

D9 oo Jlael snd Gl sagames (59, p ey e < Add Selection as 5 Gl b

TC91700E FFBS B4FDFRpush  dword pir [ebp=24C]
TC917014 68 00000008 push 8000000
TC917019 64 10 push 10
TC91T01B 53 push ebx
3170 53 push ebx
7C91701D 64 OF push OF
TCa1T '!lF 8D85 BOFDFE lea eax, dword ptr [ebp-250]
) 025 50 push £ax
ES 686TFFFE call ZwCreateSection
8BF0 mov esi, eax
FFBS B4FDFRpush  dword pir [ebp=24C]

D9d oo bl HIETTACE Jac oot olulis sla wlys sogame ol 59, » ¢ Add all recognized procedures

aS sl o Add Procedure sas aslol aus . sgioe gie b33 slyls Hit Trace « puas ploxl ab G sl 1) Joe ol )31

VLY <* aslsl ‘5314..)) J.a..c QSLQ’ 003..\:;:.0 LY |) (’:’l" u] o.)g..\za JS
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¢ 90 nop
rd 55 push ek
. 8BEC |mov el Backmp >
56 push e Copy
57 push g  Binary ¥
53 push e  Assemble Space
S8BF4 |mov g Label :
FF75 ]push d  Comment ;
FF75 |push d  Breakpoint »
FF75 (push  diE S - -siecton |
FFSS (call  d Runtrace 3 cddpocedee |
8BE6 | mov £ o Add all recognized procedures |
R i =  New origin here Ctrl+Gray * |

$(Run Trace ) 4ol g 5121 Jo1 0 bS5«

0528 sy 50 (5oL i SeS 0S ool asly aladl> g b LS o 1) Slioss ax Tl 5l o jeies SO Al udls
Sl (oey onl o Jg ool HIL TTACE uiile oo 3, cpl 0,5 Joe . ansS RUN TTACE 1) g, cpl . 05 oo ol G 0,Shoe
ol U35 eaaliie (gl 0,5 sumline | losT lgies lom a5 0iSiis 0,053 1 e g 5 ¢ LolS Camdg ¢ dad wyol jgxws o 15
ol lp wled Joe v byi )] Golul p a8 e csldS po b Joe cnl @l olyis dwled oolitwl JWg o 4S5 3l Jos
tog0d Joe Ol (o0 B9, 3 4 S

Debug => Set Condition s .1

Ctrl+t 2

s S JSs asile Disassembler cos jo col, S5 3

LE 1L L aLe = | |

) sdd selecton

CI T Add entries of all procedures

it MNew origin here Ctrl+Gray *

m Goto »  Skip selection when tracing

G FolowinDump 4 sercondion k|
n A i |

sogd 5L s JSis sl Condition to pause run trace o o b
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Condition to pause run trace @

Pause run trace when any checked condition is met;

V' EIPisinrange |9022B3 .. 1912283

[~ EIPis outside the range 00000000 .. 100000000

IV Condition is TRUE |ea=0 _v_]
v Command is suspicious or possibly invalid

<l

Command count is 300 (actual ,i 0. ] FReset

I” Command is one of 'XOR R32,A32

In command, B8, R32, R4, RB and CONST match any reqister or constant

| 0K I Cancel

Aok odd et o5l 4o Jad Jeadl jgiws a5 S g0 40 wides :EIP IS IN range

AilS oads asie o5l 48 b Jedll Hgiwsd a5 Canl g0 4o by ¢ L3 Se - EIP is outside the range

Al Gy ol ativg b yd a5 g0 ,o iy ¢ Condition is TRUE

g 1yl el p Sl ygims )5l ead ure slaws 4 g 4o by :COMMand count is

Aol andlo Gadal oo asine 5951 b gam j9iwd a5 S,ee 4o widy :COmmand is one of

oo Lol &l ygiws oo, 3 50,5 Jis ¢l (Trace Into) Ctrl + F11 sla oS 5l eoliiwl b ylgs (oo by a5 dms

caib e bygrws ol g o316l ! (Trace Over) Ctrl + F12 4 5 Call jgiws Loy
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: ( BP[Break Point] ) «i8¢5 i £191 «

D3l pme] conl e sla g9 syls (6 )38l oy caBer bl 6,138l oy sago g (6 )38l e Sk il 4368 g0 OllY o cadgs blis
5 Sy oolaiul g ABgi bl g9 10 0,15 idls L malo oo plaS 10 el 4y el o Lo as . 5 b ¢ Jgere 2By bl
3S oolail (6,158 e aBgr blas | Jgere ciBer bl gl Lo 51 Mo . Koy g oS S5 (L3 Lo 4y wilgie o] sl
3 oles oo (PH P SlpaSooasn o ) BP Elgil b3 pgai o jshailen Moy by 1o xS 5l o a5 i polas o b g

Toggle BP Jle oy i julos 0lS lls Gy Llis oyl 51 oolows anl o5 oolitl abgypo gl o ;5 oy SIS

Cwsd o JWd F2 05 b aiies Jgasne cidsr Llis )] on a5

Hit trace »  Conditional Shift+F2
Run trace »  Conditional log Shift+F4
Go to > Memory, on access

Thread »  Memory, on write

Follow in Dump >

Hardware, on execution
Search for > |

¢ (Toggle Break Point ) (J gone 8393 B «

I S eage an |y S8 bLis g9 (ml @ ey pamme 4 delip o1 sl im0 s £9i 5 00l g (0 5005
50 8,5 udgae g caBy bl (ol dgdiue slul b jgxws ;o (INT3) Sloo aidy j9iws 7,0 b ey bl opl . saise
U 5o SUs Jolie alKin o 1, osd ooyl ciig blis ,Slus ol - ailips Cydgioms gl (6)l58] Cous cig blis a5 550
5t UDD wigasly Ul oyl - 03l o0 a8z 0 Slus medlss o lo a8 LB L 5 asliyy o (sl bl ool 05 oo 0,5
uBackup lean) ol psi ool 508 iy u*’)*ﬂ o) QIWASQL@UDD Ay ;0 gdelip g LS 0 5,8 o
03 53] oy plod! ol gy &S 3 sl )5 lea b 0uiS SLoo il 1) aali o oylbge By L b (gt asla Lol jo oo
i sl me bl HEX DUMP Cond ;5 SUS Lo b 5 F2 S 00,88 U o255 S5 a5 slislon Llis ol olow! gl - 05
oy 2y 09,0 |y gl aslip « BP (g5, 1 J,08 5 (gais aiass (6l 0l ploil plgia 1) 1B slo)lS 0 )bgo oo ()] (0,57 Jlad
Sl U g S osbid gt oo Bl L G AL+ B ilie 0lS 51 lyine oy onl 0 035, (sl amane )3 Breakpoints

- oS ooliiwl VIEW g4is 5
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I Breakpo -g

Address |NModule |Active Disassembly
Projectl | Always 1 push Q040104 I
0040118E |Projectl|Disabled 2add e Le
00401191 |Projectl |Log “eax” 3add DI S
0040119B |Projectl|When eax==141lea Edit condition
004011AB Projectl Always add Follow in Disassembler Enter
Disable all
Enable all
Breakpoint Manager >
Copy to clipboard > '
(eiviviv) (w1 1907 e 2 s e 9. Appearance »
NNYFE add herte ntr rpr v

Dol 4l gy Cal SKew > 4 Cond (] y0 45 5 s ACHIVE cand S o o YL 0 45 jehailen

Aibe Jud > 0 LBP -1

D8 o s o |y wlhais ol Slos s ¢ silow Jbé e cll> oBP -2

Cablae G55 ol pen b yd by bl sl > ol -3

CaBl (oo (G55 o) (sbyd By bl sl e 2l -4

Log 0005 Jbsd o 5 Bim gl b a8 ool a5 wilie 095 (ogatie Coul) SIS (S5t 1o &5 s (o0 02 Vb g o

MLGQ ..... 5OMM‘5LDL)@OJ;&}C

: (Conditional BP) b s i85 bl «

oo 0036 [, BP & jg0 opl pue 50 aiSin Joe BP Ly (61,35 &g 10 a5« il oo )5 0 cypns by lusl pp bolis o]
by abais g5 ol 5l ooliiwl (gly. 09 o ooliil 0, (Gla g 40 Yaare g 00,5] b |y Sldes Ce s 55 (0l L 0
5 Shle oTL Glgie a5 ail o 095 Lols 5 LI OllY jo o b s oms . 28,5 S8 Shift + F2 slaods 5l o)l o
ples slp Jgur (nl - aidlos edsi bolyen &5 puin (oo 1) b by glgil oo (S5 Jouzr 0. Codgi oo (sl oazmy slo L0

S (o0 B2 g (o S Sl by oy LD

Sample Description

10 constant 0x10 (unsigned). All integer constants are assumed

hexadecimal unless followed by a decimal point

10. decimal constant 10 (signed);
‘Al character constant 0x41;
EAX contents of register EAX, interpreted as unsigned number;
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EAX.

contents of register EAX, interpreted as signed number;

[123456]

contents of unsigned doubleword at address 123456. By default,

OllyDbg assumes doubleword operands;

DWORD PTR [123456]

same as above. Keyword PTR is optional,

[SIGNED BYTE 123456]

contents of signed byte at address 123456. OllyDbg allows both
MASM- and IDEAL-like memory expressions;

STRING [123456]

ASCIl zero-terminated string that begins at address 123456.

Square brackets are necessary because you display the contents

123456]=="Brown fox"

of memory;

[[123456]] doubleword at address that is stored in doubleword at address
123456;

2+3%4 evaluates to 14. OllyDbg assigns standard C priorities to
arithmetical operations;

(2+3)*4 evaluates to 20. Use parentheses to change the order of
operations;

EAX.<0. 0if EAX is in range 0..0x7FFFFFFF and 1 otherwise. Notice that
constant 0 is also signed. When comparing signed with unsigned,
OllyDbg always converts signed operand to unsigned.

EAX<0 always 0 (false), because unsigned numbers are always positive.

MSG==111 true if message is WM_COMMAND. 0x0111 is the code for
WM_COMMAND. Use of MSG makes sense only within conditional
or conditional logging breakpoint set on call to or entry of known
function that processes messages.

[STRING true if memory starting from address 0x00123456 contains ASCII

string "Brown fox", "BROWN FOX JUMPS", "brown fox???" or
similar. The comparison is case-insensitive and limited in length to

the length of text constant.

EAX=="Brown fox"

same as above, EAX is treated as a pointer.

UNICODE [EAX]=="Brown

fox

OllyDbg treats EAX as a pointer to UNICODE string, converts it to

ASCII and compares with text constant.

[ESP+8]==WM_PAINT

in expressions, you can use hundreds of symbolic constants from
Windows API.

([BYTE ESI+DWORD
DS:[450000+15*(EAX-1)]]
& OF0)!=0

absolutly valid expression.

| © XMen TeaM - AHA (godvb) | 21
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Lis ({}) 5]y pate 10 .05 o 5o o (cmng ooyl sl g ol p3Y o b i o gl a5 090 60l 5 YU Jga
)o)i,_'é&w.aﬁ.la.;w.wGaI)),ol;.cuaMqu?p@Jié)a.wwuﬂ%g)sjapoo\o)l)ééélj.\.slw)bdi

S oo kS Jgoz o e 1) e Byl 5 w8 13 gy b b ansy (68 Oy (gl g o Sl g0 SIS

Operations Type

expression memterm | memterm <binary operation> memterm

memterm term | { sigmod sizemod prefix [ } expression]

term (expression) | unaryoperation memterm | signedregister | register | fpuregister |

segmentregister | integerconst | floatingconst | stringconst | parameter |

pseudovariable

unaryoperation |- |+ [~[!

signedregister register.

register AL |BL|CL...| AX|BX|CX...| EAX| EBX | ECX...

fpuregister ST | STO| ST1...

segmentregister | CS|DS|ES|SS|FS|GS

integerconst <decimal constant>. | <hexadecimal constant> | <character constant> |

<symbolic API constant>

floatingconst <floating constant>

stringconst "<string constant>"

sigmod SIGNED | UNSIGNED

sizemod BYTE | CHAR | WORD | SHORT | DWORD | LONG | QWORD | FLOAT |
DOUBLE | FLOAT10 | STRING | UNICODE

prefix term:

parameter %A | %B /[Allowed in inspectors only

pseudovariable MSG // Code of window message

¢ (Conditional Log BP) i 13 b (b s 893 B «

Ly 4 olgsds cn 3 L g cilizie sld g0 a0 6005 3155 Sldee 95 0l 5o (Jg ol (3155 g0 blas aslen bl ()
2L g dgd opsd bl o ailyie by 5155 opl 2g,5 - wdlaws SHIft + F4 Jae ol 1ol 0ldS . 0l oo cpuuns JB )8
agy ol o vz ge (Call Slss1 )3 oLy g o ooy ayg, sl BP g5l ailys oo Loty Jlio sl o 5o iled a3 LOG 0,y

oS i 6,508 sle Message b s WM_COMMAND oo, Message s, » b 5
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| LEARN OLLYICE DEBUGGER |

Set conditional log breakpoint at Project1.00401186 X

Condition:

Explanation:

|[ESP+4]==00001234 && [ESP+8] IN (0F0..0F7,135)

Expression:

=

|proc

Pause program:
Log value of expression:

Log function arguments:

LJ = ’<WinF’loc>

Never  On condition
(s

o c

c

If program pauses, pass following commands to plugins:

Decode value of expression as: |Message code [Wh_xxx)

Always
C [0
-~

c

Pass count [dec.)

L] L

I

5]

A

v

Cancel l

N A e T ST N ;L.> )5.|a.:45w‘ ;le e (gl Cond "kgl)loc)g:.;g:oil

B B A5 (550l 5 Jgaz 4y ez b il iy |y 5 0,50 by adl e 4l 4o Condition v/

Dy95 o 9,0 4w a5 agy e b yd sl alsS LS sy s (EEXplanation

oS oo bl ) o 3,155 cpols olas s :Decode Value Of Expression

Slows usly s o 09 oo hByie sl p b pd o9 Caw o plKia 4o 0N CONItION au 35 bl L Pause Program

oS o 5,155 50 uplyse a5, sledlll EEXpression

<\

D N NN

ol Jloswd bl 3 g 00 c0 Aiigi g5, 0I5 ;0 due (pl @S asin o2 9,5 Ll o ) Lo (a8gr alats a5 Slads

el (LB silen 45 sgiue atine 6 L5l dal i cwend ol ,o :LOQ Value of expression

a4 oyl sla el )b soled 5 o155 wlgs o caiil oo i ] sla el )b g &b ,31:LOQ function arguments

S A Sl 0550 &b

A Ceomnd sl o Lo ond ol Oljgiws e oS (LS Lo bys o wiob b asliyp (ST 0)ls 0529 (5,05 0 yey sl o

om0 oSl pl s oo plmil Lo sl 1y (Slygiws a5 cnl o 5 CommandBar. sse s oslew 5 COMmMand bar

5 0sS sl o asllos 1) ol sl Olly ssles a5 wsslew Help shls Olly dg5 diile (1M ol adl ojls 1,8 Lol ooy

\.\HSO&‘)W‘JLA—ABUL?L&.@?LO‘JMB&[S[MJU‘)HQM‘}JLSA‘Q.QLJJQ)QAHS&M‘)Q]MQ—»E)L’LS‘))
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4 OllyICE - [CPU]

e 3 I e )V A S Y

EI Re;i sters i
Open 32-bit executable ? @

Look in: [i system32 LJ i e

’3com_dmi ’ 1041 ’CatRoot ™ dicache

™05 21042 8 Catroot2 B drivers

21028 ™ 1054 =com ™ DRYSTOI

®i1031 =205z ™ config 2en

=103 ™07 SBdhep Bexport

’ 1037 ,appmgmt ’Directx ’ias

File name: ]ping.exe Open | —ﬂ

Files of type: f Executable file [*.exe) LI Cancel l

1

Arguments: ]1 92.152.32.65 _v_J
|
Commandl ¥
| OIGICE w1100

Command Description Example

CALC expression Calculates value of | CALC EAX/2+1
expression

? expression Ditto

expression(first character is | Ditto 2*2

not a letter)

WATCH expression Add watch WATCH +[460030+ESI]

W expression Ditto

SET reg=expression Writes value of expression | SET AL=0
to 8-, 16- or 32-bit general | SET ESI=[DWORD EDI-10]
register

reg=expression Ditto

SET memory=expression Writes value of expression | SET [410000]=80000001SET
to 8-, 16- or 32-bit memory | [BYTE EAX+ESI*2]=0

AT expression Follow address in | AT 410000
Disassembler

FOLLOW expression Ditto FOLLOW EAX

ORIG Go to actual EIP

* Ditto

D expression Follow address in dump D 460000

DUMP expression Ditto

DA [expression] Dump in assembler format

DB [expression] Dump in hex byte format
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DC [expression] Dump as ASCII text DC EAX
DD [expression] Dump as addresses (stack
format)
DU [expression] Dump as UNICODE text
DW [expression] Dump in hex word format
STK expression Follow address in stack
A expression [,command] | Assemble at address A 410000, XOR EAX,EAX
L expression, label Assign symbolic label to | L EAX, loopstart
address
C expression, comment Set comment at address | C EAX, Here loop starts

BP expression [,condition] Set INT3 breakpoint at | BP EAX+10BP 410010,

address EAX==WM_CLOSEBP
Kernel32.GetProcAddress
BPX label Set breakpoint on each call | BPX CreateFileA

to external 'label' within the

current module

BC expression Delete breakpoint at | BC 410010
address
MR expression1 | Set memory breakpoint on
[,expression2] access to range
MW expression1 | Set memory breakpoint on
[,expression2] write to range
MD Remove memory
breakpoint
HR expression Set 1-byte hardware

breakpoint on access to

address

HW expression Set 1-byte hardware
breakpoint on write to

address

HE expression Set hardware breakpoint on

execute at address

HD [expression] Remove hardware

breakpoint(s) at address
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STOP Pause execution
PAUSE Ditto
RUN Run program

G [expression]

Run till address

GE [expression]

Pass exception to handler

and run till address

S Step into
Si Ditto
SO Step over

T [expression]

Trace in till address

Tl [expression]

Ditto

TO [expression]

Trace over till address

TC condition Trace in till condition

TOC condition Trace over till condition

TR Execute till return

TU Execute till user code

LOG View Log window

MOD View Executable modules

MEM View Memory window

CPU View CPU window

CS View Call Stack

BRK View Breakpoints window

OPT Edit options

EXIT Close OllyDbg

QUIT Ditto

OPEN ([filename] Open executable file for
debugging

CLOSE Close debugged program

RST Restart current program

HELP Show this help

HELP OllyDbg Show OllyDbg help

HELP APIfunction Show help on API function

EXIT Close OllyDbg

QUIT Ditto
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20 353 S o g 3 (51 99 5T LG «

)'Il_ig@| )L.J}s)'l‘.\_wﬁWindOW ooy 4 b Lol IS oyl dlﬁ.x}awawony 395 awgi Lo byl blis g65 0yl

i3S Cewly SIS (ggie 3l am 0usS Lzl JolST 1) del ol c 00,5 oloul o 0 ey cecd aSy) (6l asS oolasl View Sy

D9 3k abgs e 0 i b oS sl 1, Message breakpoint on ClassProc

w ado L] %

Handle Title Parent |WinProc |ID Stvle Ext

[00050716 | Textl 0005071E 00000002 | 540100C0 | 000(

L0005071C | Text! . 0905071E 00000001 | 5C0100C0 | 000

L000606D6 e D05071E 00000004 | 54010001 | 000(

L00060702 | Fram Folow ClassProc D05071E 00000008 | 56010007 | 000(
00030746 | Chec I E e gosomz 00000004 | 54012006 | 000(
00030748  |Checl ™ coritional loa braskooint on cl 060702 00000009 | 5C012006 | 000

L0006075C | Commigureesesrmste ooyt ey 00507 1 E 00000007 | 54012001 | 000¢

L000706CE e — AT FLIY:

-000806D0 SCLal  Copy to clipboard Set breakpoint on WinProc

L002706F 4 Sort by

Loo070708 Appearance R L sssace

L002906FC | Commarsaz

00050720 GDI+ Window Brea Window activation )

L0005070F | Default INE v i Bt A i i s W

00060728 Projectl S 2

LO0OTO6FO Dresing

00080740 e Scrolling

000906EE el HBT =

00040742 e

000C0700

L0004072A [T Sot messages by name Cancel J

So sl oy ol 095 e 5L Set break Point on WINProc o, s coul, SIS 51 i 8540 a5 Ol 5l o
olsuil 1) (ol ol aSul L g (89,5 Sygo 4 b 1) b plis wuilys oo o] 5o 3 cnl MeSSAQE @ Ly .o COmbo Box

0dds ools G._@s.: ‘-‘,J)jl_ué.:u)j_.oiv‘) Le‘)—l M‘?"(S‘stoa)f)&‘b‘by)ﬁ ‘_gl.ﬁ Messagesl.e,ﬁs)f J.n) Ljs»)oc\fp...ﬁ

o=l osle T L olren (b b a8er bl gl p oo 6l 43T A dudine S oS YL pgeal (o oad sl gk jo s 4y ST

IJQTLS%;SQE)\)&SJ&%%L&,ZM' 5,0 add Wil (3,8 e g el 535 Lol e by (adei blas aiiles aiy 33
PoS mebas Ojge pn ] 0y Olenal L paas by Jle S L

Condition: [ESP+4] ==00001234 && [ESP+8] IN (OF0..0F7, 135)

Explanation: <WinProc>
Pause program: On condition

Pl b3 28 4 ) e sl e poge
[ESP+00] Return address

[ESP+04]  Window's handle
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[ESP+08] Message
[ESP+0C] wParam
[ESP+10] IParam

Set break Point 0N 5l s slys e ploS ;o acegd 6lym 4S5 alw, o |y Lo slo plin (led poie ob ) jo,3 (e

:%Soliiqéegl)&)}a})olf.wl)wlommyd—lbwﬁjlmr:L;ﬁ)_m)L;S)oJWinPI’OC

Messages: [ Any message ’_v_]
14A)CB_INSERTSTRING 5

{|141|CB_LINITTEXT
| |14B| CE_RESETCONTENT
14D| CB_SELECTSTRING
' 14E CB SETCURSEL
160|CB_SETDROPPEDWIDTH
142|CB_SETEDITSEL
155|CB_SETEXTENDEDUT

1 |15E | CB_SETHORIZONTALEXTENT
151 CB_SETITEMDATA ™

I am udinPr

D Awd L@r‘-" o 03l dlligs 6&3 f’l"‘"

(BM_GETCHECK... , BM_SETIMAGE, WM_CTLCOLORBTN)

Group Messages in group

Any message Any message

Creation and destruction | WM_CREATE, WM_DESTROY, WM_CLOSE,
WM_QUERYENDSESSION, WM_QUIT,WM_ENDSESSION,
WM_NCCREATE, WM_NCDESTROQOY, WM_INITDIALOG

Window activation WM_ACTIVATE, WM_SETFOCUS,
WM_KILLFOCUS,WM_ENABLE, WM_SHOWWINDOW,

WM_CHILDACTIVATE, WM_QUERYNEWPALETTE

Window position and size | WM_MOVE, WM_SIZE, WM_QUERYOPEN, WM_SHOWWINDOW,
WM_GETMINMAXINFO, WM_WINDOWPOSCHANGING,
WM_WINDOWPOSCHANGED, WM_NCCALCSIZE, WM_SIZING,
WM_MOVING, WM_ENTERSIZEMOVE, WM_EXITSIZEMOVE
Commands and | WM_MEASUREITEM, WM_COMMNOTIFY,
notifications WM_NOTIFY,WM_NOTIFYFORMAT, WM_STYLECHANGING,
WM_STYLECHANGED, WM_COMMAND, WM_SYSCOMMAND,
WM_ENTERIDLE, WM_PARENTNOTIFY, WM_MDIRESTORE
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System WM_SYSCOLORCHANGE, WM_WININICHANGE,
WM_DEVMODECHANGE, WM_ACTIVATEAPP,
WM_FONTCHANGE, WM_TIMECHANGE, WM_COMPACTING,
WM_POWER, WM_USERCHANGED, WM_DISPLAYCHANGE,

WM_NCACTIVATE, WM_POWERBROADCAST,
WM_DEVICECHANGE, WM_PALETTEISCHANGING,
WM_PALETTECHANGED

Drawing WM_SETREDRAW, WM_PAINT, WM_ERASEBKGND,

WM_PAINTICON, WM_ICONERASEBKGND, WM_DRAWITEM,
WM_NCPAINT, WM_QUERYNEWPALETTE, WM_PRINT,
WM_PRINTCLIENT

Scrolling WM_HSCROLL, WM_VSCROLL, WM_CTLCOLORSCROLLBAR

Icon WM_QUERYOPEN, WM_QUERYDRAGICON, WM_GETICON,
WM_SETICON

MDI WM_MDICREATE, WM_MDIDESTROY, WM_MDIACTIVATE,

WM_MDIRESTORE, WM_MDINEXT, WM_MDIMAXIMIZE,
WM_MDITILE, WM_MDICASCADE, WM_MDIICONARRANGE,
WM_MDIGETACTIVE, WM_MDISETMENU

Dialog WM_CANCELMODE, WM_NEXTDLGCTL, WM_MEASUREITEM,
WM_DELETEITEM, WM_GETDLGCODE,
WM_CTLCOLORMSGBOX, WM_CTLCOLORDLG

Menu WM_MEASUREITEM, WM_HELP, WM_CONTEXTMENU,
WM_INITMENU, WM_INITMENUPOPUP, WM_MENUSELECT,
WM_MENUCHAR, WM_ENTERMENULOORP,

WM_EXITMENULOORP,
WM_NEXTMENUWM_MDIREFRESHMENU

Text WM_SETTEXT, WM_GETTEXT, WM_GETTEXTLENGTH,
WM_SETFONT, WM_GETFONT

Mouse WM_SETCURSOR, WM_MOUSEACTIVATE, WM_NCHITTEST,
WM_NCMOUSEMOVE, WM_NCLBUTTONDOWN,
WM_NCLBUTTONUP, WM_NCLBUTTONDBLCLK,
WM_NCRBUTTONDOWN, WM_NCRBUTTONUP,
WM_NCRBUTTONDBLCLK, WM_NCMBUTTONDOWN,
WM_NCMBUTTONUP, WM_NCMBUTTONDBLCLK,
WM_MOUSEMOVE, WM_LBUTTONDOWN, WM_LBUTTONUP,
WM_LBUTTONDBLCLK, WM_RBUTTONDOWN,
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WM_RBUTTONUP, WM_RBUTTONDBLCLK,
WM_MBUTTONDOWN, WM_MBUTTONUP,
WM_MBUTTONDBLCLK, WM_MOUSEWHEEL,
WM_XBUTTONDOWN, WM_XBUTTONUP,
WM_XBUTTONDBLCLK, WM_CAPTURECHANGED

Keyboard WM_VKEYTOITEM, WM_CHARTOITEM, WM_SETHOTKEY,

WM_GETHOTKEY, WM_KEYDOWN, WM_KEYUP, WM_CHAR,
WM_DEADCHAR, WM_SYSKEYDOWN, WM_SYSKEYUP,
WM_SYSCHAR, WM_SYSDEADCHAR, WM_HOTKEY

Clipboard WM_CUT, WM_COPY, WM_PASTE, WM_CLEAR, WM_UNDO,
WM_RENDERFORMAT, WM_RENDERALLFORMATS,
WM_DESTROYCLIPBOARD, WM_DRAWCLIPBOARD,
WM_PAINTCLIPBOARD, WM_VSCROLLCLIPBOARD,
WM_SIZECLIPBOARD, WM_ASKCBFORMATNAME,
WM_CHANGECBCHAIN, WM_HSCROLLCLIPBOARD

Edit control All EM_xxx messages

Static control All STM_xxx messages

Button All BM_xxx messages, WM_CTLCOLORBTN

Combo box All CB_xxx messages, WM_COMPAREITEM

List box All LB_xxx messages, WM_COMPAREITEM,
WM_CTLCOLORLISTBOX

IME All WM_IME_xxx messages

User-defined All messages equal or above WM_USER

:dﬁbquaé'ﬁﬁng«

sleul osls! Olly Slos . 0gs o oolatul aladls 3l oagame S o be g Gles Sldas SUo; gl Ygens adgs Ll oyl 5l
Memory, a5 (cwl, SIS) axmbo s 3l g ol |, ool e g9 cpl olul b e aslp JS 4 ) bl ol 5l diges SO

S el |, Memory, on write |, 5 0n access
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1

q jllr Backup |

CIT S X

po Binary »

je Assemble Space
(mo Label

mo  Comment ; 1

o I - 2
(mo  Hittrace »  Conditional Shift+F2
lmo  Runkrace »  Conditional log Shift+F4

ro . Run to selection F4

po MNew origin here Ctrl+Gray *

fe Gt q renor onaceess |

re Thread »  Memory, on write

I:“E' Eturowe Hardware, on execution

If'i Search for b T [

Joe ol sl a8 Slaiin aslip alasl> @ oy 6,135 ,0 DIN L 5 oot LB slo iSn 5l ol o L& opl Koo g9

CasS ol W 5l M LyAlt+ M sle ols. oy ,Memory Map o,z 4 canb oo

M emo ap L] a
Address [Size Ovmer Section |Contains Type Access |Initi
TT60F000| 0000EQQQ | 0le32 .reloc |relocations Imag 01001002 R RWE
TTC10000| 00001000 | msvert PE header Imag 01001002 R RWE
TTC11000  0004C000 msvert |.text code, imports, e¥ Imag ~° :ﬂtzl:‘u;li;; = =

P 77C5D0O00 | 00007000 | msvert  |. data data Imag L E

4 77C64000| 00001000 | msvert  |.rsrc Tesources Imag Sy

4 7TCe5000| 00003000 | msvert .reloc |relocations Imag e

1 77D40000| 00001000 | USER32 PE header Imag LD

1 77D41000| 0005F000 | USER32 |.text |code, imports, ed Imag | 208rch Sult

1 7TDAOOOO | 00002000 |USER32 |. data data Imag e e 2

A TTDAZ000 | 000ZB0O00 |USER32Z  |.rsrc resources Imag

A 77DCDO0O0 | 00003000 | USER32  |.reloc |relocations Imag Set memory breakpoint on access

4 77DD0O000 | 00001000 | ADVAPI 32 PE header Imag Set memory breakpoint on write

A 77DD1000 | 00075000 | ADVAPISZZ | . text code, imports, e Imag Set access »

1 7TE46000| 00005000 | ADVAPI3Z|. data data Imag

1 77E4B000| 0001B000 | ADVAPI32|.rsrc  |resources Imag [MEiHosete Micmor

1 7TE66000| 00005000 | ADVAPI3Z|.reloc |relocations Imag = FreeMemory

J7TET0000| 00001000 | RPCRT4 PE header Imag = ZeroMemory

A 77ET1I000| 00082000 | RPCRT4 |. text code, imports, ex Imag Dump Memory-Area

LIIEFIN00 00007000 RPCRTA arnc ~ode Tn% Load dumped memory

919053 90 op Copy to clipboard »

‘ 38 i} :’: L Sort by »
: 4 1905 t 90 ,i ,i Appearance >

3o awl e BldS iules 4 SOy Slasein Lol jon asliy aladl> (0 09290 sl Sob 5l s a5 aiy o YU pgad (o
set memory breakpoint on  Set Memory Breakpoint on AcCess sla 435 51 oloies i 0,50 5o sl

S ol Write
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oy yme B yae LS bl 4 bl opl. aslb o F2 o1 jlee adS a5 ais oo |, Set break-0n-access au ;5 Wb g o

Lol Sleald ol bl cpl 5l Yaore 0l oolaiwl jo Syogasme g &gy w3l 5095 jokay ol Jld 5l o bl cpl g

g oo oolaiwl ¢ asliy oolaiul 5,90 sl DIl & oos plel cussL

: (Hardware BP) (s 18 conw 895 Bl «
Cadgocme slls Gidys L go ol ;5 S oo oolittul as 5T 0,033 slp ool sls Ol 5l ()58l o adys Ll
B 5o dn dwgy J, 08 S5 ol daby G,b 5l 0 S0 Sty lake aBgr blas gl ool a8 5 laiae byd S eten

g o plonl IS cpl 3 5 )lge 40 aS 0l anles

s S s ]

30,8 ol aladl> jo g)laie @

5,5 355 41 s 5 95 ol alidl I LS

Sl o9y sl Dy @

o © 5l a5 Ll asl oo sanseas B Lo, b3l o5 awgs a5 Ceul ol (6,8l Coew adss Llis slo oyl 5 Sy
Sl BLE Gl Ysene ol algs ools mrdgs gomy SVl )3 a5 Wl (o0 (wsSe (ot 22 Sleedy) 4 b o 4038 (1l (55,
¢ (Byte)(s:it_g S le s 4y 9 w50,5 o oloul asly eolaiul 5,0 alall> 5l Lols cogase Sl L g iiig ¢ e b,
soe I Disassemble o s (o ol bl ol slool gl 050 K punds (DWOrd ) b o> 5 (Word) b g0

.9,S okl |, Hardware , on execution as ;3 axiw

call TINADATN

test Backup Ml

je Copy

push Binary »

push Assemble Space

push Label :

push Comment ;

push Toggl 2

call Run trace »  Conditional shift+F2
pop Conditional log Shift+F4
retn fok Lo By Run to selection F4

nop New origin here Ctri+Gray *

nop Goto »  Memory, on access

nop Thread »  Memory, on write |
rop e oncecon |
T1op: Catvetifas o T ’

| © XMen TeaM - AHA (godvb) | 32



Private Learning - January 27, 2010 [ LEARN OLLYICE DEBUGGER |

oS ool LS 0,90 hBgs alais 5l g SLl 1 Ll 0,90 (o] DUMP cud 5l Data sogase g alasl> 4 owywd Sl

B9 (oo Jlad a5 5,50 00905t Ay (pw yiwd 4595 0 b :On Access
Dgd oo Jlad L5 850 08game 0 yiies adge :ON Write

g oo Jlab L3 5590 08gamme 1o Jeadl [ g1yl &Bge 0 ON EXecution
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1 DIl S 39 952 90 @l g <
Debug oles 1) ol 5926 4 5 05 Sls318 1, DI LB S, 9,0 &lss poilsns o5 amaa | ol (0l Lo 4, Ollylce S1os
L aiSn 5L 1y Jol ol ol Jsl )l slm o5 (5550,8 - S5de (5,15,1 asli 5o l0addILEXE L b L g5 ool oS
A5 € st 1,21 l0addILexe b LT sss )58 L oz sl ol aile ailyieas i 3,50 o dysKae 45 Sypiine dxlgo oolivy

oy |, OK sl Les

Request to load DLL

4 File 'C:AWINDOWS!system32\advapi32.dll' is a Dynamic Link Library. Windows can't execute DLLs directly. Launch
'\-f/ LOADDLL.EXE?

Yes Mo l

oo 3l b aslip 0 o] (61351 5l am . oS Slg1,6 User32.dll LG 511, MessageBoxXW ab peslgsee Lo Jlie ol 5o

g 5k abgr e o, U a1, Call DI export i, 35 Debug

Call export in USER32.DLL X

1
Export: |77D960FA MessageBoxW _:J Number of arcuments: 4.
Valid stack frame

V¥ 0 (no argquuments)
Follow in Disassembler

vV 1 |<Hwnd> _:J Value of registers:
Before call After call
{Pushed last)
N ' EAX |0 | |
v 2z ]Argz v| |004205A0|54 00 65 00 78 00 74 00|T.e.x.t. —
0042054220 00 69 00 6E 00 20 00| .i.n. .
004205E0|62 00 6F 00 78 00 00 00|b.o.x. ECX |0 =
v 3 lArg3 vj 00420340 Bioox wnv o 'J [
— 004 8 t.i. Backup L | —
004 8. .. Copy > 5 'I '
v TR ooy o] e e |
Breakpoint  »  Fill with 00's
Searchfor  »  Fill with FF's _
|_ES [ _J v Hex »  Binary copy
Text » Binary paste
Short » )
e | Long »
Float 4
_ Edit data at 00420940 Disassemble
B r Special » i
ASCI IE‘ R it 1. e RLFCA Call
— = o e o MDS Sniffer
s r UNICODE [Box title | Appearance » ® after call
HEX+00 142 00 6F 00 78 00 20 00 T4 00 69 00
o= T4 00 6C 00 65 00 00 00 00 00 00 0O
s [
-1 r IV Keep size
[~ 10
0K | Cancel
Close
{Pushed first) ] |
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S Sl e,k 0550 a0l b EXPOIT ced o

.oy o Disassemble o o o ks s 90 b s3g.020 4 1, L FOllOW In Disassembler a.ss

S Dbl |y SHWIND> lsive il o8 Sl oty Jain 4 Log e Jol ol

Unicode coad 1o e 5 semgin o1 50 1) 55 3550 oite BAIL L ailyie o el play (i boge o 45 (AFG2)p90 il
A 5

el pliy lyie e 4 by pe (ATG3) pgm ol )l

Slade sl ol 5o Lo s MB_XXX el & j50 o a8 sl ;3 0550 60T 5 Lo aaSs o bgs o oyl o)y
- weols 131, MB_OK|MB_ICONEXCLAMATION

SIS a5 IS ale g ozl 1) s 5,90 Sob Jlade b s ,o ialpg slp . a0 ol lesS T 10 Lo a6, (]
g oy plis b oS SIS Call (g5, 5 om - 558 5L T 4 bgs e o, b o2 |, Binary = Edit

Box title

Text in box
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:0llylce 4o g «

Aol plas 1o quily s o Lo add (oo (6t I Camg o 4 a5 ail oo goie 0 S8 OllY 5L slo S 5l S
43S 5wl DISASSEMDIE axi o g5i0 10 o anF ol pled . oS oo Dbl Joe gy 3,0 g |15 iy ¢ Loyl

. a3b o Search for

<imp . SMSVBVMED . §100>

Search for
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Pl oo Wil s 5 4 delol j00ls plonil 1) gz Wil el (g (o0 a5 Cenl oals S5 oo y50 5l () (B3 50
s Module ;s 4,5 - 09,5 &lys 1
Joddljgiws S 2
o Jordl jgms 5l gl Allss 3
kot 4
(W5 4w o) o909 b als ) bl 5
oo ool )l sla g5l 6
ons pll glo gloyl 7
(55 o, olygwo)ls SWItCh Jo o> 8
d7ge o (e Cund) 9
)5 g oads sl sl o, 10

Gegas 5o 12 0)lais (y300) )5 Lags o0y ol Slxedgs 11

@uu;ujw)lw)ia&bkse;@mlgj)ﬁubMr@ww@umﬁdwl;o&b@@ml)o
1)9;:;'_“.;-;x;_.:lg‘s_.“\.o.lS@JaébASG‘LQA;%}?gmo@fL?dluJﬁju@w)oIJMMLdALLMJSLg‘)bAS

i o ol 5l Jssle > Lais

:(Name (label) in current module) 29 — 89939 &9 «

Pl e 055 P b g5 G mls Gl 95d (oo e Lo 510 551> MOdUIE w5 alos 4 3F cnl L

S50 sle Module lug g cosl oass atig Ll 09,0 b sloaS i o)ls 595 bl sg5 0 ailgs ol EXpOItS v
il e oolainl LB

ol oais Sle,8 DLL asle [%0 J1 <SG 5l 5 8,105 0539 b 19,0 a5 ey Import v/

J=ls SOl as el IMpOort & jgas aiS o oolinl a5 1) wolgs 51 cam a5 on o0 GDI32 L 511, L3 pgas Jle ylgin

Ll 00,5 Jlg>l 3 Koo
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Section | Type Name

text Export | DdEnNtryS

text Export | DdENtry9

text Export DeleteColorsSpace

tfext = Import KERNEL32.DeleteCriticalSection
text Export DeleteDC

text Export | DeleteEnhMetaFile

tfext P~ Import KERNEL32. DeleteFileW

text Export DeleteMetaFile

text Export DeleteObject

text Export DescribePixelFormat

text Export DeviceCapabilitiesExVWY

text = Import KERNEL32.DisableThreadLibraryCali
text Export | DPioLP

© il a8, iy w5 el 46 g

iles 4o placs (g0 B 0utS sl ) SIS calg3ds law (59, p ST allh (o SUGl g (o i sllo 053 sl o 0ty (0l

e 05> sla o plaS e aS daae b4y Lol SUGT sla 435 cpl 5l plaS j0 0,5 auales sanliv geie iz wul o

rt KERNEL3Z.CreateFileA

et Actualize ion
gt Follow in D1s4ss3mbl3r Enter o1
rt Follow import in D1s4ss3mbl3r
rt Follow in Dvmp
rt Find references ings
rt Yiew c4ll tree ings
rt Help on symbolic name Ctrl+F1
rt Toagle br34kpO1nt F2
rt Conditional br34kp01nt Shift+F2
rt Conditional log br34kp01nt Shift+F4
EE Set br34kp01nt on every reference

Set log br34kp01nt on every reference
et Remave all br34kp01ints
rt -d
rt Copy to clipboard
rt Sort by » hgs
rt Appearance > ngst

EE KERNEL3Z.GetFileType

ol oy oo LT ol 51 JBlas | 5 Cbls walyss rrdg e o2t 5 Sl (685 Bans 45 05 525 le 4235 5o ol o

S (0 7098 |y Ll g mailon (o0 e 5 (hol Gl 4T A g ST (o0 Sz o5 segd
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X/

oiine il b g puians Oy 4> a5 1y aal 5l (g St Ailgie L 435 ol ol L :FiNd References <
oS oanlice 1y ail 08,5 Slgzl )8 1) Lo lais g0 als
5 i 0yt sl o dlys 5L L Ll 0590 @b 5 1 Call Tree o,z a3 ool Ol L :View Call Tree <

V-V w.ul.o.: ‘) 0 QQM P9 e W) [al?u‘ GLD (5"?‘)5

8684845D5 L 59

seueuspe|L. €3

60404507 |r$  8BFF Cd4lled from Procedure Ccdlls Comment
ggﬂgzggz . gg SHA1l.004030C2 | SHAL.DD4045F2 |SHAL. 00403220
sounossoc|| . es | B SHAL. 004031CE | (Recursive) > SHAL1.0040345%0
gouesse1|l . 8BF: C SHALl.004046E4
gououse3|| . Es ¢ Bl sHALl.004046F5 > SHAL.004

00u0usE8|| . c7e0 A > SHAL. D040

004045EE|| . 8BCi L3 SHA1.004045D7
soueusFe|| . SE | ¢ e R
esususF1/L. €3 | B 2 SlA. T ea e
064045F2 S 8BFI Hl > SHAL.004047ED
eou045Fa|| . 55 | SHALl.0040486E
604045F5|| . SBEI > SHALl.004051ED
oeueusF7|| . 83El s o g oy s %
eeueusFa|| .. EB G,V‘W"" i

804845FC|| >  FF7! ; A A O 55
6ouBuSFF|| . ES | "°W"m° e SEAF Lsun1.eeu08EnF
8846846 84 . 59 1ew C ree tri+

ﬂﬂi& 4665|| . 85C Search for

EE‘ 21&? Ez R Zf_'_, Find references to » 1.0e464618 | PR SR SR

ol oo 5L T an bgsye o, g mols pbsl |, Call Tree Joe yomwgp O (s9) p b duin oo poeai j0 a5 jshailen
Pk b % 4 b gl gt Gl IS by 0y
WS oo Slea ) Gle gy a5 daae las |y asl 5l ol Lo 4y gt (gl :Called From e
g dmg, pb hd Ho aS cds Slaus buyl o lswe |y I slo ‘;)JS 3l e o lid ]y ag, 6L Procedure e
cdl ang, 45 segd Sy Slivogs ol b el a8 5b o] pixe a5 ol oas atings RECUISIVE acls o) )0l
(33 059 ols 2253k s
A2 oo plxl (g9, a5 WAl oo ol Slg>l 3 Calls o

g ga aldy Wb led 3550 y0 Slmasg wa idu cnl o COMMeENE o

Slousgs asb aidls 049 WIN32.WIP LG jo ls 5,90 ol 51435 opl ol L :Help on symbolic name <
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¢ Jord! y gawd S il g g «
38 5l ailes o e LS ol sl 0 )55 oad ool (60 oaS jo B jeins SO Lo w4 Ll oS sl (S 28

cailawe Ctrl + F T 1l oS 5 0 sslaxwl cOmMmand

Find command

imov edi, dword ptr [ebp+14] v/

v Entire block Find I Cancel |

e Jol Olygiws ¢ gy 05l g u o) Sl saal &lygiws cpl b Jgaz ;0 a5 oS soliiwl oulys &t Gl ol jgiws
= 32 (L) jiwa ) ;o 3il5eR32 s> 4 MOV R32 , [CONST] gm0 ol Jlio sl ( oy yué (090 g dkiand

sl

Keyword Matches — PRECISE

R8 Any 8-bit register (AL,BL, CL, DL, AH, BH, CH, DH)

R16 Any 16-bit register (AX, BX, CX, DX, SP, BP, SI, DI)

R32 Any 32-bit register (EAX, EBX, ECX, EDX, ESP, EBP, ESI, EDI)
FPU Any FPU register (ST0..ST7)

MMX Any MMX register (MMO..MM7)

CRX Any control register (CR0..CR7)

DRX Any debug register (DR0..DR7)

CONST Any constant

OFFSET | Same as CONST

Command | Matches — IMPRECISE

JCC Any conditional jump (JE, JC, JNGE...)

SETCC Any conditional set byte (SETE, SETC, SETNGE ...)
CMOVCC | Any conditional move (CMOVE, CMOVC, CMOVNGE...)

}‘CA_JL>Q_3.‘)¢.A_.é‘u)‘é_n‘)s\jQT&L_ﬁQ_ﬁJ%b)iéﬂli&Z{J.L.J&.Juoﬁ%)‘djliiwcé‘y}l&)m%

WS e ool search for binary code
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t o Jord! jguwd 3 (ot lid wle! 9 g «
L b oy dod Yaore Jlie (gl 0SS co oolaiwl o IS ols aloel (gl &l jgiws 51 (golucs 9 <ol (gl allss 51 le LLoalS Ygoss

P39 (o0 E9 S 5w 95
PUSH EBP

MOV EBP, ESP

39 S oolaiwl Conl ool ASS po ALBIS (0 A4S o il g u e (GO Dl jsins Sl lgts b Jesdlygiis s plKn
e 5w S b3 12 45 g j5twd 8 ESTas wuilgiie Lo . pied o0l ol Ol jgtws Cusgaze )l Lo gz g5 op

RB 5 RA 5l a5 Le a5 0,10 0929 Cand ol 50 5 4Bl jgiws 90 o185 a5 L3 7y o jnf Ol ygins s ogdle.ns Koo

Sl 5l ges S Lo 8h e s o Wl sl 51 G o a8 cglas ol b aisls 3 3l eiws 40 R32 wilen ol g0 oyl
Sl ess s Jobo yo wilgie Ll 1S5 50 5l < )5 95 Oy
P0S Aol (hd jetws 4. oS (oo colainl Jle Sl anal cpl e STps (6l panil

LEA RA, [4"RA+RA]

Lasl Sl 99 ol 31 Sayp s e VU 5t

LEA EAX[4*EAX+EAX] -1
LEA ESI,[4*ESI+ESI] -2

b Al 1y Ol ol wlgh cod g ditind £65 SO b LS der Oljgiws (pl jo duin o0 a5 jshailen
LEA ESI, [EAX*4+EBX]

ol oo solawl BlS gg5 w3l jgiws Jeb jo a4 canl (plVL jeiws Sk sin (o0
3 90 adlso ,o Jeadljgiws N slass oyols idgs jelate 44 o ls 8925 w2 ANY N oo Tore mE H5ewd 93 (pl 5l 4

- 0usS eoliiwl CrI+L ol sloads 5l oy o oo (FINA NEXT) (som 3,90 (48,5 lo (sl p0gd 48,5 I 4 gorin
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[TRIRe] |
Rl Backup 48 Find sequence of commands @
Fest Copy >
le S Binary » PUSH EBP
2 Assemble Space
add ANY 2
test Label :
je Comment g MOV EBP ESP
test Breakpoint 4
inz Hit trace 4
add Run trace 4
::g MNew arigin here Ctri+Gray * Hint: 'B&' and 'RB' match R32, ‘ANY n' matches 0..n commands
» . -
Shaw | Sk [ Entire block [ Find | [ Cancel |
Follow in Dump 4
HIROY | e cal Crik
add iew call tree 1 ‘ ,
xor Neme (abe) n cuent mode. 4
xor Find references to »|  Name in all modules
e ow " ¢ d Chrl+F
amman 1
test Copy to executable 4
e b < Sequence of commands Ctrl+S R T R
% ! | Constant Sl =
;J_‘ 4)‘ 0" Detach Process Binary string Ctrl+B
G5 5F € Process Patcher All intermodular calls
21 41 0 S All commands
66 5F 4 Bsmkm lpk o all sequences
h ookmar!
J0 00O B0, all constants
0100 Q Hor e All switches &
30 00 O] ’
1433 hE (S » All referenced text strings
ol ikt JScrié:;:A-l;.‘ljjnctiin)s i - 70
J0 00 O 3 i deb d"' User-defined label
JO00 O ump ce l.:gc_]le ‘pr.ocess User-defined comment

t 1 ol bl g g «
Sl 0590 cull gaies 4 s,l> Module ;) Code iSu o s5250 slaCONStAND) ol ples o 40 b dais o5l b 4

=

2 (A aw Cdb>) (529999 Sl iy bl ) 9> «

g9 onl 5o ailas CUIHB T ol 0ldS . 0tS gocia> |, (s,mb slo s, a5 amase |, oKl ool L 4 Ollylce Sls
oo A3l g Sy Gl mS oolitnl JlewwsliSa B g ASCIIL, UNICODE (sla o5t 5l puilys (o0 Lo g
la ol b3 aaSs 2 (gl)ls 0,mt opl dwis (o0 45 a5 jghailen . 5,50 |, Ctrl+ArrowDn L Ctrl+ArrowUp  slaads Iy

P el ps aly oo o Sa de j0 1S ES o 3T sz 10 (o Gl oo b aeSs (ol sy - (AN D) sl s

FsB a5, eolanul (9) Jlgw codle 5l ol Lo L8 sl sl oSS ool goiez 45 5T 5ls g BB

s | losleglie
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5 i 558 1y 139 ol sl o L 50 5 g o e BB e yn DD BYIE) b o ] s
swla (Pate) Zo0 055 a5 50 )5 0 500,85 S

Enter binary string to search for

AsCIl EEETE

UNICODE |?? 2?72

HEX+04 [BF 2?7 83 C? FF 33 70 68 F2 A7
[] Entire block
[[] Case sensitive Lok [ Cancel ]

2ou AL (52 )1 b SN (s gim> «
s aile Coul oas Jlg3 3 ogase DLL 5 5l Jle flsin) ()5 sle Slos1,3 plod o olyios Lo gin £55 0l 5o

p..\..Sw).o wl.m‘jb).:‘) IR LL\.» e‘y ‘DLoJ M‘ycsoup.:)‘di.a BP Le;]dj)fsp.ﬁjobl.am‘ (API

Lr:)b] 1

Sl ygiws 2

gl 5345 oo jshiles Sl Sl ygins g5l SO plea ile e 55 re Jg 3l 05 093 el sl o plaS e a5
358 (50 Olled bl o o s gl Coll 5 Sos (So ail (o BT 5 U5l le st pU ile e g5390 (nl e o0

o old e oS Lot als M asS ol 1) o1 g oy b 1) 095 b pb ats )15 ol sl cul wilgs cpl G Col) g

gy oo Ailsgd Title Bar 59 00 08,88 slaldS aS 12 5 39 (o pll g Jes iamo

WS dxgi bd WSe

d: CREA - [BIX]
Address |Disassembly Destination A
0040CAE6 | call dword | kernel32 . GetCPInfo
0040CCBB | call dword | kernel32.InterlockedDecrement
0040CCEQ | call edi kernel32.InterlockedIncrement
0040CcD72 | call dword | kernel32.InterlockedDecrement
0040CF58| call esi kernel32.InterlockedIncrement
0040CF65 | call esi kernel32.InterlockedIncrement
O040CFEF | call esi kernel32.InterlockedDecrement
O040CFFC | call esi kernel32.InterlockedDecrement
00400241 | call dword kernel32.WideCharToMultiByte
0040D25F | call dword ntdll.RtlGetLastWin32Error
00400883 call edi kernel’) CreateFilea
0040D8BC | call edi kernel32.CreateFileA
0O040D8E]l | call dword | ntdl1l.RtlGetLastWin32Error
O0O40D8FD | call dword kernel32.GetFileType
00400922 | call dword ntdll.RtlGetLastWin32Error
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2 ouw plnl b EL yf g «

456‘ 4\.:35.0 JL.A 6‘,» [“""54"‘@.) wa U’“")b—‘ ;S.’ 4)0..)...» ‘Bbu‘ le.:a &L‘>)| ‘SALAJ )l @..u..J p_a)‘\) )L..»Lo 63‘5.0 )‘ 6.&:.3)\)

9) g n O 4 0l plnil gla gl )l pled (plpl il (oo Bl b aS 09 g S p0,S (0 S S g, 8,5 (Sl piils

o2 I gl 4zl s law aS M (S (6l 4o IS L NOP wedlssn o) j5iws dad o9l U jiwe 5 adle (pl po,5 ST

o8] pled i o0 05 25 INFOrMAtion coed a5 oS bl | gt slal b b 5 cpl sl ¢ Jbo 0 © s

9 odj,o.; CA.M.") &15 UT S99y » ‘ob; g_JL‘x.\.J‘ as ‘) )9:......1.) LS‘M‘ u‘ga..\.a | 4..\....434 ‘) KVSLY & @‘9}‘15 ‘) QL")W‘) as le.lb

0044B308 § 53 push
6644B369() . 56 push
fey4B30A|| . 57 push
0044B36B|| . 8BF9 mov
0044B36D|| . 8BF2 mov
0644B30F|| . 8BDS mov
06448311|| . B8 6C06OH66 | mov
0044B316|| . E8 F973FBFF |call
6044B31B|| . 8B53 58 mov
OO44B31E|| . 8918 mov
0644B320|| . 8970 B4 mov
60448323 || . 8978 68 mnov
0eu4B326|| . 8943 58 mov
0644B329(] . O5F pop
86844B32a(| . SE pop
8644B32B|| . 5B pop
6o44B32C|L. €3 retn
0644B32D | [ STHO B0t
8644B338||$ 55 push
6044B331(] . S8BEC mnov
08448333 || . 81C4 ABFDFFFI add
0644B339(] . 53 push
0644B33a|| . 33D2 Xor
0044B33C|| . 8995 ABFDFFFI mov
6O44B342|| . 8945 FC mov
66448345 () . 33CH Xor
86448347 (] . 55 push
90448348 W. 68 DBBA444B8 | push
Local calls from B844B24F, aaul

Backup
Copy
Binary
Assemble
Label
Comment
Breakpoint
Hit trace
Run trace

Mew origin here
Go to

Follow in Dump
View call tree

Search for

Find references to
View

Copy to executable
Analysis

Detach Process
Process Patcher

AsmzClipboard
Bookmark

I |

Space

Ctrl+Gray *

Chrl+K

v v vEBa Vv

14
»
14

camles Jee Jod U8 Billas

Selected command Ctrl+R }

a3 sl Blge j0 4Tl Gbgin py aldllseas Gl b 4y b gl )l oS cand a5 058 0 5L sl oy o 5l as

1 aalss ools mdgi | sl 5l an ;8 aiz o5 abl 0 5 5,500 glo

DS o 0iles e 1) oogasme (pl 4y gl )l pled g 0y 1S oo S J0 ], el eogaste SO Lot 43S il b :Selected block

L ol pgims 5o (aab and, SO ol ool Kaw) oad 3 ol Jade a4 a5 Sljews ol :lmmediate constant

DS g |y s 3 eled 435 0l b auilgie wil jgiws o 4 AMP) 5, s 31 :Jump destination
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2 (035 ofy) switches Ol ygiwd 3O g «
09 oo b ol b pe oy 43 cpl LRSI L aes o Lisles | sads eols ua.:.>’;g:..'§SWitCh 9w goled Lo (gl aiy 33 oyl

299290 S (yo Cund 3O 9> «
Siales 1y ooli oliat SN Jlie o )] Ll (uSe 5 08 5,5 wdlym oo |y ol sl Mo il oo gmin £55 a3 95, 5
‘S_AQL_i669953_“.?893O,,Jg‘Lm;;myw.A#S‘Scool.&im‘jzl“?&Qﬁ‘j‘rxuﬁd.‘tsjwkglﬁmj&a‘so

Iy 435 ol @ b pe o,oi oS soliwl All referenced text Strings au ;3 5l asly oo yokaie (s . Conl g5 opl 35

JUVEUEp Jd 0
REL as referenced S - m
Address |Disassembly Text string
5AD7383B movw edi, 5AD73814 lASCII "themewnd"
5aDp73850 | mov ST g
5aD7483C | push Follow in Disassembler Enter S
5AaD74883 | push Search for text TAB
5AD750DA | mov . TAB
5AD77582 push Toggle breakpoint F2 5FlexGridWndClass"
SAD7762F | push Conditional breakpoint Shift+F2 . ssage*
5aD776F5  push Conditional log breakpoint Shift+F4 st ed=™
= —— =
5ADSCO04  B3EC 0C Set breakpoint on every command
SAD9C00T| 834D F8 I Setlog breakpoint on every command FFFFFFF
SAD 53 =
G& Copy to clipboard 2
8B35 B41(NEEEESREIES . * IRNEL3Z. IsBaqkernel32. IsBadString

o8y o a5 0 g0 jetwd (g9, o Bgy bl mbldS ¢ i gl Qlywbﬂ)‘lﬁmbwgoléwsw shls o,z o)

F bl (oo g G (al SIS 990 gt &

2051 L gl oo i p25 Olrwd 9 g 1 > 99 30 g «

Sz by prasty |y (Gledgs DM oty o j5tms b3 o gl el Lo i (0 8o 50 5 adls o a5 jshailen
JeIs (e 43 o5k 50 LS 51 s o5 Con poln oS o0 TTACR 1) auliyy Lo (52 o o5 515 50 05 a3 (sl
b e an S Gl g oS Gigal 31, 01 Geyol ST 5 s )18 Slsgs b3 e sl el o0

S Iy (g i ST & ol
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Comment
Breakpoint
Hit trace
Run trace

Space
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: @ijé‘slbo)ugu)ﬁ«

o295 o Jop ples ol 4 aS ol 1) 093 358 4y jamie 5 (ogaste (gt gl ojlad 355 oo 2 jean5 50 a5 adly 0
Sy y SBAS ¢ 135350 alip Lawgs 0 b Slebld 4 bgy o atilys oo o Jaza 0l (@ VB o lesys hwind o)
1048 jehilen .asS Gl -/@l SLdg o b ViewDHandles g 5l awslys o b ojles ol Concd 45 ooy (5l
Join g Joi o Lo  aiile amd oo Lo s |y LMLl plaS o a5 wsly o s oy 6l oty Coal s oo Abgyype yrgeas

e g 0 olool
3T Ao Goie §l Sl oo amio () DL REFIESH (ol 5 598 ood cojlosl 5055 45b 4 0,7 ol SledL|

AT oo 58 50,3 Koy bl e o s 4l i sl 435 0SSl |, Actualize

—

Handle Type Refs | Access | T |Info Name

0000000C File (dir) 2. 001000

0000015C |File (din) 2. (001000 CAWINDOWS\WInSXS\B86_Micr
00000164 |File (din) 2. (001000 CAWINDOWS\WIinSxS\x86_Micr
00000188 |File (dir) 2. 001000q e \Reversing\DBG & DAsem & L
00000030 |Key 2. OOOFOOj HKEY_LOCAL_MACHINE
00000044 |Key 2. (000200 HKEY_LOCAL_MACHINE\SYST
00000048 |Key 2. 000200i HKEY_LOCAL_MACHINE\SYST
0000004C | Key 2. 000200{' HKEY_LOCAL_MACHINE\SYST
00000074 Key 2. OOOFOOj HKEY_CURRENT_USER
00000080 (K 2. (000200 H Y _LOCAL_MACHINE\SYST
'._.OM P QM V fEr' aqugf‘-\lg}y'T
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3 Olemine Ly g ol @A|t+|\/| 07y oyl yuilos adS sl o Memory Map o,z iion 7,25 4 pe2lg> oo oo pl yo
a5 amae sl |, Sloo Jio 4 el bawgs abiils 51 oads Jlidl sl S oty ol 0,8 bt [, M Ly
0ols 5l 45 plas ol S cpl a5 wiS o aseis Olly b executable module) 1! LB Jos 5l ols i alisl>
o2ty opl it Lol oyt opl b aiBys blis come 0 ol 5l L 45 . g (RESOUICE)olie « (Data)esls « (COAR)S = cenla

oo 4ol aladl> o 1y JLa 500 4l g9 08 o] padlgi (oo Lo o ol o - Address

HeX, 50 g0 4 o] Jladie a5 o 1) adadl> jo 1155 0,90 4l a0 o ools (olais! (slad lade auilyios Lo Size e
g oo 00l jioles Dec

e Gisles 1y bl T b st DLL G 4 ! BB S a4 by e Hhai 050 4l S Owner e

y Jed oMbl asilgs o aS 09 (0 00ls toled Hlai 8,90 b 5l soliiwl 5 ol Hhas 51 Sledbl fygiw cpl o :TYpe @

D abl oo 2ol popie Slo plaS e a5 was plaisl sgs 4

4ol p —ogar Sledbl 6,10 g g3l 0 pd slp (g ol Canl Lastine o] pb 5l a5 ehailen PV ©
Sguds oo oolaiul
Qb olo dusgp ababl> o (ClSs) s MaAP slo Ll 4y by :Map o
-ﬁwd;‘@‘)&@}‘éﬁyd dmG o
WS oo adniie |y L2l b g ciigic Sailes a5l aladl> 51 das o a0 4l cw s ACCeSs o
Dol anles eols 0 Ll o3 0 aS ol gy gl sla ais3E o, ol SIS Cenl,y g5ie 4o
S S 0,5 59, 4 .0lad (3,8 el ouls 00lo M8 S Slreosi Lo iy ol jo a8 wl&;Actualize [
Aoz gla S 5l (6,188 Glis Bis g aladl>
Sy ks 43S cpl L amane (ol DSM o oty jo j0 1, abisl> 5l s 5,50 S View in Disassembler e
Al ol e oS Jels s ae S aS Ced 39> 90

Sl salgs ioles DSM o, 51 DUMP iso (o 1, abasl> 5l a5 0,40 L :DUmMp inCPU o
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o Al 0, SO & jga L DUMP isu jo Gioles sl a8 col cpl jo L3 L a5 ol oglas -Dump e
Ll Lioles sl ogase B Slegsl jeha OIY wsl (asie SO sl ools g55 ST pusS camline 1) o)1 usles
&S e sl |, Dump s

Ay (Goztinmz 4 Al A (Gexins Jawgl dr 4 ool sl SOl aS vane 1) Sl ol L 4 :Search e
A8 e (DUMP) (6l a1 o los alasl> L OIlY o o s s 4ty 5100510 o 435 390
o,y y 1y gzt Al oo Lads L 25,18 LSy (563Ul g 51, DUMP s Memory map sle o,
INVRVOUR ) Dump 0 iy Escwdo@b@lgwww.@o aalsl ¢ 550 3,150 5l Dump

g o, 51,55 : Search next - Ctrl+L e

Enter binary string to search for x|

asCll mE

UNICODE |

HE=+02 4D 50

¥ Entire block LI il

¥ Caze sensitive Ok Cancel

oelaisl og 4|y b3 polie dilgie a5 ¢ udds po |y alabl> 0 O G Slas oy o SEL ACCESs ©

No access o
Read only o
Read/write o
Execute o
Execute/read o

Full access o

Lo 0ols 58 o 5l cmaiSe bod yho a1 Ll 5,50 S sle cob ples :ZEIO0 Memory

Sged 03 L8 ST 0 1) a5 0500 S 5l ases S lg e a5 opl lawgs : Dump Memory-Area

oged ST 1, a5 5550 S 5l eads a8 ass oyl : LOAd Dumped Memory

oS Sl aladl 5l end j0 S G 5L 8,90 e 4 ylgie 43S o0l L Allocate Memory
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¢ Threads <o pow «

10,5 oaslie I, b3 sl an S Olg o0 4o (pl (Gaie ;0 Sged Zupde | deliy sla w5 s ‘_q';pljgom ol o

USLQ.».A ‘;J) Lv ouds adls! 9 D> L.SLQ c\...v)f uo; ua.?uwo 9 ).Iag )94 Ao 6)3] 392 ACtua“ZG °
Dyl oy Blae cll> a1 L5 90 0 5 :SUSPENd @
s oo oolil a8 ol 3l lae b 31 el gyt 35S asll gl il lae <l o ST ki 5,00 oy 5 RESUME @

10,50 093 |y b3 polie wlgie 4510 ,S i 1) (5310 5 (Sl dwg 50 5 Caglel lg e :SEL PriOrity e

Coglsl i omly S Idle o
| Lowest o
| Low o
| Normal o
| High o
| Highest o

cuglgl cp Y0 \—Time critical o

CPU oyt o 1) 1155 3590 055 5l ()l ConmBia ol (oo 3905 SlS bl a0 38 cnl sl ols5 oo :OpEN in CPU @
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2 doli 9 00l 9490 DLL (sl b6 (w9 «

a0y ool easS cdlin |y Sloos by dugy (9,0 0ads (5,155, (DLL)LS..IJ_?l sl Jgsle (oolos poilaie Lo ooy cpl jo
gas oanlis olg5 oo 1y 01 0355 b g Jsile sme ST (ool Jsle lo Jlo olsin dpae o8 (6,500 drio SleMbl Lo

Dbl (o 09790 b lo 4T ambo (pl G5 o

s oo Jiie ol oad g9, L5 5500 Jg3lS 45 tend g MEMONY o 2ty 45 o 435 L :ViEW memory e

s sialei b DSM o oty jo 1, Jg3ke slaas :View code in CPU

Josle ;o oas sl L o €XpOTtS, imports, library, user-defined) sos i 5 lg ioles View Names e
&

5929 ;51 985k o UDD (5,955 plo ;0 .UDD wigay b Jo18 5 Ll 5,90 o3k sl :Update .udd file now e
g bl asile Sledlbl oled 89 (oo 0,033 a5 0590 Jgile pb b a5 L ol j0.008e Sla, 59, 4 1, o] asl asls
plin S slogl gk ONY aidlassis 0 p3 | o Lawgs a> 5 anlip 095 Lawgs 4> oty 0 Slowudgs codd 4l
QS o ol |, UDD 6 aladl> 51 Josle 033, o 5

L 500 aie Lol ol o 4 135 0590 Jgjle ,0 89390 sla FESOUICE  sles ioles View all resources e
Sl 1) Ol 6l Sy 5 0 0233 s 9,3 a5 S leyai 3550 oy, 51 AUMP 4z 35 L alyss

o Lod
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o Pt (5o (G351 b (w0«

6)55..5 9”5_"“" L’s\))b}w < oolazl 4\.........' )‘(Ca” )G 6‘;:) u...uf)l.u u.u)b—‘ o).._‘>.> 9 e‘y @‘Pbﬁ Ls‘)" q...;lo ° QS)BL:JLQ.Q

© A8 5 ol o
sl |y adasd (ol L ool slail sl gle1 3 51 cicd aples oo g 0uS oo aBgy e o a4 daliy 5l ol o SBgl 28
15 5 eS8 o ks oMl ol oy |y 5555 0 plodl lss 51 omed Sy iy oSl ol g a5 b Sl
o o i Lo kit ol g ol gl oS, T 5 ol pb ¢ sl 00,5 Sls3 5 1) i 5,50 b a5 Laallysts oyl « aziy
s I L sy oslil s e AIK o ila a5 i35 ol oyt sl syl ciiss ol o 5 asl
y e ) 3 9 Og—ad 00 Ole= (= ol oS Jlan S cpl o gwywd gl pogd slul casgd (pl . g delp

el S Glls oy cplasl o Lioles 4 Call Stack o, b o les ol

A Call stack ¢ ad =3
Address Stack Procedure / arguments| Called from Frame L
0012FC20 | 7CO90DACC | Includes nidll KiFasiSy| ntdll . 7ZCO90DACA 0012FC40
0012FC24 ([ 7C912DCS | nidll. ZwRequestWwaitRe ntdll.7C912DC3 0012FC40
0012FC4a44 | 7CB872931 ntdil . CsrClientCallServikernel32.7C87292B | 0012FC40
0012FD40 7CB872A78 |7 kernel32.7CEB872769 |Kernel32.7C872A73|0012FD3C
0012FDCS 7CB8018B7 |kernel32 ReadConsole/ kernel32.7CS8018B2 | 0012FDC4
0012FDCC | 00000003 hConsole = 00000003

0012FDDO | 00414D20 Buffer = SHA1.00414

0012FDD4 | 00001000 ToRead = 1000 (409€¢

0012FDDS |0012FE4S pRead = 0012FE48

0012FDDC | 00000000 pReserved = NULL

0012FE20 |004084BE |7 kernel32 ReadFile SHA1.004084B8 0012FE1C
0012FE24 | 00000003 hFile = 00000003

0012FE28 |00414D20 Buffer = SHA1.00414

0012FE2C 00001000 BytesToRead = 1000

0012FE30 |0012FE4S pBytesRead = 0012FI

0012FE34 | 00000000 pOverlapped = NULL

0012FE6G4 | 0040893D |SHA1.004082BB SHA1.00408938 0012FEGO
0012FEAS 00404E9D |7 SHA1.0040887D SHA1.00404E98 0012FEA4
0012FEC4 004035AD |SHA1.00404E20 SHA1.004035A8 0012FECO
0012FF04 004036C6 ? SHA1.0040349F S5HA1.004036C1 0012FFO00
0012FF18 004010F1 SHA1.004036B5 SHA1.004010EC 0012FF14
0012FF7C 00404778 S5HA1. 00401000 SHA1.00404776 0012FF78 | VY

il oty o ol lo el b g @l ol ol (9w ol Aress

|) O)_’>Lu Bo)l JS‘ 09'“_“’ 99 9 J_HSA.‘>5.' &oﬁummlo;@f\)w)o)bo)y w)QTL]bLA.:.Q ug)oTStaCk L

Dol wyp
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0012FDEO

00414CO00

| LEARN OLLYICE DEBUGGER |

0012FDCE |7CEB8018B7 | kernel32 ReadCons«

0012FDCC | 00000003 hConsole = 000000( Call Stack

0012FDDO0O 00414D20 Euffer = SHA1.004 1 Win

0012FDD4 | 00001000 ToRead = 1000 (40¢

0012FDDO0 | |00414D20 ASCII "hamid” |

0012FDD4 00001000

0012FDDS||0012FE4S Stack Pane In

0012FDDC | 00000000 Cpu Win
SHA1.00414C00 ’

0012FDE4

00000000

pobai )0 v | o] leilesS T L g wolgs pb o)les o oygim ol ,o - Procedure (or Procedure / arguments) e
DOl sad yuixe @l (gl 00 oy (69959 alais 4 Cewline oy pl o)l0 0925 T Cldle milgi pU LS 4 an o YU

el 03505 Slg> )3 1) a5 50 ali a5 wll g0 el jeiws ooyl g ol 5o :Called from e

a2 o Giladl, g alis oo,8 5 o,Lal Jlake ST 040 o ools ioles (8,8 iew sk gt (pl Frame e

(register EBP)

aib ooy o L plKed Lrisl a0 B 51 el 550 5 08 JoB Loles LT )57 a5 il (oo ol 435 5 (5950 5110 o 0yt
L 4l 43S ool Obesl b asl o S5 Liews EXeCUte 1o Return a5 s (aues (oo paseis | o a5 15 oy
WS e SlsB ) L 0y50 @l a5 (ol Sl 5 oS o0 Ll ) adlin Lo gimily (go aell L 050 25 5l Sl plSie

29 (oo ABge
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. ‘5105 Olf)l: «

185 i o © el Els (L3 1 CIYPLOT 5L s, ol mjlo e OIlY b blsjl jo Jlie oo S5 4 ol auad Lxiyl 5o
shos Jlo o2« (ml 00 (LiS 90 5 SO L) all axdls (551 )15 g0 ojlail 4y a5 ol 00,5 (65 B mugp 9550 (nl yo (Jlie s
Lo Gaa e ol Ll Jo 5l (ol (B anS (g5 g Lo CIYPEOT 5550 50 Ll i oo g aBl (o0 Slos cpl b alal) 5o
ol o Crypt L jois g pm

ol 9290 Dygel LS LCTYPLON o jgumes,S CIYPL 5L oS sl a5 b g, 59009 NOtEpad asb

@ e M cwl Lzl Jb yo adby bl ¢ sgioe TEIMINALE aslp 45 puio oo .05 0 LI FOL 500,55 Olly o1, asbiy

BURC UL T IR S

oS o0 0,95y Jud aiile (gl oy bl o b dsgy 4 B 5 pug e A.ol.;).gAttaCh Crond 4

Process |Hame Window |Path .
00000202 (Notepad Crp |Untitle C:\Documsnts and Settinga‘\Administratorh\Des
cSrss WEPTNCIANWINDOWS\ system3Zhcsrss . exe
winlogon WETNCIAWINDOWS\ system3Z\winlogon .. exe
=1 apoolay CoAWINDOHS aystem3Zhspoolav . exe
aag 5 HNotepad Crp C-\Documents and Settingsh\AdministratoriDes
a7 W s N PEI O b7 i L SV N e e S e e

o2 Slos Jo j0 delp yuo b S0 dig 4 a5 acien wiles (o0 g 00 astine 508 K, L cwl Slos Jl> j0 a5 (ol aalip
et Jglate PID shls g oa ol

DA oo ) g dwgy dxy g 03,5 ool Ko dwgy d ol daliyy ol y Jloso| 1 aoes

Az dwgy bl gl CreateProcess &b 5l el aS o) was 0sd oo eilaily 28 1) Asl p U el &5 JLos Wb Yl
w255 oo BreakPoint ,ls s 90 &b 59, » OllY 65 s oS o ooliiusl

t S oo ki e @b JLso & Search for / All Intermodular Calls ;1 5 00,5 SIS el asl p 51 CPU o, (55, 5

“& OlyICE - [Find: CREATEPROCESS]

@ File Wiew Debug Plugine Options Window Help "_
e N N T e N | e T K e W [
Address Disassembly Destination ) o
004054EE | push ebp (Initial CPLU selection) -

4
£

00402945 |call <=jmp.&user3Z2. CharMNe userZ2Z CharMNextA
00402981 (call <=jmp.&user3Z. CharMNe user2Z CharMNextA

ROAQRFRQPA APEAYSRRIEPANG FFIRGNIPORD 1. /7

N

FlauS es oolaiul &5 oy 3 4ol R oS sl s Gz o>
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sxles add wil oo Cund Lo gl a5 oulys L Soliuls G s SUilw! S50 ks 0s2g g, £9 90 miles SlsS )3 gl JS 0
Slezld j0)ail 00,5 Slgzl 3 9, miley Selils & jso 4 aslp o)ls Gl 5 00,5 solatwl Sibiwl & jse 4 Aol p 45w
abgrye DII 5l ol 095 59, » o gdlge opl 6y (W] o caws & GEtProCAdAress b aliwy 4 gl (w0l Sl

. o255 o BreakPoint

[
059 45 Sl 9Sdgs 5 (Sl (45,9 CrEAtEPIOCESS wb) pem s (oo |, &b oL 5 0uiS 0 SIS Oy 151 lgs 511, ] 4o

(39 oo asuino b6 STW L 0Ssgs g A By o adlol L Sl

Enter expression to follow

Dp s A ae gl 4l LOIY (oS o bl 5, OK Mogs cole ) b By, (Sog8 g (S5 45 0 s

<% OllylCE - [CPU - main thread, module kernel32]
@ File WView Debug Plugine Options Window Help

Paused | [W|[pe] || mcfis] 0] ] ] ] ] e ] )
?GEDEEB?] IBEFF mow edi, edi

FCB02369| 155 push ebp

FCB80236A IBBEC mow ebp, esp

FCB0236d I16A 00 push 0

FCB0236E| IFF75 2C push dword ptr [ebp+2C
FCB02371| IFFFS 28 push dword ptr [ebp+28]
FCB02374| IFF7S 24 push dword ptr [ebp+24]
FTCB02377| IFFT7TS 20 push dword ptr [ebp+20]
TCBO23TA| IFF75 1C push dword ptr [ebp+1C
FCB02237D IFF75 18 push dword ptr [ebp+ 18]
FCB02380| IFF75 14 push dword ptr [Ebp+14]
FCB02383| IFF75 10 push dword ptr [Ebp+10]
FCB802386| IFF75 OC push dword ptr [ebp+C
FCB02289| IFF75 08 push dword pir [ebp+&]
FCa0238d I6A 00 push 0

FCE20222E| IEE OBE10100 |gall| CreateProcessinternalAd
FC802393|( 15D pop ebp

FCB02394( 1C2 2800 -| 28

L og> 0)lgs b a5 ssiowe JSKO 10 5, mlb S 5 00l Jlgl )3 Kernel32.dll 3l 45 Sgdne adtine oy laie (o
5 F2 L 7C802367 ol m ali glaml . ass o aeils 5,5 & Retn L 4 CreateProcessinternal A b il
JryaS g 00,8 digie g, aslip OllY ¢ aiS solisl ol opl 5l salys 4 aslip a5 Sl o sgdas ccb BP ) (0 )35 o BP

p—))‘m oli.:c\.sé.al.v).' Stackmﬂowdwwollygwwwﬂj@‘)}‘ Fg L»j) Ml.u).'u?
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[ 0040521 | rCALL to CreateProcessA from MNotepad_ 00405213 /«"
QoDS5053 | ModuleFileMName = "CADocuments and SEttiI'WQS"-HC!r'r"lil"liSt"EtO(J‘
004026H | CommandLine =™

0000000|| pProcessSecurity = NULL

0000000 | pThraadSecurity = NULL

0000000 | InheritHandles = FALSE

0000000 | CreationFlags = CREATE_SUSFENDED
1 0000000 | pEnvironmeaent = MNLUILL

1 0000000 CurrentDir = NULL

1 0012FFQ| pStartuplnfo = 0012FF04

1 0012FF4 YpFProcessinfo = 0012FF48
P o N R N T e S e L T N R A S e S b L

NN AN

L™

)|J.9 Suspend u.ll} )b A.‘A} 4....43).) 9 AW QSJP‘JB :Lal.a).a 405213 w).)] )‘ el.v : o)‘é 09}5 st))‘ uLC)‘Ua‘ u.o.a.u.g U"‘ )\b

‘292 ‘éJ..a‘ d.AL»):)‘ ‘;ly‘)ﬁJ.’x.qi)L»Mf ‘) Enter d.osdJ.i..u)‘ °“‘*"‘Q""‘*"‘°J5“L’-‘>L55))-’°)‘°

00405211 ‘ M2BO0O Mmoo eax, dword ptr [eax]
00405213 | NVFDO call eax|
00405215 | .M35C0O |test eax, eax

o 2 Lg@.l@b.m;sTrace Egyo iyl 5l g

m .M~FDO |ca|| eax - - kemnmel32 ResumeT hread

BP 3 02,155 (o0 BP <G Loyol (ol 59y o M ogds o 1zl ool aalip s o) (amme a5 ab .augd o, F8 L oo o (o
SN gl Y pied BP (55, 5008 (o0 1,21 55 sl FO Lo oo 5 008 (o0 Sy 55 aolipy oS (o0 Sbg, (LS o
oo olosss EXE L6 oo Jl> msd o MEMOTY Map o oy M (o) (S L o) o sy osliiul 5,50 csla
L, Ctr+B (p0,5 oo Jladie opl Jloo @ alabl> gl S 40 ey 098 (0 9,0 MZ aiis, L EXE aslip y2 a5 quils (oo 28,5

25 (58 7m0, 3)lg g ol (o

:MQJGAIJJ.L}.;MM)ASC” Ceond 0

| © XMen TeaM - AHA (godvb) | 56



Private Learning - January 27, 2010 | LEARN OLLYICE DEBUGGER |

Enter binary string to search for

stz

UNICODE I?

[v Entire block J J

v Ease sensiive oK Cancel

o ol [y SCrOll a8 5,8 Ty 050 o el w3 oy (o0 OK am 5 1oy (o0 02 5) 02 b 43S 50 slo S5

s oo 1y CIFL o)bgs (somtar (slp g ooty (oo 1) 02 e (0l o ¢ S SN (59l oS oy (o0 ¢ oS
DUMP o2y 59, 25) w2l 00,5 S5 a3 ot B oS (o0 0,055 Sand S35 32 95 SO (nl - 9> (oo 2 SN0 Sy9e 4 &
Sl 58 0 0pu3d bl oS o 0 |y ledbl g oS o ol |, Backup / Save Data to File 4 00,5 LIS e,
0 ligd 5 (e oo plool NOtEPA+H+ L 1, L5l p0)0nsS o Sy MZ coand B 1) Lallsb ol ayly s 0yl callsl a8 L6

P, 0,3 A5 009y Hhai 090 B aS 0o wales Lol (o oS g0 050D

S\ Dumed_Mem.exe
=5 Motepad
Microsoft Corporation
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2Olly (&l (w9 Cu Sl «

w0230 (Hy Sgdine Cnl) (L g San Sl bl ety 9 el (ol (5 @ s (LS OllY (6l (s oo Sl L5

ol oas aing a5 2 by oS ol eeiSe bl 1) 095 o Sl L g 00,5 ol |, > OllyScript->RunScript

Oy o) slasaly a5 ol [9wa100 51 Gias Gl

E3(Epsylon3) ;.55 . SHaG sl L o ;S0 ,as5 E3 pli L 15 5

4ol mly dilons oo Sl yidigs sl OSEAITOr asl .ol 54250 EPSYION3(E3) #LL Attachments e ,o Pdf

S Help jo o ples a8) aal (o 95w 74 ol a5 SHAG (.5 wlol, LOVEBOOM jlaies pU b i (63,8 1,

e S99 ALACKMENTS o3 j0 aalip ol sl (Sl g i L5 90 110 g ol A ivgs (sl D92 90 aali

ORI EIPANREIE

® OllyScript Editor v1.0 Beta 2 *

File W¥iew Other Help
Commands list: -
sub eaddr.eip
sub eaddr,2
g\l‘;EE‘SIDN cmp eaddr,0
HL.0G jne mod1
ADD moy ismodt,1
ilN rr!od2:
AND jmp Ibl
igﬁ mod1:
A0 mov ismodt,0
BC mov eval.esp
EF sub eval 4
BPCND fun
BPL
Ibl:
BPLCND eoe |bl2
Command information:
$RESULT
<RESULT>
value for some functions like FIND etc.
SULT_1 and $RESULT_2 are available for some commands.
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2 pilo WS

GQ)J)#BJJGA)KLQOJM‘bLoJ)QdS‘S)LQJJSMM)QjDSM Md‘f&?}adl&bﬁuw&o)é

Shortcuts DSM :

ENTER - add selected command to the command history and, if current command is a jump, call

or part of the switch table, follow address of destination.

BkSpc - remove analysis from the selection, useful if Analyzer recognized code as data. See also

decoding hints.

Alt+BkSpc - undo selection, substitutes selected part of the code with the corresponding portion of

backup data. Available only when backup data exists and differs from selected code.

CtrI+F1 - if API help file is selected, open help topic associated with symbolic name in the first

selected line.

F2 - toggle INT3 breakpoint on the first selected command. Alternatively, you can double-click line

in the second column.

Shift+F2 - set conditional breakpoint on the first selected command. See also Ignore memory

access violations in Kernel32.

F4 - run to selection, set one-shot breakpoint on the first selected command and continue
execution of debugged program. If OllyDbg catches exception or stops on breakpoint before
program reached this command, one-shot breakpoint remains active. If necessary, you can

remove it in Breakpoints window.

Shift+F4 - set logging breakpoint (conditional breakpoint with optional logging of value of some

expression when condition is met). For more details, see Breakpoints.

Ctrl+F5 - open source file that corresponds to the first selected command.

| © XMen TeaM - AHA (godvb) | 59



Private Learning - January 27, 2010 | LEARN OLLYICE DEBUGGER |

Alt+F7 - go to the the previous found reference.

Alt+F8 - go to the next found reference.

Ctrl+A - analyse code section of current module.

Ctrl+B - start binary search.

Ctrl+C - copy selection to the clipboard. Copy roughly preserves width of the columns and
truncates invisible characters. To exclude some column from the copy, reduce it width to the

minimum.

CtrlI+E - edit selection in binary (hexadecimal) format.

Ctrl+F - start command search.

Ctrl+G - go to address. Invokes window asking you to enter address or expression to follow. This

command does not modify EIP.

Ctrl+J - list all calls and/or jumps to the current location. You must analyze code before you can

use this feature.

CtrI+K - view Call tree associated with current procedure. You must analyze code before you can

use this feature.

Ctrl+L - search next, repeats last search.

Ctrl+N - open list of names (labels) in current module.

Ctrl+O - scan object files. This command displays the Scan object files dialog where you can
select object files or libraries and scan them in an attempt to find object modules within the actual

code section.

CtrI+R - find references to selected command. This command scans through the executable code
of the active module and finds all references (constants, jumps or calls) to the first selected
command. You can use shortcuts Alt+F7 and Alt+F8 to navigate through the references. For your

convenience, referenced command is also included into the list of references.

| © XMen TeaM - AHA (godvb) | 60



Private Learning - January 27, 2010 | LEARN OLLYICE DEBUGGER |

Ctrl+S - search for command. This command displays Find command dialog where you can enter

the assembler command and search for the next instance of this command.
Asterisk (*) - go to the origin (contents of EIP of the active thread.(

Ctrl+Gray Asterisk (*) - new origin here, sets EIP of the currently selected thread to the address of

the first selected byte. You can undo this operation if you go to Registers pane and select EIP.

Plus (+) - if run trace is inactive, go to the next address from the command history. Otherwise, go

to the next record in run trace data.
Ctrl+Plus - go to the beginning of the previous procedure.

Minus (-) - if run trace is inactive, go to the previous address from the command history.

Otherwise, go to the next record in run trace data.
Ctrl+Minus - go to the beginning of the next procedure.

Space - assemble. Displays Assemble at dialog where you can edit actual command or enter new
commands in Assembler language. These commands substitute actual code. Alternatively,

double-click the command you are going to change.

Colon (:) - add label. Displays Add label or Change label window where you enter label (symbolic
name) associated with the first byte of the first selected command. Notice that in many languages

colon is a part of label.

Semicolon (;) - add comment. Displays Add comment or Change comment window where you
enter comment (text string displayed in the last column) associated with the first byte of the first
selected command. Notice that many Assembler languages use semicolon to start comment.

Alternatively, you can double-click disassembled line in the Comments column.

Shortcuts OllyDbg-wide :

Ctrl+F2 - program reset, starts over debugged program. If there is no active program, OllyDbg
restarts first program in the history list. Program reset removes memory and hardware

breakpoints.

Alt+F2 - close, closes debugged program. If program is still active, you will be asked to confirm the

| © XMen TeaM - AHA (godvb) | 61



Private Learning - January 27, 2010 | LEARN OLLYICE DEBUGGER |

action.

F3 - displays ,Open 32-bit .EXE file" dialog box where you can select executable file and

optionally specify arguments.

Alt+F5 - makes OllyDbg topmost. If debugged program stops on breakpoint while displaying
topmost window (usually some kind of modal message or dialog), this window may cover parts of
OllyDbg but you are unable to move or minimize it without continuation. Activate OllyDbg (for
example, from the taskbar) and press Alt+F5. OllyDbg will get topmost and place itself over the
Debuggee. If you press Alt+F5 for the second time, OllyDbg becomes normal (non-topmost)
window. Topmost status is preserved between debugging sessions. Actual OllyDbg status is

displayed in the status bar.

F7 - step into, executes next single command. If this command is a function call, stops on the call

destination. If command has REP prefix, executes single iteration of the command.

Shift+F7 - same as F7, but if debugged program stopped on some exception, Debugger will first
try to pass exception to handler specified in the debugged program (see also Ignore memory

access violations in Kernel32).

Ctrl+F7 — animate into, executes commands step-by-step, also entering function calls (as if you
press and hold F7, only faster). Animation stops when you execute some other stepping or
continuation command, program reaches active breakpoint or some exception happens. Each
time next step is executed, OllyDbg redraws all windows. To speed up animation, close all

windows you don’t use and reduce the size of remaining windows. To stop animation, press Esc.

F8 - step over, executes next single command. If this command is a function call, executes called
function at once (except when function contains breakpoint or produces exception). If command

has REP prefix, executes all iterations and stops on the next command.

Shift+F8 - same as F8, but if debugged program stopped on some exception, Debugger will first
try to pass exception to handler specified in the debugged program (see also Ignore memory

access violations in Kernel32).

Ctrl+F8 — animate over, executes commands step-by-step, without entering function calls (as if
you press and hold F8, only faster). Animation stops when you execute some other stepping or
continuation command, program reaches active breakpoint or some exception happens. Each

time next step is executed, OllyDbg redraws all windows. To speed up animation, close all
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windows you don’t use and reduce the size of remaining windows. Press Esc to stop animation.

F9 - continues program execution.

Shift+F9 - same as F9, but if debugged program stopped on some exception, Debugger will first
try to pass exception to handler specified in the debugged program (see also Ignore memory

access violations in Kernel32).

CtrI+F9 - execute till return, traces program without entering function calls or updating CPU till the
next encountered return. As program is executed step-by-step, this may take some time. Press

Esc to stop tracing.

Alt+F9 - execute till user code, traces program without entering function calls or updating CPU and
stops when next encountered command belongs to module that doesn't reside in system directory.

As program is executed step-by-step, this may take some time. Press Esc to stop tracing.

Ctrl+F11 - run trace into, executes commands step-by-step entering function calls and adding

contents of registers to run trace data. Run trace doesn't animate CPU window.

F12 - stops program execution by suspending all threads of debugged program. Don't resume

threads manually, rather use ordinary continuation keys and menu items (like F9).

Ctrl+F12 - run trace over, executes commands step-by-step without entering function calls and

adds contents of registers to run trace data. Run trace doesn't animate CPU window.

Esc - if animation or tracing is active, stops animation or tracing. If CPU displays trace data, shows

actual data.

Alt+B - opens or restores Breakpoints window. Here you can edit, delete or follow breakpoints.

Alt+C - opens or restores CPU window.

Alt+E - opens or restores list of modules.

Alt+K - opens or restores Call stack window.

Alt+L - opens or restores Log window.

Alt+M - opens or restores Memory window.
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Alt+O - opens Options dialog.

Ctrl+P - opens Patches window

CtrlI+T - opens Pause run trace dialog

Alt+X - terminates OllyDbg.

Most windows understand following keyboard commands:

Alt+F3 - closes active window.

Ctrl+F4 - closes active window.

F5 - maximizes active window or restores it to normal size.

F6 - activates next window.

Shift+F6 - activates previous window.

F10 - opens pop-up menu associated with acive window or pane.

LeftArrow - shifts contents 1 character to the left

Ctrl+LeftArrow - shifts contents 1 column to the left

RightArrow - shifts contents 1 character to the right

Ctrl+RightArrow - shifts contents 1 column to the right

| © XMen TeaM - AHA (godvb) | 64



