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1- Window hooks (SetWindowsHookEX)
2- CreateRemoteThread
3- App_Init registry key
4- ZwCreateThread or NtCreateThreadEx Global method (works well on all
versions of windows)
5- Via APC (Asynchronous procedure calls)
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HANDLE WINAPI CreateRemoteThread (
in HANDLE hProcess, ?--
—————— 1
in LPSECURITY ATTRIBUTES lpThreadAttributes,
in SIZE T dwStackSize,

__in  LPTHREAD START ROUTINE lpStartAddress, ?--------- 2
__in LPVOID lpParameter, ?-—-
—————— 3
in DWORD dwCreationFlags, r J

out LPDWORD lpThreadId
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BOOL WINAPI CreateProcess(

__in opt LPCTSTR lpApplicationName,
__inout opt LPTSTR lpCommandLine,
__in opt LPSECURITY ATTRIBUTES lpProcessAttributes,
_in_opt LPSECURITY ATTRIBUTES lpThreadAttributes,
__in BOOL bInheritHandles,
__in DWORD dwCreationFlags, P 1
__in opt LPVOID lpEnvironment,
__in opt LPCTSTR lpCurrentDirectory,
_in LPSTARTUPINFO lpStartupInfo,
out LPPROCESS INFORMATION lpProcessInformation
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.386
.model flat, stdcall
option casemap:none

include windows.inc
include msvcrt.inc
include kernel32.inc

includelib kernel32.1lib
includelib msvcrt.lib

.data

greet db "enter file name: ",0
sgreet db "$s",0

dreet db "enter DLL name: ",0
dgreet db "%s",0

apiname db "LoadLibraryA", 0
dllname db "kernel32.d11",0
.data?

processinfo PROCESS INFORMATION <>
startupinfo STARTUPINFO <>

fname db 20 dup (?)

dname db 20 dup (?)

dllLen dd ?

mAddr dd ?

vpointer dd ?

lpAddr dd ?

.code

start:

invoke crt printf,addr greet

invoke crt scanf,addr sgreet,addr fname
invoke crt printf,addr dreet

invoke crt scanf,addr dgreet,addr dname
invoke LoadLibrary, addr dllname

ov mAddr, eax
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invoke GetProcAddress,mAddr,addr apiname
mov lpAddr,eax

;Ccreate process in suspended state

invoke CreateProcess,addr fname,0,0,0,0,CREATE SUSPENDED, 0,0, addr
startupinfo,addr processinfo

invoke crt strlen,addr dname

mov dllLen,eax

; Allocate the space into the newly created process

invoke

VirtualAllocEx, processinfo.hProcess,NULL,dllLen,MEM COMMIT, PAGE EXECUTE REA
DWRITE

mov vpointer,eax

; Write DLL name into the allocated space

invoke WriteProcessMemory,processinfo.hProcess,vpointer, addr

dname, dl1lLen, NULL

; Execute the LoadLibrary function using CreateRemoteThread into the
previously created process

invoke

CreateRemoteThread, processinfo.hProcess,NULL, 0, 1pAddr, vpointer, 0, NULL
invoke Sleep,1000d

; Finally resume the process main thread.

invoke ResumeThread,processinfo.hThread

XOr eax,eax

invoke ExitProcess,eax

end start
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Inline hooking
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5L CALL ;5205 RET PUSH JMP wilg o ool ool oS (o o 5L 1)

Rt Gt B SEARCE E ST

(hooking vaw ) ol Sles18: ) o

Call MessageBox

(Exe - main Normal Call

:
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hooking 3 ax Jlg>1@:Y e

Normal Call
Jmp MyHandler

Call MessageBox
(Exe - main
module)
Redirect

execution to

MyHandler

I'ransfer control back to

Original function
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.386
.model flat,stdcall
option casemap:none

include windows.inc
include kernel32.inc
include msvcrt.inc
include user32.inc

includelib kernel32.1lib
includelib msvcrt.lib
includelib user32.1lib

.data
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tszMsg db
userDl1l db
msgapi db
.data?

oBytel dd

oByte2 dd ?
userAddr dd
msgAddr dd ?
nOldProt dd
.code

"Hello from Hooking Function", O
"user32.d11",0
"MessageBoxA", 0

LibMain proc hInstDLL:DWORD, reason:DWORD, unused:DWORD
.1f reason == DLL PROCESS ATTACH
invoke LoadLibrary,addr userDll
mov userAddr,eax

’

Get MessageBoxA address from user32.dll

invoke GetProcAddress,userAddr,addr msgapi

mov msgAddr,

’

eax

Set permission to write at the MessageBoxA address

invoke VirtualProtect,msgAddr,20d, PAGE EXECUTE READWRITE, OFFSET

nOldProt

; Store first 8

byte from the MessageBoxA address

mov eax,msgAddr

mov ebx, dword ptr DS:[eax]
mov oBytel, ebx

mov ebx, dword ptr DS:[eaxt4]
mov oByte2,ebx

patchlmessagebox:

7
mov
7
mov
add
sub
sub
mov

.elseif reason
.elseif reason
.elseif reason
.endif
ret

LibMain endp

MyHandler proc

Write JMP MyHandler (pointer) at MessageBoxA address

byte ptr DS:[eax],0ES%h

move MyHandler address into ecx

ecx,MyHandler

eax, 5

ecx,eax

eax, 4

dword ptr ds:[eax],ecx

== DLL_PROCESS_DETACH
== DLL_THREAD ATTACH
== DLL_THREAD DETACH

pusha

XOor
mov

’

mov

’

eax,eax
eax,msgAddr

change the 1lpText parameter to MessageBoxA with our text

dword ptr ss:[esp+028h],offset tszMsg

Restore the bytes at MessageBoxA address
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mov
mov
mov
mov

ebx, oBytel

dword ptr ds:[eax],ebx
ebx, oByte?2

dword ptr ds:[eax+4],ebx

; Restore all registers

popa

;jump to MessageBoxA address (Transfer control back to MessageBoxA)
Jjmp msgAddr

MyHandler endp

end LibMain
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http://www.codeproject.com/Articles/4610/Three-Ways-to-Inject-Your-Code-into-

Another-Proces
http://securityxploded.com/ntcreatethreadex.php
http://research.microsoft.com/en-us/projects/detours/
http://research.microsoft.com/en-us/projects/detours/
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