Bypass from Clamwin antivirus scanner with gzip archive/

Attack method: manual Fuzzing
Attack tools:HxD Hex Editor or HIEW (Like HIEW), 7Zip,Winrar,Eicar Anti-Virus test file.

Salam Eziz oxucular.Coxdan di Antivirulardan yayinmaq ucun bir yol axtarirdim.Nehayet tapdim ©
Testimi virtualBoxda Clamwin 098.1 uzerinde apardimve netice + oldu
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Eslinde vaxt tapan kimi basqa antivirus program teminatlari uzerindede yoxluyacam amma helelik bununla qane
olun!

Usulum manual fuzzing adlanir.

Bu usulla 7-zip vasitesi ile gzip formatinda faylimi(Eicar AV Test) sixisdiriram.

Gelin ilk once unpack veziyyetinde AV ile faylimizi scan edek.

Netice:

C:\DOCUME-~1\root\0016~1>""C:\Program Files\ClamWin\bin\clamscan.exe'' --tempdir
""c:\docume~1\root\locals~1\temp'' --keep-mbox --stdout --database=""C

:\Documents and Settings\All Users\.clamwin\db'' --log=""c:\docume~1\root\locals~1\temp\tmpllay4u'' --
infected --max-files=500 --max-scansize=150M -

-max-recursion=50 --max-filesize=100M --show-progress --recursive --Kill ''C:\Documents and
Settings\root\Paoounii crom\l.com"
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LibClamAYV Warning: *** The virus database is older than 7 days! ***

LibClamAYV Warning: *** Please update it as soon as possible. **%*

Loading virus signature database, please wait... done

C:\Documents and Settings\root\Pagoumnii cros\l.com: Eicar-Test-Signature FOUND

----------- SCAN SUMMARY ------nn---
Known viruses: 3088429

Engine version: 0.98.1

Scanned directories: 0

Scanned files: 1

Infected files: 1

Data scanned: 0.00 MB

Data read: 0.00 MB (ratio 0.00:1)
Time: 17.074 sec (0 m 17 s)
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-nax-recursion=50 —-nax-filesize=100M --gh ogress —-pecursive ——kill "C:\Documents and Settings\root\Pasouwi croani.com" && pause
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.00 MB
Data read: III 00 MB Cratio 0.00:1)
Tine: 17.074 sec (@ n 17 )

C:\DOCUME™1 \root \DD16™1 >

i nyex [ CiDocuents and Settin, . | 0 ClamiWin Free Antivirus | g ClamiWin Fres Antivirus |

AV Response:Eicar-Test-Signature FOUND .

Indi ise kecirik isin maraqli hissesine.

Bypassing:

Evvelce 7Zip-le faylimizi gzip formatinda packetlesdiririk.
Sazlamalar.

Archive format: Gzip

Compression level: Normal

Compression method : Deflate

Dictionary size: 32 kb

Word size: 32

Arxivimiz hazirdir!
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Hash sums:
Md5-20793253b6eaddfb3ed7570072f48548
Sha-1-¢2d791af7f40e310066299183ed203f0d465b603

Indi ise sixisdirilmish faylimizi test edirik.
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Scan Started Fri Feb 14 06:21:42 2014

C:\Documents and Settings\ioot\Patowmii croa\1_com.gz: Eicar-Test-
ature FOUND
SCAN SUMMART -
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E ngine wersion: 0.98.1
S canned directories: 0
S canned files: 1

Apneik Ana Infected files: 1
htd
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Dats scanned: 0.00 MB
Data read: 0.00 MB [ratio 0.00:1]
Time: 18.678 sec (Im 18]
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Gorduynuz kimi netice +.Detect olundu ©
Ve nehayet ByPass Operation.

Faylimizi HIEW-le aciriq.



Gorduyunuz kimi 00 00 00 Bize lazim olan byte 00 00 00.
Byte editleyirik.
->03
Ve F9 vuraraq save edirik.
Yeniden Test edib ClamW:i ile scan edeciyik.

Update file sums.
Md5-938d8fd4a4d07ea56a87df90a33e0928
Sha-1: 18697d27d7d80a9%becabff8368bbfbOccbofeaft
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Bu geder artiq

ClamLOg:

esas scana kece bilerik.

Scan Started Fri Feb 14 06:36:47 2014




Known viruses: 3088429
Engine version: 0.98.1
Scanned directories: 0
Scanned files: 1

Infected files: 0

Data scanned: 0.00 MB
Data read: 0.00 MB (ratio 0.00:1)

Time: 18.427 sec (0 m 18 s)

VE BINGO !!!

Artiq fayllarinizi CamWinden qoruya bilersiniz.Digerlerinde siz yoxlayin.
Sadece olaraq bilmirem niye Remote Drive ile fayli virtual boxdan goturende error-la rastlasiram.Buna vaxt tapan
kimi arasdiracam!
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