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sudo apt—-get install tor
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sudo service tor start
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vim /etc/tor/torrc
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16 ## Replace this with "SocksPort 0" if you plan to run Tor only as a
17 ## relay, and not make any local application connections yourself.

18 SocksPort 9051 #witat port to open for local application connections
19 SockslListenAddress 127.0.0.1 # accept connections only from localhost
20 #SocksListenAddress 192.168.0.1:9100 # listen on this IP:port also

21

- Proxychains u; S 5 i flw o oo S g 5y Slais 5
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sudo apt—get install proxychains
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vim /etc/proxychains.conf

D) ped i Canys K b 2Ty o

Fardin@Ox0pktimOus: ~

#

# proxy types: http, socks4, socks5

- ( auth types supported: "basic"-http "user/pass"-socks )
#

[ProxyList]

# add proxy here

# meanwile

# defaults set to "tor"
socks4d 127.0.0.1 9051
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#!/usr/bin/python
from TorCtl import TorCtl

connect = TorCtl.connect(controlAddr="127.0.0.1",
controlPort=9050, passphrase="")

torCtl.Connection.send signal(conn, "NEWNYM")
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telnet localhost 9051
AUTHENTICATE

SIGNAL NEWNYM

QUIT
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" Fardin@Ox0ptimOus: ~

OxOptimOus# ps aux | grep "/usr/share/tor/tor" | head -1 | cut -d " " -f 8
1250

OxOptimQus#

OxOptimOus#

OxOptimOus# pidof tor

1250

OxOptimOus#
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fardin@0x0ptimoOus: ~

OxOptimOus# ps aux | grep "/usr/share/tor/tor" | head -1 | cut -d " " -f 8 | xa
rgs sudo kill -HUP

OxOptimOus#

OxOptimOus#

OxOptimOus# pidof tor | xargs sudo kill -HUP

OxOptimOus#

OxOptimOus#

Ox0ptimous# |
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Fardin@Ox0ptimOus: ~
OxOptimOus# proxychains curl -s ifconfig.me/ip o

ProxyChains-3.1 (http://proxychains.sf.net)

|DNS-request| ifconfig.me
|S-chain]-<>-127.0.0.1:9051-<><>-4.2.2.2:53-<><>-0K
|DNS-response| ifconfig.me is 219.94.235.40
|S-chain]-<>-127.0.0.1:9051-<><>-219.94.235.40:80-<><>-0K

).227.133 -—
OxOptimOus# o @
OxOptimOus#
OxOptimOus# pidof tor | xargs sudo kill -HUP
OxOptimOus#
OxOptimOus#

OxOptimOus# proxychains curl -s ifconfig.me/ip @

ProxyChains-3.1 (http://proxychains.sf.net)

|DNS-request| ifconfig.me

|S-chain|-<>-127.0.0.1:9051-<><>-4.2.,2.2:53-<><>-0K

|DNS-response| ifconfig.me is 49.212.149.105

|S-chain|-<>-127.0.0.1:9051-<><>-49.212.149.105:80-<><>-0K
.244.216 <-—

OxOptimOus#
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Tor IP Changer | By 0x0ptimOus

File Help
Set Interval
Interval (Seconds) :

30 | start | stop

Status : Idle
ST shls eyl 1A s

:aaf(ba\,,)\fwsvu};bashjs&:gﬁﬁd\q@bsao,ﬂ“f\w

#!/bin/bash
# Simple TOR IP Changer

# By 0xOptimOus

if [[ $EUID -ne 0 ]];then
echo "You must be root to run this script. Aborting...";
exit 1;

fi
while true; do

echo "[+]Sending HUP Signal ..."

pid="pidof tor"
kill -HUP $pid

echo "[+]Done. Waiting ..."
sleep 30

done
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http://www.mediafire.com/download/fiuiv032j0l2yej/tor-ip-changer.tar.gz
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proxychains nmap -Pn -sT 127.0.0.1

j\uwéjyme,btorj\@%éij@yuw}s.,wa\sqlmapqﬁwjvb-yjs-
4 ey ek el 5 Kl s s, e Ll L"‘V?{”u;‘”‘ ¢Sl 5 5 4e ¢l proxychains
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./sqlmap.py --tor --tor-type=SOCKS5 -u "http://target.com/index.php?id=1"
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