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Wireshark Hakkinda

Wireshark, kurulu oldugu bilgisayarda;

Ag trafiginin anlik olarak izlenmesini

Izlenen bu trafigin kayit edilmesini

Daha sonra incelenmesini saglamaktadir.

Bunlarin disinda bir hatayi cozmek amaci ile de kullanilabilmektedir. (Bu islem
trafik izlenerek anlik filtreleme ¢ozimleri kullanilarak sorun saptanmaya calisilir.)



Wireshark Hakkinda

Wireshark aracinin en onemli ozellikleri:

e Kullanici Dostu
e Ucretsiz kullanilabilmesi

* Genis protokol destegi
* Desteklenen protokolleri gorebilmek icin bu baglantiyi takip edebilirsiniz.
* https://wiki.wireshark.org/ProtocolReference

e Coklu isletim sistemi destegi saglamasi:
* Windows
* Linux
* MacOS

* Bir cok kritere gore paket filtreleme destegi

* Yakalanan paketlerin cesitli formatlarda kayit edilebilmesi

e Cesitli istatistikler olusturabilmesi

* Anlik olarak paket yakalayip goruntileyebilme gibi cok fazla dikkat ceken 6zelligi bulunmaktadir.



Wireshark Aracinin Kullanim Alanlari

Wireshark aracinin kullanim alanlari:

* Protokol hatalarini ¢c6ziimlemek

* Paket analiz islemleri

* Agicerisinde ki hatalari tespit etmek

» Ag hakkinda ki istatistikleri gortintileyebilmek

* Canli olarak veya elinizde bulunan pcap gibi formatlarda olan verileri
goruntilemek

» Tersine muhendislik calismalari gibi bir cok farkli konuda tercih edilen bir aractir.



Wireshark Hakkinda

Wireshark araci i¢cin en dustik sistem gereksinimleri:

* Bu araci bilgisayarinizda saglikli bir sekilde calistirabilmeniz icin asagida belirtilen
sistem gereksinimlerini karsiliyor olmaniz gerekmektedir :
* 400 Mhz islemci

* 60 MB bos alan

* Promiscuous mode destekli bir ag karti
* WinPcap driver



Wireshark araci igin asil isi yapan kisim:

* Anlik ag trafiginin yakalayip wireshark aracina gonderen kisimdir.

* Wireshark araci da kullanici dostu araytzi sayesinde sizlerin bu ag trafigini (paket
akisini) gérmenizi saglamaktadir.



Wireshark araci icin kurulum adimlari:

e Indirme adresi :
* https://www.wireshark.org/download.html

* Linux tabanli sistemlerde kurulum:
* DEB-based sistemler
* apt-get install wireshark
* RPM-based sistemler
* rpm —ivh wireshark*.rpm
* Windows sistemlerde kurulum

* Gerekli dosya indirildikten sonra kurulum yonergeleri sayesinde kurulabilir.


https://www.wireshark.org/download.html

Wireshark Aracinin Ag¢ihis Arayiziinii Taniyalim

The Wireshark Network Analyzer (- O N ]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help > 5
.‘ = ® ™ R @ Q 5= =SB qQqQfF ' 4 1) Daha Once acilan dosyalar gosterilmektedir.
- == L = 3 e . - ==
[R[Apply a display filter ... <Ctrl/> Filter kismi 6 =) -] Expression.. +

2) Ag trafiginiizlemek amaci ile

kullanilabilecek ag kartlari gosterilmektedir
Welcome to Wireshark

/ Open \ 3) Ag trafigini izlemek amaci ile

Jfroot/gurg . o . .
Iroot/Den kullanilabilecek ag kartlari icin paket
Iroot/den yakalamaya basladiginda kullanabilecegi filtre
Jroot/de-( . .
roatiwen 1 tanimlanabilmektedir.
Jfroot/Des nd)
froot/Des . . .
Iroot/Dow o 4) Sik sik kullanilabilecek islemlerin kisayol
/tmp/scag atamalarinin bulundugu yerdir.
k /tmp/sc apyprgrrrrrocroo Ty /

/ Capture 5) Ana meniin bulundugu kisimdir. Bu bolim
...using this filter: [[{ [Enter a capture filter ..) = 3 daha yakindan inceleyecegiz.
etho
any S . o e . .. .
Loopback: lo, 2 6) Ag trafigi icin filtremele kullanabileceginiz
nflog —_— cok ozel bir kisimdir.
nfqueue
usgmonl
usbmon2 —

K 7) Wireshark hakkinda daha fazla bilgi
Learn . .

e _ - ) I edinmek ve manuel dosyalarina erismek amaci
User's Guide - Wiki - Questions and Answers - Mailing Lists : . . o . e
You are running Wireshark 2.0.4. 7 ile kullanilabilecek bir bolimdur. Bu boliime 5

- numara ile tanimlanan ana mentide Help

* kismindan erisebilirsiniz.
# Ready to load or capture No Packets Profile: Default



Wireshark ile Paket Yakalama

Wireshark araci ile paket yakalama islemi

Bu islem icin iki seceneginiz bulunmaktadir. Ama unutmamamiz gereken sey,
Wireshark aracini root (en vyetkili) kisi haklari ile calistirmaktir. Bunun sebebi,
wireshark aracinin bizim ag kartlarimiza erismek istemesidir.

1) Ana menliden Capture -> Options yolunu takip ederek asagidaki meniye erismek

Wireshark - Capture Interfaces <]
Input Output Options
Interface Traffic Link-layer Header Promiscuous Snaplen Buffer (M Monitor Mo Capt
b etho _ Ethernet enabled default 2 nia
any — Linux cooked enabled default 2 n/a
» Loopback: lo __ Ethernet enabled default 2 nia
bluetooth0 ___ Bluetooth HCI UART transport layer plus pseudo-header enabled default 2 n/a
nflog — Linux netfilter log messages enabled default 2 n/a
nfqueue . Raw IPv4 enabled default 2 nfa
usbmonl — unknown enabled default 2 n/a
usbmon2 unknown enabled default 2 nia
< »
+| Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: ([ [Enter a capture filter .. -
Close Help

2 ) Bu secenekte ise programin ilk acilisinda sizi karsilayan ekranda daha onceki
slaytta 2 numara ile ifade edilen bélimden dilediginiz ag kartinin Uzerine

tiklamaktir. 0



Wireshark ile Paket Yakalama - Ag Kartlari

”|00”

virtual loopback
interface

ethO, ethl
Ethernet Interface

wlan0, wlanl,.. ’
Wireless LAN Ag Kartlan

UNIX/Linux Windows

\ 4

ifconfig ipconfig /all

Ag karti isimleri Uretici

tarafindan saglanur.

“lo0” en0, enl
loopback Interface Ethernet or Airport Interfaces



Wireshark Aracinin Paket Yakalama Arayiizi

Wireshark araci ile paket yakalama isleminde ki ara yuzii taniyalim

Paket yakalama islemi basladiginda katmanlar halinde bir ara yuz bizi karsilayacaktir.

1) Yakalanan paketler ile ilgili filtreleme

*eth0 - ol -]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Segeneklennin bulund ugu k|S|md|r.
AR O mMPORE QesEgsHaaalr
Apply a display filter ... <Ctrl-/> ~| B ion... + . . cue
(N[Apply 2 display fiter . <Ct 1 £3 -] Expression 2) Yakalanan paketlerin listelendigi
No. SSID Time Source Destination Protocol Lengt! Info |~
| 3l '0.000994 192.168.2.39 144,2.0.1 TCP 66 55354 — 443 [ACK] Seq=1 Ack=209 Win=4094 Len=0 TSval=572643454 TSecr=2160381282 kISIder
4 0.000996 .

192.168.2,39 144.2.0.1 TCP 66 55354 — 443 [ACK] Seq=1 Ack=210 Win=4094 Len=0 TSval=572643455 TSecr=2160381282

8 0.285282 192.168.2,39 208,111.40.12 TCP 60 55484 — 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0 = ) irini
9 0.285284 192.168.2,39 208,111.40,12 TLSvl.2 571 client Hello 3 Yakalanan paketlerden blrlnl
10 0.309097 192.168.2.39 144.2.0.1 SSL 305 client Hello 2 v . . .o pe
11 ©.516845 192.168.2.39 208.111.40.12 TCP 60 55549 — 443 [ACK] Seq=1 Ack=1 Win=262144 Len=o | Segt|g|m|z Zaman Onunla ||g||| detay|n
12 0.518049  192.168.2.39 208.111.40.12 TCP 60 55484 — 443 [ACK] Seq=518 Ack=138 Win=261984 Len=0 v
» Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) Arl w 151
» Ethernet II, Src: Apple_bc:cS5:bl (ac:bc:32:bc:c5:b1), Dst: Airtiesw_ac:54:a8 (18:28:61:ac:54:a8) goruntU|endlgl kISIder'
» Internet Protocol version 4, Src: 192,168.2.39, Dst: 144.2.0.1 3
» Transmission Control Protocol, Src Port: 55354 (55354), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: @

4) Secilen paket icin hex dump halini
gosterir.

5) Genel bilgilendirmelerin yer aldigl
kisimdir. Bu kisimda :
* Yakalanan toplam paket

000 18 28 61 ac 54 a8 ac bc 32 bc c5 bl 08 00 45 00 . (@.T... 2..... E. I .
0010 00 34 e3 4e 40 00 40 06 04 a3 cO a8 02 27 90 02 .4.N@.@. .....'.. 4 L4 Goruntulenen paket Say|S|
| 00 01 d8 3a 01 bb 14 a7 04 ee 3d f2 db 81 80 10  ...:i.,... .. =y
)30 of fe be 38 00 00 01 01 ©8 0a 22 21 d8 7e 80 c4  ...B.... .."!.~.. HEH H
g ,P * Profil ismi
gibi bilgiler yer almaktadir.
O 7 wireshark_pcap_eth0_20160822120220_x9wl6t 5 Packets: 46 : Displayed: 46 (100.0%) Profile: Default
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Wireshark - Paket Yakalama Algoritma Diagrami

Evet -> E
Hayir -> H

Basliyoruz

Paket Yetkili bir Kullanilabilir ve Wi-Fi ag O zaman
yakalamak Wireshark kullaniciile desteklenen ag kartinimi monitor mode
istiyor kuralim Wireshark kartlarindan bir kullanmak durumuna

musun ? aracini agahm tane secelim istiyorsun ? alahm

Artik Wireshark Yakalama
aracinin

ozelliklerinikullanip islemini
analiz islemi yapabiliriz. baslatahm
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DHCP icin Kullanilabilecek

Filtreler

port 67 or port 68

bootp

bootp.option.dhcp == 1 (DISCOVER Packets)
bootp.option.dhcp == 2 (OFFER  Packets)
bootp.option.dhcp == 3 (REQUEST Packets)
bootp.option.dhcp == 4 (ACK Packets)
bootp.option.hostname

http

http.request.method=="GET”
http.request.method=="POST”
http.response.code == “200"

http.user_agent == “User_Agent_Degeri”

http.referer

ARP Icin Kullanilabilecek

Filtreler

DNS i¢in Kullanilabilecek
Filtreler

arp
arp.src.hw_mac == “Kaynak mac adresi”
arp.dst.hw_mac == “Hedef mac adresi”
arp.duplicate-address-frame
arp.opcode ==

arp.opcode ==

dns.qry.name == "google.com”

“dns.qry.type == 1 (A Record Type)dns.qry.type ==

255 (ANY Record Type)

dns.gry.type == 2 (NS name server)dns.qry.type
== 15(MX mail exchange

dns

Wireshark- Kullanigh Filtreler
HTTP icin Kullanilabilecek
Filtreler

14



Internet Protokol I¢in
Kullanilabilecek Filtreler

Wireshark- Kullanigh Filtreler
TCP icin Kullanilabilecek
Filtreler

ip.addr

ip.ttl

ip.version ==

ip.src == 192.168.2.45
ip.dst ==192.168.2.34

tcp.flags.syn ==

tcp.port == 80
tcp.dstport ==443
tcp.srcport ==80

FTP Icin Kullanilabilecek

Filtreler

ftp.request.command

ftp.request

ftp.request.command == "PASS”
ftp.request.command == "USER"
ftp.response.arg == "Login successful."

ICMP icin Kullanilabilecek
Filtreler

icmp.type
icmp.code

15



Wireshark- Operatorler

Mantiksal Operatorler

Karsilastirma Operatorleri

* eq == Esittir

e ne I!= Esitdegidir e and && =(ve anlami katar)

« gt > Buyuktir.  or || = (veya anlami katar)

® It < KUgUktur *  XOr AN

* ge >= Blyuk esittir e not | = (degil anlami katar, dahil olmayan
* le <= Kiglk esittir.

16



Wireshark igin Kendi Filtrelerinizi Olusturun

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

@mMERE QesES &

*eth(
Help

= aQqE

] [ 2pply a display filter ... =Ctrl-/=

Mo, Time Source Destination Kaynak Port Protocol Lengtt Info
31 5.012371 192.168.2. 87 216.58.212 .48 ICHMP 98 Echo (ping) reguest
32 5.057276 216.58.212 .46 192 .168.2.87 ICHMP 98 Echo (ping) reply

33 5.395402
34 5.503764

192.168.2.41
192.168.2.41

172.217.16.36

855 GET / HTTF/1.1
&0 TCP

Frame 33: 855 hytes on wire (6848 bits), 855 bytes captured (6848 bits)
Ethernet II, sSrc: Apple_bc:c5:bl (ac:bc:32:bcic5:bl), Dst: Airtiesw_ac:54:a8 (18:28:61:ac:54:a8)

Transmission control Protocol,
Hypertext Transfer Protocol

} GET / HTTP/1.1%r%n

Host: ww.google.comirin
connection: keep-alive\rin
accept: */*\r\n

3
3
» Internet Protocol version 4,
»
-

: E 6T
6T 6e 3a 20 6b 65 65 70 2d 61
41 63 63 65 7O 74 3a 20 2a 2T
68 65 2d 43 6T 6e 74 72 6T &6C
61 63 68 65 Od ©a 45 74 61 67
65 74 61 67 0Od ®a 55 73 65 72
3a 20 4d 6f 7a 69 6C BC 61 2T
61 63 69 68 74 6T 73 68 3b 20
4d 61 63 20 4f 53 20 58 20 31
29 20 41 7O TO 6C 65 57 65 62
37 2e 33 36 20 28 4b 48 54 4d
65 20 47 65 63 6b 6T 20 20 43
35 32 2e 30 2e 32 37 34 33 2e
66 61 72 69 2f 35 33 37 2e 33

() # HTTP Host (http.host), 22 bytes

Src: 192.168.2.41, Dst: 172,217.16.36
Src Port: 50106 (50106), DSt Port: 80 (86), Seq: 1, Ack: 1, Len:

789

Expand All
Collapse all
Apply as Column

Apply as Filter
Prepare a Filter
Conwersation Filter
Colorize with Filter
Follow

Copy

Export Packet Bytes...

Wiki Protocol Page
Filter Field Reference

Ctrl+Right
Ctri+Left

Selected
Mot Selected
...and Selected

..or Selected
...and not Selected

v v v v v B

..0r not Selected

Ctri+H

(100.0%)  Dropped: 0 (0.0%)

e

~| Expression...

Profile: Default

+

-

id=0x3e32, seq=2686/32.. |
id=0x3e32, seq=2686/32. |

66 50106 — 80 [ACK] Seg=790 Ack=480 Win=4081 L.

Wireshark kullanirken standart filtrelemeler disinda
kendinize ait 0zel filtreler olustumak isterseniz,

eV e

wireshark size bu 6zelligi sunmaktadir.

Bunu yapabilmek igin filtrelemek istediginiz durumun
Uzerine sag tis yapip, “Apply as Filter” demeniz ve ¢ikan
durumlardan birini kendinize gore se¢meniz yeterli
olacaktir.
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Wireshark — Contains isimli Filtre ile Arama islemi

export-objects-smb_01.pcap 00O http_witp_jpegs.cap 00

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AWM 1® ™ = QqQQfF AR iomREG J3€e=2EF I = QAQAQE

- htt tains H - i +
(W [smb contains "SHARKFEST' B <) Expression... | + (A [http contains ‘jpeg [X] | Expression...
- P E
No. Time Source Destination Kaynak Port Protocol Lengtt Info l\}.lo. 259 E.n;:?sas 339{?5.1 ?:TT&IET Kaynak;;gl;t E::tPocol Ler;g4tzl m‘:PMJ 200 0K (JPEG JFIF ..
36 0.006094 10,0.0.20 139 SMB 522 Write AndX Request, \ 0x8004, 15000 bytes .. ST ELE e = e TR/ T 200 Ok (GHEC ARTE
79 7.171726  10.0.0.10 10.0.0.20 139 SMB 1095 Write AndX Request, FID: 0X8007, 15573 bytes .. T n e e A e s T R R TR T e
139 15.113900 10.0.0.20 10.0.0.10 1036 SMB 450 Read AndX Response, FID: 0x4000, 16393 bytes S SOFRER dmia e A L (A 1445 HTTP/1.1 200 OK (JPEG JFTF .
186 22.248494 10.0.0.20 10.0.0.10 1036 SMB 947 Read AndX Response, FID: 0Xc005, 16890 bytes b
- : < = » Frame 269: 824 bytes on wire (6592 bits), 824 bytes captured (6592 bits)
» Frame 36: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) i » Ethernet II, src: Kkye_20:6c:df (@o:ce:df:20:6c:df), Dst: SmcNetwo_22:5a:03 (08:04:e2:22:5a:03)
» Ethernet II, Src: Vaware_oo:ce:44 (oo.nc.zs.ee.cg.u), Dst: Vmware_4f:5a:74 (00:0c:29:4f:5a:74) » Internet Protocol version 4, Src: 10.1.1.1, pst: 18.1.1.101
» Internet Protocol version 4, src: 10.0.0.10, Dst: 10.0.0.20 » Transmission control Protocol, Src Port: 8 (80), Dst Port: 3199 (3188), Seq: 18221, Ack: 833, Len: 778
» Transmission Control Protocol, Src Port: 1036 (1036), DSt Port: 139 (139), Seq: 15589, Ack: 893, Len: 468 » [B Reassembled TCP Segments (10990 bytes): #249(1460), #255(1460), #261(1460), #253(1460), #264(1460), #266(1460), #26
» [11 Reassembled TCP Segments (15068 bytes): #23(1460), #24(1460), #25(1460), #26(1460), #28(1460), #29(1460), #31(1460), #33(1460), # » [HYREFTEXtITFANETAFFFAEEED]
» NetBIOS Session Service » JPEG File Interchange Format
» SMB (Server Message Block Protocol)
- < « 0

00 OC 29 4f 5a 74 00 6c 29 00 ce 44 08 00 45 00  ..)0Zt.. )..D..E. i bee gg 24 Eg i ig gg ﬁg ;2 gf gg gc g{ gi gg 35 g;’ =
01 fc 11 59 40 00 80 06 d3 85 02 00 00 02 02 00  ...Y@... ........ il e e e g

00 14 04 Oc 00 8b @5 d1 be b4 30 03 92 19 50 18  ........ ..0...P. AR g A AR R bt

fo bs 9e 9c 00 00 3d 28 28 22 68 74 74 70 73 3a ..=( ("https:

db 24 9a 55 el 59 cc 80 1f 22 4d 57 d3 e4 b sc
9e 2b 3c b5 dc cd bd 1c e3 cf 3d b9 17 81 ef fd
b8 d4 13 1e cd 6b 6d 01 1f cd 82 e7 f3 35 66 2e
b3 be bc 7c 5f 30 9d 4f 05 59 17 1f a5 2a 2b 23
76 75 c7 ce b7 47 44 39 de bf 8d 37 46 f7 d1 f4
ce 78 91 b9 af 20 c8 78 d7 6a b7 38 cf 6a d9 27
of 22 a8 75 co ef 8a Sd bS d4 S0 Sc 45 1a bl c9
38 cd 16 1b 66 04 3e d6 cf aa d6 6C b2 93 e0 e0

22 3d 3d 64 6f 63 75 6d 65 6e 74 2e 6¢ 6f 63 61  "==docum ent,loca
74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6c 29 3f 22 tion.pro tocol)?"
68 74 74 70 73 3a 2f 2f 73 73 6C 2e 22 3a 22 68 https:// ssl.":"h
74 74 70 3a 2f 2f 77 77 77 2e 22 29 3b 64 &6f 63 ttp://wm w.");doc
75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 ument.wr ite(unes
63 61 70 65 28 22 25 33 43 73 63 72 69 70 74 20 cape("%3 Cscript
73 72 63 3d 27 22 2b 67 61 4a 73 48 6f 73 74 2b  src='"+g aJsHost+

22 67 6f 6f 67 6c 65 2d 61 6e 61 6C 79 74 69 63 "google- analytic noce 75 78 7d 2c 9a 45 96 98 21 oc 63 ch 76 18 f4 ag

73 2e 63 6f 6d 2f 67 61 2e 6a 73 27 20 74 79 70 s.com/ga .js' typ - o 54 ab 29 c2 BC Bl BC ee 15 49 62 Sc 86 Bf 7a 11 =
Frame (522 bytes) = Reassembled TCP (15068 bytes) Frame (824 bytes) = Reassembled TCP (10990 bytes)
© 7 export-objects-smb_01 Packets: 199 - Displayed: 4 (2.0%) - Load time: 0:0.8 Profile: Default © 7 nhttp_witp_jpegs Packets: 483 : Displayed: 24 (5.0%) : Load time; 0:0.7  Profile: Default

“ U e .

istedigimiz protokol icerisinde arama yapabilmemizi saglayan contains
filtresi bize cok kolaylik saglamaktadir. Orneklerde SMB ve HTTP
trafikleri icerisinde bazi aramalar yapilmistir.
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Filtreleme Butonu Olusturmak

Wireshark (- o~

File Edit Wiew Go Capture Analye Statistics Telephony Wireless Tools Help
AN i@mMERE QesEFg I | aaQaQE
|.|_&,ppl'}.‘;_:| display filter ... =Ctrl-/= = 'l Expression... H Flltreleme butonu eklemek Igln IIk
Mo, Time Source Destination Kaynak Port ProtoccLengtt Info (=1

6 2.344618 192,168.2,250 239,255, 255.. 1900 SSOP 167 M-SEARCH * HTTP/1.1 H olarak + butonuna baS|y0rUZ

7 3.074480 192.168.2,250 239,255, 255. 1800 SSODP 167 M-SEARCH * HTTP/1.1 =]

8§ 3.088578 192.168.2.39 138.201.49.5 443 TCP 66 1179 — 443 [ACK] Seq=1 Ack=1 Win=4095 Len=0 TSval=5759.

9 3.098580 192,168.2.39 138,201.49.5 443 TLSvLl. 101 Application Data

0 10.293B18 192.168,2. 193,140, 181.. : B [TCP Dup ACK 2#1] 48737 — 443 [ACK] Seq=1 Ack=1 Win=48

19.570200 Apple_bc.cs:bl Alrtiesw_ac.. who has 192.168.2.17 Tell 192.168.2.39

17 18 EFAZA? A A A [ PEL TPEL 2L BT NHrP A2 NHMP Raniact - Trancartinn T AvherAasf?
p Frame 11: 60 bytes on wire (480 hits), 60 bytes captured (480 hits)
p Ethernet II, Src: Apple_be:c5:bl (ac:bc:32:bc:c5:bl), Dst: Airtiesw_ac:54:88 (18:28:61:ac:54:a8)
p Address Resolution Protocol (reguest)

Surekli kullandigimiz ve ozellikle
uzun filtreler icin filtreleme butonu
olusturarak her seferinde bunu

18 28 61 ac 54 a8 ac bc 32 bc c5 bl 08 06 08 01 AT . 20000, g

38 50 06 64 0 01 ac bc 33 be c3 bI co a8 02 27 Lo, RN yazma zahmetinden kurtularak

00 00 00 00 B0 00 cO a8 02 01 00 00 00 00 00 0D  ........ a..... .. .

90 00 00 80 00 00 0 60 00 00 80 0O ........ isimizi tek buton ile halledebiliriz.
() # wireshark_pcap_eth0_20160822132004_AAKBUa Packets: 445 - Displayed: 445 (100.0%) - Dropped: 28 (6.3%) Profile: Default
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Filtreleme Butonu Olusturmak

Wireshark @00

File Edit \iew Go Capture Analyze Statistics Telephony Wireless Tools Help
AR @ mPORB AevEFIEQQQE

(W 2pply 2 display filter ... =Ctrl-/= [ ~| Expression.. +

Filter Expression Preferences... Label: |DHCP Filter: bootp
Mo, Time Source Destination Kaynak FPort Protocc Lengtt Info =l
6 2.344618 192.168.2,250 izl o B o A 1980 55DF 157 M-SEARCH * HTTP/1.1 &
7 3.074450 182.168.2.250 a3zl o B o B 1980 55DF 167 M-SEARCH * HTTP/1.1 et
g 3.098578 182.168.2. 38 138.201.48.5 443 TCF 66 61179 — 443 [ACK] Seq=1 Ack=1 W. —
&

3.098580 182.168.2. 38 138.201.49.5 443 TLSV1.. 181 Application Data
l...l_ l g

-

192 ,168.2, 3 183,140, 181.. 443 TCF ) [TCP DUp ACK 2#1] 49737 — 443

19,570200 Apple_bc:cS:bl  Airtiesw_ac.. 60 Who has 192.168.2.17 Tell 192.1. [ + tusuna bastiktan sonra bu meni
p Frame 11: 60 bytes on wire (480 bhits), &0 hytes captured (480 bits)
b Ethernet II, Src: Apple_bc:c5:bl (ac:bc:32:bc:cS:bl), Dst: Airtiesw ac:54:a8 (18:28:61:ac:54:a8) a§||maktad|r.

» address Resolution Protocol (regquest)

Acillan menuide filtrelemeler icin
kullanabileceginiz butonun ismi ve
filtreleme secenegini yazacaginiz
bolimler bulunmaktadir.

fEEn 18 28 61 ac 54 a8 ac bc 32 bec c5 bl 08 86 00 81 AT 20
0E] BE 00 06 @4 @8 01 ac bc 32 bc c5 bl c@ ag @82 27 ........ 200000, '
00 00 00 00 00 60 cO a8 02 01 00 60 60 88 08 68 ... e
00 00 00 00 00 0O 00 GO 00 60 00 80 L

() # wireshark pca...132004_AAKBUa Packets: 445 . Displayed: 445 (100.0%) - Dropped: 28 (6.3%)  Profile: Default
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Filtreleme Butonu Olusturmak

Wireshark Q0O

File Edit ‘flew Go Capture AHE|}-'EE Statistics Telephnnx Wireless Tools Help

W] 2pply a display filter ... <Ctrl-/= . ~| Expression... +
Mo. Time Source Destination Kaynak Port Protoce Lengtl Info =
6 2,344618 192.168,2.250 239,255, 255.. 1960 SSDP 167 M-SEARCH * HTTF/1.1
7 3.074490 192.168.2.250 239,255, 255.. 1960 SSDP 167 M-SEARCH * HTTP/1.1
B 3.098578 192.168.2.39 138.201.49.5 443 TCP 66 61179 — 443 [ACK] Seg=1. —

9 3,098580 192.168,2.39 138.201.49.5 443 TLSv1.. 101 Application Data

10 10.283818 192.168.2.3 193.148.181.. ] B [TCP Dup ACK 2#1] 49737.

11 1a8.570208 Apple_bec:c5:bhl Alrtiesw _ac. AR P 60 wWho has 182.168.2.17 Te..

= a4 . ma kil eao mm a2 = Famn k2 Lo T e e . L T

Yapilan islemler sonunda gérinum kutucuk icine alinan kisim gibi
olacaktir. Artik DHCP isminde ve dhcp paketlerini filtreleyen bir
filtreleme butonumuz olmustur.
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Filtreleme Butonu Silmek

Wireshark - Preferences [ )
File P=sid “iew Go Capture Analyze Statistics Telephony
* Appearance - -
‘ Copy 3 ?l Layout Enabled Button Label Filter Expression
B | ¢ Findpacket.. CrieF L Coumns | [ I
Hl28  Find Next Ctri+N - Capture
No. | Find Previous Ctri+B F|IterEl:=-=:s
Mark/Unmark Packet Ctrl+M Protocgls
- Statistigs
Mark All Displayed Ctrl+Shift+ M h
IgnorefUnignore Packet Ctrl+D
b Fr:
» EtH
F In
» Tri  Set/Unset Time Reference Ctri+T (-) tusuna basilarak eklenen
Daha sonra kolon kismina _ o
) filtreleme butonu silinebilir.
tiklanir. Daha sonra sagda
acilan pencerede islem yapilir. 3
Time shift... Ctri+shift+T
Packet Comment.., + || =@
Configuration Profiles... Ctrl+Shift+4 : g
Preferences... Ctrl+Shift+P Cancel Help

\ ilk olarak Edit -> Prefences yolunu takip

1 sag tarafta bulunan pencerenin acgilmasini sagliyoruz. (Kisa yolu = Ctrl + Shift + P)
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Ozel Olarak Kolon Eklemek

Wireshark - Preferences ]
File P=sid “iew Go Capture Analyze Statistics Telephony
* Appearance - - - -
‘ Copy 3 31 Lavout Displayed Title Type Field Name Field
(- , L v No. Number
& Find Packet... Ctrl+F - Font and Colors v Time Time {format as specified)
A AR Find Mext Ctri+M pture v Source Source address
. . — lter Expressions v Destination Destination address
No. |  Find Previous Ctri+B tin ame Resolution v Protocol Protocol
e ¢ Brotocols v Length Packet length (bytes)
Mark/Unmark Packet Ctrl+M = b Qtatistics v Info Information
Mark All Displayed Ctrl+Shift+M I dvanced Kaynak Port Destination port - _
.11
.11
03
. .11
lgnore/Unignore Packet Ctrl+D 11 2 (+) tusuna basilir ve title kismina kolon
: 8 (5 bashgl type kismina da ilgili hazir
b In .z | Daha sonra kolon kismina filtrelerden secim yapilir. Dilerseniz 6zel bir
P Tri Set/Unset Time Reference Ctri+T Ds v : o
tiklanir. Daha sonra sagda filtre koyulabilir.
acilan pencerede islem yapilr.
1 b
Time Shift... Ctri+shift+T .
Packet Comment... 1 k
Configuration Profiles... Ctrl+Shift+4 Cancel Help
Preferences... Ctrl+Shift+P

ilk olarak Edit -> Prefences yolunu takip
sag tarafta bulunan pencerenin agilmasini sagliyoruz. (Kisa yolu = Ctrl + Shift + P)
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Wireshark — Adres Coziimlemenin Aktif Edilmesi

Wireshark - Preferences [
File [=:lid Wiew Go Capture Analyze Statistics Telephony
‘ Copy 3 7‘ v AppLz?;aaLth'lce Name Resolution
| ] Find Packet... Ctrl+F _L IEOlLtlmnscpi col | Resolve MAC addresses
LIE Find Next Ctrl+N ont and Lolo
) - — Capture Resolve transport names
No. |  Find Previous Ctri+B itin Filter Expressions
Mark/Unmark Packet Ctrl+M g ae Rsolution Resolve network (IP) addresses
et rotocols
Mark All Displayed Ctri+Shift+M I Statistics v Use captured DMS packet data for address resolution
Advanced
- 2 ¥ Use an external network name resolver
-;] v Enable concurrent DMS name resolution
IgnorefUnignore Packet Ctrl+D E Maximum concurrent requests 500
> Fr (5 Only use the profile "hosts" file
b Et t Daha sonra kolon kismina g )
ko : ot o Enable OID resolution
B Tr Set/Unset Time Reference Ctrl+T Ds t| kla nir Da ha sonra Sagda
Suppress SM| errors
agllan pencerede I§Iem yaplllr' SMI (MIB and PIB) paths Edit...
SMI (MIB and PIB) modules Edit...
Time shift... Ctrl+shift+T
Packet Comment... GeolP database directories Edit...
Configuration Profiles... Ctrl+Shift+4 b 4

Preferences. .. Ctrl+shift+P Cancel Help

Bu 6rnek icin sadece MAC adresleri icin adres ¢oziimlemesini
aktiflestirdik. Bu sayede artik MAC adreslerinin ilk 24 biti
¢ozimlenecek ve Uretici firmayi trafik iecrisinde gorebilecegiz.

ilk olarak Edit -> Prefences yolunu takip
sag tarafta bulunan pencerenin acilmasini saghyoruz. (Kisa
yolu = Ctrl + Shift + A)
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Wireshark — Adres Coziimlemenin Aktif Edilmesi

. : manuf =
root(@kali: /usr/share/wireshark Q00 Open v || M P Save | =| @ @O
. . . . 00:00:2 T rw-Sedd # TRW - SEDD/INP
File Edit View 5Search Terminal Help 00:00:2 CrispAut # CRISP AUTOMATION, INC
FEE——— 00:00:2C Autotote # AUTOTOTE LIMITED
: e . 00:00:2D Chromati # CHROMATICS INC
wireshark: fusr/bin/wireshar 2t usr/shareswireshark fusr 00:00:2 SocieteE # SOCIETE EVIRA
:-.|'|5||'—; man/smanl GO:00:2 Timeplex # TIMEPLEX INC.
wo 00:00:30 VgLabora # VG LABORATORY SYSTEMS LTD
00:00:31 QpsxComm # QPSX COMMUNICATIONS, LTD.
00:00:32 MarconiP # Marconi plc
00:00:33 EganMach # EGAN MACHINERY COMPANY
00:00:34 Netwo rkR # NETWORK RESOURCES CORPORATION
00:00:35 Spect rag # SPECTRAGRAPHICS CORPORATION
00:00:36 AtariCor # ATARI CORPORATION
00:00:37 OxfordMe # OXFORD METRICS LIMITED
00:00:38 CssLabs # CSS LABS
00:00:39 ToshibaC # TOSHIBA CORPORATION
00:00:3A ChyronCo # CHYRON CORPORATION
00:00:3B IControl # i Controls, Inc.
00:00:3C Auspex # AUSPEX SYSTEMS INC.
00:00:3D AT&T
00:00:3E Simpact # SIMPACT
00:00:3F Syntrex # SYNTREX, INC.
00:00:40 Applicon # APPLICON, INC.
00:00:41 IceCorpo # ICE CORPORATION
00:00:42 MetierMa # METIER MANAGEMENT SYSTEMS LTD.
00:00:43 MicroTec # MICRO TECHNOLOGY
00:00:44 Castelle # CASTELLE CORPORATION
00:00:45 FordAero # FORD AEROSPACE & COMM. CORP.
QR DM AS TCr DD

Plain Text » Tab Width: 8 Lnl, Coll v INS

) ) Wireshark icersinde bulunan manuf isimli
Peki wireshark bu adres > dosyayi surekli glincellemekte ve bu dosyayi

cozumlemeyi nasil yapiyor ? kullanarak adres ¢ozlimlerimeleri
gerceklestirmektedir.




HTTP isteklerinin Analiz Edilmesi

File Edit “Wiew Go Capture Analyze

AN J@ mEH R G

| [http

Source

192 168.2.87
182 .168.2.87
216.58.212 .18
216 .58.212 .10 i
192 168.2.87 ]
216.58.212.10 1

Mo, Time
15223 54, 285609
15227 54,289724
15232 54.320872
15260 54.351161
15312 54.615713
15313 54.701286

vonn sl

B Frame 39:. 375 hytes on wire (3080 bi
¢ Ethernet II, Src: vmware_13:.a8:9a (@
¢ Internet Protocol “ersion 4, Src. 18
p Transmission cControl Protocol, Src P
b Hypertext Transfer Protocol

18 26 61 6e af d2 o Ac 29 13
81 65 c2 Of 40 00 40 06 41 3b
2e 2a ad 86 00 50 ca az Tf 74
a0 e5 f4 e7 @0 A0 01 @1 08 0a
ef d5s 47 45 54 20 2 20 48 54
ad 0a 48 6f 73 74 3a 20 78 Ge
65 6d 61 6h 64 6T 61 6e 2d &d
ad 0a 55 73 65 72 2d 41 67 65

Ly T I % B I B oy ]

@ ¥ wireshark pcap_eth...6082216314

+

*eth0 - O

=i Telephony Wireless Tools Help

Resolved Addresses == G-l Q @l H

Protocol Hierarchy [X] ~| Expression...

Conversations co Lengtt Info

, | 385 GET /maps-api-vilapi/is.

Endpoints 386 GET /Maps-api-v3/api/is.

Packet Lengths 1613 HTTP/1.1 208 0K (text/.

TRe h B33 HTTP/1.1 200 0K (text/.

- rap 498 GET /maps/apli/jssauthen. |

Service Response Time 8 478 HTTRS1.1 208 0K (fext/.

DHCP (BOOTP) Statistics 1ts)

W_ge:af:d2 (18:28:61:6e:af:d2)

OMC-RPC Programs

gWest '_a (80), Seqg: 1, Ack: 1, Len: 309

AMCP

BACnet 3

Collectd

DMNS

Flow Graph

HART-IP

HPFEEDS Ly

Packet Counter

HTTPZ Requests

Sametime Load Distribution

TCP Stream Graphs 3 jczg

UDP Multicast Streams

layed: 432 (2.8%) Profile: Default

Statistics -> HTTP -> Requests
1 yolunu takip ederek ziyaret edilen ve web
site istatistiklerini gorebilirsiniz.

$

Wireshark - Requests - wireshark_pcap_eth0_20160822163141_9mq30b

Topic / ltem
¥ HTTP Requests by HTTP Host
» xn-meryemakdoan-myb.com
www.xn--meryemakdoan-myb.com
www.innoverabt.com
www.google.com.tr
w3.sdu.edu.tr
twitter.com
static.addtoany.com
sr.symcd.com
sdu.edutr
s2,.symcb.com
ocsp.digicert.com
maps.googleapis.com
gravatar.com
google.com
fonts.gstatic.com
fonts.googleapis.com
csi.gstatic.com
clientsl.google.com
239.255,255,250:1900

A A AR AR R L AR AL R AR AR

4
Display filter: Enter a display filter

Copy

Save as...

X3

»

Close

' 1

Bu kisimda url

gorebilirsiniz.

uzerine tiklayarak o url
2 adresine ait trafigi ve yuklenme asamalarini
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HTTP isteklerinin Analiz Edilmesi

*ethO @00 Statistics -> HTTP -> Packet Counter

S e IF B 1 olunu takip ederek HTTP Response
= yolunu i
A = @ m[ X @ resolved Addresses - QA_QE Packet durumlarini analiz edebilirsiniz.

File Edit Wiew Go Capture Analyze E=iEdlE

[ [http Protocol Hierarchy ] ~| Expression.. + '
Mo. Time source [ Conversations ce Lengtl Info =] ) :
39 9 750380 192 168 2 87 Endpoints SET ¢ HTTP/1.1 i Wireshark - Packet Counter - wireshark_pcap_eth0_20160822163141_9mq30b Q00
53 14 196577 69.27.46.42 305 HTTP/1.1 301 Moved Perm. || Topic / ltem ~ Count Average Minval Maxval Rate (ms) Percent Burstrate Burst start
7O 14.848480 192,168,.2.87 i Packet Lengths GET / HTTP/1.1 ~ Total HTTP Packets 369 0.0082 100%  0.3000 15.879
4B, h 1466 [TCP Previous segment n.. Other HTTP Packets 73 0.0016  19.78% 0.2200  15.956
84 15.765357 69.27.46,42 IfO Grap 1466 Continuation ~ HI espense Packets 2 S o0en ohone O.0800 48.903
86 15.765923 68.27.46.42 Service Response Time 3 1468 Continuation - Swx: Server Error 0 0.0000  0.00%
- 3 3 - - Ay Client Error 0 0.0000 0.00% - -
b Frame 39: 375 bytes on wire (3000 bi DHCP (BOOTP) Statistics its) » 3¢ Redirection 5 0.0001  4.76% 0.0100 14,197
p Ethernet II, Src: vWmware_13:a8:9a (@ W _Be:af:d2 (18:28:61:68:af:d2) 4 fg ﬁ#gg:’:imna‘ {1)00 ggggg g%g;ﬁ% 0.0800 48.903
» Internet Protocol version 4, src: 18  ONC-RPC Programs v HTTP Request Packets 101 0.0042 51.76% 0.0900 44,204
p Transmission Control Protocol, Src P J0West ba (8@), Seq: 1, Ack: 1, Len: 309 SEARCH 8 0.0002 4,19% 0.0100 32,692
p Hypertext Transfer Protocol POST 10 0.0002 5.24% 0.0200 23.672
ANCP NOTIFY ] 0.0002  419% 0.0800 44,204
GET 165 0.0037  B6.39% 0.0900  48.838
BACHet 2
Collectd
DMNS
Flow Graph
HART-IP Display filtter: Enter a display filter .. Apply
18 28 61 6e af d2 o0 Aac 29 13 a HPFEEDS .. .E. - Copy Save as... Close
01 69 c2 Of 40 00 40 06 41 3b c e ‘
2e 2a ad 86 00 50 ca a2 7f 74 e Packet Counter
of ds 47 4554 20 21 20 asas T2 Requests Bu kisimda HTTP kodl i
e
od fa 48 6F 73 74 33 20 T8 Ge 2 Sametime Load Distribution u Isimda Cevap_ odlarina ait
65 6d 61 6b 64 67 61 68 20 60 71 1¢p giraam Graphs , B com 2 istatistikleri gorebilirsiniz. Ornek olarak
od 0a 55 73 65 72 2d 41 67 65 6 t: Mo - . ..
_ UDP Multicast Streams _ *  GET kullanilan 165 http istegi varmis
© ¥ wireshark_pcap_eth..6082216314 layed: 432 (2.8%)  Profile: Default
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IP Adreslerinin Analiz Edilmesi

*eth0 Q00

File Edit View Go Capture Anahze &GS Telephony Wireless Tools Help

‘ . @ r— @ @ Captt:redFllzc:’ropertles ; E—— Gl Q a ]I — —
— Resolved Addresses : Statistics -> IPv4 Statistics -> All Addresses
htt i - i e =+ .
| |http Protocol Hierarchy [x] | Expression 1 onunu taklp ederek IP adres
Mo, Time Source i Conversations c¢ Lengtl Info - ictiaticti i 5
5 2.304228 192.168.2.250 F Endpoints I 167 M-SEARCH * HTTP/1.1 | istiatistiklerinin bUIundUgu kisma
6 2.344618 192 .168.2 250 p 167 M-SEARCH * HTTP/1.1 eri§ebi|iri2_
7 3.0744580 168, 2 .. Packet Lengths 167 M-SEARCH * HTTP/1.1
41 20.0852271 192.168.2.39 ] O Graph 251 GET /bag HTTP/1.1
54 20,189670 192,168.2,39 j Ywbrap 241 GET /11k-chain2ss.cer H. ‘
58 20.215424 192.168.2.39 ] Service Response Time 4 L EET b He Wireshark - All Addresses - wireshark_pcap_eth0_20160822132004_AAK8Ua © ® @
B Frame 7. 167 bytes on wire (1336 bit DHCP (EQOTF) Statistics ts) I
i s . . . , . . . . Topic / ltem Cour = Average Minval Maxval Rate (ms) Percent Burst rate Burst start -
p Ethernet II, Src: Ztetqrpo_sd.de.sae cast_7f7:ff;fa (01:08;5e;7T:ff:fa) | = All Addresses a0l 0.0104 100%  0.2500 53,057
» Internet Protocol version 4, Src: 19 OMNC-RFPC Programs ] . 104.209.190.8 1 0.0000  0.25% 0.0100  0.000
o 149.154,167.91 1 0.0000 0.25% 0.0100 21.746
b User Datagram Protocol, Src Port: 51 209West b CL | 17.188.139.157 1 0.0000  0.25% 0.0100 20.700
p Hypertext Transfer Protocol | 224.0.0.2 1 0.0000  0.25% 0.0100 20.647
AMNCP 17.172,232.214 2 0.0001 0.50% 0.0200 21.774
17.188,161.18 2 0.0001 0.50% 0.0200 22,358
193.140,181.27 2 0,0001 0.50% 0.0100 0.224
BACHEt " 23.102.4,253 2 0.0001 0.50% 0.0100 1.651
0.0.0.0 3 0.0001 0.75% 0.0100 19.570
Collectd | 74.125.133.109 3 0.0001  0.75% 0.0200 20.190
74,125,140,109 3 0.0001 0.75% 0.0100 20,030
I 192,168,2.255 4 0.0001 1.00% 0.0200 21.554
DNS : 192.168.2.87 4 0.0001  1.00% 0,0200  24.668
216.58.213.68 4 0.0001 1.00% 0.0200 21.497
Flow Graph | 255.255.255.255 4 0.0001  1.00% 0.0100 19.570
138.201.49.5 6 0.0002 1.50% 0.0200 3.099
HART-IF 10817511281 A& n.nnne 1 SNos nNsAN 201924 b
Display filter: Enter a display filter .. Al
81 86 Se 7f ff fa do 5b as 3d di  HPFEEDS . .E. 3 impimyfiter “nier s dsplay Ther
0@ 99 2d 24 40 00 61 11 98 @3 cy L. Copy Save as... Close
ff fa ca 34 07 6c 00 85 4c 1d 4  HTIF ¥ L SEAR
43 48 20 2a 20 48 54 54 50 2f 3] 4ryp2 1. H '
4f 53 54 3a 20 32 33 39 2e 32 3 5.255
2e 32 35 30 3a 31 39 30 30 0d O Sametime MAN : A M, & 8
57 77 73 54 76 15 E4 58 71 E3 B ber Bu kisimda IP adreslerinin trafik icerisinde
0a 4d 58 3a 20 31 od @3 53 54 3 urn: - S ilircini
S — - UDP Multicast Streams | 5 kac defa gectigini bulabilirsiniz.
ypertext Tra...col: Protoco - 28 (R 20 0 i i i i
TR Al Addresse Display Filter kismindan da bir Afiltre

S

Destinations and Ports belirtip hangi ip adreslerinin o filtrede
IP Protocol Types gecerli oldugunu bulabilirsiniz.

Source and Destination Addresses

IPvE Statistics 4
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Wireshark Protocol Hierarchy

*eth0

QE

HTTF/L.1 382 Move
34258 — 80 [ACK]
GET / HTTP/1.1

File Edit View Go Capture Al SEEEE Telephony  Wireless Tools Help
= r— 4, — —_—
e mER G HIEREESY
Resolved Addresses =
[_I|.£«.ppl';.-' a display filter ... =Ctrl-4/= Protocol Hierarchy
No, Time Source i Conversations ¢ Port Protocol Lengtl Info
6625 47.70381. 104.31.69.117 : 4258 HTTP 637
G626 47.70384. 192.168.2.87 Endpoints 80 TCP 54
6627 47.71127.. 192.168.2.87 Packet Lengths 80 HTTP 515
G628 47.82387. 104.31.69.117 JO Graph 4258 TCP &0
6629 48.09185.. 192.168.2.87 yubrap ICHP ag
6630 4B8.13189.. 216.58.212.46 Service Response Time » ICHMP 9B
RER31 A8 21817 1G7 A 80 A2 EEATE TP [}
» Frame 1: 98 bytes on wire (784 hits) DHCP (BOOTP) Statistics on interface @
p Ethernet II, Src: vmware_13:a8:%9a (0 W_ac:54:a8 (18.28:61:ac:
p Internet Protocol wversion 4, Src: 19 ONC-RPC Programs
b Internet control Hessage Protocol 28West 4
AMCP
BACnet 3

Statistics -> Protocol Hierarchy yolunu takip ederek 1 numarali gérseldeki
gibi bir pencere ile karsilasiyoruz. Bu pencerede hangi protokolden kag tane
paket oldugunu gorebilir ve istediginiz bir protokol tizerine sag tus yapip bir

filtre uygulayabilirsiniz. (2)

1 Wireshark - Protocol Hierarchy Statistics - wireshark_pcapng_eth0_20160823095708_iYNyzx (- N <]
Protocol ~ Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End
~ Frame 100.0 6657 100.0 4467819 739k 0 0
¥ Ethernet 100.0 6657 100.0 4467819 739k 0 0
» Internet Protocol Version 6 0.0 2 0.0 244 40 0 0
* Internet Protocol Version 4 99,8 6643 100.0 4466963 738 k 0 0
» User Datagram Protocol 3.9 261 0.7 30370 5023 0 0
¥ Transmission Control Protocol 94.5 65288 99.1 4427533 732k 4145 200
Secure Sockets Layer 311 2073 53.7 2401320 397k 1996 230¢
b NetBIOS Session Service 0.0 3 0.0 484 80 0
Malformed Packet 0.2 13 0.4 18460 3053 13 184t
¥ Hypertext Transfer Protocol 1.7 115 1.5 67786 1lk 80 451!
Portable Network Graphics 0.0 2 0.0 1733 286 2 173!
Online Certificate Status Protocol 0.4 27 0.4 18032 2982 27 1807
JavaScript Object Notation 0.0 1 0.0 585 96 1 585
Data 0.2 16 0.5 23734 3926 16 237
Internet Group Management Protocol 0.1 4 0.0 240 38 4 240
Internet Control Message Protocol 1.4 90 0.2 8820 1458 90 882(
Address Resolution Protocol 0.2 12 0.0 612 101 12 612

Wireshark - Protocol Hierarchy Statistics - wireshark_pcapng_eth0_201

Protocol

b

Frame
* Ethernet
b Internet Protocol Version 8
w Internet Protocol Version 4
b User Datagram Protocol
* Transmission Control Protocol
Secure Sockets Layer
b MetBIOS Session Service
Malformed Packet
pertext Transfer Protocol
Portable Network Graphics
Online Certificate Status Prot
Line-based text data
JavaScript Object Notation
Data
Internet Group Management Protoc
Internet Control Message Protocol
Address Resolution Protocol

=~ Percent Packets
100.0

Apply as Filter

Prepare a Filter
Find
Colorize

Copy as C5W
Copy as YAML

Packets Percent B
6657 10¢
BEST 10¢

2 0.
6643 10
261 0.
6288 a9
2073 53

3 0.

13 0.

1.

0.

0.

Mot Selected 0.
.and Selected g
..or Selected 0.
..and not Selected g

.or not Selected
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Wireshark - Capture File Properties

export-objects-smb_01.pcap [ Wireshark - Capture File Properties - export-objects-smb_01Q@ @ @

File Edit View Go Capture Analyze =N Telephony Wireless

Tools Help

Details
Capture File Properties

AN | o = 3
4 N @® ™ X & = File a
H Resolved Addresses == @l Q a §
I ] |_:_-,pp|-;,.- a display filter ... <Ctrl-/> Protocol Hierarchy | | Name: Jroot/Desktop/export-objects-smb_01.pcap
- - ) | Length: 90 kB
Mo, Time Source Conversations ¢ Port Protocol Lentr Info Format: Wiresharkftcpdumpd... - pcap
1.0.000000 0. Endpoints 136 Tree g Encapsulation: Ethernet
2 0.000366 10.0.0.26 1836 SME 120 Tree C ! | snapshot 65535
3 0.000503 10.0.0.16 Packet Lengths 139 SME 144 NT Cre H len F;h'
4 0.000666 10.0.0.260 1836 SME 93 NT Cre ' gth:
E M _MAd1&Am I T T - T Y -~ ] LFO Graph 190 CHMD 124 Tr=mmeT T_
p Frame 1: 136 bytes on wire (1088 bit Service Response Time ts) ime
p Ethernet II, Src: Vmware_o0:ce:d44 (0 4f:5a:74 (00:0C:29:4f7:5a: . ) 1. a
p Infernet Protocol version 4, src: 18 DHCP (BOOTP) Statistics Elrs: pacll.-(ce;cl. ggﬂ 18 gg 123;:2
b Transmission control Protocol, src P o oo-p (139), seq: 1, ack: 1, a5t packel: -Lu- G
b NetBIOS Session Service - rograms Elapsed: 00:00:26
B SME (Server Message Block Protocol) 20West
Capture
AMCP
Hardware: Unknown
BACnet 4 0s: Unknown
Collectd Application: Unknown
29 00 ¢ W E
ds 1c @ pnwso [ . | Interfaces
81 do 3 Flow Graph .. FL _ . o
ne 4e f BMEU . Interface Dropped Capture filter  Link type Packet size limit |
0e 6a o HART-HP

e Capture file comments

Yakalanan paket hakkinda 6zet bilgiler elde etmek istersek

Statistics -> Capture File Properties yolunu takip etmemiz yeterli olacaktir.
Elde edilebilecek bilgiler :

* Dosya ismi

* Paket yakalam islemi ne zaman basladi, ne zaman durdu, ne kadar stirdu
* Paket yakalama islemi 6zel filtre ile mi baslatildi.

* Kac paket yakalandi 30




File Edit View Go Capture Anahze

Am @ m[ R @

[i | Apply a display filter ... =Ctrl-/=

Mo, Time
0.000088 .8,
0.000366 10.8.0.20
o, 0.

a. 8.

1
2
2 000303 1.0 10
4 DOO6GEEG 10.08 20

C A _Af1EAR o I O O Y |

Ethernet II, Src: vmware_@@:ce:44 (@
Internet Protocol version 4, Src: 1@
Transmission Control Protocol, Src P
HetBIOS Session Service

SME (Server Message Block Protocol)

]
g
»
»
]
g

B0 Oc 29 4f 53 74 @0 Oc 29 00 C

Source [

Frame 1: 136 bytes on wire (1088 bit

Wireshark — Resolved Addresses

export-objects-smb_01.pcap

Telephony Wireless

Tools Help

Capture File Properties
Fesolved Qare +
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths

/0 Graph

Service Response Time
DHCP (BOOTP) Statistics
OMC-RPC Programs
29West

AMCP

BACHet

Collectd

MMS

]

Q Q ¢

¢ Port Protocol Length In

1836 SME
139 SMB
1836 SME
120 MR
ts)
4f:5a:74 (00:0cC:29;4f

120 T
144 1

93 W
124 T

(139), Seq: 1, Ack:

w

ENCRC TS TN

wow o e

Wireshark - Kesolved Addresses - /root/Uesktop/export-objects-smb_Ul... @

dsp 33/tcp
dsp 33/udp
filenet-nch
filenet-nch
filenet-rmi
filenet-rmi
filenet-pa
filenet-pa
time 37/tcp
time 37/udp
rap 38/tcp
rap 38/udp
rip 39/tcp
rlp 39/udp
rexecj 8230/tcp
rexecj 8230/udp
graphics
graphics
nameserver
nameserver
nicname 43/tcp
nicname 43/udp
mpm- flags

mpm- flags

mpm 45/tcp
mpm 45/udp
mpm-snd 46/tcp
mpm-snd 46/udp
ni-ftp 47/tcp
ni-ftp 47/udp
auditd 48/tcp
auditd 48/udp
tacacs 49/tcp
tacacs 48/udp
re-mail-ck
re-mail-ck
hncp-dtls-port

32770/ tcp
32770/udp
32771/ tcp
32771/udp
32772/ tep
32772/udp

41/tep
41/udp
42/tcp
42/udp

44/tcp
44/udp

50/tcp
50/udp
8232/udp

0K

Cancel

3 -] Expression... +

-

Connect AndX Response
eate AndX Reguest, Path:

174)

-en: 82

< <

IPv4 and IPv6 Addresses (hosts)

Comment

IPv4 Hash Table

IPv6 Hash Table

Port names (services)

Ethernet Addresses

Ethernet Manufacturers

Ethernet Well-Kknown Addresses

Show All

Hide All
Show ~ i

+ Load time: 0:0.2  Profile: Default

Yakalanan paketlerin tamami igin bir adres ¢6ziimleme yapmak istersek
Statistics -> Resolved Addresses yolunu takip etmemiz yeterli olacaktir.
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Wireshark ile ARP Saldirilarini Tespit Etmek

File Edit “iew Go Capture Analye Statistics

A 1 ®

—~

Telephony Wireless

RE QemEF $=

Tools Help

QQQE

(N | arp.duplicate-address-frame

[x] ~| Expression... + ‘

Destination
TR-LinkT_17:

Mo, Time Source

G264 237.712846 HONHalPr_26:

Kaynak Port Protocol Lengtt Info
42 who has

192,168,1,37? Tell 192,168.1.1 (dup.

Fs

HonHaiPr_26:10:949
TRp-LinkT_17:ed;:b3
Tp-LinkT_17:ed:b3

6265 237.712880 Tp-LinkT_17:ed:b3
G267 237.7129083 HonHaiPr_26:10:99
G469 243,483471 HonHalPr_26:10:99

p Frame 6264: 42 hytes on wire
p Ethernet II, Src:

HonHaiPr_26:10:99 (e@:06:e6:26:10:99),

ARP
ARF

ARP 42 wWho has

(336 bits), 42 bytes captured (336 bits)

Dst: Tp-LinkT_17:ed:b3 (c4.6e:1f:17:ed:h3)

w [Duplicate IP address detected for 192.168.1.1 (ef:06:e6:26:10:99) - also in use by f8:3d:ff:89:2a:d6 (frame 5261)]

p [Frame showing earlier use of IP address: 5261]
[Seconds since earlier frame seen: 57]
w Address Resolution Protocol (request)
Hardware type:! Ethernet (1)
Protocol type: IPv4 (Bx0860)
Hardware size: &
Protocol size: 4

c4 ge 1f 17 ed b3 eo o8

08 00 06 04 00 01 e0 06
00 00 @0 00 00 68 c@ ad

26 26 10 99 08 06 00 01
e6 26 10 99 co as o1 01
01 25

QD ¥ arpctf

Packets: 7485  Displayed: 11 (0.1%) : Load time: 0:0.49

42 192.168.1.37 15 at c4.6e:1f:17:ed:b3 (dupli.
42 192,168.1.1 is at e0@:06:e6:26;10;949 .
192.168.2 . 1777 Tell 192.168.2.1 (du..

Profile; Default

-

ry

Asagida belirtilen filtreleri kullanarak
sisteminize yonelik muhtemel ARP
saldirisini tespit edebilirsiniz.

e arp.duplicate-address-frame

e arp.duplicate-address-detected
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Trafik icerisindeki Verilerin Export Edilmesi

http_witp_jpegs.cap (- ]

Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools Help

Open

Open Recent

[ Merge...

I Import from Hex Dump...
I Close

Sawve As...

File Set

Export Packet Dissections

Export PDUs to File...
Export S5L Session Keys..,

Export Objects

Export Specified Packets...

Ctrl+0 E. e = a ==
N ,> [ggg ﬁ!? é!; | = (J\ (}\ (:L j]i
'] Expression... +
L Kaynak Port Protocol Lengtt Info {=1
80 TCF 54 3177 — 80 [ACK. |
Ctri+w 530 GET / HTTF/1.1
3177 TCP 60 8O — 3177 [ACK.
Ctrl+ Shift+S 3177 HTTF 489 HTTP/1.1 200 0. |*

25 captured (4248 bits)
p2:52:03), Dst: Kye_20:6c:df (60:ce:df:20:6c:df)
5t; 10.1.1.1

= w T

70 61
38 3b
30 28
65 Ge
31 2e
6C B9
77 Bl
78 &6d

T

74
20
20
s
31
63
TG
GC

L

3]
57
af
ad
ad
61
65
2C

LA

62
3]
7o
aa
aa
74
2d
6l

() 7 http_witp_jpegs

L1

GC
Ge
65
48
41
69
GE
]

WL

65
G4
72
6f
63
6f
GC
7o

3177), Dst Port: 8@ (80), Seq: 1, Ack: 1, Len: 476
b
"Z. , IEI -
-
N
Ctrl+P H 7 HTTP
Ctri+Q SMB... r-agent
= f4.0 (C
3b 20 4d 53 49 ¢ TFTP :, MSIE
6f 77 73 20 4e 54 20 6.0, Win dows NT
61 20 37 2e 31 31 28 5.0) Ope ra 7.11
73 74 3a 20 31 30 2e [en]..H ost: 1@.
63 B 7O 74 33 20 61 1.1.1..4 ccept; a
Ge 2f 78 2d 73 68 &f pplicati onsx-sho
61 73 68 2c 74 65 78  ckwave-f lash, tex
6C 69 63 61 74 69 6T t/xml,ap plicatio
Packets: 483 . Displayed: 483 (100.0%) « Load time: 0:0.6  Profile: Default

Wireshark ile  cahsirken  trafik
icerisinde gecen bazi ojeleri export
etmek isteyebilirsiniz. Bunu
yapabilmek igin:

* File -> Export Objects yolunu
takip ediyoruz.

[

I Packet

i 16

Wireshark - Export - HTTP object list (- O]
Hostname Content Type Size Filename
10.1.1.1 text/html 160 bytes /
insl.opera.com applicationfvnd.xacp 433 bytes xcms.asp
insl.opera.com 5 bytes xcms.asp
10.1.1.1 text/html 4323 bytes index.html
10,1,1.1 imageljpeg 8281 bytes bg2.jpg
101.1.1 image/jpeg 9045 bytes sydney.jpg
operal -servedby.advertising.com 1247 bytes dst=Win_700
opera2-servedby.advertising.com 1247 bytes dst=Win_700
operad-servedby. advertising.com 1247 bytes dst=Win_700
opera3-servedby.advertising.com 1247 bytes dst=Win_700
101.1.1 text/html 416 bytes dagbok.html
operad-servedby.advertising.com 1136 bytes bins=1
10.1.1.1 text/html 1263 bytes dagbok.html
10,1,1.1 text/html 2232 bytes dagbok.html
10.1.1.1 image/jpeg 8963 bytes DSC07858.JPG
101.1.1 image/jpeg 10 kB DSC07859.JPG
10,1.1.1 image/jpeg 191 kB DSC07858.JPG

Save Save All Help
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Trafik icerisindeki Paketlerin Export Edilmesi - 1

*eth0 - O <)
Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+o b GE = m (==
- WASIE
Open Recent k| = § = == = G-l Q a E
Merge... '] Expression... +
Import from Hex Dump... I Kaynak Port Protocol Lengtt Info |
[ ICHP 98 Echo (ping) reguest 1d=0x3e32, seq=2686/32.
Close Cerl+w ICHP 98 Echo (ping) reply id=Ax3e32, seq=2686/32.. |
| Save ctrl+s 80 HTTP 855 GET / HTTP/1.1
- ) 80 TCP 66 SOLOE — B8O [ACK] Seq=790 Ack=480 Win=4881 L. |
Save As... Ctrl+Shift+5 | :
tes captured (§84p bits)
File Set p5:bl), Dst: Airtiesw ac:54:a8 (18:25:61:ac:54:a8)

Export Specified Packets...

Export Packet Bytes...

@ X

Frame (frame), 855 bvtes

Ctrl+H

Ctri+P

Dst:

172.217.16.36

[S0186]),

Dst Port: 80 (8@), Seq:

1, ack:

1,

Len:

789

Wi, goodg
Connecti

Packets: 181 -

Displaved: 181 (100.0%)  Profile: Default

Wireshark ile galisirken herhangi bir paketi
export etmek ve daha sonra incelemek
istersek yapmamiz gerekenler aslinda cok
basit.

ilk olarak bir paketin tizerine tiklayip daha
sonra da;

File -> Export Specified Packets yolunu
takip ediyoruz.

34




Trafik icerisindeki Paketlerin Export Edilmesi - 2

Wireshark - Export Specified Packets [ )
Look in: | [ froot/New Folder 1 ~Q C QO A [ =
E Computer Mame - Size Type Date Modified

= root

File name: |paket 2 |

. Cancel |

Export as: | Wireshark/tcpdumpl... - pcap (*.pcap *.pcap.gz *.cap *.cap.gz *.dmp *dmp.gz) 3 ~ | . Help |

ompress with gzip
| Captured (e Displayed
1 All packets 181

@ Selected packets only 1

1) Paketin kayit edilecegi yeri
seceriz.

2) Kayit edilecek paketin adini
seceriz.

3 ) Kayit edilecek paketin tipi
hakkinda bir secim yapabilir ve
cesitli uzantilarda kayit edebiliriz.

4) Burasi en 6nemli kisim. Biz bu
slaytta sadece “Selected packets
only” ile sadece sectigimiz paketi
kayit edecegimizi belirtiyoruz.
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Trafik igerisindeki Paketlerin Export Edilmesi - 3

Wireshark - Export Specified Packets o
Look in: | 5 /root/New Folder -0 O O A [ =
[E computer Name ~ Size Type Date Modified
.HH_. root
Bu seferki stirecte belli aralikta
istedigimiz paketleri daha sonra
incelemek icin kayit edecegiz.
Bunun igin kutu icerisine alinan
5 :
File name: |range | alanda “Range” kismini segip
| Caicel | istedigimiz aralig1 belirtmemiz

Help | yeterli olacaktir.

1 All packets

| Selected packets only

‘e Range: [5-34
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Trafik icerisindeki Paketlerin Export Edilmesi - 4

Wireshark - Export Specified Packets [ ]
Look in: | 5 /root/New Folder ~ Q0 O 0 A [ |E|

Date Modified

E Computer Mame - Size Type
¥ root

Bu sefer kutu igerisine alinan
alanda “Range” kismini segip
istedigimiz paketlerin numaralarini
virgll ile ayirarak belirtmemiz

| yeterli olacaktir.

. Cancel |

File name: | paket

Export as: | Wireshark/tcpdump)... - pcap (*.pcap * pcap.gz *.cap *.cap.gz *.dmp *dmp.gz) v | | Help |

Compress with gzip

) All packets

) Selected packets only

| Range: |5,56,23,20|
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Trafik icerisindeki Paketlerin Export Edilmesi - 5

*ethO
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools He
T g ==
AE O mMEARE QesES $ 5=
(W] 2pply a display filter ... <Ctrl-/=>
Mo. Time Source Destination Kaynak Port Prot
. 31 5.012371 192,168.2.87 216.58.212.46 ICHF

216.58.212.47
192.168.2.41

32 5.057276
33 5.395402

Mark/Unmark Packet Ctrl+M

34 5.503784  192.188.2.41  |gnore/Unignore Packet Ctri+D
@ D et LS R Set/Unset Time Reference Ctri+T
p Ethernet II, Src: AlrtiesWw_ac
b Internet Protocol wersion 4, Time Shift... Ctrl+Shift+T
p Internet Control Message Prot

Packet Comment...
Edit Resolved Mame

Apply as Filter »

Prepare a Filter 3

Secmek istedigimiz paketlerin Uzerine gelip sag tus
yapip Mark/Unmark Packet kismina tikliyoruz.

Packet Range

Captured (e Displayed

All packets 181
Selected packets only 1
e Marked packets only 3
First to last marked 3
Range: 0

Bu kissmdan da Marked packets only secenegini
isaretleyip sadece secili olan paketlerin kayit
edilmesini istiyoru.
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Wireshark Dahili Araglar — Mergecap

' root@kali: ~/meryemakdogan (- O -]
File Edit View Search Terminal Help

—

Wireshark ile birlikte kurulu gelen
mergecap isimli arac iki farkh pcap ve
diger desteklenen dosya ag trafigi degeri
tasiyan dosyayi birlestirebilmektedir.




Wireshark Dahili Araglar — capinfos

fos yenipaket .. o .
_ Elinizde bulunan pcap, cap gibi formatlarda
e type: Wireshark,/... - pcapng .
= encapsulation: Ethernet olan wireshark tarafindan desteklenen
= timestamp precision: = (5]

FI—’r size limit: dosyalar hakkinda bilgi toplamak amaci ile
“ile kullanilabilen ve wireshark ile gelen ek bir

Data s1ze:

Capture duration: 59,90 seconds aragtlr,
First packet time: 01 141:56.730797
Last packet time:

oosflos6
it 8cScldass

e | 578b18 Gordiglnuz Gzere bu dosyanin paketl.pcap
Stric 1me_order: -
Capture comment: 1le created by merging: Filel: paketl.pcap File2: paket2.pcap ve paketz.pcap isimli iki dosyan|n

pture oper-sys: Cinux &4.3.0-kalll-6o6-pas . L . o L.
Capture application: mergecap birlestirilmesi sonucu olustugunu belirtiyor.
Mumber of interfaces in file: 1
Interface #0 info:

Mame = LINKMOWN

Cescription = NOME

Encapsulation = Ethernet (1/1 - ether)

Speed = 0

Capture length = 262144

FCS length = -1

Time preclslon = MLCroSeconc

Time ticks per se

Time resolution = Ox06

Filter string = MNONE

Operating system = UNKNOWR

Comment = MOMNE

BPF filter length = 0

Mumber of stat entries = 0

Mumber of packets = 1€
:~/meryemakdogan#




