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1. Mobil Sizma Testine Giris

Mobil Sizma Testi ve kullanilan araglardan bahsedecegim. Araclara gecmeden dnce Android diinyasini
taniyalim. Android cihazlarda uygulamalarin calisabilmesi icin .apk uzantili dosyalar ile uygulamalar yiklenir
ve cihazlara dagitabilir. Giniimizde Native ve Hybrid uygulamalardan s6z edilmekte. Native uygulama
dedigimiz C++ veya Java dilini temel alan Android ile yazilan uygulamalar Native fakat HTML, CSS, JavaScript
tabanh kodu yazip bircok platforma cikti veren frameworkler ile gelistirildiginde Hybrid uygulama olarak
gecmektedir.

Simdi gelelim sizma testine, yazilmis bir uygulama apk haline getirildikten sonra android cihazlarda
calismaya baslar. Bu calisan uygulamada glivenlik testlerinde kullanilan popliler araclar vardir. Bunlardan
bazilarini simdi uygulamali olarak gerceklestirecegiz.

Bu araclari anlatirken kendim farkli platformlar ve isletim sistemleri kullanacagim sizde kendinize istediginiz
gibi bir test ortami kurabilirsiniz. ister ana makineniz {izerine bu araclari kurarsiniz isterseniz sanal bir cihaz
Gzerine kurarsiniz karar sizin. Fakat bunun disinda testi gercek bir cihaz ile yapmayacaksaniz Android
Emulator kurmalisiniz. Ben Genymotion kullanacagim. Genymotion tzerine istediginiz bir cihaz kurup
konfiglirasyonunu yapabilirsiniz. Fakat baslangic icin benim size dnerim MobSF VM 0.3 ova dosyasi.
MobSF VM dosyasini indirip VirtualBox ile acarak rootlu hazir bir test cihazi elde edebilirsiniz.

V¥ Oracle VM VirtualBox Yéneticisi - [m] X

Dosya Makine Yardim

{:} éj\a} N 4 @ - (53 Aynntler | (@3 Anik Gorintiler (1) Fo o

Yeni Ayarlar Vazgec Baslat

. Settings About
=l Genel Sl Onizleme
Adi: Google Nexus 5 - 4.4.4 - 5 = et
: APL19 2 1080x1920 our virtual devices
[ %’EZ—K‘;’;&“ isletim Sistemi:  Other Linux (32-bit)
Google Nexus 5 -

[ sistem °9 D Google Nexus 5 - 4.4.4 - API 19 - 1080x1920
e o 4.4.4-API19-

na Bellek: 3 =
Islemai: 4 1080x1920 D MobSF VM 0.2 < \ T \ .nan.
Onyikleme Srasi:  SabitDisk S s Sh
Hiziandirma: VT-x/AMD-, fgice

Sayfalama

Ekran
Goriintii Bellegi: 32M8
Uzak Masaiistii Sunucusu: - Etkisizlestiridi
Goriintis Yakalama: Etkisizlestiidi
Depolama
Denetleyici: IDEController

IDE Primary Master: android_system_disk.vmdk (Normal, 2,03 GB)

IDE Primary Slave: android_data_disk.vmdk (Normal, 5,51 GB)

IDE Secondary Master:  sdcard.vdi (Normal, 16,00 GB)
B ses
Anamakine Siriicisd: - Windows DirectSound
Denetleyici: ICH ACS7
& A v

B User: ahmetgurelyazilim@gmail.com
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@ Genymotion for personal use

TUE, FEBRUARY 21

Your virtual devices

D Google Nexus 5 - 4.4.4 - API 19 - 1080x1920

D MobSF.VM_0.2

User: ahmetgurelyazilim@gmail.com EMERGENCY CALL

‘ WIDGETS

o) Browser Calculator Calendar Camera

@ Genymotion for personal use

OO Genymotion

| 2 +

Start Add Settings

Your virtual devices @ A - B

D Google Nexus 5-4.4.4 - API 19 - 1080x1920 Downloads Email

[ wobsrvm.02 N @ G

Google Google InsecureBan
Settings kv2

o
P
os0s=s -

Messaging  Movie Studio Music News &
Weather

b
>

Play Store Root Browser
User: ahmetgurelyazilim@gmail.com

=

Araclari 6grenirken 6rnek bir apk dosyasina ihtiyacimiz var. Bunun icinde InsecureBankv2 uygulamasinin
apk sini kullanacagiz. Apk dosyasini Genymotion Uzerine slrikleyerek atabilirsiniz.

Kullanilan araglarin hepsini tek tek kurmaya tsenirseniz bircok araci barindiran San Toku veya Vezir
Project adli VM leri indirip hazir olarak kullanabilirsiniz. Bu sanal makineler Mobile Security igin

hazirlanmistir.
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Genymotion for personal use - MobSF_VM_0.2 (720x1280, 320dpi) - 192.168.143.101 - [m] x

InsecureBankv2

InsecureBankv2

Simdi apk dosyamizi indirdik ve Genymotion’ in lzerine slrikleyerek apk mizi yikledik.
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O Genymotion for personal use - MobSF_VM_0.2 (7... — O X Genymotion for personal use - MobSF_VM_0.2 (7... = ]
# < @207

data data com.android.insecurebankv2 databases

< H 206

#
£ data data com.android.insecurebankv2

D P4

Parent folder
cache
WXTWX--X Feb 13,2017 00:17:11 AM

databases

PWXEWX=X Feb 13,2017 00:17:11 AM

Parent folder

mydb
20.00KB rw-rw-— Feb 13,2017 00:17:12 AM

mydb-journal

B.52KB rw Feb 13,2017 00:17:12 AM

Feb 13,2017 01:57:15 AM

shared_prefs

PWXTWX-X Feb 13,2017 00:17:24 AM

Simdi Android cihazimizda uygulama dosyalarina bir g6z atalim. Uygulama dosyalarini  /data/data nin
altinda gorebilmekteyiz.

Goruldigu gibi veritabani dosyalari, uygulamanin kullandigi kitiphaneler ve paylasimli dosyalarinin
klasorlerini gordik. Bunlar mobil uygulama testlerinde 6nemlidir.

MobSF VM i kullanmamizdaki en bliylik rahatlk hazir bir test ortami saglamasiydi. Rootlu bir cihaz olmasi
icinde Xposed Modidllerinin kurulu gelmesi isimizi hizlandiriyor.
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Xposed Modiilleri ne ise yarar ?

O Genymotion for personal use - MobSF_VM_0.2 (7. — O X

#

o
(-2g  Modules

Android Blue Pill

oz Anti-Anti-Emulator

'A' Droidmon 20 @
' CuckooDroid API Monitor

Kills SSL certificate validation

IQU JustTrustMe 2 [V

@ RootCloak e

) Hides root from chosen apps.

Xposed Modiilleri Android cihazda uygulamalari o6zellestirmek degistirmek icin kullanilir. Uygulama
gelistirilirken yazilan kontrollerin, izinlerin degistirilmesine imkan verebiliyor. Mesela yukarida gordigimiiz
RootCloak modili bir uygulama cihaz root lumu diye kontrol edip, calismiyorsa bu kontroli
engelleme/atlatmaya yaramaktadir ve giivenlik testleri icin 6nemli bir yer tutmaktadir. Bunun gibi birgok
modul bulunmaktadir.



iInngvera

We enable.

2. Mobil Sizma Testi Araglari

2.1 ADB

Similator (sanal cihaz) ya da bilgisayariniza bagh gercek cihazinizla iletisim kurulmasini saglar. Bu sayede
baglanilan cihazi komut satirinda kullanabilir, dosya vylkleyebilir, cihaz icinden dosya cekebilir, hatta
uygulama icinde bulunan Activityleri calistirabiliriz. Temel kullanimi asagidaki gibidir. canyoupwnme.apk
dosyasini yikledik. InsecureBankv2 uygulamasinin veritabani dosyasini cektik ve adb shell komutu ile
cihazimizin komut satirina dustik. Daha detayl adb igin tiklaymniz.

adb.exe de
| List of

text relocations. This is wasting memory and is a sec
app_pr relocations. This is wasting memory and is a s
data/local/ /canyoupwnme . apk
Success

adb. /data/ n.android.insecurebankv2/databases/mydb

obsec:/ # cd data
a
obsec:/data # 1s

app-private
E backup
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2.2 APKToo

APKTool apk dosyalarini decompile ederek smali kodlarina dénustirir. indirmek icin tiklayiniz. Kullanimi
oldukca basit asagidaki resimde goraldiigi Gizere b parametresi ile decompile etmekte.

Komut Istemi - O X

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. Tiim haklari saklidir.

:\Users\Ahmet GUREL>cd C:\
C:\>cd "Mobil Pentest\APKTool"

:\Mobil Pentest\APKTool>apktool.bat b insecurebank.apk
Exception in thread "main" brut.androlib.AndrolibException: brut.directory.PathNotExist: apktool.yml
at brut.androlib.Androlib.readMetaFile(Androlib.java:143)
at brut.androlib.Androlib.build(Androlib. 160)
brut.androlib.Androlib.build(Androlib.java:15
brut.apktool.Main.cmdBuild(Main. java:182)
brut.apktool.Main.main SEVEHY)
: brut.directory.Pathhot : apktool.yml
brut.directory.Abstr ctory.getFileInput(AbstractDirectory.java:103)
brut.androlib.Androlib.readMetaFile(Androlib.java:139)
... 4 more

:\Mobil Pentest\APKTool>

2.3 Dex2J]ar

Adindan da anlasilacagi Gzere dex dosyalarini jar dosyalarina cevirmektedir. Resimde goruldigi tGzere apk
dosyamizi jar haline getirdik.

C:\Mobil Pentest\dex2jar-0.0.9.15>dex2jar.bat insecurebank.apk
this cmd is deprecated, use the d2j-dex2jar if possible
dex2jar version: translator-0.0.9.15

dex2jar insecurebank.apk -> insecurebank dex2jar.jar

Done.

C:\Mobil Pentest\dex2jar-0.0.9.15>




iInngvera

We enable.

2.4 JD-GUI

JAR haline getirdigimiz dosyamizi goriintilemek i¢in kullanacagiz.

11}
I

O
*

|8 javaw.exe (Admin) B-O-&20
File Edit Navigation Search Help A
=|® 5

og insecurebank_dex2jar.jar &3

=-f android.support

-3 annotation

+-HF v4

-8 v7
=} com

=-## android.insecurebankv2
fup BuildConfig.dass
lotp ChangePassword.dass
loth CryptoClass.dass
forp DoLogin.class
fup DoTransfer.dass
fup FilePrefActivity.dass
Jop LoginActivity.dass
lorh MyBroadCastReceiver.dass
Jup MyWebViewClient.dlass
Jup PostLogin.class
Jop R.class
oip TrackUserContentProvider.dass
b ViewStatement.dass
fp WrongLogin.class
google
1} ads

) B G - ) - - - - )

### android.gms

2.5 AndroGuard
AndroGuard python ile gelistirilen statik kod analizi yapan bir aractir. San Toku’nun icinde kurulu olarak
gelmektedir. Kendiniz indirmek isterseniz tiklayiniz. Tum parametreler ve kullanimi igin tiklayiniz.

Ed ahmet@santoku: Jusr/share/androguard =i
File Edit Tabs Help

INTERN
WRI

NETWORK
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AndroGuard Santoku lizerinde bu sekilde calistirlmaktadir. ilk olarak kurulu oldugu dizine gittik ve apk
dosyamizi da oraya tasidik. ./androlyze.py -s ile calistirdik. ilk satirimiza

a,d,dx= AnalyzeAPK(“Insecurebankv2.apk”, decompiler="dad”) komutunu yazarak apk dosyamizi
gostererek decompile ediyoruz. Daha sonra programin parametreleriile bircok analiz edebilmekteyiz.
Resimde uygulamanin activitylerini ve izinlerini getirdik.

2.6 Burp Suite

Burp gelismis bir proxy yazilimidir. Bunun disinda bircok teste yardimci olmakta ve imkan tanimaktadir.
Web Testlerinin olmazsa olmazi Burp Mobil testlerimizde de o kadar 6nemli. Simdi Burp Suite
Emulatorimiizden baglanmayi bakalim beraber.

°0 Genymotion for personal use - MobSF_VM_0.2 (720x1280, 320dpi) .. = — ] Genymotion for personal use - MobSF_VM_0.2 (7... — O

D Y

Manual

The HTTP proxy is used by the
browser but may not be used by

WiredSSID the other apps.

Proxy hostname

Forget network 192.168.169.2

Proxy port

8080

Modify network

Bypass proxy for

IP settings

DHCP

Cancel

— [

Avyarlara ( Settings) e girerek daha sonra Wi-Fi ye tiklayarak WiredSSID nin Uzerine basili tutarak Modify
network diyerek Proxy belirliyoruz. Burada IP adresi test yaptiginiz makinenin IPsidir kendi ana makineniz ya
da yukarida bahsettigim makinelari indirdiyseniz onun IP adresidir.
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E’ Add a new proxy listener X
Burp Intruder Repeater Window He
= e — | Binding | Request handing | Certificat P
[Target TProxyT Spider T Soanner_[ gT cquest anceo T crncae ]
[ Intercept T HTTP history T WebSock 2 These settings control how Burp binds the proxy listener.
1 —_— I [a]
Bind to port: 8080 f
Bind to address: O Loopback only
| ‘ Running 'f, O Allinterfaces
[ [€4] 1 @ Specific address: | 192.168.169.2 1)
Edit
[
} Remove
|
; L -
[ Each installation of Burp genera’ r tools or another installation of
Burp.
[ Import / export CA certificate
0K Cancel | =
e s
[2] Ir v

Burp Suite acarak, Proxy’e tiklayip, oradan Options sekmesine gelip, Add e basiyoruz ve resimdeki gibi kendi
IP adresinizi ve port numaranizi giriyorsunuz.

BEV o
o B B ¥ [l

VMware  Visual Studio NetBeansIDE Dev-C++ JetBrains JetBrains Intelli) IDEA= = WinSCP:=
Workstati... 2013 8.1 PyChar... PhpStor... 15.04 :

X qurelahmet.com

E Burp Suite Free Edition v1.7.03 - Temporary Project = [m] X

Burp Intruder Repeater Window Help

[ Target T’— T Spider I Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer I Extender I Project options I User options TAlerts ]

_[ IH‘ITP history IWebSockets history TOptiuns ]

@ Reguest to http://gurelahmet.com:80 [109.232.220.231]

[ . Forward J [ Drop J f Intercept is on | Action Co ent this ite H w

Raw | Headers | Hex

GET / HTTP/1l.1

Host: gurelahmet.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

User-Agent: Mozilla/5.0 (Linux; Android 4.4.2; MobSF_VM 0.2 Build/KOT4SH) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/30.0.0.0 Mobile
Safari/537.36

Accept-Encoding: gzip,deflate

Accept-Language: en-US

X-Recquested-With: com.android.browser

Connection: close

T

-
v

umuul 0 matches

Artik Burp Suite hazir mobil testimizde kullanabilirsiniz. Resimde gordigiiniiz gibi emulatordeki istegi
yakalamakta.
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2.7 Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi

Uygulamayi cihazimiza aktardiktan sonra veritabani dosyalarini yukarida ADB ile kendi bilgisayarimiza
indirmistik. Bu database dosyalarinin icerigini Sglite Browser ile goriintiileyebiliriz. Bunun disinda da Sqlite3
ile veritabanini secerek sorgular yazip bununla da goriintileyebilmekteyiz.

File Edit View Help

A cmd.exe (Admin) m sqlitebrowser.exe (Admin)

& New Database % Open Database

Database Structure Browse Data

g Create Table & Modify Table

[ Write Changes

Execute SQL

% Revert Changes

Name
v || Tables (3)
| android_metadata
| names
| sqlite_sequence
Indices (0)
| Views (0)
_| Triggers (0)

Type

Schema

CREATE TABLE android_metadata (locale TEXT)
CREATE TABLE names (id INTEGER PRIMARY KEY Al
CREATE TABLE sqlite_sequence(name,seq)

DB Sche&ma

B-E@-ad=|_Oox

Name
v =] Tables (3)
| android_metadata
| names
| sqlite_sequence
Indices (0)
W Views (0)
L] Triggers (0)

<

Type

SQL Log Plot DB Schema

UTF-8

Bilgisayarimiza indirdigimiz database dosyasinin Sqlite Brower ile incelenmesi yukaridaki gibidir. Grafiksel
araylzu vardir ve oldukca kolay bir kullanima sahiptir.

C-\

sqlite3.exe my.db

SQLite versio

sqlite> .tables
andro tadata

sglite> lect * from names;
sqlite> |

8.4.3 2014-04-03
Enter ".help" for usage hints.

16

sqglite3 de ise consol lizerinden islem yapilmaktadir. Bosluk birakip database dosyamizi vererek
calistirlyoruz. Daha sonra .tables sorgusu ile veritabani tablolarini getirebiliriz. Secilen tabloda istedigimiz
gibi sorgular calistrabilmekteyiz. Database dosyasi simdilik bos oldugu icin hic¢ bir names tablosundan veri

gelmedi.
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2.8 AndroBugs Framework
AndroBugs Framework, Android uygulamalarda givenlik testi gerceklestiren frameworklerden bir tanesidir.
Buraya tiklayarak kaynak kodlarina ve buradan da sitesine ulasabilirsiniz.

BEX Komut istemi - [m] X

om.android.
Name: 1.0

Code: 1

8326ddf027e7cd86 f37b29beedelbda

om. android i 76k 029 17b1f18ela411l

Kullanimi oldukga basittir. Konsol tizerinden biz androbugs -f apk_dosyasi seklinde kullanarak
frameworkumuzu calistirdik. Bunun sonucunda kendi klasériiniin altinda Reports klasoriiniin altinda detayl
rapor olusturmaktadir.

B C:\AndroBugs\Reports\com.android.insecurebankv2_c8ecc7441c76ef402a1ce600476b33c817370029d385c0417b1f18e1a4110ebbb7138d844541 e3f9cf caad48ef61bae7c789f957c15326d70cf71f7e48c0cad.txt - Sublime Text 2 (UNREG...  — X
File Edit Selection Find View Goto Tools Project Preferences Help

com.android.insecurebankv2_cBecc7441c76ef402a1ce6004 70029df385c0417b1f18e1a4110ebbb7138d844541e3f9cf caad4Bef61bae7 789195715326 d70cf7117e48c0cas. txt
Py 4 CUM.aiul VLU LisECul Su = Sl Uvaue
[Critical] <SSL_Security> SSL Connection Checking
URLs that are NOT under SSL (Total:2):
http://plus.google.com/
=> Lcom/google/android/gms/common/internal/zzm; clinit>()V
http://www.google.com
=> Lcom/google/android/gms/internal/zzgk$zza;-><init>(Landroid/content/Context;)V
[Critical] <WebView><Remote Code Execution><#CVE—2013—4719#ﬂ WebView RCE Vulnerability Checking:
Found a critical WebView "addJavascriptInterface” vulnerability. This method can be used to allow JavaScript to
control the host
application.
This is a powerful feature, but also presents a security risk for applications targeted to API level JELLY_BEAN(4.2)
or below,
because JavaScript could use reflection to access an injected object's public fields. Use of this method in a WebView
containing
untrusted content could allow an attacker to manipulate the host application in unintended ways, executing Java code

with the

permissions of the host application.
Reference:
1."http://developer.android.com/reference/android/webkit/WebView.html#addJavascriptInterface(java.lang.Object,
java.lang.String) "
2.https://labs.mwrinfosecurity.com/blog/2013/09/24/webview-addjavascriptinterface-remote-code-execution/
3.http://50.56.33.56/blog/?p=314
4.http://blog.trustlook.com/2013/09/04/alert-android-webview-addjavascriptinterface-code-execution-vulnerability/
Please modify the below code:
=> Lcom/google/android/gms/internal/zzig;-><init>(Lcom/google/android/gms/internal/zzig$zza;
Lcom/google/android/gms/ads/internal/client/AdSizeParcel; Z Z Lcom/google/android/gms/internal/zza
Lcom/google/android/gms/ads/internal/util/client/VersionInfoParcel;)V (©x11lc) --->
Lcom/google/android/gms/internal/zzig;->addJavascriptInterface(Ljava/lang/Object; Ljava/lang/String;)V
[Warning] Dynamic Code Loading:
Dynamic code loading(DexClasslLoader) found:
=> Lcom/google/android/gms/internal/zzal;->zz1(Landroid/content/Context;)V (@xae) --->
Ldalvik/system/DexClasslLoader;-><init>(Ljava/lang/String; Ljava/lang/String; Ljava/lang/String;

| Sava/lana/Clacel nadan- W/
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2.9 Mobile Security Framework (MobSF)

AndroBugs gibi MobSF de mobil uygulama analizi yapan bir frameworktur. Su an en kullanisli ve saglam
arac denebilir. Oldukca popller ve glizel bir aractir. Yazinin basinda da zaten MobSF in Android Ova sini
kullanmistik. Buraya tiklayarak MobSF in Github sayfasina ulasabilirsiniz. MobSF i indirdikten sonra
Windows, Linux ve OSX e kurabilirsiniz. Kurulum dékiimantasyonu igin tiklayiniz. Kurduktan sonra
localhostunuzda tarayicida calismakta ve apk dosyasini secerek direk calismakta. Oldukca basit bir
kullanimi vardir. Adres olarak 127.0.0.1:8000 adresinde ¢alismaktadir.

# @ B # wvobile security Frame python manage.py runs a) O root 1€

Mobile Security Framework - Iceweasel
" Mobile Security Fram... %
@ 127.00.1

i Most Visited v localhos ess e S XLATE Hackvertor

skiddyPad Exploit-DB Offset-DB ifconfig

iM®BSF

Drag files here or click Upload & Analyze

#» Upload & Analyze

Search MDS

Recent Scans | About

> 2017 Mobile Security Framework - MobSF v0.9.3.7 Beta. All Rights Reserved

Kurduktan sonra acilista 6niimize gelen MobSF giris sayfasi budur. Bizden analiz edilecek uygulamamizi
istemekte.

= [+4¢] g ) Mobile Security Frames python manage.py runs

Mobile Security Framework - Iceweasel
Connecting... x

Exploit-DB offset-DB ifconfig

InsecureBan...

#® Upload & Analyze

Analyzing....

Search MDS

Recent Scans | About

© 2017 Mobile Security Framework - MobSF 7 Beta. All Rights Reserved

Waiting for 127.0.0.1...
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Uygulamayi verdikten sonra analize basliyor ve bittiginde 6niimiize sonuclari getiriyor.

ST TI L

W
@e

ifconfig

Recent Scans About Search M

File Information App Information

I3 InsecureBankv2.apk =TT com.android.insecurebankv2
[ size XIS EEXEEE) com.android.insecurebankv2.LoginActivity
[T 5ee482906564079c936ac861d1650ffc Y win sok BEY max sok |

[ s0bs3f80a3c9e6bfd9s311f5b26ccdded1bf0ags Android Version Name BR(J

[T b18af2a0e44d7634bbcdf93664d9c78a2695€050393fcfbb5e8b91902d194a4 1

10 0

ACTIVITIES SERVICES d S PROVIDERS

View©

® start Dynamic Analysis
EXPORTED EXPORTED EXPORTED EXPORTED
ACTIVITIES SERVICES RECEIVERS PROVIDERS

0

Static Analysis - Iceweasel

! Static Analysis
€©e

ifconfig

Recent Scans About Search MD5

= Android Permissions

INFO DESCRIPTION

PERMISSION STATUS

android.permission.SEND_SMS LR send SMS messages Allows application to send SMS messages. Malicious applications
may cost you money by sending messages without your
confirmation.

android.permission.READ_CONTACTS read contact data Allows an application to read all of the contact (address) data
stored on your phone. Malicious applications can use this to send
your data to other people.

android.permission.USE_CREDENTIALS use the authentication  Allows an application to request authentication tokens.
credentials of an

account

) Component

android.permission. ACCESS_NETWORK_STATE m view network status Allows an application to view the status of all networks.

@ o

android.permission.ACCESS_COARSE_LOCATION coarse (network- Access coarse location sources, such as the mobile network
® start Dynamic Analysis based) location database, to determine an approximate phone location, where

available. Malicious applications can use this to determine

approximately where you are. a

android.permission.INTERNET full Internet access Allows an application to create network sockets.
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2.10 QARK: Android App Exploit and SCA Tool

QARK’1 githubdan indirerek zipten giakrtip dizininin icine gidiyoruz. cd Desktop/qark-master/qark/ daha
sonra python qarkMain.py komutu ile araci calistiriyoruz. ilk calistirmada programi ve android sdk’yi

kurmak icin onay almakta y enter ile devam ediyoruz.

(XK )

dg8888  8888888b.

dg8888 888  Y88b
dg8gpP8s8 888 888
888 888 d8gpP 888 888  d8s8P
888 888 d88P 888  8888888P"
888 Y8b 888 dggP 888 888 T88b
Y88b.Y8b88P d8888888888 888 T88b
"Y888888" d8spP 888 888 T88b

Y8b

.d88888b.
d88P" "Y88b
888 888

Certain functionalities in QARK rely on
ing Android SDK on your system that you
If not, QARK makes it easier for you to
droid SDK, automatically. If you select

qgark — python garkMain.py — 80x24

888 d8pP
888  d8pP
888 d8P
888d88K
8888888b
888 Y88b
888  Y88b
888 Y88b

using Android SDK. You may have an exist
may want to use.
download the required components from An

n" to the following option, you would b

e asked to provide a location to the Android SDK manually.
It is recommended that you let QARK download and setup Android SDK. This will no
t affect any existing Android SDK setup you may have on your system.

Do you want QARK to download and set up Android SDK?[y/n] :

Program kurulum yapildiktan sonra asagidaki resimdeki gibi dniimuze gelmekte. Analiz icin apk yada source
code istemekte secimimizi yaparak devam ediyoruz.

Downloading Android SDK Platform-tools, revision 23.1 rcl
Installing Android SDK Platform-tools, revision 23.1 rcl

Stopping ADB server succeeded.

Installed Android SDK Platform-tools, revision 23.1 rc199%)
Downloading Android SDK Build-tools, revision 21.1.2
Installing Android SDK Build-tools, revision 21.1.2

Installed Android SDK Build-tools, revision 21.1.299%)
Downloading SDK Platform Android 5.0.1, API 21, revision 2
Installing SDK Platform Android 5.0.1, API 21, revision 2

Installed SDK Platform Android 5.0.1, API 21, revision 296%)
Downloading Android Support Repository, revision 47
Installing Android Support Repository, revision 47

Installed Android Support Repository, revision 4799%)

Stopping ADB server succeeded.

Starting ADB server succeeded.

Done. 5 packages installed.

Do you want to examine:
[1] APK
[2] Source

Enter your choice:

Buradan sonra 1 i secerek APK analizi yapiyoruz. Daha sonra bize asagidaki gibi iki secenek sunmakta 1 APK
nin yolu ile 2 Cihazin icindeki uygulamalar ile bilgisayara sanalda yada fiziksel bir cihaz bagh ve adb ile
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baglantisi mevcutsa onun icindeki tim uygulamalari listeleyip onlarin analizini yapmakta. Biz buradada 1 i
secerek apk yolu verecegiz.

qgark — Python « python garkMain.py — 80x24

Do you want to:
[1] Provide a path to an APK

[2] Pull an existing APK from the device?

! Enter your choice:1

Please enter the full path to your APK (ex. /foo/bar/pineapple.apk):
| Path: /Users/ahmet/Desktop/InsecureBankv2.apk

/Users/ahmet/Desktop/apktool/AndroidManifest.xml

Inspect Manifest?[y/n]y

InsecureBankv2.a

pk

<uses-sdk android:minSdkVersion="15" android:targetSdkVersion="22"/>

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

android:
android:
android:
android:
android:
android:

name="android.
name="android.
name="android.
name="android.
name="android.
name="android.

permission
permission
permission
permission
permission
permission

.INTERNET"/>
.WRITE_EXTERNAL_STORAGE"/>
.SEND_SMS" />
.USE_CREDENTIALS"/>
.GET_ACCOUNTS"/>
.READ_PROFILE"/>

/Users/ahmet/Desktop/InsecureBankv2.apk yolunu vererek aracimizi baslattik.
Arac yukaridaki resimde gordigiiniiz gibi sol tarafa apk yi decompiler etti ve bize AndroidManifest.xml
dosyasini goriintilemek isteyip istemedigimizi sormakta. Ben y diyerek goriintiledim.

InsecureBankv2
(| NON ) InsecureBankv2
2l = RERERREY
Ad | Favoriler Ad
) AndroidManifest.xml ‘ & iCloud Drive AndroidManifest.xml
apktool.yml > classes_dex2jar
Eﬁ Belgeler L
classes.dex ‘ 2 classes_dex2jar.jar
v original @) Airbrop > classes_dex2jar1
AndroidManifest.xml ‘ @ Tiim Dosyalarim > classes_dex2jar2
> META-INF A classes.dex
> [ res | 7% Uygulamalar > [ META-INF
) Masatistii > res
‘ T EEA resources.arsc
‘ =] Dskiimanlar
1 Burpsuite Pro 1.7.11

Daha sonra activity leri analiz etmekte.

@ indirilenler
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WARNING - Backups enabled: Potential for data theft via local attacks via adb ba
ckup, if the device has USB debugging enabled (not common). More info: http://de
veloper.android.com/reference/android/R.attr.html#allowBackup

WARNING - The following provider are exported, but not protected by any permissi
ons. Failing to protect provider could leave them vulnerable to attack by malici
ous apps. The provider should be reviewed for vulnerabilities, such as injection
and information leakage.
com.android.insecurebankv2.TrackUserContentProvider

WARNING - The following activity are exported, but not protected by any permissi
ons. Failing to protect activity could leave them vulnerable to attack by malici

ous apps. The activity should be reviewed for vulnerabilities, such as injection
and information leakage.
com.android.insecurebankv2.ChangePassword
com.android.insecurebankv2.DoTransfer
com.android.insecurebankv2.LoginActivity
com.android.insecurebankv2.PostLogin
com.android.insecurebankv2.ViewStatement

WARNING - The following receiver are exported, but not protected by any permissi

Bu kisimlardan sonra sitatik kod analizi yapmak icin onay istemekte onada y diyere devam ediyoruz.

Press ENTER key to begin Static Code Analysis

Phone identifier access 0%l |
Phone identifier accessl1Q0¥ | ###########HHHHBHHHHHHAAHHAARRBHHBHHHHHAAAARRBBHHHS |
Exposed javascript interface 0%l |
Exposed javascript interfacelQ0% | #########HHHHHHHHAAAAAAAUBHHHHHHAAAAAAHRRRLHHS |
User created permissions 0%l |

Crypto issues 0%l

Crypto issues 17%|##########

Broadcast issues 0%l

Broadcast issues 17%|#########

Webview checks 0%l

Webview checksl100% | #######HHHHBHHHHHHHHHRRRRBBHHHHHHHRRRRRBBBBHHHHHARRRRRRRRHH

X.509 Validation 17%|#########

Pending Intents 0%I

Pending Intents 13%|#######

File Permissions (check 1) 0%l

File Permissions (check 1)100% | ##########HHHBHAUHRHHBHAHHBHAHHRHRBHRHHBHAHHRHH
File Permissions (check 2) 0%l

|
|
|
|
|
|
X.509 Validation 0%l |
|
|
|
|
|
|
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gark — Python « python garkMain.py — 80x24

WARNING - Please use the exploit APK to manually test for TapJacking until we ha
ve a chance to complete this module. The impact should be verified manually anyw
ay, so have fun...

ISSUES - ADB EXPLOIT COMMANDS

==>EXPORTED ACTIVITIES:
@: com.android.insecurebankv2.ChangePassword

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Cha '
ngePassword" --es "serverip" "InsertStringHere"

qgark — Python « python garkMain.py — 80x24

ngePassword" --es "serverip" "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Cha
ngePassword" --es null "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Cha
ngePassword" --es "serverport" "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Cha
ngePassword" --es "uname" "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Cha
ngePassword" --es "message" "InsertStringHere"

1: com.android.insecurebankv2.DoTransfer

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.DoT
ransfer" --es "serverip" "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.DoT
ransfer" --es null "InsertStringHere"

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.DoT
ransfer" --es "serverport" "InsertStringHere"

2: com.android.insecurebankv?2.LoginActivity




iInngvera

We enable.

Statik analiz sonunda ise ¢ikan zafiyetlerin exploit edilmesi icin 6zel bir apk olusturmamizi yada cikis
secenegini sunmakta.

® @® gark — Python « python garkMain.py — 80x24

adb shell am start -n "com.android.insecurebankv2/com.android.insecurebankv2.Vie
Statement" --es "uname" "InsertStringHere"

==>EXPORTED RECEIVERS:

@: com.android.insecurebankv2.MyBroadCastReceiver

adb shell am broadcast -a "theBroadcast" --es "strl" "InsertStringHere"
adb shell am broadcast -a "theBroadcast" --es "str2" "InsertStringHere"

adb shell am broadcast -a "theBroadcast" --es "str3" "InsertStringHere"

o view any sticky broadcasts on the device:
adb shell dumpsys activityl grep sticky

ou want to:

APK olusturmayi secersek olusturduktan sonra cihaza olusturdugu APK yi yiiklemek icin sormakta.
Arac tarama sonunda gark’in dizinine giderek report klasoriine girerek report.html sayfasini acarak raporu
bulabilirsiniz.

C' @ file:///Users/ahmet/Desktop/qark-master/qark/report/report.html * O (2]
Information

STATIC CODE ANALYSIS RESULT

Manifest SOURCE: /Users/ahmet/Desktop/InsecureBankv2.apk

TOTALFILES: 6741
App Components JAVAFILES: 2995

Restored O file(s) out of O corrupt file(s)
Web Views
X.509 Issues

Potential Vulnerabilities Warnings Informational Debug
File Permissions :
Crypto bugs
QARK Version 0.9

Pending Intents

ADR Commands
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2.11 Drozer

Drozerda mobil testlerde kullanilan dinamik analiz yapan bir frameworktur. Uygulama calisirken test etme
imkani verir. Diger AndroBugs ve MobSF de ise statik analizi yaptik fakat uygulama calismiyordu. Drozer'da
uygulama calisirken testlerimizi gerceklestiriyoruz. Drozer’1 kendi test pc nize kurduktan sonra ayni
zamanda emulatordeki mobil cihaza da yikleyerek birbirleri ile haberlesmesini sagliyoruz.

Buraya tiklayarak kaynak kodlarina ve kurulumuna ulasabilirsiniz. Kendi test pc nize drozeri kurduktan
sonra agent.apk yi1 emulatore atmayi unutmayiniz. Bunu ister siiriikle birak ile istersenizde adb. install
agent.apk komutu ile yapabilirsiniz. Yiikledikten sonra agent.apk yi1 emulatorde acarak off dan on a aliniz.
Daha sonra kurulum sayfasinda gosterdigi gibi adb forward tcp:31415 tcp:31415 komutunu verip drozer
console connect diyerek drozerin komut satirina disebilirsiniz.

| drozer Agent

at console connect

e that i installed and or r PATH.

e path in the nfig file:

Embedded Server @

31415

= w ES

run app.package.list -f insecurebank komutu ile kurulu paketler arasinda adi insecurebank olan paketi
ariyoruz.
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nemesisand.
.otectorandroidsneme.

3 sandprotectorandroids+.
..nemesisandprotectorandroidsn:.
.emesisandprotectorandroidsnemes. .

3 andp, . .,rotectorandro, ..,idsnem.
.isisandp..rotectorandroid..snemisis.

,andpr ctorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
.dprotectorandroidsnemesisandprotector.

zer Console (v2.3.4)

dz> run app.package.list -f insecurebank
m.android.insecurebankv2 (InsecureBankv2)
run app.package.info -a com.android.insecureban
ge: com.android.insecurebank
Application Label: InsecureBank
Process Name: com.android.insecurebankv2
rsion: 1.0
Data Directory: / lata/com.android.insecureban
APK Path: /data/app/com.androi nsecurebank
UID:
GID: [30e3, 1028, 1015]
Shared Libraries: null
Shared User ID: null
Uses Permissions:
- android.permission.INTERNET
- android.permission.WRITE_EXTERNAL_STORAGE

| dz> run app.pa
com.android.insec
dz> run app.package.info -a com.android.insecureban

age: com.android.insecurebank:

Application Label: InsecureBan

Process Name: com.android.insecurebankv2

Version: 1.0

Data Directory: /data/data/com.android.insecureban

APK Path: /data/app/com.android.insecurebankv2-1.apk

UID: 100

GID:

Shared Librar

Shared User ID

Uses Permissions:
android.permission.INTER
android.permission.W
android.permission.SEND_SMS
android.permission.US REDENTIALS
android.permission.GET_ACCOUNTS
android.permission. _PROFI
android.permission.READ_CONTACTS
android.permission.READ_PHONE_ST
android.permission.READ_CALL_LOG
android.permission.AC _NETWORK_ST.
android.permission.ACCESS_COARSE_LOCATION

- android.permission.READ_EXTERNAL_STORAGE

Defines Permissions:

- None

Yukaridaki resimlerde gordiiglinliz run app.package.info -a com.android.insecurebankv2 komutu ile
paket bilgilerini getirdik. Bulundugu dizin, izinleri gibi bilgiler geldi.
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drozer.bat console devices
Could not find java. Please ensure that it is installed and on your PATH.

If this error persists, specify the path in the ~/.drozer_config file:

[executables]

java = C:\path\to\java
List of Bound Devices

Device ID Manufacturer Model
6d5ebccdd1a@38ff Samsung Nexus 5

drozer.bat exploit list
Could not find j . Please ensure that

ed and on your PATH.

If this error persists, specify the path in the ~/.drozer_config file:

nterface WebView addJavascriptInterface Remote Code Execution (CVE-2012-6636)
.browser.knoxsmdm Abuse the New enrolment/UniversalMDMApplication application in Samsung Knox suite to
install rogue drozer agent
.browser.normalize Webkit Node Normalize (CVE-2010-1759)
.browser.useafterfree Webkit Use After Free ploit (Black Hat 2018)
.dos.remotewipe_browserdeliver Invoke a USSD code that performs a remote wipe on Samsung Galaxy SIII (Ekoparty 2012)

.fileformat.polarisviewerbof_ browserdeli y
Deli\ Polaris Viewer 4 exploit files over browser (Mobile Pwn20wn 201

.fileformat.polarisviewerbof_generate
Generate Polaris Viewer 4 exploit DOCX (Mobile Pwn n 2012)

.socialengineering.unknownsources
Deliver the Rogue drozer Agent over browser and hold thumbs the user wil

usb.socialengineering.usbdebugging a Rogue drozer Agent on a connected device that has USB debugging enabled

Gordiguniz gibi drozer ¢ok gelismis bir arac. Bircok moduili ve komutu var. Bunlarin tamamina

buraya tiklayarak ulasabilirsiniz.

Mobil glivenlik ve diger bircok aracin tam listesine https://mobilesecuritywiki.com/ adresinden

ulasabilirsiniz.
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3. Mobil Sizma Testi Ornekleri

3.1 Insecure Bank App Login Bypass

Simdi yukarida 6rnek olarak Insecurebankv2 uygulamasini baz aldik ve her aracta bunu calistirdik. Bu
calismalar sirasinda bircok bilgi edindik. AndroGuard ile activityleri getirdigimizde tim aktivityleri gordik.
Burada com.android.insecurebankv2.PostLogin adindaki activity dikkatimizi cekti. Bunu direk

calistirdigimizda bize giriste sorulan username ve password kismini gecerek uygulama bizi karsilayacaktir.

Drozer in komut satirinda run app.activity.start ~component com.android.insecurebankv2
com.android.insecurebankv2.PostLogin komutunu calistirdigimizda dedigimiz islemi gerceklestirmis

oluyoruz.

PostLogin

Transfer

View Statement

Change Password

Rooted Device!!

Bu activityi drozer ile calistirdigimiz gibi ADB ile de calistirabiliriz. adb.exe shell am start -
n com.android.insecurebankv2/com.android.insecurebankv2.PostLogin komutu ile ayni islemi
gerceklestirebiliyoruz.
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3.2 Insecure Bank App Root Detection Bypass

Evet gordigiiniz lzere login ekranini gecerek uygulamamiz acildi. Fakat uygulama cihazin rootlu olup
olmadigini kontrol ediyormus ve bizim cihazimizi yakaladi. Rootlu olarak bunun icin yazinin basinda
bahsettigim Xpossed modiillerinden RootCloak 1 kullanacagiz.

W RootCloak

Add/Remove Apps

Add/Remove Keywords Hidden by
RootCloak

Add/Remove Commands Hidden by
RootCloak

Instructions
Turn On/Off Debug

About

Buradan Add/Remove Apps diyerek Insecurebankv2 uygulamasini secmemiz gerekmekte.

Device not Rooted!!

Ve uygulamamizi bi daha actigimizda gordigiiniiz gibi Cihaz Rootlu degil diyor yani bypasslamis olduk.
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3.3 DIVA (Damn Insecure and Vulnerable App )

Diva, mobil gelistiriciler, sizma testi uzmanlari ve mobil glivenlik Gzerine calisma ve Pratik yapmak icin
kodlanmis bir android uygulamasidir. Sitesinden veya Github lzerinden apk dosyasini indirerek cihaziniza
ya da emilatoérdeki sanal cihaziniza kurabilirsiniz. Emulatordeki sanal cihaza kurarken indirdiginiz apk
dosyasini isterseniz emilatoriin tGzerine slrikleyerek ylikleyebilir ya da adb install komutu ilede
ylkleyebilirsiniz.

LEryImouor 101 Persondl Use - IVMIODJF_VIVI_U.Z (/7 ZUX | £...

A #

APPS WIDGETS

Ahmet-MacBook-Pro:~ ahmet$ cd Downloads/
Ahmet-MacBook-Pro:Downloads ahmet$ adb install diva-beta.apk

7" diva-beta.apk: 1 file pushed. 10.2 MB/s (1502294 bytes in 0.140s)
WARNING: linker: libdvm.so has text relocations. This is wasting m

Browser
security risk. Please fix.
WARNING: linker: app_process has text relocations. This is wasting
a security risk. Please fix.
pkg: /data/local/tmp/diva-beta.apk

Success
Ahmet-MacBook-Pro:Downloads ahmet$

Calculator Calendar

Clock Downloads

-

Gallery Google

Settings

M-Files Messaging Movie Studio

P

News & Play Store
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Welcome to DIVA!

DIVA (Damn insecure and vulnerable App) is an App
intentionally designed to be insecure. The aim of
the App is to teach developers/QA/security
professionals, flaws that are generally present in
the Apps due poor or insecure coding practices. If
you are reading this you want to either learn App
pentesting or secure coding and | sincerely hope
that DIVA solves your purpose. So, sit back and
enjoy the ride.

1. INSECURE LOGGING

2. HARDCODING ISSUES - PART 1

3. INSECURE DATA STORAGE - PART 1

4. INSECURE DATA STORAGE - PART 2

5. INSECURE DATA STORAGE - PART 3

6. INSECURE DATA STORAGE - PART 4

Uygulamayi basarili bir sekilde ylkleyip calistirdiginizda bu ekran éniinlize gelmektedir. Her bir sekmede bir
glivenlik acigi ve leveli bulunmaktadir.
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Uygulamanin apk dosyasini decompiler ettigimizde kaynak kodundan bir cok hassas bilgilere ulasabiliriz
bunun disinda AndroidManifest.xml dosyasindan uygulamanin izinlerine ve bu izinlerden kaynakl
olusabilecek giivenlik aciklarini tespit edebiliriz.

<> diva-beta.apk » AndroidManifest.xml

<xml version="1.0" encoding="utf-8"?>
<manifest xmlns:"http://schemas.android.com/apk/res/android" android:versionCode="1" android:versionName="1.0" package="jakhar.aseem.diva" platformBuildVersionCode="23" platformBuildVe
rsionName="6.0-2166767">
<uses-sdk android:minSdkVersion="15" android:targetSdkVersion="23" />
<uses-permission android:name="android.permission. NRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission, INTERNET" />
<application android:theme="8style/AppTheme" android:label="@string/app_name" android:icon="@mipmap/ic_launcher" android:debuggable="true" android:allowBackup="true" android:suppor
tsRtl="true">
<activity android:theme="@style/AppTheme_NoActionBar" android:label="@string/app_name" android:name="jakhar.aseem.diva.MainActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUINCHER" />
</intent-filter>
</activity>
<activity android:label="@string/dl" android:name="jakhar.aseem.diva.Loghctivity" />
<activity android:label="@string/d2" android:name="jakhar.aseem.diva.HardcodeActivity" />
<activity android:label="@string/d3" android:name="jakhar.aseem.diva.InsecureDataStoragelActivity" />
<activity android:label="8string/d4" android:name="jakhar.aseem.diva.InsecureDataStorage2Activity" />
<activity android:label="@string/dS" android:name="jakhar.aseem.diva.InsecureDataStorage3Activity" />
<activity android:label="@string/d6" android:name="jakhar.aseem.diva.InsecureDataStoragedActivity" />
<activity android:label="@string/d7" android:name="jakhar.aseem.diva.SQLInjectionActivity" />
<activity android:label="@string/d8" android:name="jakhar.aseem.diva.InputValidation2URISchemeActivity" />
<activity android:label="@string/d9" android:name="jakhar.aseem.diva.AccessControllActivity" />
<activity android:label="@string/apic_label" android:name="jakhar.aseem.diva.APICredsActivity">
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<activity android:label="@string/d10" android:name="jakhar.aseem.diva.AccessControl2Activity" />
<activity android:label="@string/apic2_label" android:name="jakhar.aseem.diva.APICreds2Activity">
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS2" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<provider android:name="jakhar.aseem.diva.NotesProvider" android:enabled="true" android:exported="true" android:authorities="jakhar.aseem.diva.provider.notesprovider" />
<activity android:label="@string/d11" android:name="jakhar.aseem.diva.AccessControl3Activity" />
<activity android:label="@string/d12" android:name="jakhar.aseem.diva.Hardcode2Activity" />
<activity android:label="@string/pnotes" android:name="jakhar.aseem.diva.AccessControl3NotesActivity" />
<activity android:label="@string/d13" android:name="jakhar.aseem.diva.InputValidation3Activity" />
</application>
</manifest>
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3.4 DIVA App Insecure Logging

Diva uygulamasinin ilk 6rnegi glivensiz log kayitlarindan kaynaklanan giivenlik acigidir. Kullanicidan inputta
kredi karti bilgisinin girilmesi isteniyor. Fakat kaynak kodda bu islem yapilarken loglama acik birakilmis yani
yazilimin loglarina diismekte. Bu loglari cihaza ad bile baglanti kurup logcat ile incelenebilmektedir.

adb shell ps | grep ‘diva’ diyerek cihazda calisan siireclerden diva uygulamaninin pid numarasina
ulasabiliyoruz. Daha sonra adb shell logcat | grep -i pid ile loglari goriintileyebilmekteyiz.

1. Insecure Logging

Objective: Find out what is being logged where/how
and the vulnerable code.

Hint: Insecure logging occurs when developers
intentionally or unintentionally log sensitive
information such as credentials, session IDs
financial details etc.

ahmet — -bash — 74x13

hmet-MacBook-Pro:~ ahmet$ adb shell ps | grep 'diva'
u@_a7s 1667 172 573696 49400 ffffffff b76ced7b S jakhar.aseem.diva
Ahmet-MacBook-Pro:~ ahmet$ adb shell logcat | grep -i 1667

eYalallala
ahmet — grep -i 1667 — 74x13

© 489373317, "result":"","class":"android.os.SystemProperties"”,"method":"get"
,"type":"content","args" : ["debug.hwui.overdraw"]}

., W/EGL_genymotion( 1667): eglSurfaceAttrib not implemented

'« E/diva-log( 1667): Error while processing transaction with credit card: 12

| 34567890

" D/dalvikvm( 1667): GC_CONCURRENT freed 611K, 12% free 5410K/6084K, paused

"' 3ms+0ms, total 7ms

.+ I/Xposed ( 1667): Droidmon-apimonitor-jakhar.aseem.diva:{"timestamp":1494

" 489458965, "class":"java.lang.reflect.Method", "method":"invoke", "hooked_met
hod" : "checkout", "hooked_class":"jakhar.aseem.diva.LogActivity","type":"ref
lection","args":["android.support.v7.widget.AppCompatButton{52930ef8 VFED. §
.C. ...PH... 260,556-460,652 #7f0c007c app:id\/button}"]}

1234567890

CHECK OUT

Goruldigu gibi girilen hassas verilere bu sekilde ulasilabilmekte.
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3.5 DIVA App Hardcoding Issues - Part 1

Bu asamada ise yazilimci tarafindan kaynak kodda kullanilan sabitlerden kaynaklanan sorunlara deginilmis.
Input var ve dogru degeri girdigimizde basarili girmedigimizde yeniden deneyin tarzi bir mesaj veriyor. Bu
kodlanirken en temel seviyede mesaja esitse true degilse false mantigi kullanilmis ve esitse diye kontrol
edilirken cleartext olarak dogru deger kaynak kodda bulunmakta. Elimizdeki apk dosyasini decompiler
ettigimizde degere ulasabilmekteyiz.

</> diva-beta.apk > jakhar aseem diva HardcodeActivity.java

package jakhar.aseem.diva;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

public class HardcodeActivity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) C@200R.layout.activity_hardcode);
}

public void access(View view) {
if (((EditText) findViewById(C@200R.id.hcKey)).getText().toString().equals("vendorsecretkey"”)) {
Toast.makeText(this, "Access granted! See you on the other side :)", 0).show();
} else {
Toast.makeText(this, "Access denied! See you in hell :D", @).show();
}

Gordiginlz Gzere if icinde equals(“vendorsecretkey”) var burada kullanicidan alinan string
vendorsecretkey ‘e esitse Acces granted degilse Acces denied yaz denmektedir. Equals java ve android de
string ler bir birine esitmi diye konrol eden bir fonksiyondur.

A #

2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where
Hint: Developers sometimes will hardcode
sensitive information for ease

vendorsecretkey

ACCESS

Access granted! See you on the other side :)
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3.6 DIVA App Insecure Data Stroge ~ Part 1

Bu bolimde glivensiz veri saklamadan kaynaklanan gilvenlik acikliklarina deginilmistir. Acilan activityde
onldmauize gelen inputlara username,password girmemizi istemekte girdigimiz bu degerleri glivenli
saklanamamasindan dolayi saldirganlar tarafindan erisilebilir durumdadir. Uygulama /data/data dizinin
altinda genellikle kendi dizinini olusturur. Bu klasoériin altinda sharedpreferences ve databases klasorleri
bulunabilir. Eger bunlara hassas veri yaziliyor ise bunlar kontrol edilmelidir.

() @ <0 Genymotion for personal use - MobSF_ VM_0.2 (720x12...
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3. Insecure Data Storage - Part 1

Objective: Find out where/how the credentials are
being stored and the vulnerable code.

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc.

hassasveri

SAVE

3rd party credentials saved successfully!

Yukaridaki resimde gordiiglinlz gibi hassasveri adinda username ve password girdik. Girdigimiz bu verileri
yazilimci /data/data/jakhar.aseem.diva/shared_prefs/ jakhar.aseem.diva_prefences.xml dosyasinda
tutmaktadir. Adb ile cihazda shell alarak cihaz lizerinde bu dosyaya giderek goriintiledigimizde girdigimiz
username ve passworda ulasmaktayiz.
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A #

3. Insecure Data Storage - Part 1

Objective: Find out where/how the credentials are
being stored and the vulnerable code.
Hint: Insecure data storage is the result of storing
confidential information insecurelv on the svstem
| ahmet — adb shell — 80x24
| [Ahmet-MacBook-Pro:~ ahmet$ adb shell
‘[root@mobsec:/ # cd data/data/ja
jackpal.androidterm/ jakhar.aseem.diva/
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache
databases
lib
shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd shared_prefs/
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs # 1s
jakhar.aseem.diva_preferences.xml

erences.xml
<?xml version="1.0' encoding="utf-8' standalone='yes' ?>

<map>
<string name="user">hassasveri</string>
<string name="password">hassasveri</string>
</map>
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs #
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3.7 DIVA App Insecure Data Stroge - Part 2

Bu bolimdede glivensiz veri saklama yontemlerinden kaynaklanan zafiyet bulunmaktadir. Bu sefer
girdigimiz bilgiler veritabanina kaydolmaktadir. Fakat kaydoldugu yer cihazin icinde
/data/data/jakhar.aseem.diva/databases dizininin altindadir.

A # < m210

4. Insecure Data Storage - Part 2

Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc.

Ahmet-MacBook-Pro:Desktop ahmet$ adb shell
' [root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache
databases
1ib
shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd databases/
root@mobsec:/data/data/jakhar.aseem.diva/databases # 1s
divanotes.db
divanotes.db-journal
ids2
ids2-journal
sqli
sqli-journal
root@mobsec:/data/data/jakhar.aseem.diva/databases # exit
Ahmet-MacBook-Pro:Desktop ahmet$ adb pull /data/data/jakhar.aseem.diva/databases
/ids2
/data/data/jakhar.aseem.diva/databases...lled. 6.2 MB/s (16384 bytes in 0.003s)
Ahmet-MacBook-Pro:Desktop ahmet$

adb pull komutu ile veritabani dosyasini cihazdan kendi bilgisayarimiza indiriyoruz. indirdigimiz dosyayi
daha sonra sqlite3 ile acarak icindeki verilere bakiyoruz.

A # T m2n

4. Insecure Data Storage - Part 2

Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access contro
issues etc.

Masaustl — sqlite3 ids2 — 80x24

Ahmet-MacBook-Pro:Desktop ahmet$ sqlite3 ids2
SQLite version 3.16.2 2017-01-06 16:32:41
Enter ".help" for usage hints.

sqlite> .tables

android_metadata myuser

sqlite> select * from myuser;
gizliverilgizliveri

sqlite>
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3.8 DIVA App Insecure Data Stroge - Part 3

Bu kisimdada yine glivensiz veri saklama sorunlarindan birine deginilmis. Uygulama bulundugu klasore
gecici bir dosya olusturarak hassas verileri buraya kaydetmekte. Bu tip tespitler icin her zaman uygulamanin
klasori,databases ve shared prefences dizinleri incelenmelidir. Bunun disinda apk dosyasi decompiler
edilerek kaynak kodu incelenmeli ve mutla Android Manifest.xml dosyasindaki izinler ve diger bilgiler analiz
edilmelidir.

public void saveCredentials(Viewm parasView)

{

EditText locolEditTextl « (EditText)findVienByIld(2131493006);
EditText localEditTextZ « (EditText)findVienById(2131493007);
File localFilel = new File(getApplicationInfo().dataDir);
try
File localFile2 « File.createlempFilel "uinfo”, "tmp", localFilel);
localFile2. setReadable(true);
localFile2. setWritable(true);
FileWriter localFilefWriter = new Filefriter(localFile2);

locolFilefriter.write(localEditTextl. getText(). . toString() + ° + localEditText2.getText(). toString() + "\n");
locolFileRriter.close();

Toast.mokeText(this, "3rd porty credentials saved successfully!™, @).shon();

return;

}

Yukaridaki resimde gordiigliniiz kodda uinfo adinda gecici bir dosya olusturmakta ve alinan degerler buna
yazilmaktadir.

A # < m215 g

5. Insecure Data Storage - Part 3

Objective: Find out where/how the credentials are
being stored and the vulnerable code.
Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc.

ahmet — adb shell — 80x24
Last login: Sat May 13 11:38:29 on ttys001
Ahmet-MacBook-Pro:~ ahmet$ adb shell

root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # ls
cache

databases

lib

shared_prefs

uinfo0968176505tmp

root@mobsec:/data/data/jakhar.aseem.diva # cat uinfo968176505tmp
6nemlibilgi:6nemlibilgi

root@mobsec:/data/data/jakhar.aseem.diva #

/data/data/jakhar.aseem.diva dizinini altinda uinfo ile baslayan dosyayi cat ile okudugumuzda girilen hassas
bilgilere ulasilmaktadir.
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3.9 DIVA App Insecure Data Stroge ~ Part 4

Bu kisimdada yine girilen bilgiler cihaz icinde glivensiz sekilde tutulmaktadir.

6. Insecure Data Storage - Part 4

Objective: Find out where/how the credentials are
being stored and the vulnerable code.

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc

gizlibilgi

SAVE

Verilerimizi girip save diyoruz. Bu sefer sdcard’da bir dosya olusturup ona kaydedilmektedir.

</> diva-beta.apk > jakhar aseem diva InsecureDataStorage4Activity.java

package jakhar.aseem.diva;

import android.os.Bundle;

import android.os.Environment;

import android.support.v7.app.AppCompatActivity;
import android.util.Llog;

import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

import java.io.File;

import java.io.FileWriter;

public class InsecureDataStorage4Activity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) C@200R.1layout.activity_insecure_data_storage4);
}

public void saveCredentials(View view) {
EditText usr = (EditText) findViewById(C@2@0R.id.ids4Usr);
EditText pwd = (EditText) findViewById(C@20@R.id.ids4Pwd);
try {
File uinfo = new File(Environment.getExternalStorageDirectory().getAbsolutePath() + "/.uinfo.txt");
uinfo.setReadable(true);
uinfo.setWritable(true);
FileWriter fw = new FileWriter(uinfo);
fw.writeCusr.getText().toString() + ":" + pwd.getText().toString() + "\n");
fw.close(Q);
Toast.makeText(this, "3rd party credentials saved successfully!", @).show();
} catch (Exception e) {
Toast.makeText(this, "File error occurred", 0).show();
Log.d("Diva", "File error: " + e.getMessage());

Yukaridaki resimde gérdigiiniz kaynak kodda external storage altinda /.uinfo.txt olusturulmakta. Ad bile
shell diyerek cihaz icinde sd karda gidip bu dosyayi okuyoruz.
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root@mobsec:/mnt/sdcard # 1ls -la

drwxrwxrwx
-PWXIWXIrwX
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

2015-10-05
2017-05-13
2016-03-07
2014-06-02
2014-06-10
2015-09-05
2017-04-13
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-06
2017-03-31
2014-06-07

.RootBrowser
.uinfo.txt
150273

Alarms
Android

DCIM

Download
Movies

Music
Notifications
Pictures
Podcasts
Ringtones
XSSLUnpinning
romtoolbox

root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard # cat .uinfo.tx
gizlibilgi:gizlibilgi
root@mobsec:/mnt/sdcard #

Goruldiagu gibi dosyayl okudugumuzda verilere basarili bir sekilde ulasabilmekteyiz.
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3.10 DIVA App Input Validation Issues - Part 1

Bu kisimda input kontrol eksikliginden kaynaklanan zafiyetlere deginilmistir. Buradaki input girilen degeri
aramaktadir. Varsa ekrana getirmekte yoksa bulunamadi olarak cikti vermekte. Sql injection denemesi
yapmak icin “ tirnak kullaniyoruz fakat bize user bulunamadi olarak cikti vermekte. ‘ tirnak denedigimizde
ise her hangi bir user bulunamadi ¢iktisi vermemekte bos déndirmektedir.

[ ] @ <0 Genymotion for personal use - MobSF_VM_0.2 (720x12...
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7. Input Validation Issues - Part 1 7. Input Validation Issues - Part 1

Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search.

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output.

Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output.

SEARCH SEARCH

User: (") not found

User: (1) not found

Bundan sonra sorgularimizin ‘ tirnak ile yazildigini tespit ederek sqli sorgusunu yazarak tiim kayitlara
ulasabilmekteyiz.



iInngvera

We enable
[ ) @® <o Genymotion for personal use - MobSF_VM_0.2 (720x12...

A # < ®232 g

7. Input Validation Issues - Part 1

Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search.

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output.

1or'1'="1|

User: (admin) pass: (passwd123) Credit card:
(1234567812345678)

User: (diva) pass: (p@ssword) Credit card:
(1111222233334444)

User: (john) pass: (password123) Credit card:
(5555666677778888)

Bunun disinda apk yi decompiler ederek kaynak kodunda input alanlarina bakarak nasil filtrelendigini tespit
ederek ona gore test edilebilir.

public void search(Viem parasVien)
{
EditText locolEditText = (EditText)findVienBy14(2131493017);
try
{
Cursor localCursor « this m08, roaQuery("SELECT * FRIM sqliuser MHERE user « '™ + locolEditText getText(), toString() « “"", mull);
StringBuilder locolStringBuilder = new StringBuilder("");
if (QlocalCursor '« null) 88 (locallursor,getCount() > 0))
{
localCursor. moveToFirst();
do
localStringButlder.append{ “User: (" «+ localCursor.getString(®) « ) pass: (" « localCursor.getString(l) + *) Credit card: ("
while (lecalCursor moveToNext());
}
while (true)
{
Toast , makeText(this, localStringButlder. toString(), 0).shom();
return;
localStringButlder append( "User: (" + locolEditText getText(), toString() + ") not found™);

}
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3.11 DIVA App Input Validation Issues - Part 2

Yine input control eksikliginden kaynaklanan bir glivenlik acigi bulunmakta. Girilen url’l sayfayinin hemen
altinda web view ile agmakta fakat biz url yerine bir cihaz icindeki hassas bir dosya ¢agirdigimizda onuda

ekrana getirmekte.

(] @ <o Genymotion for personal use - MobSF_ VM_0.2 (720x12...
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8. Input Validation Issues - Part 2

Objective: Try accessing any sensitive information
apart from a web URL.

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it.

http://www.gurelahmet.com

VIEW

%fzmei giire/

Bunun disinda AndroidManifest.xml de external stroge read izni bulunmaktadir. Bu izinler de dikkatli

incelenmelidir.

o ® <o Genymotion for personal use - MobSF_VM_0.2 (720x12...
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8. Input Validation Issues - Part 2

Objective: Try accessing any sensitive information
apart from a web URL

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it.

file:///sdcard/.uinfo.txt

VIEW

gizlibilgi:gizlibilgi
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3.12 DIVA App Access Control Issues - Part 1

Erisim control sorunlari bashkh bu bolimde activitylerin AndroidManifest.xml dosyasinda gerekli sekilde
konfigurasyonu ve izinleri ayarlanamadiginda activityler disaridan butonlara tiklanmadan acilabilmektedir.
Drozer ve adb gibi araclarla bu islemler yapilabilmektedir.

9. Access Control Issues - Part 1

Objective: You are able to access the API
credentials when you click the button. Now, try to
access the API credentials from outside the app.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected. Components such as activities, services,
content providers are prone to this.

VIEW API CREDENTIALS

Bu kisimda View Api Credentials a tikladigimizda yeni bir activity acilarak api bilgilerini getiriyor. Buraya
tiklamadan disaridan komut ile activity baslatilabilmektedir.

A #

Vendor API Credentials

4 ahmet — -bash — 71x23 API Key: 123secretapikey123 o)
4 API User name: diva
Last login: Sat May 13 15:00:26 on console API Password: p@ssword
Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -n jakhar.aseem.diva/.API T
CredsActivity -a jakhar.aseem.diva.action.VIEW_CREDS
WARNING: linker: libdvm.so has text relocations. This is wasting memory
and is a security risk. Please fix.
WARNING: linker: app_process has text relocations. This is wasting memo
ry and is a security risk. Please fix.
Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS cmp=jakhar.a
seem.diva/.APICredsActivity }
Ahmet-MacBook-Pro:~ ahmet$
L)

adb shell am start —n jakhar.aseem.diva/.API CredsActivity —a jakhar.aseem.diva.action.VIEW_CREDS
komutu ile baslatilmaktadir. Bu zafiyet burada cok dnemli gibi durmasada ilk 6rneklerde login activity sini
atlayarak diger bir activity’i cagirmistik.
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3.13 DIVA App Access Control Issues ~ Part 2

Erisim control sorunlarinin ikinci kismida illk kismina benzer sadece bu sefer uygulama acildiginda dniimuze
iki secenek suruyor Kayit ol ve Zaten Kayitli Kullaniciyim tarzinda kayit ol secenegine tiklandigi zaman PIN
sormakta. Fakat Zaten kayith kullaniciyim sekmesinde ise direk activity acilmakta. Bizim amacimiz zaten

kayith kullaniclyim butonuna basmadan bu activity’i disaridan calistirmak.

10. Access Control Issues - Part 2

Objective: You are able to access the Third Party
app TVEETER API credentials after you have
registered with Tveeter. The App requests you to
register online and the vendor gives you a pin,
which you can use to register with the app. Now, try
to access the API credentials from outside the app
without knowing the PIN. This is a business logic
problem so you may need to see the code.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs. Components such as activities, services,
content providers are prone to this.

O Register Now. O Already Registered.

VIEW TVEETER API CREDENTIALS

Tveeter API Credentials

Register yourself at http://payatu.com to get your
PIN and then login with that PIN!

knter PIN received from Tveeter

TVEETER API CREDENTIALS

Tveeter API Credentials

TVEETER API Key: secrettveeterapikey

APl User name: diva2

APl Password: p@ssword2
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Kaynak kod incelendigi zaman check_pin true gibi bir kod satiri gériilmekte ve biz bunu ad bile activity’'l
baslatirken —ez check_pin false parametresini ekleyerek activity’i disaridan tetikleyip hic bir butona
basmadan calistirilabilmektedir.

A# # o

Tveeter API Credentials

TVEETER API Key: secrettveeterapikey
APl User name: diva2
API| Password: p@ssword?

72y ahmet — -bash — 77x24

' Last login: Sat May 13 15:54:23 on ttys000 1
Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -a jakhar.aseem.diva.action.VIE/S
W_CREDS2 -n jakhar.aseem.diva/.APICreds2Activity —-ez check_pin false
WARNING: linker: libdvm.so has text relocations. This is wasting memory and i
s a security risk. Please fix.

WARNING: linker: app_process has text relocations. This is wasting memory and g
is a security risk. Please fix.

Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS2 pkg=-ez cmp=jakha
r.aseem.diva/.APICreds2Activity }
Ahmet-MacBook-Pro:~ ahmet$
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3.14 DIVA App Access Control Issues - Part 3
Bu kisimda yine erisim control sorunlarina deginilmis. Kullanicidan bir pin kodu girmesi istenmektedir.

11. Access Control Issues - Part 3

Objective: This is a private notes application. You
can create a PIN once and access your notes after
entering the correct pin. Now, try to access the
private notes from outside the app without knowing
the PIN

Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs. Components such as activities, services,
content providers are prone to this

Enter 4 Digit PIN

CREATE/CHANGE PIN

GO TO PRIVATE NOTES

Girilen PIN kodu sharedpreferences dizinin altinda xml dosyasina yazilmaktadir. Buradan PIN koduna
ulasabilmekteyiz.

® @® <o Genymotion for personal use - MobSF VM_0.2 (720x12...

A# # o

jakhar.aseem.diva_pr...

F?xml version='1.0" encoding="utf-8'
standalone='yes' 7>
<map>
<string name="notespin">1234</string>
<string name="password">hassasveri</string>
<string name="user">hassasveri</string>
</map>

Buradan ulastigimiz PIN ile korunan hassas verilere erisim saglayabilmekteyiz.
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3.15 DIVA App Hardcoding Issues - Part 2
Bu asama daha Once degindigimiz kaynak kodda bulunan parola ve dogrulama degerlerinden kaynaklanan
glivenlik acikliklaridir.

#include <jni.h>
#include <string.h>
#include "divajni.h"

#define VENDORKEY  "olsdfgad;lh"
#define CODE ".dotdot"
#define CODESIZEMAX 20

JINIEXPORT jint JNICALL Java_jakhar_aseem_diva_DivaJni_access(JINIEnv % env, jobject jobj, jstring jkey) {
const char *x key = (xenv)->GetStringUTFChars(env, jkey, 0);

return ((strncmp(VENDORKEY, key, strlen(VENDORKEY)))?0:1);

Kaynak kodda bulunan bu key apk decompiler islemlerinden sonra elde edilebilir durumdadir.

@ player © QR T L w2
[ ] @ <0 Genymotion for personal use - MobSF_VM_0.2 (720x12...

;ﬁ Ahmet-MacBook-Pro:x86 ahmet$ strings libdivajni.so A # @ < 1614
_—cxa_finalize H

—_cxa_atexit o
PN <o cic_chk_fail 12. Hardcoding Issues - Part 2

> Java_jakhar_aseem_diva_Divalni_access
. Java_jakhar_aseem_diva_Divalni_initiateLaunchSequence
: strcpy
' JNI_OnLoad
_edata
_bss_start
_end
libstdc++.so
libm.so
libc.so
libdl.so
libdivajni.so
dser
olsdfgad;1lh
.dotdot
;*28" olsdfgad;Ih|
GCC: (GNU) 4.8
gold 1.11
.shstrtab ACCESS

.dynsym

Objective: Find out what is hardcoded and where
Hint: Developers sometimes will hardcode
sensitive information for ease

Access granted! See you on r side )
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3.16 DIVA App Input Validation Issues - Part 3

Input kontrol eksikliginden kaynaklanan zafiyetlerin tglinci kismi bu sefer input uzunlugu kontrol
edilmemis. 10 karakter girildiginde herhangi bir sorun vermemektedir fakat 40 adet karakter girildiginde
uygulama crash olmaktadir.

( ] @® <0 Genymotion for personal use - MobSF_VM_0.2 (720x12... [ ) @ <0 Genymotion for personal use - MobSF_ VM_0.2 (720x12...

A# # @ %‘_6:35n

13. Input Validation Issues - Part 3

Objective: This is a Missile Launch App. Spread love
not War! DOS the Damn thing! Your objective here is
to NOT find the code and then launch the missiles,
rather it is to crash the app (and then find the root
cause the crash).

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. This is a
classic memory corruption vulnerability. If you can
get code execution, | would love to hear from you. | Unfortunately, Diva has
dont expect anyone to go that far though. stopped.

AAAAAAAAAA

Access denied!
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