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Introduction
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1- Operating system Vulnerabilities
2- SSL CERT Vulnerabilities

3- Web Products Vulnerabilities

4- Web Services Vulnerabilities

5- Social Engineering Techniques
6- Make plan

7- Conclusion

Testing quote

"DON'T WORRY
ABOUT FAILURE,
YOU ONLY HAVE

TO BE RIGHT ONCE."

Drew Houston
CEQ, Drapbex
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Operating System Vulnerabilities
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1- Nmap
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Categories

auth
broadcast
brute
default
discovery
dos
exploit
external
fuzzer
intrusive
malware
safe
version
vuin
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nmap --script type ip-Target // type choose anyone of the Categories // ip-Target is our host
For example :
nmap --script default 127.0.0.1 or nmap --script vuln 127.0.0.1
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Operating System Vulnerabilities Cont.
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2- Metasploit
CELEASY) g Gianl) cllany (ailall g8 g Ada £ 3 W A Y £ g diall 138 (ha
Auxiliary

=[ metasploit v4.14.27-dev-
-- --=[ 1660 exploits - 951 auxiliary - 293 post

1
]
-- --=[ 486 payloads - 40 encoders - 9 nops 1
1

aladiu) datead (AU (N1 o 33 and 951 sl 8 B aa g
msf> show auxiliary
msf> use [the auxiliary]
msf> show options
msf> run

Name

TLSVERSION 1.0



Operating System Vulnerabilities Cont.

3- Windows Exploit Suggester
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update the database

$ ./windows—exploit-suggester.py —-update
[*] initiating...

[*] successfully requested base url

[*] scraped ms download url

[+] writing to file 2014-06-06-mssb.x1sx
[*] done

AUNS 985 ) AN e daanl) 4Byl
S8 ol s laall g il a0 Al da g5 A (s 9 Jeaisll Gure Llaal) 8 Gl o gli
"windows server 2008 r2"

$ ./windows—-exploit-suggester.py ——database 2014-06-06-mssb.x1lsx —-ostext 'windows server 2008 r2'

[*%] initiating...

[*] database file detected as x1ls or xlsx based on extension

[*] getting 0S information from command line text

[*] querying database file for potential vulnerabilities

[*] comparing the @ hotfix(es) against the 196 potential bulletins(s)

[*] there are now 196 remaining vulns

[+] windows version identified as 'Windows 2008 R2 64-bit'

[%]

[M] MS13-009: Cumulative Security Update for Internet Explorer (2792100) - Critical

[M] MS13-005: Vulnerability in Windows Kernel-Mode Driver Could Allow Elevation of Privilege (2778930) - In
[E] MS11-011: Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (2393802) - Important
[M] MS1@-073: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (981957) -
[M] MS10-061: Vulnerability in Print Spooler Service Could Allow Remote Code Execution (2347290) - Critical
[E] MS10-059: Vulnerabilities in the Tracing Feature for Services Could Allow Elevation of Privilege (9827¢
[E] MS10-047: Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (981852) - Important

[M] MS10-002: Cumulative Security Update for Internet Explorer (978207) - Critical

[M] MS@9-072: Cumulative Security Update for Internet Explorer (976325) - Critical
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SSL CERT Vulnerabilities
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1- Testssl.sh: Testing TLS/SSL Encryption
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https -ftp -smtp-xmpp-imap
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Jtestssl.sh host.com //https
Jtestssl.sh --starttls smtp <smtphost>.<tld>:587 //SMTP

.Jtestssl.sh --starttls ftp <ftphost>.<tld>:21 //FTP

Jtestssl.sh -t xmpp <jabberhost>.<tld>:5222 /Jabber
Jtestssl.sh -t xmpp --xmpphost <XMPP domain> <jabberhost>.<tld>:5222 /Jabber

Jtestssl.sh --starttls imap <imaphost>.<tld>:143 //IMAP

200 OK
+8 sec from localtime

Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.5.30-1~dotdeb+7.1
1 issued: NOT secure, NOT HttpOnly
X me-Options sameorigin
2ible IE=edge

Reverse Proxy banner

Testing wvi abilities

sed (CVE-2014-0160) 1 no heartbeat extension
VE-2014-0224)
bleed (CVE-2016-9244), experiment. 1 no session ticket extension
on (CVE-2009-3555)
ed Renegotia , DoS threat
| LS 4929) not vulnerable (O
EACH (CVE-2013-3587) - only supplied "/" tested
Can be ignored for static pages or if no secrets in the page
(CVE-2014-3566) , uses SSLv3+CBC (check TLS_FALLBACK_SCSV mitigation below)
SCSV (RFC 7507) Downgrade attack prevention NOT supported
5 (CVE-2016-2183, CVE-2016-6329) VULNERABLE, uses 64 bit block ciphers
FREAK (CVE-2015-0204) 10t vulnerable (0K
DROWN (CVE-2016-0800, CVE-2016-0703)
AM (CVE-2015-4000), experimental ot vulnerable (0
ST (CVE-2011-3389) : DES-CBC3-SHA
: AES128-SHA AES256-SHA DES-CBC3-SHA ECDHE-RSA-AES128-SHA ECDHE-RSA-AES256-SHA
VULNERABLE -- and no higher protocols as mitigation supported
LUCKY13 (CVE-2013-0169) VULNERABLE, uses cipher block chaining (CBC) ciphers
RC4 (CVE-2013-2566, CVE-2015-2808)

: no DH EXPORT ciphers, no DH key detected
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Web Products Vulnerabilities
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1-Web Application Vulnerabilities Tools

A- WebSploit
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root@testing:~# websploit

WARNING:

db
88

d8b
I8I
88 I8I 88
Y8 I81I 88
*8b d8'8b d8'
“8b8' "~8d8'

db

88 88°

88.

> show modules

web/apache_users

web/dir_scanner
web/wmap
web/pma
web/cloudflare_resolver

da88888b

8800000
88~———

Y88888P

No route fTound for IPv6 destination

d8888b.
88 8D
88c00Y"'
88~——~b.
88 8D
Y8888P'

WebSploit
Version
Codename

Available

o1 ola aa Jaladl) 48y kg

(no default route?)

.d8888.
88" YP
*8bo.
*Y¥8b.
db 8D
~8888Y"’

d8888b.
88 ~ 8D
88o0o0dD"’
88—
88

88

db

88

88

88
88booo.
Y88888P

.d88b.
.8P Y8.
88 88
88 88
*8b ds'’

“Y8s8pP'

d888888b d888888b
*88' T —88—"'
88 88
88 88
.88. 88
Y888888P YP

Advanced MITM Framework

Modules 20

Update Date : [

& 5l (andy (slids 5 51

Scan Directory 0f Apache Users

Directory Scanner

Information Gathering From Victim Web Using (Metasploit Wmap
PHPMyAdmin Login Page Scanner

CloudFlare Resolver
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> use web/dir_scanner
= > show options

http://google.com

> set TARGET http://host.com

TARGET => host.com
s > run
[*1] Your Target : host.com

[index] ... [400 Bad Request]
[images] ... [400 Bad Request]
[download] ... [400 Bad Request]
[2006] ... [400 Bad Request]

B- WPForce - Wordpress Attack Suite
SAYN g adilly Cisiall o gag ) Ad g (B WY L (el 013 038 ST LA (e Aaliall Gl LAY AnaS Gl o)) 038 raila
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python wpforce.py -i usr.txt -w pass.txt -u "http://www. [website].com"

/| x \ AN 2l o8 e o
() 0 WA Z 202 ] = %] T s
NSy o NV NI | S DT ]
==== NN A WA -1 N—/ 2] N——IN ]
[ \='~ || I
/ _/~| «uu||_/|-" Brute Force Attack Tool for Wordpress
=( N | ~n00py~

Username List: usr.txt (3)
Password List: pass.txt (21)
URL: http://www[website].com
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C- Fimap - LFI/RFI bugs
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## Examples:
. Scan a single URL for FI errors:
/fimap.py -u 'http://localhost/test.php?file=bang&id=23"'
. Scan a list of URLS for FI errors:
Jfimap.py -m -1 '/tmp/urllist.txt'

. Scan Google search results for FI errors:
Jfimap.py -g -q 'inurl:include.php'
. Harvest all links of a webpage with recurse level of 3 and
write the URLs to /tmp/urllist
/fimap.py -H -u 'http://localhost' -d 3 -w /tmp/urllist

..\A\Jd.\.g_‘uaaédas@igdg‘ﬂﬁ\’\gé
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2- Grep
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XSS:

[ ]

grep -Ri "echo" .

grep -Ri "\$_" . | grep "echo"

grep -Ri "\$_GET" . | grep "echo"
grep -Ri "\$_POST" . | grep "echo"
grep —-R1i "\$_REQUEST" . | grep "echo"
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Command execution:

grep -Ri "shell_exec(" .
grep -Ri "system(" .
grep -Ri "exec(" .

grep -Ri "popen(" .

grep -Ri "passthru(" .
grep -Ri "proc_open(" .

grep -Ri "pcntl_exec(" .

Code execution:

grep -Ri "eval(" .
grep -Ri "assert(" .
grep -Ri "preg_replace" . | grep "/e"

grep -Ri "create_function(" .

SQL Injection:

grep -Ri "\$sql" .
grep -Ri "\$sql" . | grep "\$_"
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3-Grabber
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Features:

Cross-Site Scripting

SQL Injection (there is also a special Blind SQL Injection module)

File Inclusion

Backup files check

Simple AJAX check (parse every JavaScript and get the URL and try to get the parameters)

Hybrid analysis/Crystal ball testing for PHP application using PHP-SAT
e JavaScript source code analyzer: Evaluation of the quality/correctness of the JavaScript with JavaScript Lint

e Generation of a file [session_id, time(t)] for next stats analysis.

(AU aladiey) 48y 4k

root@kali:~# grabber --spider 1 --sql --xss --url http://192.168.1.224
Start scanning... http://192.168.1.224

runSpiderScan @ http://192.168.1.224 | # 1

Start investigation...

Method = GET http://192.168.1.224

[Cookie] @ : <Cookie PHPSESSID=2742cljd8ubaclfktflshZ84u7 for 192.168.1.224/>
[Cookie] 1 : <Cookie security=high for 192.168.1.224/>

Method = GET http://192.168.1.224

[Cookie] ] < <Cookie PHPSESSID=2742cljd8ubaclfktflsh284u7 for 192.168.1.224/>
[Cookie] 1 : <Cookie security=high for 192.168.1.224/>
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Web Services Vulnerabilities
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1-Nessus vulnerability scanner
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msf >

Nessus Bridge for Metasploit 1.1

Type nessus_help for a command listing

Successfully loaded plugin: nessus

Waddlew o) il o) b\hﬁaﬁjéﬂ\ 1agd o slaall AS ) Lh)élﬂg:\l\ doslancd) daddl) g2 Liagala (Sl
DA (e pand Jas OSay Al claadd) i https://www.tenable.com Lyl e a5 60 sal e S

Scanner Agent Web Application
$ A
!.i'rb A ? A\
- '

Advanced Network Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection Basic Network Scan

» o & @

Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Security Bypass... Internal PCI Network Scan

\% i i L] =

Malware Scan MDM Config Audit Mobile Device Scan Offline Config Audit PCI Quarterly External Scan

E 1 ‘ -

Policy Compliance Auditing SCAP and OVAL Auditing Shadow Brokers Scan WannaCry Ransomware D...
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Sev + Name Family Count
® PHP Unsupported Version Detection CGl abuses 1
PHP < 5.2.11 Multiple Vulnerabilities CGl abuses 1
PHP < 5.3.11 Multiple Vulnerabilities CGl abuses 1
PHP < 5.3.12 / 5.4.2 CGI Query String Code Execution CGl abuses 1
PHP < 5.3.9 Multiple Vulnerabilities CGl abuses 1
PHP 5.2 < 5.2.14 Multiple Vulnerabilities CGl abuses 1
CGI Generic XSS (extended patterns) CGl abuses : XSS 1
PHP < 5.2.10 Multiple Vulnerabilities CGl abuses 1
PHP < 5.2.12 Multiple Vulnerabilities CGl abuses 1
PHP < 5.2.9 Multiple Vulnerabilities CGl abuses 1
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Vulnerability Information

CPE: cpe:/a:php:php

Exploit Available: true

Exploit Ease: Exploits are available

Patch Pub Date: 05/03/12 at 12:00 AM
Vulnerability Pub Date: 05/03/12 at 12:00 AM

2- hydra — Very fast network logon cracker
"Brute Force" . «iuall Jsaall cilaaa o Gaadiu s jal) 12 B
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Crunch
Ll S g gl QNSJQE&\@Q\JQ& oA m@ﬂﬂdlss‘ge\&aﬁ-y‘w&d\ RS

EXANPLES
Example 1
crunch 1 8
crunch will display a wordlist that starts at a and ends at zzzzzzzz

Example 2
crunch 1 6 abcdefg
crunch will display a wordlist using the character set abcdefg that starts at a and ends at ggggge

Example 3

crunch 1 6 abcdefg\

there is a space at the end of the character string. In order for crunch to use the space you will need to escape it using the \ character. In this example you could also put quotes around
the letters and not need the \, i.e. "abcdefg ". Crunch will display a wordlist using the character set abcdefg that starts at a and ends at (6 spaces)

Example 4
crunch 1 8 -f charset.1st mixalpha-numeric-all-space -0 wordlist.txt
crunch will use the mixalpha-numeric-all-space character set from charset.lst and will write the wordlist to a file named wordlist.txt. The file will start with a and end with "

Example 5

crunch 8 8 -f charset,1st mixalpha-numeric-all-space -o wordlist.txt -t @@dog@@@ -s cbdogaaa

crunch should generate a 8 character wordlist using the mixalpha-number-all-space character set from charset.lst and will write the wordlist to a file named wordlist.txt. The file will
start at cbdogaaa and end at " dog "

Example 6

crunch 2 3 -f charset.1st ualpha -s BB

crunch with start generating a wordlist at BB and end with ZZZ. This is useful if you have to stop generating a wordlist in the middle. Just do a tail wordlist.txt and set the -s parameter
to the next word in the sequence. Be sure to rename the original wordlist BEFORE you begin as crunch will overwrite the existing wordlist

Example 7

crunch 4 5 -p abc

The numbers aren't processed but are needed.
crunch will generate abc, acb, bac, bca, cab, cba

Example 8

crunch 4 5 -p dog cat bird

The numbers aren't processed but are needed

crunch will generate birdcatdog, birddogcat, catbirddog, catdogbird, doghirdcat, dogcatbird.
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pop3 - imap -smtp -mysql - ftp -ssh -http

AUIS el oW (Gaadal & 9Sa g

root@testing:~# hydra
ydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Byntax: hydra [[[-1 LOGIN|-L FILE] [-p PASS|-P FILE]] | [-C FILE]] [-e nsr] [-o FILE] [-t TASKS] [-M FILE [-T TASKS]] [-w TIME] [-W TIME] [-f] [-s PORT] [-x MIN:MAX:CHARSET] [-SOuvVd46] [service://server|
:PORT] [/OPT]]

Pptions:
-1 LOGIN or -L FILE Tlogin with LOGIN name, or load several logins from FILE
-p PASS or -P FILE try password PASS, or load several passwords from FILE
-C FILE colon separated "login:pass" format, instead of -L/-P options
-M FILE list of servers to attack, one entry per line, ':' to specify port
-t TASKS run TASKS number of connects in parallel (per host, default: 16)
-U service module usage details
-h more command line options (COMPLETE HELP)
server  the target: DNS, IP or 192.168.0,8/24 (this OR the -M option)
service the service to crack (see below for supported protocols)
0PT some service modules support additional input (-U for module help)

Bupported services: asterisk cisco cisco-enable cvs firebird ftp ftps http[s]-{head|get|post} http[s]-{get|post}-form http-proxy http-proxy-urlenum icq imap[s] irc ldap2[s] ldap3[-{cram|digest}md5][s] mss
i1 mysql nntp oracle-listener oracle-sid pcanywhere pcnfs pop3[s] postgres rdp redis rexec rlogin rsh rtsp s7-300 sip smb smtp[s] smtp-enum snmp socks5 ssh sshkey svn teamspeak telnet[s] vmauthd vnc xmpp

ydra is a tool to guess/crack valid login/password pairs. Licensed under AGPL
3.0, The newest version is always available at http://www.thc.org/thc-hydra
Pon't use in military or secret service organizations, or for illegal purposes.

xample: hydra -1 user -P passlist.txt ftp://192,168.6.1
cotlto dpo. i
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root@kali:~# hydra -1 root -P /usr/share/wordlists/metasploit/unix_passwords.txt -t 6 ssh://192.168.1.123
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Social Engineering Techniques
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1-PHISHING
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facebook

m Facebook helps you connect d share with the people in your life.

Fake Facebook URL.:
www.facelook.cixx6.com

Facebook Login

You must log In to see this page.

Email address:
Password:

.| Keep me logged in

or Sign up for Facebook

Forgotten your password?

English (US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano ) &7 o 3r(fEE)

H#E »

2- PRETEXTING
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3- Vishing
hagl) 488 cpa Ly S ASWEl S geall 3 dedd g g glAY) (A e aalgal) aaliaey 40385 oda B
1 Jaa g 4 Juai¥) (Gash (o Ciagll £1ads aalgal) a gl Cuay Lga ) AANL Al Al cLaiy) AS i
SN da gl Gk 8 o) Lbga Glaglaa WD) dale aa gl g JualV) AS jd e AallSall Gl o adg V)
gl A

4- BAITING
Ciagl) Jang Cuag aalgall sy (o Gl (o analS ST g pudilaal) cullal) Gl W Jaagla g aadal) 4085
agle bl dadd JilBa g dpaiall Baea LgB) 541 a3 ciladd aalgal) oy Mia aalgall Adlaa; (35
palgall Ly (Al Al Jua g 28 (9% 9 (Al Clana i) A8 iy (alAd) gali jall Jran

5- Spear Phishing
ALt g Ciagdly all dgla IS (0S5 day Luadid Cilaghi) dples Lgd) ) g Aangdl 038 ey ¥
e slaa Adsle s Lo LB AS) dangll (1585 Euny Addh gl (lSa Ciilgl) o5 ) Jia Al Cilaglas
Galill (e 0S4 sana Ao Lgles il

PHISHING SPEAR-PHISHING

IS A BROAD, AUTOMATED ATTACK ISA CUSTOMIZED ATTACK ON ASPECIFIC
THAT IS LESS SOPHISTICATED. EMPLOYEE & COMPANY
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Make plan

Jalail) a%y ddad aun g () 9d L8 e (819 Euanl) 138 B Ly jS3 T AN ) oW g LAY fpa panll 8yl 081
LA oy dxia ) adad auda g aly ilaslrall Caly Aualidee 48,8 IS (8 oy 5 Chan JSI Jual O 480 S Lga
G may 9% Aand JS Zlad (il g daud) g < ghadl) ¢ oS5 ST CalaaY) Ao (asdll cliles aiea See

Glaagdl Oy OS5 Uba) O Gpasdical) g Jaladill g Jard) Gl g9 0 3¢V (A (il sa (e hagll
GV SAY) iida Jee <l ghd e (e Aadlill o guall B i Cra uS) Cingd cila slaall e Lgda cingl)

Information
Gathering

Attack

Report Writing Preparation

Attack
Execution

Conclusion

gl (gl g 4y cld g ) g aSilas) Ao JU Jaal) 138 0% ) ol AailA By
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https://github.com/GDSSecurity/Windows-Exploit-Suggester
https://github.com/drwetter/testssl.sh
http://tools.kali.org/web-applications/websploit
https://github.com/n00py/WPForce
http://tools.kali.org/web-applications/fimap
http://tools.kali.org/web-applications/grabber
http://tools.kali.org/password-attacks/crunch
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https://en.wikipedia.org/wiki/Social_engineering_(security)
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