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Al Al sl s B Joied bl (e AiliSe lgan 555 a5 080 AL il g il Al el e Y 153
(98l A8l el s By 0 sadiall el yall prisas rans VirusTotal @ s 4 aidiall geali jall (pudi am Sl g il

total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

el

Mo file selected Choose File

Maximum file size: 64MB

By clicking 'Scan itl', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details
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WinMD5 leé Giled) il Sy Al i 521 (g

£ WinMD5Free v1.20 [= = [=]

@%  WinMDSFree

inmd5.com

Select a file to compute MD5 checksum (or drag and drop a file onte this window)
Ch\Users\teacher\Desktop'winmd5free\WinMD5.exe

Cancel

File Marme and 5ize:  Ch\Usershteacher\DesktopiwinmdSfree\WinhD5.exe (591872 bytes)
Current file MD5 checksum value:

944alef69969ddEadbedcasetebeii9a

Original file MD5 checksum value (optional). It usually can be found from website or .md5 file

paste its original md5 wvalue to wverify

Website | | About Exit

weo e RDN/Generic BackDoor!
HSS:: C°‘3§;‘;’te 4F6933EA1951 Threat Detail

High This page shows details and results of our Malware Type: Trojan

Medium analysis on the malware RDN/Generic BackDoor! Malware Sub-type: N/A
Minimal 4F6933EA1951 Discovery Date: 2013-04-13

Download Current DAT

Next Steps: Search Again @ View All Threats @ Sign Up McAfee Labs Security Advisory

Overview

T This is a Trojan
» Characteristics

File Properties Property Values
Symptoms McAfee Detection RDN/Generic BackDoor
Length 5115904 bytes
Method of Infection MD5 4f6933ea1951ef881bc05ca3d385b2af
SHA1 36389d16df76f446e7923c29bab4659ce936e54b
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GetProcAddress s Load Library :die Jis e gba¥) e 58S & 3 scaall el ) (g sind

Original Wrapper
Executable Program
(String.

visible code Packed
and data) Executable

Exelnfo PE 5 PEID 4 sicaal) cilalal) ldl el all el

Eo&

E| Exeinfo PE - ver.0.0.3.3 Beta by A S.L - 680 sign 2012.12.25

File :J|Lab01-01.exe | (1] (=]
Entry Point : |0ooo1s20 on ! | text | &)

File OFfset : 00001820 ]
Aap E
A Linker Info : 600 ‘

" File Size : F% =

es: ss.ep.EC.oaFr (1] (5]
% i LA L nbho

Image is 32bit executable S/0¥1 [ File :Jimal0z.exe | (1] (=]
<D |Microsoft Wisual C++ ver 5.0/6.0 Entry Point : 00005410 oo] i

Lamer Info - Help Hint - Unpack info
[Not packed , try disaSM OllyDbg - www.ollydbg.di File Offset : (00000810
. " 5

. B
ol Linker Info: [g.00 em |
i
~  File Size : [Ugggncggh Oyerlay :

Image is 32bit executable S/O¥YL:0/0% 2011

”r; |UPX 0.89 - 3.xx -> Markus & Laszlo ver. [ 3.04 ] <- from file. { 5|gn Ilke E]
Lamer Info - Help Hint - Unpack info

Iunpack upx.exe -d from http:/fupx.sf.net or any UPX)’Generlc unpa-
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Windows Sysinternals Utilities: Strings = sl gl Aty &l sa¥) Gany

Strings v2.5
Copyright (C) 1999-2012 Mark Russinovich
Sysinternals - www.sysinternals.com

IThis program cannot be run in DOS mode.
Rich

UPX0

UPX1

DmM

;01

PQ6

(23h

MalService
sHGL345

http://w

warean
ysisbook.co
om#Inténet Explo!r 8FEI
0=
SystemTimeToFile

KERNEL32.DLL
ADVAPI52 dll

MSVCRT.dll
WININET.dll
LoadLibrarvA
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess
CreateServiceA
exit
InternetOpenA
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Hardware | Options

Devica Summary Device status
W Memory 1GB Connected
[ Processors 1 [¥] connect at power on
(= Hard Disk (SCSI) 40 GB
*)CD/DVD (IDE)  Auto detect Network connection

Flo Auto detect -
il () Bridged: Connected directly to the physical network
L Network Adapter Host-only
USB Controller Present Replicate physical network connection state
@' Sound Card Auto detect MAT: Used to share the host's IP address
=i Printer Present -
= ) (@ Host-only: A private network shared with the host
&/ Display Auto detect

LAN segment:
-
LAN Segments...l ’ Advanced... l

TulY) ol oY) Al Als yal)
Processor Monitor (procmon) gl 441 e 5la0 @

Microsoft :,xadl o
dlaal) Bl Jueiil) oUas 4 Aalill Registersd)s cilall 481 e 4 dasiia slaf saslall o

- T —————
Ez.‘ Process Monitor - Sysinternals: www.sysinternals.com ‘ =E X
File Edit Event Filter Tools Options Help
2R | AaBE | 46 | & a5 EELEM0
Time o... Process Name PID Operation Path Result Detail =&
2:12.58.... |B |Explorer.EXE 1340 aReadFlle C:\Windows\System32\ExplorerFrame.dll SUCCESS Offset 1.400.832. \E|
2:1258... |81 ToolbarUpdate... 2444 B.WrileFiIe CA$Directory SUCCESS Offset 159.744. Lv
2:12:58._ [m | Explorer EXE 1340 B.ReadFlle C\Windows\System32\ExplorerFrame dll SUCCESS Offset 1.380.352,
2:12.58.... |B |Explorer.EXE 1340 aReadFlle C:\Windows\System32\ExplorerFrame.dll SUCCESS Offset 1.363.968.
2:12.58.... |81 Explorer.EXE 1340 B.ReadFile C\Windows\System32\ExplorerFrame.dll SUCCESS Offset 1.359.872.
21258 |8 ToolbarUpdate 2444 [k WriteFile C:A$Directory SUCCESS Offset 8,192, Len
2:12.58.... |B |Explorer.EXE 1340 aReadFlle C:\Windows\System32\ExplorerFrame.dll SUCCESS Offset 1.330.176.
2:12.58.... |81 Explorer.EXE 1340 B.ReadFile C\Windows\System32\ExplorerFrame.dll SUCCESS Offset 1.313.792,

I 21258 8| Explorer EXE 1340 ﬁRegOueryKey HKLM SUCCESS Query: HandleTz
2:12:58 . |B | Explorer EXE 1340 ﬁRegOpenKey HKLMISOFTWARE\MicrosoffiWindows... NAME NOT FOUND Desired Access:
2:12.58.... |81 Explorer.EXE 1340 B.QuerySecurityFi...C.\W\ndcws\explurer exe SUCCESS Information: Owne
21258 8| Explorer EXE 1340 :rglﬂueryBasic\nfnr CiWindows\explorer.exe SUCCESS CreationTime: 06
2:12:58 . |B | Explorer EXE 1340 ﬁRegOpenKey HKCU\Software\MicrosoftWindows NT\... SUCCESS Desired Access:
2:12:58.... |B | Explorer.EXE 1340 ﬂRegQueryVa\ue HKCU\Software\MicrosoftWindows NT\... NAME NOT FOUND Length: 16

I 21258 (W] Explorer. EXE 1340 ﬁRegC\oseKey HKCU\SoftwareiMicrosoftWindows NTY... SUCCESS -~
R o — I~ - S . I B
< | 11 »
Showing 313,636 of 350,331 events (89%) Backed by virtual memory
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Microsoft :radl o
e JS5 aUaill e lashaa s el ) (e e divdl DLLSJ)s Processesd) awa o saldl o

File Options View Process Find Users Help

aajgpa|esjae] i 1l Lt

Process CPU  Private Bytes = WaorkingSet  PID Description Company Name -
® |svchostexe <001 6.000K 31.100K 820 Host Process for Windows S.. Microsoft Corporation
EI | atiesnocexe 1.744K 4436K 8284 AMD External Events Service... AMD
W | atiechoxexe 2720K 6812K 1128 —
BI | swchostexe 19.340K 58,752 K 948 Host Process for Windows S.. Microsoft Corporation
® |audiodg.exe 15812K 15512K 5920 3
EI | svchostexe 017 186,744 K 241304 K 992 Host Pracess for Windows S... Microsoft Corporation L
Mfmers 005 668K 50206k 23 Deskdop WindouNlansger_—Mcisof Corporsion
| svchostexe 003 24,836 K 96,028 K 116 Host Process for Windows 5. Microsoft Corporation
[ | svchostexe <001 6.972K 32.108K 804 HostProcess for Windows S.. Microsoft Corporation
@ |svchostexe <001 13.112K 46,880 K 1252 Host Process for Windows S... Microsoft Corporation
| spoolsv.exe <001 11.780K 67.700K 1392 Spooler SubSystem App Microsoft Corporation
| svchostexe 10.980K 38456 K 1420 HostProcess for Windows S Microsoft Corparation
W | svchostexe 4376K 29.288K S—
' | AppleMobileDeviceServic.. | <001 3324K 9612K ummary |ceu | memory [vo_ [cru_|
mDMNSResponder.exe 2576K 5988 K CPU
residentAgent exe <001 2280K 468 K
® /| collector.exe 1.356K 4896 K
# |svchostexe 6,624 K 96508 K A S—
CPU Usage: 29.87% Commit Charge: 29.08% Processes: 89 Physical Usage: g 26.50% v VJL.». WWWWW
System
24GB
Physical Memory
22GB
70
4248 i

Regshot:si e

JMAM A giaa aadl o
i CilS 13 el ol s ay Leillay Ll o3 (g 5 aliall Jinlis 8 Registry Al Jess s Ll s :E-\Mg o

File Edit Format View Help
Regshot 1.9.0 x86 Unicode

Comments:
Datetime: 2013/4/25 06:31:22 , 2013/4/25 06:34:53 - =

: [ =mi=n
Computer: CFYUNG-PC , CFYUNG-PC Regshot 1.9.0 x86 Unicode

Username: cfyung , cfyung
Compare logs save as:

_ - 1st shot
Values added: 2 @) Plain TXT () HTML document
2nd shot
HEKLM\SOFTWARE'LANDesk'ManagementSuite' WinClient'\SoftwareMonitoring'MonitorLog |
\G:/SHARE/Desktop/WIP malware/tools malware/Regshot-1.9.0/Regshot-x86-Unicode.exe'Tc |:| Scan dirl[;dir2;dir3;...;dir nn]: Compare

9 94 00 00 00 00 —
HEKLM\SOFTWARE'LANDesk'ManagementSuite' WinClient'\SoftwareMonitoring'MonitorLog C:\Windows

"G:/SHARE/Desktop/WIP malware/tools malware/Regshot-1.9.0/Regshot-x86-Unicode exe\Cyf

AB 9B 94 00 00 00 00
ihves modified: 152 CSHAREDesitop [, |

HEKLM\SOFTWARE'Google'\Update' LastStartedAU: 0x5178C048

Add comment into the log:

HEKLM\SOFTWARE'Google'\Update' LastStartedAU: 0x5178CE59 I
HKLM\SOFTWARE'LANDesk ManagementSuite'WinClient\SoftwareMonitoring'MonitorLog'\(| -
(x86)/Adobe/Reader 11.0/Reader/AcroRd32.exe\Current Duration: DO 75 E7 61 07 00 00 00 English b

HELM\SOFTWARE'LANDesk'ManagementSuite\WinClient'\SoftwareMonitoring' MonitorLog)\
(x86)/Adobe/Reader 11.0/Reader/AcroRd32 exe\Current Duration: 90 6C C3 14 08 00 00 00
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Mandiant : ,x=dl o
o)zl e DNSJ) 8 pals calla gl 1Y) Ll sldll o

I® ApateDNS C=RIE X

Capture Window | DNS Hex View

Time Domain Requested DNS Retu...
14:45:45  1.0.0.127in-addr.arpa FOUMND
144549  wpadvtc.eduhk FOUND
14:45:49  5-0.19-830fd211.d0d10b1.1518.1b8f 2f5b.10.0.mfAtgut7g859s9bvgdshggjnat.... FOUND
144553 9-0.19-830ff211.d0d10b1.1518.1b8f.2/5b.10.0. keagzvurlrvuebns4ghGigipub.... FOUND
144557  9-0.19-830f1211.d0d10b1.1518.1b8f 26b.10.0.bvbscg8b2bd536wikgrhjg2ge..  FOUND
14:46:08  9.3.c-0.19-830f1211.90601b1.1518.1b8f 2f5b.10.0.eefrvtjs Thump1Ins3th67cn... FOUND
144610  downloadwindowsupdate.com FOUND
144610  downloadwindowsupdate.com FOUND

[+] Attempting to find DNS by DHCP or Static DNS.

[+] Using IP address 192.168.19.254 for DNS Reply.

[+] DNS set to 127.8.8.1 on Realtek RTL81680D/8111D Family PCI-E Gigabit Ethernet NIC (NDIS 6.28).
[+] Sending valid DNS response of first request.

[+] Server started at 14:45:23 successfully.

DNS Reply IP (Default: Current Gatway/DNS):

# of NXDOMAIN's: 0

Selected Interface: ’Realtek RTL8168D/8111D Family PCI-E Gi =

‘Wireshark slai e

C}ﬁAJM:)m‘ @)
A A5l UL aes o s i i A4 (5 Sle e Cuaiie Baldll o

-lesl.cap E]@

Fle Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals Help
Seoee BEAXEE Qe+ TLIBE QA #EME B

Filker: | Expression...

Mo. Time Saurce Destination Protocal  [Length |Info
1 0.000000 192.168.0.2 Broadcast ARP 42 Gratuitous ARP for 192.168.0.2 (F=|
2 0.20991303 192.16B8.0.1 182.168.0.2 MNENS G2
41 2 L1 70
4 1.02565% 1092.168.0.2 224.0.0.22 IGMP 54
51.044366 192.168.0.2 192.168.0.1 DNS 110 standard guery SrRv _ldap._tcp.nbc
6 1.048652 192.168.0.2 239.255.255.250 S5DP 175 M-SEARCH * HTTP/1.1
7 1.050784 192.188.0.2 192.168.0.1 DNS 86 standard guery S04 nbl0061d.ww004
81.055053 192.168.0.1 182.168.0.2 SSDP 337 HTTP/1.1 200 oK
G 1.082038 1092.168.0.2 152.168.0.255 NENS 110 Registration WE NELOOELD<00>
10 1.111945 162.168.0.2 162.168.0.1 DNS 87 standard gquery A proxyconf.ww00d,
11 1.226156 192.168.0.2 182.168.0.1 TCP 62 ncu-2 > http [SYn] seq=0 win=6424 |
12 1.227282 192.168.0.1 192.168.0.2 TCR 60 http » ncu-2 [5¥N, ACK] Seg=0 ACk_V_
. >

Frame 11: 62 hytes on wire (496 hits), 62 bytes captured (456 bits)

Ethernet IT, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Wetgear_2d:75:2a (00:09:5h:2d:75:9a)
Internet Protocol, sSrc: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (152.168.0.1)
Transmission Control Protocol, Src Port: ncu-2 (3196), Dst Port: http (80), Seg: 0, Len: O
Source port: ncu-2 (3196)

pestination port: http (800

[stream index: 5]

sequence number: O (relative sequence number)

Header length: 28 bytes

Flags: Ox02 (SYW)

window size value: 64240 [~
0000 00 0% 5k 2d 75 %a 00 Ob 5d 20 <o 02 08 00 45 00
0010 00 30 18 48 40 00 80 06 61 2c¢ <O a8 00 02 cO a8
0020 00 01 0c Fc 00 50 3c 36 55 8 00 00 Q0 00 70 02
0030 fa f0O 27 20 00 00 02 04 05 hd 01 01 04 Q2

T E EE

®

@ File: 'C:ftest.cap” 14 KB 00:00:02 Packets: 120 Displayed: 120 Marked: 0 Load kime: 0:00.000 Profils: Default
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